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YcnoBsHble 0603HauYeHuUA

1. YcnoBHble 0603HauYeHMA B TEeKCTe

dopmar OnucaHue
<> CKOBKM < > 0603HAUAOT «KHOMKNY». Hanpumep, HaXXMUTe KHoOMKy <Set>
(] CKobKM [ ] 0603HaYatoT MMA OKHa AN MMA MeHto. Hanpumep, Haxmute

NYHKT meHto [File]

MHOroypoBHeBO€E MeHI0 pasaenaeTca NocpeacTBOM 3HAKA K= ».

N Hanpumep, [Start] = [All Programs] - [Accessories]. Haxkmunte meHto
[Start], BoguTe B noameHto [All programs], 3aTem BoiianTe B NOAMEHO
[Accessories]

Bo3amorKkHOCTb BblbOpa oaHON, ABYX UAM Bonee onunit 0603HaYaeTcs Npu

/ nomoLm cumeona «/». Hanpumep, «Add/Subtract» osHauvaet o6aBuUTbL UK
YyOaNnTb

2. YCNoBHble CUMBO/bI

Cnmson OnucaHue
3TM BONpoCbl TpebylT BHMMaHMA BO Bpema paboTbl ¢

YCTPOMCTBOM MPM HACTPOMKE, a TaKKe AatoT AONONHUTENbHYIO
* NpepocTepexkenne | yydpopmaumio

HeobxoAMMble MOACHEHWA K COAEPKUMOMY BbIMOAHAEMbIX
3ameTKa onepauuii ¢ ycTpoiCTBOM

Bonpocbl, Tpebytowme ocoboro BHMMaAHMA. HeKOppeKTHas

paboTa c yCTPOMCTBOM MOXKET NPUBECTU K NOTEPEe AAHHbIX UK
BHuMaHue NOBPENKAEHMIO
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1. Mpuctynas K paborte

1.1 OcHOBHas MHPOPMaALIMA O KOMMYTATOPE

SWM10G-244 npeacrtaBnaeT coboit CToeuyHbI MoAayAbHbIN Ethernet-kommyTtaTop ¢ 4 cnotamm,
noaaepusawowmii go 24 noprtos 10/100/1000 BaseT(X) n ao 4 noptos 10 Gigabit Ethernet.
TaKasa KOHCTPYKLUMA NO3BONAET CO34aBaTb Pa3/IMyHble MoAY/IbHble KOMOUHALUKN B 3aBUCUMOCTH
OT Bawwux noTpebHocTei. bnarogapa noageprkke MNPOTOKONOB pe3epBUpoBaHMAa M MSTP,
coBmecTumoro ¢ RSTP/STP, obecneumBaercs 3aliuTa KPUTUYECKU BaAXKHbIX MPUIOXKEHUI OT
ceTeBbiXx cO0EB MM BPEMEHHbIX HeucrnpaBHocTen. KommyTaTop MoXeT paboTaTb B LUMPOKOM
AvanasoHe Temnepatyp oT -40 go +70°C (npu ucnonb3osaHun moaynen 10G SFP pabouas
TemnepaTtypa coctasnset ot -20 go +60°C) u ynpasnsatbca 4yepes Beb-uHTepodeic, Telnet u
KoHconb (CLI). Takum obpasom, SWM10G-244 aBnseTca HageKHbIM KOMMOHEHTOM ynpaB/ieHuA
ONA TAXKENbIX YC/IOBUA MPOMBbILLIEHHbIX CETEN.

1.2 ®yHKUMOHaNbHbIe BO3MOXHOCTH 10

o [loaaeprkmBaeT NPOTOKON TyHHennposaHus GRE (Generic Routing Encapsulation)

e Mopaepxkunsaet Sy-Ring (Bpema BoccTaHoBneHus <30 mc Ha 250 eguHUL, coeguHeEHUs) U
MSTP (coBmecTtumbliit ¢ RSTP/STP) ana pesepeuposaHus Ethernet

o MNopgpepxxkusaet All-Ring pgna B3aumogencreMa ¢ KO/bLEBOW TEXHONOTMEN APYrux
NOCTaBLUMKOB B OTKPbITOMN apXUTEKTYpe

e [Mopnepskmsaer Sy-Union, no3BOAAIOWMIA UCMNOMb30BaTb HECKO/NbKO PE3ePBHbIX CETEeBbIX
Koseu,

e [Mopaep)knBaeT cTaHAapTHyto ¢yHKUMo |IEC 62439-2 MRP (nNpoTOKoAN pe3epBUPOBaHMA
cpeabl Nnepesayn AaHHbIX)

e [lopaepxmeaeT CMHXpoHM3aumio Yacos |IEEE 1588v2

e [logaep*knBaeT HOBYIO BEPCUIO MHTEPHET-NPOTOKONA IPV6

e [opgaep:xusaet npotokon Modbus TCP

e [loanep’kuBaeT NoayvyeHne Kagpos € Teramu npuoputeTta onpeaeneHHbimm IED
e [Mopnepknsaet aHeproapdekTuBHyto TexHonorunto Ethernet IEEE 802.3az

e [lpepoctaBnsaeT npoTtokonbl HTTPS/SSH ans nosbiweHns 6e30nacHOCTU ceTH
o [loppepxnsaetr SMTP-knneHT

e [loaaepkmMBaeT ynpaBieHMe NOSOCON NPOMNYCKaHUA HA ocHose IP

e [loppeprkmnsaeT ynpasneHme QOS Ha OCHOBE MPUNOXKEHNUN

e [MopaepkmnsaeTt PyHKUMIO Be30NacHOM NPUBA3KKU YCTPOMCTB

e [loaaepskMBaeT aBToMaTMYecKoe npeaoTepalleHne atak DoS/DDoS

e Mopaepsunsaet IGMP v2/v3 (IGMP Snooping) ans ¢unbTpaummnm mHoroagpecHoro Tpaduka
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e Moaaepskmnsaer SNMP v1/v2c/v3, RMON u ynpasneHue VLAN 802.1Q

o Nopapepxxusaet ACL, TACACS+ 1 ayTeHTUdUKaumto nosnb3oBateneit 802.1x
e Mopaepxkunsaet Jumbo-dperim pazamepom 10 Kb6ant

e [llopaep:kMBaeT pasnyHble BUAbl yBeAOMNEHUM 06 MHLMAEHTaX

e [oanep*kunBaeT ynpasneHue Yyepes Beb-uHTepdelic, Telnet, KoHconb (CLI)

e [loppepmneaet NnpoToKon LLDP

1.3 AnnapaTHble XapaKTepPUCTUKH

e MoaynbHasa KOHCTPYKLUUA

e Pe3sepBupyemble BXOAbl MUTAaHMA MOCTOAHHOMO TOKa

e [llopaeprkmMBaeTca MOHTaX B 19-4101MMOBYIO CTOMKY

e CootsetctByeT IEC 61850-3 n IEEE 1613

e Bmeuwaet 3 moayna 10/100/1000Base-T(X) RJ-45 oo 24 nopTtos
e Bmeuaet 3 moayna 100/1000Base-X SFP o 24 nopTos

e Bmewaet 1 moaynb 10G SFP+ ao 4 noptos

e Pabouaa Temnepatypa: ot -40 po +70°C (o1 -20 go +60°C npu ncnonb3zosaHmm moayna 10G
SFP)

e TemnepaTypa xpaHeHusa: -40 go +85°C
e Paboyas BnaxkHOCTb: 0T 5% 0 95%, 6e3 KoHAEHCcaLMm

e Pasmepsbl B Mm: 442 (L) x 346 (') x 46 (B)

2. OnucaHne obopynoBaHuA
2.1 MNepepHAAa naHenb

2.1.1 NopTbl U KOHHEKTOPbI

SWM10G-244 wmeeT oauH cnoT gns moayna 10 Gigabit u Tpu cnota 10/100/1000Base-T,
obecneumBalowme pasnYHble MOAY/NAbHblE KOMOBMHAUMW B 3aBUCMMOCTU OT KOHKPETHbIX
noTpebHocTei. B Tabanue 1 coaepxutca MHGOPMaLMA O COBMECTUMbIX MOAYANSAX.

Tabnuua 1 — CeteBble Moaym

Moaynb Onuncaxue Tun

2XG-4 2-nopToBbIN 10G moaynb ¢ 2 10-rnrabutHbIN MOoAaYNb
noptamu 1000/10GBase-F(X) SFP+
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4XG-4 4-nopToBbit 10G moaynb c 4
noptamm 1000/10GBase-F(X) SFP+

8G 8-NopTOBbLIN MOAYNb C 8 NOpTamM MrabuTHbI MOAY b
10/100/1000Base-T(X)

8GSFP 8-MopTOBbLIN ONTUYECKUIN MOAYAb C | TMrabUTHbIM ONTUYECKUI
8 noptamu 100/1000Base-X SFP Mmoaynb

4GF-MM/SM-SC 4-NopTOBbIN ONTUYECKUI MOAY b C
4 noptamun 100/1000Base-F(X) SC

4GF-MM/SM-ST 4-nopTOBbIM ONTUYECKUIA MOAY/b C
4 noptamm 100/1000Base-F(X) ST

4F-MM/SM-SC 4-nopTOBbIM oNTUYECKNIA moay/b ¢ | 100-merabutHbIN
4 noptamunl100Base-FX SC ONTUYECKMI MOAYNb
4F-MM/SM-ST 4-nopTOBbIM ONTUYECKUIA MOAY/b C

4 noptamunl00Base-FX ST

Moaynn He NOAAEPKMBAIOT ropsadyylo 3ameHy. epes yCTaHOBKOW 06s3aTeNbHO
OTKNIOUYMTE NMUTAHUE, MHAYe MOAYNU He ByayT 06HapYyKeHbl CUCTEMOW.

Ha nepepgHelt naHenn Haxo4ATcA CNOTbl CETEBbIX MOAY/EN, a TaKXKe MHAWMKALMA U KHOMKK
yrnpasaeHus.

o

PucyHoK 1 — lNepegHAaa naHenb
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1. CeBeToanogHble MHAMKaTOpbI cuctemsbl: PWR/PWR1/PWR2/RM/Ring/Fault/DEF.
2. UHamKaTopbl cocToaHMA nopTtos: LINK/SPD/FDX/Homep noprTa.
3. KoHconbHbIM NopT.

4. KHonku: <Reset> n <MODE>. Haxkmunte <Reset> Ha 3 ceKyHAbl ANA Nnepe3arpy3kn CUCTembl U
Ha 5 cekyHZ ANna BO3BpaTa K 3aBOACKMM HaCTporKam. YToObl M3MEHUTb PEXMM MHAMKALMU
NOPTOB, HAa*XMUTe KHONKY <MODE>.

5. Cnotbl gna moaynen RJ-45/SFP.
6. Cnot gna moayna 10G SFP

2.1.2 CBeTogmnoaHble MHOUKATOPbI

Tabnuua 2 — CBeToANOAHbIE UHAMKATOPDI

NHaukaTtop Upet CoctoaHune OnucaHune
PWR 3eneHbliit loput NMnTaHMe NOCTOAHHOIO TOKa BKAKOYEHO
o loput
PWR1 3eneHbin AKTMBMPOBAH MOAYNb NUTaHMA 1
o loput
PWR2 3eneHbin AKTMBMPOBAH MOAYNb NMUTAHMA 2
R.M 3eneHblii loput YCTpOICTBO ABNSETCA [N1aBHbIM B KO/IbL,EBOM
Tonosaormn
Ring 3eneHbi loput Konbuo BKAOYEHO
MeganeHHo HapylweHa cTpyKTypa Konbua (T.e. YacTb
Mmuraet KONbLLA OTKAOYEHa)
BbicTpo KonbLo oTKAOYEeHO
muraet
Fault Kentbii Ffoput NHAnKaTop HemcnpaBHOCTU (C60M NUTaHUA
WA HeMCNpPaBHOCTb NOPTa)
DEF 3eneHblii loput Cbpoc cucTembl A0 HACTPOEK MO YMONYAHUIO
RMT 3eneHbliit Ffoput YpaneHHbI goctyn
LNK 3eneHbliit loput NoakntoyeHWe nopTa
SPD 3eneHbIn Muraet [aHHble nepepatoTcA
FDX HKentbin lfoput MopT paboTaeT B pexkume NOJHOroO Ayn/eKca
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2.2 3aaHAA NaHeNb

Ha 3a,u,He1‘/'| naHeAnM KOMMYTaTOpa PacCnonoXKeHbl ABa CNOoTa ANA MO,D'yﬂeVI nMNTaHMA U OAHa
KNeMMHaAa Konogka. Konoakm umeeT ase napbl KOHTAKTOB pe3epBupyemoro nutaHuA,
KOHTaKTbl 3a3eMNeHNA U aBapMﬁHOI'O pene.

1

I

POWERT POWER2 RLY
L N L N COM

l l l l ]
HOOHHS
KonTakTbl pene:
RLY COM - obwwmit
RLY NO — HopmankHO pa3oMKHYTbIA

RLY NC — HopmanbHO 3aMKHYTbI i

POWER1 CHASSIS POWER2 RLY  RLY
GND GND GND NO NC

PucyHoOK 2 — 3agHAA naHenb

1. CnoTbl 6N10KOB NUTaAHMUA

2. KnemmHas Konogxa

3. MoHTax obopyaoBaHus
3.1 YcTaHOBKa B CTOEYHbIN WKap

KommyTaTop MOCTaBAAETCA C MOHTAXKHbIM KOMMAEKTOM ANs YCTAaHOBKM B 19-atoiiMoBYytO
CTOMKY.
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PucyHoOK 3 — Paamepbl yCTAHOBOYHOIO KOMMNIEKTA (€ANHULA USMEPEHNA — MM)

YT106bl YCTAHOBUTL KOMMYTATOP B CTOMKY, BbINONHUTE CAeAytowme aencTeus.

1. YcTaHOBMTE /NEeBbI W NpaBblit NepegHWEe MOHTA)KHble KPOHLITEMHbI HAa KOMMYyTaTop,
MCNOAb3yA C KaXaol CTOPOHbI 4 BUHTa M3 13 KOMN/IEKTa NOCTaBKM.

2. CoeagmMHnTe nepeaHWe W 3aAHME KPOHLWITEMHbI TakK, 4yTobbl OHM 06pa3oBanu eguHylo
KOHCTPYKUMIO, KoTopasa 6yaeT AepskaTb KOMMYTaToOp. 3akpenute WX BMeCTe, MCNo/b3ys
ocTaBluMecs BMHTbI M4, KOTOpble 3aKpy4YnBakoTCA 3aN0ANMLO B CNeLManbHble OTBEPCTUA.

3. 3aKpenuTe nepeaHMN MOHTaXHbIN KPOHLUTENH HA NepeaHel YacTu CTOMKK.
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PUcyHOK 4 — YCcTaHOBKA B CTOMKY

3.2 YcTaHOBKa moayneun
3.2.1 Moaynu RJ-45

Kaxkapln KommyTaTtop cepum SWM10G-244 noapepkuBaet go Tpex moaynen ¢ noptamu RJ-45,
4TO AaeT Bam B 0bLLel cnoxXHOCTM 24 nopTa. A yCTAaHOBKM BbINOJIHUTE CAeAytoLLne AeNCTBUA.

1. BblKNtouMTe NUTaHWE KOMMYTATOPA.
2. YCcTaHOBUTE MOAYAM B CNOTbl 1, 2 1 3 COOTBETCTBEHHO.

3. Bk/louMTE NUTaAHME KOMMYTaTopa.
e B Cnor 1 | Crnort 2 | ’J Cnort 3 L‘ Cnor 4

y 2 4 & . E; 2 4 & [] EE 2 4 . L] E;
2 (@ [[ICICIC T (@ DUBDE!E 3 3 37T g!t‘
- Cnort 4

PucyHok 5 — Moaynu RJ-45

io
iool
oo
oo
feie 10,00.0
Ppoppiooo
0099000
00pp000
0000000

O

0090000

£99PPOO
Lopp000

3.2.2 Moaynu SFP

Kaxkapin kommyTaTop cepun SWM10G-244 nopaeprmMBaeT A0 Tpex moaynen ¢ noptamu SFP,
4TO AaeT Bam B 0bLLelt cnoxkHOCTM 24 nopTa. A yCTaHOBKM BbINOJIHUTE CAeAytoLLne AeNCTBUA.

1. BbIKAoUYnTE NUTaHUE KOMMYTATOpa.

2. YCcTaHOBUTE MOAYAM B CNOTbl 1, 2 1 3 COOTBETCTBEHHO.
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3. BknounTe NUTaHMe KoMMmyTaTopa.

e e 9010, 0, 0

© 00 0.10,0,0,0,

222290

25388 Cnot 1 Cnort 2 Cnor 3 Cnot 4
kil g CoT i | COTm | COTT
epsecaaas (D - ] ;i I il —
ig’:&a’:& 1 73 L] L i] L bl 3 '-I

PucyHok 6 — Moaynun SFP

3.2.3 Moaynu 10G SFP+

Kaxkablh KommyTtaTop cepun SWM10G-244 nopaeprkusaeT oauH moaynb 10G, 4to AaeT Bam B
obuwelt cnoxkHoctn 4 nopta SFP+. Symanitron npeaocTtaBnseT HECKO/IbKO BapuaHTOB Moay/en

10G B 3aBMCMMOCTM OT nNOTpPebHOCTEN KOHKpeTHoM ceTu (cm. Tabauuy 1). Cneayite
WMHCTPYKLMAM HUMXKE AN5 YCTaHOBKMU.

1. BblkntounTe NnUTaHUE KOMMyTaTopa.
2. YcTaHOBUTE MOAYANb B CAOTbI 4.

3. BknounTe NUTaHMe KoOMMyTaTopa.

0.0 0:0: 0,
TETERILY
’9”3‘3“30"'&323132 C 1 C 2
I-!-[ i%&&.g: nort NoT Cnot 3 Cnor 4
v 11 1 001 0101 0
S ;
[ 25558 Cnot 1 Cnort 2 Cnor 3

PucyHok 7 — Moaynb 10G SFP+

» Cnotr 10G coBmecTMM TOnbKO Cc moaynem 10G, nostomy He nbiTakTech
yCTaHasamBatb moayab 10G B Apyrve cnoTbl, @ Tak¥Ke moaynu, oTan4yHble oT 10-

rMrabuTHbix, B cnot 10G.
» W3BneyeHue u yctaHoBKa Ethernet-moayns moxeT COKpaTUTb CPOK €ro Cayxobbl.

He u3Bnekalte M He yCTaHaB/NMBaWTE MOAYNAM Yallle, YeM 3TO AENCTBUTENbHO
Heobxoanmo.
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3.2.4 Moaynu nuTaHuA

Kaxkablh KommyTaTop cepun SWM10G-244 nogaep:KMBaeT MakCMMyMm ABa MOAY/A NUTAHUS.
[nAa ycTaHOBKM cneaymnTe MHCTPYKUMAM HUKE.

1 OTkaouuTe NUTaHUE KOMMYyTATOpa.
2 YcTaHOBWUTE MOAYAM B C/IOTbl NMUTaHUA 1 1 2 Ha 3agHEN NaHenu.

3 BknounTe NUTaHME KOMMYTaTopaA.

I I— @@@@@
Cnot 1 Cnort 2 OO

HV Pawer Insut : 88 -1 BT AT “HV Power Module Rating : Input: 88-254VAC/100-370VIIC ~ 4 34 Output : 0Watis, 12V = 44 s

= e e e e e == e OODHDHD

PucyHoK 8 — Bnoku nutaHuAa

3.3 DneKTponpoBoaKa

He oTcoeauHaitTe mogoynnm u NpoBoAa, €CAU NUTAHWE He OTKAOYEHO MM 30Ha He
ABnaetTca 6e3onacHOW. YCTPOMCTBA MOXHO MNOAKAOYATb TOJIbKO K HaMpaXeHuo
NUTaHMA, YKa3aHHOMY Ha 3aBOACKOM Tabaunuke.

Ob6s3aTenbHO  OTCOEAMHWUTE WHYP MWTaHUA neped,  YCTaHOBKOM  u/uau

NOAKNHOYEHMEM KOMMYTATOPOB.

PaccumTaiiTe MaKCMMaZbHO BO3MOMKHbIM TOK B Ka)kAOM NpoBOAE MNUTAHMA WU

obwem npoBoge. Cobntoganite  BCe  INEKTPOTEXHMYECKME  MpaBuna,

onpeaenaALlwme MakCMMaabHO AOMNYCTUMbIN TOK A/1A KaXKA0ro pasmepa Npososa.

» Ecnn TOK npeBbilaeT MaKCcMMasbHble 3HaYeHUs, NPOBOAKA MOXET neperperbcs,
YTO NPUBEAET K CEPbE3HOMY NOBPENKAEHUIO Ballero obopyaoBaHus.

» [lpoknagbiBaiTe npoBoAa MNWUTAaHUA WM NPOBOAA YCTPOMCTB MO OTAENbHbIM
MaplpyTam, 4YTobbl OHM He nepeceKannucb U He WM pagom. Ecnm oHu
BbIHYXKAEHbI NepecekaTtbecs, ybeauTech, 4To NpoBoAa NepneHANKYNAPHbI B TOUYKE
nepeceyeHus.

» He npoknagbiBaiiTe CUrHaNbHble AN KOMMYHUKALMOHHbIE MPOBOAA M NpoBoAa

NUTaHMA 4Yepe3 OAMH U TOT e KabenbHbli KaHan. YTobbl m3bexkaTb nomex,

NpoBoAa C pPasHbIMW XapaKTEPUCTUKAMM CUTHaNa creayeT MNpOKNaablBaTb

OTAENbHO.
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» Bbl MoO)KeTe MCno/sb30BaTb MHPOPMaLMIO O TUMe CUrHana, nepesaBaemoro no
nposoay, 4Tobbl onpesennTb, KakMe NPoBoAa cieayeT NPOoKNaAbiBaTh OTAENbHO.
IMNMpPUYECKoe MNpPaBMAO 3aK/IYaeTca B TOM, 4YTO MNPOBOAA C MOXOMMUMMU
3N1EKTPUYECKMMM XaPaKTEPUCTUKAMU MOXKHO 06bEANHATL BMeECTE.

» Cnepyet oTAENATb APYT OT APYra BXOAHYIO U BbIXOLHYIO NPOBOAKY.

» PekomeHAyeTca MapKMpoBaTb NPOBOAA, MAYLLME KO BCEM YCTPOWCTBAM B CUCTEME.

3.3.1 3azemneHune

3asemneHne U nNpaBwibHaA MNPOKNaZAKa MNPOBOAOB MNOMOTAOT OrPaHUUUTb BAUAHME LIYMA,
BbI3BAHHOrO 3N1EKTPOMArHUTHbIMKM nomexamu (3MM). MMepes nNoAKAOYEHMEM YCTPOWCTB
NPOJIOXKMUTE 3a3emnatoLLee CoeMHEHME OT BUHTOB 3a3eMJIeHMA K 3a3eMNAIOLWEN NOBEPXHOCTY.

3.3.2 Pene HencnpaBHOCTH

TPU KOHTAKTa KAEMMHOMN KONOAKW OTHOCATCA K pene, UCNosb3yeMoMy A/A OMNOBelLeHMA O
COBbITMAX, HACTPOEHHbIX NONb30BaATENEM.

RLY COM (06wwmit): 3To 06WWMIA KOHTAKT pene. OH CAYKUT ANA COeAUHEHUA C OAHUM U3 APYrUx
KoHTakTOB (NO mnnu NC) B 3aBUCMMOCTH OT COCTOSHUA pene.

RLY NO (HOpmanbHO pPa3sOMKHYTbIN): 3TOT KOHTAKT 3aMbIKAeTcA, Korga pene BKAOYeHo. B
HOPMasIbHOM CcOCTOAHMM (6e3 Nnogaun NUTaHMA) KOHTAKT NO Pa3OMKHYT.

RLY NC (HOpmanbHO 3aMKHYTbII): 3TOT KOHTAKT Pa3MblKAeTCs, KOraa pene BbIKAOYeHo. B
HOPMasIbHOM COCTOAHMM (6e3 Nogaun NUTaHMA) KOHTAKT NC 3aMKHYT.

3.3.3 Pe3epsupyemsole BXoabl MUTAHUA

SWM10G-244 nopaeprKMBaeT ABa pe3epBMpyeMblX UCTOYHMKA NuTaHus (Powerl u Power2).
CoeaMHEHUA ONA HUX PACMONIOXKEHbl HAa KAEMMHOM Konoake. YTobbl MOAKNIOUYMTL MUTAHME
BbINONHUTE Cneaytolme AeUCTBuA:

1. B 3aBMCMMOCTM OT TUNA NUTAHUA KOMMYyTaTOpa, BCTaBbTe OTPULATENbHbIN/MONOKUTENbHbIN
nNpoBoAa MOCTOAHHOIO TOKa B Kaemmbl V-/V+ man ¢asHblit/Hynesolt nposoaa nepemeHHoro
TOKa B Knemmbl L/N cooTBeTCTBEHHO.

2. Bo nsbexxaHue camonpom3BO/IbHOrO OTCOEAVMHEHUA 3aTAHUTE BUHTbI 3aXKMMa NPOBOAOB Ha
nepeaHen 4acTn pasbema KNeMMHOM KONOAKM NPU MOMOLLUU HEBO/bLLION NJAOCKON OTBEPTKM.

3. BcTaBbTe NMNACTMKOBbIE WTbIPU Pa3bemMa B rHE340 KNEMMHOM KONOAKM Ha BEPXHEN NaHenu
KoMmyTaTopa.
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Bxoab1 M2
Bxoabl UM1 '
POWERA1 POWERZ FAILRLY

i 1
V+iL W-IN V+/L V-/N COM
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® N @ B BR|D

e - L4 ]
GHDM EanhGHD GHDZ Fadl Clasd Fail Dnan
3asemnenue UM1 _'f 1 ! 1 by /
3asemneHue kopnyca | ABapwuiHoe pene

3aszemnenue UM2

PucyHok 9 — KnemmHana Konozaka

3.4 NoakntoyeHne

3.4.1 Kabenu
» HasHaueHue KoHTaKTos 10/100/1000BASE-T(X)

YcTponcTBO MMmeeT CTaHgapTHble nopTbl Ethernet. B 3aBucumoctn oT TMnNa coeauHeHUA
KoMMyTaTop ucnonb3yeT Kabenu CAT 3, 4, 5,5e UTP ana noaxkntodeHus K Aobbim gpyrum
ceteBbiM  ycTponctBam (MK, cepBepam, KOMMyTaTopam, MapLpyTM3aTopam  WAu
KOHLeHTpaTopam). TexHMYeCcKne xapaKkTepuCcTUKM Kabenewn cm. B cneayrolen tabamue.

Tabnvua 3 — Tunbl N XapaKTEPUCTUKKN Kabene

Kabenb Tun Makc. onnHa KoHHeKTOop
10BASE-T Cat. 3,4, 5; 100 Om UTP 100 m RJ-45
100BASE-TX Cat. 5; 100 Om UTP UTP 100 m RJ-45
1000BASE-TX Cat. 5/Cat. 5e; 100 Om UTP UTP 100 m RJ-45

B kabensax 10/100/1000Base-T(X) KOHTaKTbl 1 M 2 MCNONb3YIOTCA ANA Nepedayn AaHHbIX, a
KOHTaKTbl 3 1 6 — A4nAa npmema.
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Tabnuua 4 — HasHauyeHune KoHTakToB 10/100Base-T(X) RJ-45

Homep KoHTaKTa HasHauyeHune
1 TD+
2 TD-
3 RD+
4 He ncnonbsyetca
5 He ncnonbsyetca
6 RD-
7 He ncnonbsyerca
8 He ncnonbsyetca

Tabnunua 5 — HasHayeHne KoHTakTOoB 1000Base-T(X) RJ-45

Homep KOHTaKTa HasHauyeHune
1 BI_DA+
2 BI_DA-
3 BI_DB+
4 BI_DC+
5 BI_DC-
6 BI_DB-
7 BI_DD+
8 BI_DD-

» Pexum MDI/MDI-X

YCTPOICTBO TaK»Ke noaaepxunsaet paboty B aBTomatmyeckom pexkume MDI/MDI-X. Bbl moxkeTe
MCcnonb3oBaTb NPAMOM Kabenb ana noaknoyveHna kommytatopa K MK. B Tabaunuax Huke
NoKasaHbl BbiBOAbI NnopToB MDI 1 MDI-X.
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Tabnuua 6 — HazHauyeHune KoHTakToB 10/100Base-T(X) MDI/MDI-X

Homep KOHTakKTa MNopt MDI Mopt MDI-X
1 TD+(nepepaya) RD+(npuem)
2 TD-(nepegaya) RD-(npuem)
3 RD+(npuem) TD+(nepepaya)
4 He ncnonbsyetca He ncnonbsyetca
5 He ucnonb3yeTtca He ucnonb3yeTtca
6 RD-(npuem) TD-(nepepnauva)
7 He ncnonbsyetca He ncnonbsyetca
8 He ucnonb3yeTtca He ucnonb3yeTtca

Tabnauua 7 — HasHaueHune KoHTakTos 1000Base-T(X) MDI/MDI-X

Homep KOHTaKTa MopTt MDI MopTt MDI-X
1 BI_DA+ BI_DB+
2 BI_DA- BI_DB-
3 BI_DB+ BI_DA+
4 BI_DC+ BI_DD+
5 BI_DC- BI_DD-
6 BI_DB- BI_DA-
7 BI_DD+ BI_DC+
8 BI_DD- BI_DC-

3HaKM «+» N «-» 0603HAYAIOT NONAPHOCTb NPOBOAOB, COCTABNAIOLLUX KAXKAYIO BUTYIO
napy.

3.4.2 MNoaknovyeHne KOHCONbHOro nopTa RS-232

KommyTaTop MOMKET ynpaBasaTbCA Yepe3 KOHCO/bHbIM MOPT C nomolbio Kabena RS-232 us
KOMMN/IEeKTa NOoCTaBKK. Bbl moxkeTe nogknoumTb nopt K MK yepes kabenb RS-232 ¢ rHe3a0BbIM
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pasbemom DB-9. Pasvem DB-9 (female) kabena RS-232 pgonxkeH 6biTb noakntouveH K MK, a
Apyrou KoHew, Kabens (pasbem RJ-45) nogKno4aeTcs K KOHCO/IbHOMY MOPTY KOMMYyTaTopa.

Tabnuua 8 — HasHayeHne KoHTaKToB RS-232

Ha3HayeHune BbiBOAOB K
(wtekep)

RS-232 c rHe340BbIM
pasbemom DB9

DB9 k RJ 45

KoHTakT Ne 2 RD

KoHTakT Ne 2 TD

KoHTakT Ne 2

KoHTakTt Ne 3 TD

KonTakTt Ne 3 RD

KoHTakT Ne 3

KoHTtakt Ne 5 GD

KoHTakt Ne 5 GD

KoHTaKT Ne 5

Ha pucyHke 10 nokasaHO Ha3HayYeHWe BCEX KOHTaKTOB MHTepdenca RS232 u HanpasneHue

nepegauv curHana. ToNbKo 3 KOHTaKTa M3 9 MMEIOT CTPOro onpefesieHHoe HasHaYeHwue:
nepeaava, npuem 1 3emns.

DB9 Male DB9 Female
SkpaH
GND
"'h..h_h
= 9'_‘__..- RI

DTR ~wgf- 4

g ——m CTS
TXD -tz

?"'.h- RTS
RXD =——— <

&

3KkpaH

& -aif}—— CurHansi, npuHumaemsie OO[ O =alf}——— CurHansl, npuHumaembie AN

&=~ CurHanbl, nepenaBaemble 00[ O——{iis- CurHansl, nepenaBaemblie AMNQ

PucyHok 10 — Mopaaok pacnonoxeHus BbiIBoaoB nHTepdeinca RS232

DCD (Carrier Detect) — Hannumne Hecywen

RxD (Received Data) — npMHMMaemble faHHbIe

TxD (Transmitted Data) — nepesaBaembie gaHHble

DTR (Data Terminal Ready) — roToBHOCTb TepMuHana 00/,
GND (Signal Ground) — «3emns» curHanos (06wWmin)

DSR (Data Set Ready) — rotoBHOCTb ycTporictea AN/

RTS (Request to Send) — 3anpoc Ha nepeaavy
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CTS (Clear to Send) — roToBHOCTb Nepeaayn

RI (Ring Indicator) — curHan Bbi3oBa

3.4.3 SFP

B cnyyae KOMMNAEKTOBAHMA KOMMYyTaTOpa CeTEBbIMWM MOAYAAMMW, KOTOpble WCNOJb3YHOT
pasbembl SFP, HeobxoAMMO WCNONb30BaTb ONTOBOJIOKOHHblE TpaHcuBepbl. OHWU OGbiBalOT
MHoromozoBbimM (ot 0 ao 550 m, 850 Hm ¢ BosnokHom 50/125 mMKm, 62,5/125 mKm) u
OAHOMOA0BbIMM C pasbemamu LC. Obpatute BHMMaHMe, 4TO NOPT TX KOomMmyTaTtopa A OMKeEH
6bITb NOAKNOYEH K NOPTYy RX KommyTaTopa B.

KommyTtaTtop A KommyTtatop B

'ﬁ" 3
e
s

OnTOBONOKHO

PucyHok 11 — SFP-moaynu 1 onTOBONOKOHHbIN Kabenb

3.4.4 Sy-Ring/Sy-Union
» Sy-Ring
Y106bI CHOPMMPOBATL KONBLLEBYIO TOMONOMMIO W MONYYUTb BO3MOMKHOCTUM pPe3epBUPOBAHUSA

CeTW, Bbl MOKETe MOAKAOUYUTL TP KOMMYyTaTopa UAM Bonee, BbINONHUB CAeaytol e AeNCTBUA:

1. MNopgKntounte Kaxkablii KOMMYTATop, 4TOObl CcHOpMMpPOBATL NOC/NeAOBaTeNbHYIO LEMb, C
nomoubto Kabensa Ethernet.

2. HactpoiiTe oaMH M3 NOAKNOYEHHbIX KOMMYTaTOPOB B KayecTBe [/1laBHOro (Macrepa) u
ybeaunTecb, 4TO HaACTPOMKA MOPTOB KAXKAOr0 MNOAKAKOYEHHOr0 KOMMYyTAaTOpa Ha CTpaHuue
ynpaBaeHUA COOTBETCTBYET NOAKAOYEHHbIM Pusnyecknm noptam. MHopmaumuio o HacTpoike
noptoB cm. B pasgene 4.1.2 «KoHdurypauum».

3. MNogKknounte nocnegHUm KOMMYTaTOp K nepBomy, 4TobObl CHOPMMPOBATbL KOJbLIEBYIO
TOMO/IOTUIO.
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Sy-Ring

o e s L)

PucyHok 12 — Tononorua Sy-Ring

» 06beauHeHHOoe KoNbL,o

Echm y Bac yxe ectb gse tononormm Sy-Ring, n Bbl XOTUTE COEAMHWUTb KOAbLA, MOMHO
chopmmMpoBaTb M3 HUX O4HO 06 beANMHEHHOE KONbLO. BCe, 4TO HYXXHO caenaTb, 3TO BbibpaTh ABa
KOMMYTaTOpa U3 KaXXA0ro KoJbla Ana coeguHeHua, Hanpumep, KommyTtaTtopbl A n B 13 Konbua
1 u kommyTatopbl C n D 13 Konbua 2. Pelwnte, Kako NOPT Ha Karkaom KommyTtaTtope byaet
MCNONb30BaTbCA B KayecTBe 06beaMHAIOLLErO NOPTA, @ 3aTeM CoeauHUTE UX, Hanpumep, nopt 1
KommyTaTtopa A c noptom 2 KommyTaTtopa C 1 nopT 1 KommyTaTopa B ¢ nopTom 2 KommyTaTopa
D. MepenauTte Ha CTpaHuUy ynpasneHuAa u Brkaoumte onuumio «Coupling Ring», yctaHoBMB
rafiouKy B COOTBETCTBYHOWEM nose. 3aTem Bbibepute coegmMHeHHble NOPTbl, YTOObI YKa3aTb, YTO
OHM Tenepb ABAAIOTCA 4acTbio 0O6beAMHEHHOro Konbua. [NA NonyYyeHUA AO0MNOJHUTENbHOWN
MHbGOpMaLMM O HACcTpoKKe NopToB cM. pasgen 4.1.2 «KoHourypauum». MNMocne 3aBeplueHuUA
HACTPOMKM OOQHO U3 COoeAMHEHWIA byaeT AeNCTBOBATb Kak OCHOBHOM NyTb, a ApYyroe — Kak
pe3epBHbI.

OcHoBHOWM NyTb

KommyTaTop B KommyTatop D

v

A0 OO0 sOLE LT

KommyTtaTtop A e, KommyTaTtop C

Tean

PucyHok 13 — Tonosorua o6beAnMHEHHOro KoJbLa
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> [iBoiiHOE NnogKaUYeHue

Ecnn HeobxoAMMO MOAKAKYUTL KONbLEBYHO TONONAOMMIO K ceTeBoi cpege RSTP, Bbl moxKeTe
MCnonb3oBaTb ABOMHOe noakatodeHne Dual Homing. Bolbepute pagBa  KommyTaTopa
(KommyTaTopbl A 1 B) M3 KonbLa ANA NOAKNOYEHUS K KOMMyTaTopam B ceTu RSTP (OCHOBHble
KommyTaTopbl). MyTb 04HOro U3 KOMMmyTaTopoB (KommyTaTop A uaun B) byaeTt geiictBoBaTb Kak
OCHOBHOM, @ NyTb APYrOro KOMMYTaTOpPa — Kak pe3epBHbI, KOTOPbIA aKTUBMUPYeTCA npu cboe
NOAKNKYEHMNA MO OCHOBHOMY MYTU.

PesepsHbIi nyTe , 7

/
/
/

OcHoeHOW NyTh
/ KommyTtatop B KommyTtartop A

oo

EeeemEmYAl | s Salemas siaesl

TN A -

Sy-Ring

PucyHok 14 — Tononorusa Dual Homing

» Sy-Union
B cnyyae, ecan npu umetowmxca Konbuax Sy-Ring HeobxoguMmo paclimpeHue, Bbl MOKeTe
co3aatb Tonosoruto Sy-Union, BbINONHWB cneaytowme AencTBus:

1. Bolbepute ABa KOmMMyTaTopa M3 LEMNo4YkM (KommyTaTtopbl A M B), KOoTOpble Bbl XOTUTE
NOAKAYUTDL K Sy-Ring, M NOAKNIOUMTE UX K KOMMYTaTOpam B KosibLie (KommyTtatopbl C u D).

2. NepenguTe Ha CTPAHULYY YNPABAEHMA U HACTPOMTE MPAHUYHbLIA NOPT ANA 060MX BbIGPAHHbIX
KOMMYTaTOPOB M3 LEMNOYKM B COOTBETCTBMM C MOPTOM, MOAKNOYEHHbIM K KO/bLY, YCTAHOBWB
rasi0uKy B COOTBETCTBYIOLLEM Nose (CMm. pasaen 4.2.2 «HacTpoiKa»).

3. Mocne 3aBepLlUEHNA HACTPOMKM OOHO U3 MOAKNHOYEHWUI ByaeT AeACcTBOBATb KaK OCHOBHOWM
nyTb, @ APYroe — Kak pe3epBHbI.
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A [ PaHHYHBIi NopT

See[esselece s = [ oy
KommyTartop C KommyTatop A

Sy-Ring

KommyTatop D KommyTaTtop B

=G

e -
-----------

PucyHok 15 — Tononorua Sy-Union

4. PesepBuposaHune

PesepBupoBaHWE C LENbI0 MUHUMM3ALUN BPEMEHMU MNPOCTOA CUCTEMbl ABAAETCA OAHOM U3
Hanbonee Ba)KHbIX NPoO6AEM ANA MPOMBbIWAEHHbIX CETEBbIX YCTPOMCTB. [M03TOMY KOMNaHUA
Symanitron paspaboTtana cobcTBeHHbIE TEXHONOTMN pe3epBMpPOBaHUA, BKAtoYaa Sy-Ring n All-
Ring, obecneuuBatowme 6onee 6bicTpoe BpemMA BOCCTAHOBAEHWA, YeM CyLLecTByOWMe
TEXHO/IOTUMN, LUMPOKO MCMNONb3yeEMbIe B KOMMEPYECKUX MPUAOXKEHUAX, TaKMe Kak STP, RSTP u
MSTP. TexHonormn pesepBupoBaHMA Symanitron noagepXuBalOT pas/ndYHble ceTeBble
TOMNoN0rMK M 0HecneymBatoT HaAEKHOCTb CETU.

4.1 Sy-Ring
4.1.1 BeepeHune

Sy-Ring — 370 OMpPMeEHHas TexHO/NOorMA KONbLEeBOro pPe3epBUPOBAHUSA CO BPEMEHEM
BOCCTaHOBNEHMA MeHee 30 MUANUCEKYHA, [O0MNyCKatowaa BKAoYeHMe 250 y3/108 rurabuTHbIX
cepuit. KonbLesble NPOTOKONbI UAEHTUOULMPYIOT OAUH KOMMYTATOP KaK rNaBHbIW B CETH, a
3aTeM aBTOMaTMYeCKM BNOKMPYIOT NPOXOXKAEHWE NaKeToB yepes Ntobble U3bbIToYHble nyTu. B
Clyyae, eciM oAHa BeTBb KOJbL@ OTKAOYAEeTCA OT OCTa/IbHOM 4YacTu CeTW, MNPOTOKON
aBTOMATMYECKM MepeHacTpamBaeT KO/bLO TaK, 4YTOObl AaHHble NepeHanpaBAfAUCL NO
pe3epBHOMY MyTW, @ 4YacTb CeTU, KOTopas Oblia OTKAOYEHA, MOr/1a BOCCTAHOBUTb CBA3b C
OCTaNbHOM CeTblo. TEexXHONOrMA KO/MbLEBOrO pe3epBMpPOBaHMA Sy-Ring MoXKeT 3almTutb
KPUTUYECKN BaXKHble MNPUNONKEHUA OT CeTeBblX COOEB WM BPEMEHHbIX HeucrnpaBHOCTeM
6naroaaps CBOMM BO3MOMKHOCTAM BbICTPOro BOCCTaHOBNEHMUA.

info@symanitron.ru www.symanitron.ru




SYMAN ITRON PYKOBOACTBO NnoJib30BaTENA

SWM10G-244

elnwu-w &

Mot el s covn
RaTH

PUCYHOK 16 — TexHONOrMa KonbLEBOro pe3epBUpOBaHUS

4.1.2 KoHourypaumm

Sy-Ring nopaeprkmBaeT ABe Ko/bleBble TONoAOrMnN: obbeanHeHHoe Konblo (Coupling Ring) m
ABOMHoe nogkntodeHne (Dual Homing). Mpu nomowm wuHTepdelica ynpaBaeHUA MOXKHO
HACTPOWUTb HY)KHble NAapaMeTpbl, KaK NOKa3aHO Ha pUCYHKe 17.

Sy-Ring Configuration

Ring Master Disable * [This switch is Not a Ring Master.
AR Tl Port 1 % [LinkDown
p LGRSl Port 2 v |LinkDown

M Coupling Ring

Coupling Port | ETTENID

M pual Homing

GOIGITLE Al Port 4 % |[LinkDown

[, Save ,I[ Refresh ]

PucyHoK 17 — OKHO HacTpoliku Sy-Ring

MapameTp OnucaHune
Sy-Ring YctaHoBuTe GNaXKoK, YToObl BKAKOUNTL TOononoruto Sy-Ring
Ring Master B Kosbue AonycKaeTcs TONbKO OAMH rNaBHbIA y3en (mactep). OaHako,

ecnn paHHaAa OyHKUMA BKAOYMEHA Ha HECKOJIbKMX KoMMyTaTopax,
KOMMYTaToOp ¢ HaMmeHbwmm MAC-agpecom CTaHeT aKTUBHbIM MacCTeEpPoOM
KONbLA, @ OCTaNbHble ByAyT BbINONHATL POb PE3EPBHbIX MACTEPOB
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1st Ring Port OCHOBHOWM NOPT, KOrga KOMMYTaTOP ABASETCA MacTepPOM KoJibLa
2nd Ring Port Pe3epBHbI NOPT, KOrga KOMMYTATOP ABAAETCA MAacTEPOM KOJbL,a
Coupling Ring YctaHoBuUTe PpnaXKoK, 4Tobbl paspewntb ob6begmMHeHHOe KonbLo. PyHKUMA

«Coupling Ring» moxeT pa3genntb 6onbluoe KOMbLO HA ABa MEHbLUMX,
4yTobbl M36€XKaTb W3MEHEHMI TOMOMIOrMM CeTH, BAMUAIOWMX Ha BCe
KOMMYTATOpPbI. TaKKe 3TO XOPOoLINii meToa, ANna obbeanHeHUs AByX Kosed,

Coupling Port MopTbl ANA coegUHEHUA HECKONbKUX Kosel,. [nA co3aaHua akTUBHOIO U
pe3epBHOr0 KaHana CBA3W KonbLy TpebyeTcs YeTbipe KOMMyTaTopa.
KaHanb! cBA3M, 06pa3oBaHHble AaHHbIMK MopTamu, byayT paboTtaTb B
aKTMBHOM/pPE3epBHOM peXKMMe

Dual Homing YctaHoBuTe ¢naxKokK, 4tobbl BKAOUMTbL Dual Homing. Korma ¢yHKuma
BK/IIOYEHA, KONbLO ByaeT NoAKNAOYEHO K 06bIYHBIM KOMMYyTaTOpam vepes
ABa KaHana RSTP (Hanpumep, maructpanbHblii KoOmMmyTaTop). [Ba KaHana
paboTaloT B aAKTMBHOM/PE3EPBHOM PEXMME W MNOAKNHOYAIOT KaxKaoe
KOJIbLLO K 06bI4HbIM KOMMYyTaTOpam B pexkume RSTP

Apply HaxkmuTe, 4yTo6bl NPUMEHUTL HACTPOMKM

YTtobbl un3beKaTb UYPE3MEepPHOM HarpyskuM, He peKomMeHayeTca OAHOBPEMEHHO
BK/ILOYATb Ha 0A4HOM KOMMyTaTope dyHKumMuM «Ring Master» n «Coupling Ring».

4.2 Sy-Union
4.2.1 BeepeHune

Sy-Union — 3To TexHoN0OrMs pe3epBUpOBaHUA ceTu Symanitron, KOTopas NOBbIWAET HALEKHOCTb
MoBbIX MarucTpanbHbIX ceTel, obecneymsas MPOCTOTY MCMNOb30BAHUA U MaKCMMAJbHYIO
CKOPOCTb BOCCTAaHOBNEHMUA Noc/e cboeB, a TaKKe rMOKOCTb, COBMECTUMOCTb U SKOHOMMYECKYHO
3bPEKTUBHOCTL MPWU B3aUMOLENCTBUMU PA3NIUYHBLIX PE3epPBUPYEMbIX TOMONOTUK. TexHonorus
camoBoccTaHoBneHus  Ethernet, paspaboTaHHaa Ana  pacnpefeneHHbiX W CIOMHbIX
NPOMbILUNEHHbIX CETel, N03BoAAEeT ceT MacwTaba Ao 250 KOMMYTaTOPOB BOCCTAHAB/MBATLCA
MeHee Yyem 3a 10 mc, ecnm B KaKOM-NMHO MOMEHT CEFMEHT LLeMNW BbIXOAUT U3 CTPOA.

Sy-Union NnO3BONAET HECKOJIbKMM pe3epBHbIM KOJIbLLldM Ha OCHOBE pPa3/IM4HbIX MPOTOKO/10B
pesepBnpoBaHNA O6'be,£I,VIHF|TbCFI n d)yHKLI,MOHMpOBaTb BMecTe Kak 6osblwas u HadeXHaA
cetTeBaA TononorunAa. Sy-Union MOXeT C034aBaTb HECKO/NIbKO pe3epBHbIX ceteir 6es y4yeTa
OrpaHMLIeHMVI TEKYLWUNX TEXHOI0TN KONbUEBOIO pe3epsnpoBaHUA.
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MpannunbIR NOpT FpaHHSHIA NOPT

Sy-Union

FpaMuymMbIn nopT Fpanuunsii nopr

Sy-Union

PucyHok 18 — Sy-Union

4.2.2 HacTtpomka

Sy-Union o4eHb NpoCT B HACTpoiKe M ynpaBneHun. Heobxogmumo onpenenntb TONbKO OAWH

rPaHMYHbIMA MOPT rPAaHMYHOIO KOMMyTaTopa. [ANA APYrMx KOMMYTaTOPOB AOCTAaTOYHO BKAKOYUTD
dyHKumio Sy-Union.

Sy-Union

nable

Uplink Port Edge Port State

Linkdown

] Forwarding

Apply |

PucyHoK 19 — OKHo HacTpoiikm Sy-Union

MNapameTp OnucaHue
Enable YcTaHoBUTE PAarKoK, YToObI BKAKUUTL GyHKUMIO Sy-Union
1st MepBbl NOPT, NOAKAOYAOWMNCA K KONbLY
2nd BTopoW nopT, NOAKNOYAOWMACA K KONbLY
Edge Port Ona Tononormm Sy-Union cHavyana HeobxoAMMO YyKasaTb rPaHUYHbIE
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noptbl. MopTbl ¢ MeHbwKm MAC-agpecom KommyTtatopa byayT CayXuTb
pe3epBHbIM KaHaNoM; 3aropuTtca ceetogmog R.M

Apply HaxkmuTe, 4yTo6bl NPUMEHUTb HACTPOMKM

4.3 MRP
4.3.1 BeepeHune

MRP (Media Redundancy Protocol) — npombIwaeHHbIN cTaHAapT ansa ceter Ethernet Bbicokoi
poctynHoctn. MRP nosBonser kommyTtatopam Ethernet B Konbueson KoHdpUrypauum bbictpo
BOCCTaHaB/AMBaTbcA nocne cbos, obecneumBas becnepeboliHylo nepedayy AaHHbiX. Konbuo
MRP (IEC 62439) moxeT nogaep:matb Ao 50 ycTpolicTB M obecneymBaeT pesepBHOE
coeanHeHue 3a 80 mc (perynmnpyetca Ao makc. 200 mc/500 mc).

4.3.2 HacTtpounkKa
MRP

Enable

B Manager [ React on Link Change

1st Ring Port LinkDown
2nd Ring Port |Port 8 % | Forwarding

PucyHoK 20 — OKHO HacTpoiikn MRP

MNapameTp OnucaHue
Enable YcTaHoBuTe PpNaXKoK, YTOObI BKAOUYNTL PyHKUMO MRP
Manager Kaxkaoi Tononormm MRP Hy»KeH rnaBHbIM y3en, Tak Ha3biBaeMblit

meHegKep MRP. OgHa tononorna MRP MOXeET UMETb TONbKO
OAMH TakoW y3en. Ecam aBa nam 6onee KOMMYTaTOPOB HACTPOEHDI
Ha ponb MeHeakepa, Tononorna MRP BbingeT 13 cTpos

React on Link Change Bonee ObICTpbI pexXum. BKaloueHMe 3Ton dyHKUMM npuBedeT K
(pacluMpeHHbIN pexXnm) | YCKOpeHUto cxoXaeHusa Tononormn MRP. 3Ty yHKLMIO MOMKHO
HacTPOUTb TONbKO HA KOMMYTATOpe, BbIMONHAKOWEM pPO/b
MeHeaKepa
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1st Ring Port MepBblit NOPT, NoAgKAOYAtOWMICA K Konbly MRP
2nd Ring Port BTopoit nopT, nogKatovatowmincs K konbuy MRP
Apply HaxkmuTe, yTo6bl NPUMEHUTb HACTPOMNKM

4.4 STP/RSTP/MSTP
4.4.1 STP/RSTP

MpoTtokon ceAasywouwero aepesa STP  (Spanning Tree Protocol), a Takxke ero
ycoBeplueHcTBOBaHHble Bepcun RSTP (Rapid Spanning Tree Protocol) m MSTP (Multiple
Spanning Tree Protocol) npeaHa3HayeHbl ANA NpeaoTBpaLLEHMA CeTeBblX NeTeb WU
obecneyeHna pesepBMpoOBaHMA ceTU. B 6ONbLIMX CeTAX 4acTo BO3HWMKAKOT CeTeBble NETAW,
MOCKONbKY, KOr4a HECKO/NbKO MyTel BeayT K OAHOMY WM TOMY *Ke MecCTy Ha3HayeHwus,
LIMPOKOBELWATENbHbIE MaKeTbl MOryT nonacTb B OECKOHEeYHbIM UMKA WM Takum obpasom
CnpoBouUMpOBaTbL Neperpysky. STP cnocobeH onpeaennTb AyYLWMn NYyTb K MECTY Ha3HaYeHUa U
3a6/0KMpoOBaTb BCe OCTafibHble MyTU. 3abNOKMPOBaHHbIE KaHafbl CBA3W  OCTAHYTCA
NOAKNOYEHHbIMM, HO HeaKTMBHbIMM. Korga Aydwumii  nyTb  BbIXOAUT U3 CTpoOA,
3a6/10KMpPOBaAHHbIE  KaHanbl CBA3M aKTMBMpytoTcA. [lo  cpaBHeHuo ¢ STP, KoTopbIn
BOCCTaHaBAnBaeT KaHan 3a 30-50 cekyHAa, RSTP moxeT COKpaTuTb Bpemsa A0 5—6 CeKyHA.

» CocrosaHue moctos STP

Ha 370l cTpaHuLe oTobpakaeTca COCTOSHME BCeX 9K3eMNIAPOB mocTa STP.

STP Bridges
Auto-refresh []

Bridge ID Topology  Topology

Port Cost Flag Change Last
80:00-00:1E:94:FF:FF:FF 80:00-00.1E:94:FF:.FF.FF - 0 Steady -

PucyHok 21 — MocTtbl STP

MNapameTp OnucaHue

MSTI dK3eMnnAp MocCTa. Bbl Takke MoxeTe nepentM K noapobHomy
OMNMCaAHMUIO COCTOAHMA mocTa STP

Bridge ID NpoeHTndMKaTOp MOCTa AaHHOrO 3K3emnaapa
Root ID NpeHTndumKkaTop BbIGPAHHOrO B HACTOALWMA MOMEHT KOPHEBOro
mocTa
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Root Port MopT KommyTaTopa, KOTOPOMY B AAHHbIA MOMEHT Ha3Ha4yeHa poJib
KOpHEeBOro nopTa

Root Cost CronmocTb KopHeBoro nytu. [1na KOpHEeBOro mocta 370 Honb. OnA
OPYrMx MOCTOB 3TO CyMMa CTOMMOCTEM MNOPTOB HA HauMeHee
3aTPATHOM NYTU K KOPHEBOMY MOCTY

Topology Flag TeKylee cocToAHMe dnara M3MEHeHUA TOMOAOIMM AN 3K3emnaapa

MOCTa

Topology Change Last

BpEMﬂ C MOMEHTa nocnegHero USMeHeHnAa Tononornn

Refresh

HaxkmuTe, 4ut06bl HEMEeaNEHHO OBHOBUTL CTPAHULLY

Auto-refresh

YcTaHoBUTE  3TOT  GNaXKoOK, 4TOBbI BKAOYUTL aBTOMAaTMYECKOoe
06HOB/IEHME CTPAHMLLbI Yepe3 perynapHble NPOMENKYTKU BPEMEHHU

» CoctoaHue noptos STP

Ha aToli cTpaHuue oTobparxkaeTtca coctoaHMe STP-NOpTOB BbIOPaHHOro KOMMYTaTOPa.

STP Port Status

Auto-refresh []
Port CIST Role CIST State Uptime

Non-STP Forwarding -
Non-STP Forwarding -
Non-STP Forwarding -
MNon-STP Forwarding -
MNon-STP Forwarding -
Non-S5TP Forwarding -
MNon-STP Forwarding -
MNon-5TP Forwarding -
MNon-STP Forwarding -
10 MNon-STP Forwarding -
11 MNon-5TP Forwarding -
12 Non-STP Forwarding -

W00 =l L B L) R

PucyHok 22 — CoctoaHue noptoB STP

MNapameTp OnucaHue
Port Homep nopTta KommyTaTopa, K KOTopoMy ByayT NPpUMEHEHbI
cnepytoume HaCTPOKU
CIST Role Ponb STP-nopTa B CIST. BKAtoyaeT cnegyrolime sHa4YeHma:
AlternatePort — anbTepHaTUBHbIM NOPT;

info@symanitron.ru

Www.syman itron.ru




SWM10G-244

SYMAN ITRON PyKOBOACTBO NnoJib30BaTENA

BackupPort — pe3epBHbIt NOPT;
RootPort — KopHeBoIi NopT;

DesignatedPort — Ha3Ha4YeHHbIN NOpPT

State Tekywee coctoaHue STP-nopTa B CIST. BkatovaeT cnegyowime
3HaYeHuA:

Blocking — 610KMpoBKa;
Learning — 06yyeHue;

Forwarding — nepecbinika

Uptime Bpema c momeHTa nocnegHen MHULMANN3aLMmM nopTa MocTa
Refresh Haxkmute, yTobbl HEMEANIEHHO 0OHOBUTL CTPaHULY
Auto-refresh YcTtaHoBUTE 3TOT GNAXKOK, YTODObI BKIOYNTL aBTOMaTUYECKOoe

06HOB/IEHME CTPAHMLbI Yepes perynapHble NPOMENKYTKU BPEMEHMU

> Cratuctuka STP

Ha aToli cTpaHuue oTobparkaeTca cTaTucTMka nopta STP BbIOpaHHOro KommyTaTopa.
STP Statistics
Auto-refresh [ | Refresh Clear

Port Transmitted Received Discarded
MSTP RSTP STP TCN MSTP RSTP STP TCN Unknown Illegal
No ports enabled

PucyHok 23 — Cratuctmka STP

MNapameTp OnucaHue

Port Homep nopTa KoMmyTaTopa, K KOTOpPOMY ByayT NPUMEHEHbBI Cheaytoline
HACTPOMKHM

MSTP Konunuectso BPDU c KoHpurypaumein MSTP, nonyyeHHbIx/nepeaaHHbiX Ha
nopTty

RSTP Konunuyectso BPDU c KoHpurypaumeit RSTP, nonydeHHbIx/nepeaaHHbIX Ha
nopTty

STP Konunuectso BPDU c KoHourypaumeit STP, nonyyeHHbIx/nepesaHHbIX Ha
nopTty
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TCN Konnuectso BPDU-yBegomneHnii 06 usmeHeHnr Tonosioruu,
nony4YyeHHbIx/nepesaHHbIX Ha NOPTY

Discarded Konunuyectso HenssecTHbix BPDU cBasytowero gepesa, NoAyyYeHHbIX (1

Unknown OTK/IOHEHHbIX) Ha NopTy

Discarded KonunuyectBo He3aKoHHbIX BPDU cBs3ytowiero agepesa, Noy4eHHbIX (1

lllegal OTK/IOHEHHbIX) Ha NopTy

Refresh HaxmuTe, 4yTo6bl HEMENeHHO 06HOBUTb CTPAHULY

Auto-refresh

YcTaHoBUTE 3TOT GIaXKOK, YTOBbI BK/IOUYUTL aBTOMATUYECKOE 0BHOB/IEHUE
CTPaHMLbl Yepes peryiapHble MPOMEXKYTKU BpeMeHU

Clear

HaxmuTe, 4yTOObl OYUCTUTH CTaTUCTURY

» Hactpoiika mocta STP

STP Bridge Configuration

Basic Settings
Protocol Version v |
Forward Delay

Max Age
Maximum Hop Count
Transmit Hold Count

PucyHok 24 — Hactpolika mocta STP

MapameTp Onucanune
Protocol Bepcua npotokona STP. [lonyctumble 3HadeHuA BkaovatoT STP, RSTP n MSTP
Version

Forward Delay

MapameTp, onpeaensaoLnii 3a4epKKy, KOTOPYO UCNOb3YIOT MocTbl STP gnn
nepexofa KOPHEBbLIX M HAa3HAYEHHbIX MOPTOB B COCTOAHME Nepesayn AaHHbIX,
Korga oHM paboTaloT B pexume coBmectumoctv ¢ STP. [lManasoH
[OMNYCTUMBbIX 3HaYeHul — oT 4 o 30 cekyHA

Max Age

MaKcumanbHoe Bpems, B TeyeHMe KOoToporo MHbopmaumsa, nepedaHHas
KOPHEBbIM MOCTOM, CUYMTAeTcs AeNCTBUTENIbHOM. [ManasoH A0nyCTUMbIX
3HayeHu cocTtaBnAeT oT 6 A0 40 cekyHa, a Max Age pgonKeH ObiTb
<= (FwdDelay-1)*2
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Maximum Hop | 3To onpegenaeT HavyanbHOEe 3HAYeHMe OcCTaBLuxcA nepexonos ana BPDU-
Count nHbopmaumm MSTI, creHepupoBaHHOM Ha rpaHuue pernoHa MSTI. 310
onpeaenAeT, Ha CKONbKO MOCTOB KOPHEBOW MOCT MOXKET PAacnpOCTPaHATb
cBoto MHPopmaumto BPDU. lnanasoH A0ONYCTUMbIX 3HAYEHWUI cOCTaBnsAET OT
1 po 40. BPDU co 3HayeHnem «Maximum Hop Count» paBHbIM Hynto Byget
oTbpoLieHo

Transmit Hold | Konanuyectso BPDU, KoTopble NOPT MOCTa MOXKET OTNPaBUTb 33 OA4HY CEKYHAY.
Count Mpn npeBblleHMM 3TOro 3HayeHMA nepegadva cneagytowero BPDU byget
oT/I0XKeHa. [lnana3oH AonycTUMbIX 3HavyeHMn —oT 1 ao 10 BPDU B cekyHAy

Save Haxmurte, 4yTOObI COXPaHUTb USMEHEHUA

Reset Haxkmute, ytobbl OTMEHUTb Nt0Oble U3MEHEHUSi, BHECEHHbIE JIOKa/bHO, U
BEepHYTbCA K paHee COXpPaHEHHbIM 3Ha4YEHNAM

4.4.2 MSTP

MockonbKy Bpema BocctaHoBneHMAa STP u RSTP 3aHMMaeT ceKyHAbl, YTO Henpuemnemo B
HEKOTOPbIX MPOMbILWIEHHbIX NPUNOXKEHUAX, bbln pa3paboTaH npoTokon MSTP. TexHonorua
noaaeprKMBaeT HECKO/IbKO CBA3YIOWMX AepeBbeB B CETU NyTeM FPyNnNUPOBKM U CONOCTaBAEHUA
HeckonbKnx VLAN B pasainyHble 3K3eMNAApbl CBA3YIOLEro gepesa, n3sectHole Kak MSTI, gna
dopmMMpoBaHUS OTAENbHbIX perMoHoB MST. Kaxablh KOMMYTaToOp Ha3sHavyaeTtca permoHy MST.
Taknum obpasom, Kaxkablh peroH MST cocToUT M3 OAHOrO UM HECKOJIbKMX KOMMYTaTOpOB
MSTP ¢ ogmHakosbiMu VLAN, no KpaitHel mepe oagHMM 3K3emnaapom MST M ogMHaAKOBbIM
nmeHem permoHa MST. [ToaTomMy KOMMYTaTOpbl MOTYT UCNO/Ib30BaTb pasHble NyTM B CeTU OaA
3¢ deKTMBHOM BaNnaHCMPOBKM Harpy3Ku.

» Hactpoiika noptos

3Ta cTpaHWLA NO3BO/AET BaM NPOBEPATb U U3MEHATb KOHOUIypaunmn Tekywmux noptos MSTI.
MopT MSTI — 3TO BUPTYaNbHbIA NOPT, KOTOPbIA CO3A4aETCA OTAENbHO ANA KaXKAO0ro akTUBHOIO
nopta CIST (dm3myeckoro) Kaxkgoro sksemnnapa MSTI, HacTpOeHHOro U NPUMEHUMOro AnA
nopta. Ik3emnaap MSTI gonxeH 6bITb BbiIbpaH A0 0TOOpaXKeHUA NapameTpoB KOHPUrypaumm
nopta MSTI.

3Ta CTPaHULA COLEPXKUT HACTPOMKM ANA GU3MYECKMX W arpernpoBaHHbix noptos MSTI.
HacTpoWiku arperauuii ABNAOTCA rNobanbHbIMK ANA CTeKa.
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MSTI Port Configuration

m MSTI Normal Ports Configuration (s
Port Path Cost Priority

1 |Auto v 128 v
2 [Aute ]| | [128 %]
3 |Auto ¥ [128 +|
4 [Auto v [128 +|
5 |Auto b 128 &
6 [Auto v [128 v]
= P L || p— 1

PucyHok 25 — Hactpolika noptos MSTI

MNapameTp OnucaHue
Port Homep nopta KommyTatopa, cooTseTcTBytowero nopty CIST STP n MSTI
Path Cost HactpanBaeT cToMmocTb NyTW, accouumpyemyto ¢ noptom. Pexkunm «Auto»

yCTaHaB/ANBAET CTOMMOCTb NYTU B COOTBETCTBMWN CO CKOPOCTbO PM3MYECKOro
CoOegMHEHNA C UCNONb30BAaHMEM 3HAYEHWUM, PEKOMEHAYEMbIX CTaHAAPTOM
802.1D. Yem Bblwe nponyckHaa cnocobHOCTb WHTepdenca, Tem HuUKe
CTOMMOCTb. Py4yHOM pexMm NO3BONAET BBECTM 3HAYeHMe, onpeaensemoe
nonb3oBaTesnem. CTOMMOCTb MYTM YYUTbIBAETCA NPU CTaHOBJEHUN AaKTUBHOM
Tononorun cetn. MopTbl ¢ 6onee HU3KOM CTOMMOCTbIO BbiBMpalOTCA B
KayecTBe NMOPTOB NepPecbIIKM BMECTO NOPTOB C 601ee BbICOKON CTOMMOCTbIO.
[Ounana3oH aonyctMmblx 3HaYeHnn —oT 1 go 200000000

Priority HacTpanBaeT npuoputeT ANA NOPTOB C OAUHAKOBOM CTOMMOCTbIO NyTU (CM.
Bbille)

Save HaxmuTe, 4uTo6bl COXPaHUTb U3MEHEHMUA

Reset Haxmute, 4Tobbl OTMEHUTb Nt0Bble U3MEHEHUS,, BHECEHHbIE NIOKANbHO, U

BEPHYTbCA K paHee COXPaAHEHHbIM 3Ha4YEHNAM

> ConocrtaBneHue

3Ta CTpaHULa NO3BOSET NPOBEPATb U U3MEHATb KOHPUrypaumio Tekyuero aksemnnapa STP-
mocTta MSTI.
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MSTI Configuration

Add WLANS separated by spaces or comma.

Unmapped VYLANS are mapped to the CIST. (The default bridge instance).

Configuration Name 00-1e-94-Ff-ff-ff ‘
Configuration Revision |O \

MSTIZ

MSTIZ

MSTI4

MSTIS

MSTIS

MSTIZ

MSTI VLANs Mapped

MSTIL

PucyHok 26 — ConoctasneHue VLAN ¢ MSTI

MapameTp

OnucaHue

Configuration
Name

Nmsa, koTopoe uaeHTuduumpyet conoctasneHne VLAN ¢ MSTI. MocTbl
AO/IKHbI UMETb 0bLLee UMA U PEBM3UIO (CM. HUXKE), @ TaKkKe KoHdUrypauum
conoctasneHua VLAN-MSTI ana coBmMeCTHOro MCNOAb30BaHUA CBA3YHOLLUX
aepesbeB gns MSTI (BHyTpuM perrmoHa). Mma He AOMKHO npesbiwaTth 32
cMmBONa

Configuration

PeBusuna KoHpurypaumm MSTI, yKa3aHHOM Bbiwe. ITO AOMKHO bObITb uenoe

Revision ymcno ot 0 go 65535

MSTI Jk3emnnap mocra. CIST HeagocTyneH gna ABHOrO CONOCTABAEHMUA, TaK KaK OH
6yaet nonyyatb Bce VLAN, KoTopble He 6bliv ABHO CONOCTaB/IEHbI

VLANs Cnucok VLAN, conoctaBneHHbix ¢ MSTI. VLAN ponxHbl 6biTb pasaeneHbl

Mapped 3anatbiMu U/man npobenammu. VLAN MoKeT BbiTb CONOCTaB/eHa TONbKO C
ogHuMm MSTI. MNone Heucnonbdyemoro MSTI ocTaHeTcs nycTbiMm, 6e3
conocTasneHHbix VLAN

Save Haxkmute, 4yTobbl COXPaHUTb U3MEHEHMUA

Reset Haxkmute, 4tobbl OTMEHUTL Nt0bble U3MEHEHWA, BHECEHHbIE /IOKa/NbHO, U

BEepHYTbCA K paHee COXpPaHEeHHbIM 3Ha4YEHNAM
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» MpuopuTer

3Ta cTpaHMUa NO3BO/IAET NPOBEPATb U U3MEHATb HACTPOMKM NPUOPUTETA TEKYLLLETO IK3eMNAApa
STP-mocta MSTI.

MSTI Configuration

MSTI Priority Configuration §
MSTI Priority
CIST 128 #
MS5T1 128 |+
MS5T2 128 |+
MST3 128 |
MST4 128 |»
MSTS 128 v
MSTE 128 |»
MST7 128 »

AR

PucyHok 27 — Hactpoliika npuoputeTa

MNapameTp OnucaHue
MSTI 3k3emnnap mocta. CIST — 3To aK3emnaAp NO YMO/YAHMIO, KOTOPbIN Bcerga
aKTUBEH
Priority YKasblBaeT NpuopuTeT MocCTa. Yem HUXKe 3HayYeHue, TeM Bbille NPUOPUTET.

MpuoputeT MocTa, Homep 3k3emnaapa MSTI n 6-6antosbin MAC-aapec
KoMmmyTaTopa GoOpMUpPYIOT MAEHTUOUKATOP MOCTA

Save Haxmurte, 4yTOObI COXPaHUTb U3SMEHEHUA

Reset Haxmure, 4yTobbl OTMEHUTL NtOObIE M3MEHEHUNA, BHECEHHbIE JIOKA/IbHO, U
BEPHYTbCA K paHee COXPaAHEHHbIM 3Ha4YEHNAM

4.4.3 CIST

bnarogapa BO3MOXHOCTM Nepecekatb pernoHanbHble rpaHuubl, CIST ncnonbsyetca MSTP ana
CBA3M C APYIMMU PErMOHAMMU U € N0ObIMW OAHOCOCTAaBHbIMM CBA3YOWMMKU AepeBbAMU RSTP u
STP B ceTw. J1tloboi rpaHUYHbIA NOPT, TO €CTb, MOAKMIOYEHHbIN K APYroMy pervoHy, byaet
ABTOMATMYECKU NpUHagnexKaTb nckaountenoHo CIST, aaxke ecam oH HasHadeH MSTI. Bce VLAN,
KOTOpble He ABNATCA YieHamum onpeaeneHHbix MSTI, asnatotca yneHamum CIST.
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» Hactpoiika noptos

STP CIST Ports Configuration

m CIST Aggregated Ports Configuration
STP ——_— - Restricted Point-to-
Port Enabled Path Cost Priority Admin Edge Auto Edge SR BPDU Guard point
- O Auto ¥ [1z8 »| |[Edge v| H m O Forced True v
m CIST Normal Ports Configuration
STP e = Restricted Point-to-
Port Enabled Path Cost Priority Admin Edge Auto Edge Soic FCR BPDU Guard point
1O 128 ¥| [Edge  ~ O O O
2 0O [ ¥ (128 %] [Edge ¥] O O O
3 O [auto ¥ | [128 v| [Edge v [FI O Auto v
4 O [auo ¥ [128 %] [Edge & - O
5 0O [ 9| | 18] [Edge ] O o O
s O [awo | | 128 [Eige 0 O O
= — P 10 | e 1 = Al ==t =1 =1 = -

PucyHok 28 — Hactpolika noptos CIST

MapameTp

OnucaHue

Port

Homep nopTa KommyTaTopa, K KOTOpomy OyayT MpuMMmeHeHbl cnegytouine
HACTPOMKHM

STP Enabled

YcTaHoBUTE PAarkoK, 4Tobbl BKAOUMTL STP ana nopta

Path Cost

HactpanBaeT ctoMumocTb NyTW, accouumpyemyto ¢ noptom. Pexkumm «Auto»
YCTaHaB/AMBAET CTOMMOCTb NYTM B COOTBETCTBUM CO CKOPOCTbIO GU3NYECKOTO
CoOegMHEHNA C UCNONb30BAaHMEM 3HAYEHWUIM, PEKOMEHAYEMbIX CTaHAAPTOM
802.1D. Yem BbiWwe nNpPonyckHaa cnocobHOCTb WHTepdenca, Tem HUkKe
CTOMMOCTb. Py4yHOM perkMm NOo3BONSAET BBECTM 3HaYeHue, onpeaensemoe
nonb3oBaTenem. CTOMMOCTb NYTM YYUTbIBAETCA NPU CTaHOBJAEHUN aKTUBHOM
Tononorun cetn. MopTbl ¢ 60nee HU3KOM CTOMMOCTbIO BblOMpalOTCA B
KayecTBe NMOPTOB NepecblIKM BMECTO NOpTOB € 60/1ee BbICOKON CTOMMOCTbIO.
[Ounana3oH aonyctMmblx 3HaYeHnn —oT 1 go 200000000

Priority

HacTpavnBaeT npuoputeT ANA NOPTOB C OAUHAKOBOM CTOMMOCTbIO NyTU (CM.
Bbille)

operkdge

OnepaumoHHbIit daar, KOTOpPbIM yKa3biBaeT, NOAKAOHYEH NN MOPT HANPAMYIO
K KOHe4YyHomy ycTpoictey (6e3 noaknwoueHus  mocTos). [opTbl,
NOAK/IOYEHHbIE K KOHEeYHbIM ycTpoiicTBam (operEdge yctaHoBneH B true),
BbICTpEe NepexoanAT B COCTOAHNE NEPECLIIKK, YEM ApYrue NopTbl

AdminEdge

MapameTp, KOTOpbIM 3343aéT HavyanbHoe cocTosaHue ¢nara operEdge npu
WMHULMaNn3aumm nopta. MNossonser onpeaennTs, byaeT M NOPT U3HAYANbHO
paccmaTpuBaTbCcA KaK Kpaesol (operEdge yctaHoBneH) mnu Het (operEdge
cbpolueH)
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AutoEdge

MapameTp, NO3BONAOLWMIA KOMMYTAaTOPY aBTOMATUYECKM ONpenensTb, Kakne
nopTbl MOAKAIOYEHbl K KOHEYHbIM YCTPOMCTBAM, a KakKme — K Apyrum
KOMMYTaTOpam, Ha OCHOBE Haanuuma nnm otcytcrema BPDU

Restricted Role

Bk/toyeHMe 3TOro napameTpa He NO3BO/IAET NOPTY CTaTb KopHesbimM gna CIST
unu noboro MSTI, faxke ecnM y Hero Nyywuin BEKTOp MpUopUTETa
ceasylowero aepesa. MNocne Bbibopa KOpHEBOro mopTa Takow nopT byaer
BblIOpaH B KauyecTBe anbTepHaTMBHOro. Ecnv napametp «Restricted Role»
YCTaHOB/IEH, 3TO MOXKET NPMUBECTU K NOoTepe CBA3HOCTM B Spanning Tree, Tak
KaK 3TOT NOpPT He ByAeT yyacTBOBaTb B Bbibope KOpHeBOro nopta. Hactporika
MOXeT ObITb MCNO/Mb30BaHa agMUHUCTPATOPOM CETU, YTOObl OrpaHUYUTL
B/IMAHWE MOCTOB BHE OCHOBHOM 061aCTU CeTU, He HaXOAALLMXCA NOL NOHbIM
KOHTPO/NIEM aAMMUHUCTPATOPA, Ha TOMONOIUI0 CBA3YHOLLEro JAepesa. ITa
bYHKLMA TaKKe M3BeCcTHa Kak Root Guard

Restricted TCN

HacTpoiiKa, KoTopaa npeaoTBpallaeT pacnpocTpaHeHWe yBeAOMIEeHUNA O
nameHeHun tonosiormn (TCN), NnonyyeHHbIX OT APYrUX YCTPOWCTB, a TaK¥Ke
cobcTtBeHHbIXx TCN yepes3 3TOT MOPT. ITO MOXKET NPUBECTM K BPEMEHHOM
notepe coeAMHEHUA Nocne U3MeHEeHMA TOMONOIMMM aKTUBHOIO CBA3YIOLLErO
AepeBa M3-3a TOro, YTO MHPOPMALMA O MECTOMOIOKEHUM CTAaHUMA MOXKET
6bITb HenpaBUAbHO OOHOBNEHA M He pPacnpocTpaHeHa Mo BCeW CceTwu.
HacTpoiKa ucnonb3yeTca agMWUHUCTPATOPOM CETM, 4YTOObl NpeaoTBPaTUTL
B/IMSSHWE MOCTOB, HaxoAdALMXCS BHE OCHOBHOM 06sacTu ceTu, Ha cbpoc
aApecoB B OCHOBHOM 06/1acTK. 3TO NOME3HO B TEX C/Iy4anX, KOraa MOCTbl BHe
OCHOBHOM 06/1aCTU  CeTM He HaxoAaTca noA, MNOJIHbIM  KOHTPOAeM
agMUHUCTpATOpPa MWAM  Korda ¢u3MYecKoe COCTOSIHME CBA3M  Y4acTo
n3MeHseTca (Hanpumep, YacTble NEePEKNOYEHUA COCTOAHUA MOAKNOYEHHbIX
ceten)

BPDU Guard

BPDU Guard 06bl4HO npumeHseTca ANA NopToB, KOTOPble HACTPOeHbl KaK
NopTbl AOCTYNa M KOTOPble NOAKAOYEHbI K KOHEYHbIM YCTPOMCTBAM, a He K
apyrum kommyTtaTtopam. Koraa BPDU Guard akTMBMpPOBAH Ha MOPTY U 3TOT
nopt nony4yaet BPDU, oH aBTOMaTuyeckn 6a1oKknpyetca. ITo npefoTepalLaeT
BO3MOXHOCTb M3MeHeHuA Tononorum STP 4epe3 3TOT NOPT, TaK Kak
YCTPOMCTBA, MOAKNOYEHHbIE K NOPTY, HE A0/XKHbI Nocbinate BPDU

Point2Point

YKa3bIBaeT, YTo MOPT MOAKAOYAETCA K JIOKAZIbHOM CETU TOYKA-TOYKa, a He K
obwer cpege. MOXHO HacTPOUTb aBTOMATUYECKOE OnNpeaefieHre WUan
BPYYHYIO YCTaHOBWUTb 3HauyeHue true unm false. MNepexos B cocTosHuMe
NepecbiNKM ANA NOKANbHbIX CETEN TOYKA-TOYKA MpoucxoguT ObicTpee, yem
ansa obuien cpeapbl

Save

Haxxmure, yTOObI COXPaHUTb U3MeHEHUA

Reset

Haxmute, uytobbl OTMEHUTb Ntobble M3MEHEeHUA, BHECEeHHble JIOKaJIbHO, U
BEPHYTbCA K paHee COXPaHEHHbIM 3HAaYEHMAM
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4.5 Fast Recovery

Pexxum 6bicTporo BoccTaHoBneHua (Fast Recovery) MOMKHO HacCTpouUTb ANA NOAKNOYEHUA
HECKOJIbKMX MOPTOB K OAHOMY WM HECKOJIbKUM KOMMyTaTopam. B 3ToM pexume ycTpomncTso
obecneumBaeT WU3bbITOYHblE coeaMHeHua. Pexum  Fast Recovery noageprkmsaer 12
npuopuTeToBs. MopT ¢ NepBbIM NPUOPUTETOM CTAHET aKTUBHbLIM, @ OCTa/IbHble MOPTbI C APYTUMMU
npuopuTeTamm byayT pesepBHbIMM.

Fast Recovery Mode

Active
Port.01 [gRledite) v

Port.02 [gRditel v

Port.04 [gRgite) W

uded
uded
Port.03 (PRleitauntgee
uded
nded

Port.05 [gRlgine) W

ool |

PucyHok 29 — Hactpoliika Fast Recovery

MNapameTp OnucaHue
Active YctaHoBuTe GaXKoK, 4TOObl aKTUBMPOBATbL pexum Fast Recovery
Port MopTam MOXHO 3agatb 12 npuoputeToB. TONLKO MNOPT C HaAMBbICLLIMM

npuopuTeToM byaeT akTUBHbIM. 1-i1 NPUOPUTET — HAUBLICLLMIA

Apply HaxmuTe, 4yTo6bl NPUMEHUTb HACTPOMKM

5. ¥Ynpasnenue

KomMyTaTOpoM MOKHO YNpaBAaATb Yepe3 BCTPOEHHbI Beb-cepBep, KOTOPbIM NopaeprkuBaeT
Internet Explorer, HaunMHana ¢ Bepcun 5.0, n apyrue Beb-bpaysepsbl, Takne Kak Chrome. Yepes
Beb-Opaysep TaKkKe MOXKHO OOHOBAATb MPOWMBKY. DyHKUMA Beb-ynpaBieHUa He
TpeboBaTenbHa K MPOMYCKHOM CNOCOBGHOCTM CeTH, MOBbIWAET CKOPOCTb AOCTyna W
obecneymBaeT ya06HbIM 3KpaH NPOCMOTPA.

Mo ymonyaHuto, coBpemeHHble bpay3epbl He paspeLlatoT Java-annaeTam uam 4pyrum
CKpUNTaM OTKPbIBaTb CeTeBble COKeTbl 6e3 ABHOro paspelleHus MNoNb30BaTENS.
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YT106bI paspewnTb paboTy C ceTEBbIMM NOPTaMMU, HEOHXOAMMO U3MEHUTL HACTPOMKM
6e3onacHocTn H6paysepa.

Bbl morKeTe 3ailTH Ha CTPpaHULUy ynpaBaeHNAa KOMMYTAaTOpOM, NCNosb3yAa cnegyroulme sHa4yeHuaA
Nno YMO/14aHUIO:

IP-apgpec: 192.168.10.1

Macka nogcetu: 255.255.255.0

Wnto3 no ymonvaHuio: 192.168.10.254

Mma nonb3osatena: admin

Maponb: admin

[na ynpaBneHna kommyTtaTopom yepes Beb-6paysep BbINONHUTE Creaytowme AeNCcTBUA.
Bxopa B cuctemy:

1. 3anyctute Beb-6paysep.

2. BeeguTe http:// v IP-agpec KommyTaTopa. Haxmute <Enter>.

- e " | - )
6;: )8 wie2168.101 £+ > X || 8 Google X e i (3 vciisH
+Y mages Maps Play YouTube News Gmail Documents Calendar More ~ 5

You Search |

PucyHok 30 — BBog, IP-agpeca KommyTaTopa

3. MoABUTCA 3KpaH BXO4a B CUCTEMY.

4. BeeguTe MmA No/Mb30BaTens U naposb. Mma nosb3oBaTens M Naposib MO YMOJYaHUIO —
admin.

5. Haxkmute KHonky <Enter> uam <OK>, n nNosBUTCA OCHOBHOM MHTepdeNc CTpaHuUbl
ynpasneHus.

C T -

Enter Network Password
Enter your password to connect to: SWM10G-244M-HI

admin i

D_J e |

"] Remember my credentials

0 Logon failure: unknown user name or bad password.

 —— e 4

PucyHoK 31 — SKpaH Bxoza B cuctemy
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MNocne Bxopa B cncremy Bbl ysnauTe VIHd)OpMaLI,VIIO O KOMMYTaTope, KaK MNoKa3saHO HNXKe.

Information Message

System

Mame SWM10G-244M-HI

S Tenrrmiisn Industrial modular rack mount managed Gigabit Ethermet switch
with 4 slots

Location

Contact

o1D 1.3.6.1.4.1.25972.100.0.0.162

Hardware

MAC Address 43-be-24-21-33-8

Time

System Date 1970-01-01 00:20:58+00:00

System Uptime 0d 00:20:58

Software

Kernel Version v0.26

Software Version v1.01

Software Date 2022-06-09T714:17:40+08:00

PucyHok 32 — UHpopmauma o cucteme

C npaBo CTOPOHbI MHTEpdEca ynpaBaeHUsA NOKasaHbl CCbIIKM HA Pa3/INYHbIe HAacTPOWMKK. Mpu
HaKaTMM Ha HUX OTKPbIBAETCA AOCTYN K CTPAHULLAM KOHOUIYpauUmn pasanyHbiX GyHKLNUNA.

5.1 OCHOBHble HaCTPOMKK

CtpaHuua [Basic Settings] no3sBonseT HacTpanMBaTb OCHOBHblE GYHKLMM KOMMYTaTopa.

5.1.1 HacTtpoWKa cuctemHom nHdopmauumm

Ha ctpaHuue [System Information Configuration] oTtobparkaetca obwaa wnHbopmauyua o
KomMmyTaTope.

System Information Configuration

System Name SWM10G-244M-HI
System Description Industnial 20-port managed Gi

System Location
System Contact
System Timezone Offset (minutes) Q]

l Save H Reset

PucyHok 33 — HacTpolika nHdopmaumm o cucteme
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MNapameTp Onuncaxune

System Name ALMWHUCTPATUBHO HA3HAYeHHoe MMA Ana ynpasasemoro ysna. lo
COrNaLWeHnto 3TO A0MKHO ObITb NO/IHOE AOMEHHOEe UMA y3na. lomeHHoe
MMA npeacTaBnseT cobol TEKCTOBYH CTPOKY, cocToAwyto u3 OyKB
NnaTtuHckoro andasuta (A-Z, a-z), umdp (0-9) n 3Haka muHyc (-). Npoben
He MOXKeT ObITb YacTbto MMeHU. NepBblii CUMBON A0KeEH OblTb BYKBOW.
Hu nepBblii, HX NOCNegHUA CUMBOAN He AO0NXeH ObiTb 3HAKOM MWHYC.
Jonyctumaa gnnHa cTpoku coctasasaet ot 0 go 255

System Description | OnucaHue ycTpoiictsa

System Location du3nyeckoe MecTononoxKeHue ysna (Hanpumep, TenedoHHbIn WwkKad,
3-i ataxK). JonyctMmas anvHa ctpokun ot 0 go 255, paspelueHbl TONbKO
cumsonbl ASCIl ot 32 o 126

System Contact TeKcToBas MAEHTUPMKAUNA KOHTAKTHOMO nLa ANa 3TOro ynpaBasemoro
y3na BmecTe C MHboOpmauMen O TOM, KaK CBS3aTbCA C 3TUM JINLOM.
Jonyctumaa gnamHa ctpoku ot 0 go 255, paspelueHbl TONbKO CMMBOJIbI
ASCll ot 32 o 126

System Timezone CmeuweHne yacosoro nosaca ot UTC/GMT. CmelueHue yKasbiBaeTca B

offset(minutes) MMWHYTax K BOCTOKY oT GMT. Jonyctumbln AnanasoH — oT -720 go 720
MWHYT

Save HaxmuTe, 4tobbl COXPAHUTDL U3MEHEHMUA

Reset Haxmute, 4To6bl OTMEHUTL NHOObIE U3MEHEHUA U BEPHYTbCA K paHee

COXpaHEHHbIM 3Ha4Ye€eHNAM

5.1.2 lMaponb agMmnHUCTpaTopa

CtpaHuua [System Password] no3sonfeT HacTPOUTb CUCTEMHbIM Naposib, Heobxogumbli ana
[0CTyna K Beb-uHTepdelicy nnm exoaa B cuctemy yepes CLI.

System Password

Username admin

0Old Password

New Password

Confirm New Password
| Save |

PucyHok 34 — HacTpolika napons agMmMHUCTpaTopa
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MNapameTp OnucaHue
User Name Mma nonb3oBatens. ECiM OHO HEBEPHO, Bbl HE CMOXKETe BHECTM
M3MeHeHUn
Old Password CywecTtBylowmii naponb. Ecnv oH HeBepHbI, Bbl HE CMOXKeTe

YCTaHOBUTb HOBbIM napoab

New Password HoBblIlh cMCTeMHbIM Nnapoab. JonycTumasa AanHa cTpoku ot 0 go 31,
paspeweHbl TonbKo cumeonbl ASCIl ot 32 o 126

Confirm New Password MoBTOpUTE HOBLIM NAPO/b

Save HaxkmuTe, 4uTo6bl COXPaHUTL U3MEHEHUA

5.1.3 MeToa, ayTeHTUPUKaLUM

CtpaHuua [Authentication Method Configuration] nossonsier HacTpouTb cnocob
ayTeHTUdMKauMmM nonb3oBaTena Npu BXode B KOMMYyTaTop 4epe3 oauH U3 UHTepdelicos
ynpaBaeHus.

Authentication Method Configuration

Client Authentication Method Fallback

console |local v
telnet |Io|:al v]
ssh local |
web |Ioca| v]

| save || Reset |

PucyHoK 35 — MeToabl ayTeHTUPUKaLmm

MapameTp OnucaHue

Client KnveHT ynpaBneHua, ANA KOTOPOrOo MNPUMEHAETCA MNPUBELEHHAA HUXKe
KOHpUrypauma

Authentication | MeTtoa ayTeHTUdMKALMM MOKET ObiTb HAaCTPOEH Ha OAHO U3 CAeayHLLUX
Method 3HaYeHUI:

None: ayTEHTVId)VIKaLI,VIﬂ OTK/NIIO4EHA U BXO4 HEBO3MOKEH

Local: AanAa ayTEHTVId)VIKaLI,VIVI ncnonb3yetTca J1I0KaJzibHaA 6asa AaHHbIX
nosb3oBaTenei Ha KOMMYTaTope
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Radius: gns ayteHTUdMKaUMM ncnonb3yeTca yaaneHHbi cepsep RADIUS

Fallback YctaHoBMTE 3TOT  A1aXKoK, u4TOObl BKAOYMTbL OTKAT K  JIOKA/IbHOM
ayTeHTUdUKauum

Ecnv HM oguH n3 HACTPOEHHbIX CepBepoOB ayTEHTMd)MKaLI,MM Heé aKTUBEH, ANA
ayTEHTM(bMKaLI,MM MCNoNb3yeTCA NOKa/IbHAA 6asa AaHHbIX nosnb3oBaTenei

OTO BO3MOKHO TOJ/IbKO B TOM cnyyvae, ecam gna metona ayTeHTM(bMKaLI,MM
3a4aHO0 3Ha4YyeHne, oTAn4YHoe OT nhone naun local

Save Haxmurte, 4yTOObI COXPaHUTb UBMEHEHUA

Reset Haxmure, 4yTObbl OTMEHUTL NtOObLIE M3MEHEHUNA, BHECEHHbIE JIOKA/IbHO, U
BepHYTbCA K paHee COXpPaHEeHHbIM 3Ha4YEHNAM

5.1.4 HacTtpomku IP

dTa CTpaHMLA NO3BOJIAET HACTPOUTb MHPOpPMaLMIo Ana npoTokona IP kommyTaTopa. MoKHO
HaCTPOWUTb MapamMeTpbl YCTPOMCTBA, PabOTAIOLLErO B peXMME XOCTa UM MapLIpyTU3aTopa.

IP Configuration

Configured Current

DHCP Client O Renew
T (192.168.10.1 | 192.168.10.1
IP Mask |255.255.255.0 | 255.255.255.0
IP Router 0.0.0.0 | 0.0.0.0
VLAN ID 11 | 1

DNS Server KK | 0.0.0.0

PucyHoK 36 — HacTtpoliku IP

MapameTp OnucaHue

DHCP Client Bkntounte DHCP-knueHT, yctaHoBmB 3TOT dnaxok. Ecnn DHCP-cepsep He
CMOXET BblAeNNTb afpec, UAN HACTPOEHHbIN IP-agpec paBeH Hy/to, cepsep
NOBTOPMT NOMNbITKY. B cnyyae noBTopHOW Heygaunm DHCP npekpatut
NonbITKK, 1 ByAYT NCNONBL30BATbCA HACTPOEHHbIE NapameTpsbl IP

IP Address Onpeaenset IP-agpec, KoTopbii 6yaeT wucnonb3oBatbCcA B ceTu. Ecam
¢yHKUMA DHCP-kAMeHTa aKTMBHA, TO BaM He HYXXHO Ha3Ha4atb IP-agpec.
CeteBont DHCP-cepBep aBTOMaTUYECKU HasHauuT IP-agpec KommyTaTopy, u
OH byaeT otobpaxatbcA B 3TOM none. Mo ymonyaHuto mucnonbyetca IP-
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agpec 192.168.10.1

IP Mask Onpegenaer macky nogcetv IP-agpeca. Ecan BrkntoveHa ¢yHKuma DHCP-
KNMEeHTa, TO MacKy NoAceT Ha3zHavyaTb He HYXKHO

IP Router OnpepenseT ceTeBoOM W03 ANA KOMMmyTaTopa. LWnto3 no ymonyaHuo nmeet
agpec 192.168.10.254

VLAN ID OnpeaenaeT naeHtuoumkatop ynpasnsemon VLAN. JonycTumblii AnanasoH—
ot 1 o 4095

DNS Server Onpegenset IP-agpec DNS-cepBepa B AECATUYHOM CUCTEME CYUCAEHUA C
TOYKAMMU

Save Haxkmute, 4yTobbl COXPAaHUTb U3MEHEHMUA

Reset Haxkmute, 4tobbl OTMEHUTL NtObble U3MEHEHWA, BHECEHHblE /IOKa/NbHO, U

BepHYTbCA K paHee COXpPaHEeHHbIM 3Ha4YEHNAM

5.1.5 Hactpomku IPv6

3Ta cTpaHMUa NO3BOAAET HACTPOUTb MHPOpPMALMIO ANA NpoToKoAa IPve kKommyTaTopa.

IPv6 Configuration

Configured Current
Auto .
Configuration L W

::192.0.2.1
Address [:192.0.2.1 | Link-Local Address:
fe80::21e:94ff:fe01:6735

Prefix [96 | 96
Router |: : | 3=

| save || Reset

PucyHok 37 — HacTpoliku IPv6

MNapameTp OnucaHue

Auto YT0Obl aKTMBMPOBATb ABTOMATMYECKYID HacTpoiky IPv6, ycTtaHoBuTe
Configuration | cooTBeTcTBylOWMIA dnaxkok. B cnyyae ecnm  cuctema He  CMOXKeET
CBOEBPEMEHHO  nonyuuTb  stateless-agpec, 6yayT  MCNonb30oBaTbCA
npeaBapuTeNbHO HACTPOeHHble napameTpbl IPv6. Mapwpytusatop mokeT
3aZep)KaTb OTBET Ha 3anpoC MapLIPYTU3aTOpa Ha HECKONbKO CEeKyHA,
nostomy obuiee Bpemsa, Heobxogumoe ANs 3aBeplleHUA aBTOMATUYECKOM
HaCTPOMKM, MOKET BbITb yBEUYEHO
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Address

Onpegenset agpec uHTepodelica. Agpeca IPv6 — 3to 128-6uTHble 3anucy,
npeacTaBieHHble B BMAE BOCbMM MOJMEN, COAEPKALMX A0 4YeTblpex
WecTHaAuaTepuYHbIX LMbp, C ABOETOUMEM, PA3AENAOWMM KaxKaoe none (:).
Hanpumep, fe80::21:cff:fe03:4dc7. CumBon «::» — 3TO cheuManbHbIM
CMHTAKCUC, KOTOPbIA MOMKHO WCMONb30BaTb B KayecTBe COKPALLEHHOrO
cnocoba npencTaBneHNA HECKONbKUX 16-OUTHbIX FPYMN CMEXHbIX HyNel; HO
OH MOXXeT MOoABAATLCA TONbKO OAMH pa3. OH TakKe MOXKeT NpeacTaBaATb
aencreutenbHbl agpec IPv4. Hanpumep, 192.1.2.34. None MOXHO OCTaBUTb
nycTbim, ecam paboTa IPv6 Ha nHTepdelice HexenatenbHa

Prefix

OnpeaensaeTt npedukc IPv6, KOTOpbIN MCNONb3YeTCA ANA ONpeaeneHna ceTu,
K KOTOPOI NPUHAZNEXUT agpec KommyTaTopa. JonycTumblid gnanasoH ot 1
no 128

Router

DTOT napameTp yKasblBaeT Ha HanMume mapupyTtusatopa IPve B cetn. Ecam
napameTp HacTpoeH, KommyTaTop Oyper ucnonb3oBaTb poyTep ANA
nony4yeHma agpeca IPv6 n gpyro KoHPUrypaumoHHom nHoopmaumm. Ecnm
napametTp He  YCTAHOB/AEH, KomMMmyTatop  bOyaeT  MCnosb30BaTb
aBTOKOHOUrypaumto 6e3 yyactua poytepa

Save

Haxxmure, yTOObI COXPaHUTb U3MeHEHUA

Reset

Haxmute, utobbl OTMEHUTb Ntobble M3MEHEeHUA, BHECEeHHble JIOKaJIbHO, U
BEPHYTbCA K paHee COXPaHEHHbIM 3HaYEHMAM

5.1.6 HTTPS

Ha aTon cTpaHuue MOXKHO HaAcTpouTb pexum HTTPS.

HTTPS Configuration

‘Disabled v |

| Save ‘ [ Reset \

PucyHok 38 — Hactpoliika pexkuma HTTPS

MNapameTp

OnucaHue

Mode

YKa3biBaeT BblOpaHHbIN pexkum HTTPS. Ecnm Tekywee coeamHeHune — HTTPS,
OTKAtOYeHWEe YHKUMM aBTOMATUYECKM nepeHanpaBut Beb-6bpaysep Ha
coeguHeHne HTTP. JoCTynHbl peXXumbl:

Enabled: skatountb HTTPS
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Disabled: otkntountb HTTPS

Save Haxmurte, 4yTOObI COXPaHUTb U3SMEHEHUA

Reset Haxmure, 4YTO6bI OTMEHUTL NtOObLIE M3MeHEeHUA, BHECEHHDbIE JTOKA/ZIbHO, U
BEPHYTbCA K paHee COXPaAHEHHbIM 3Ha4YEHNAM

5.1.7 SSH

SSH (Secure Shell) — Kpuntorpaduyeckuii ceTeBoit NPOTOKOA, NpeAHa3HAYeHHbIN AnA
6e3onacHou nepesayn AaHHbIX U YAANEHHOro A0CTyNna NyTeM CO34aHMA 3alWMLLEHHOrO KaHana
mexay asyma cetebiMu MK. HacTpouTb perkmm SSH MOXKHO Ha cneaytoLLei cTpaHuue.

SSH Configuration

‘Disabled v |

| save | | Reset |

PucyHok 39 — HacTtpolika pexuma SSH

MapameTp OnucaHue

Mode YKa3blBaeT Bbl6paHHbI pexknm SSH. [1locTynHbI peXnmbl:
Enabled: BkntounTb SSH

Disabled: oTkntounTb SSH

Save HaxkmuTe, 4yTo6bl COXPaHUTb U3MEHEHUA

Reset Haxkmute, ytobbl OTMEHUTH NtOObIE UBMEHEHUSA, BHECEHHbIE IOKaNbHO,
M BEPHYTbCA K paHee COXpaHeHHbIM 3Ha4YeHUAM

5.1.8 LLDP

» HacTpoiiku

LLDP (Link Layer Discovery Protocol) npegocTaBnfeTr gns ceTeBblX YCTPOWCTB MeTO4 Ha
KaHa/NbHOM YpPOBHe NoJsy4yaTb U/MAKn nepenasaTb CBO MHPOPMALMIO APYTUM MOAKIOYEHHbIM
YCTPOMCTBAM, UCNO/Ib3YIOLMM AaHHbIN NPOTOKO/, @ TaKXKe XPaHWUTb NONYYEeHHYO MHGOPMALMIO

O ApYyrux yCTPpOMCTBaxX. ITa CTpaHMUa NO3BOJAET MNPOBEPATb W HACTpPamMBaTb TeKyliue
napameTpsbl nopta LLDP.
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LLDP Configuration

LLDP Parameters

30 | secondsl

Disabled +
Disabled
Disabled +
Disabled +

Hactpoika LLDP

MapameTp OnucaHue
Tx Interval YcTaHaBAMBAET MHTEPBaAN MeXAy PeryasapHbiMM nepefavyamu ob6bABAeHUN
LLDP
Port Homep nopTta KommyTaTopa, K KOTOpomy OyayT npuMeHeHbl cnepytowme
HaCTPOIKMN
Mode YKa3blBaeT BblbpaHHbI pexkum LLDP

Rx only: KommyTtaTop He 6yaeT oTnpaBnsaTb cBoto MHbopmauuto LLDP, Ho
byaet aHanusmposaTbca MHbGopmauna LLDP oT coceaein

Tx only: KommyTtatop ot6pocHT MHPopmaumio LLDP, nonyyeHHyto oT cocenen,
Ho ByaeT oTnpaBaAaTb cBOO MHPopmaumio LLDP

Disabled: kommyTaTop He byaeT oTnpaBnATb cBOO MHopMauuto LLDP 1 byaet
oTbpacbiBaTb MHPopmaumio LLDP, nonyyeHHyto oT coceaen

Enabled: kommyTtatop 6yaet oTnpaBnaTh cBol MHPopmauuto LLDP n 6yaet
aHanmM3mposaTb MHPopMaumio LLDP, nonyyeHHyto oT coceaeit

» WHdopmauma o cocegHUX YCTPOMUCTBAX

CrtpaHuua [LLDP Neighbor Information] npegoctaBnset 0630p coctosHMa Bcex coceaHux LLDP-
yCTpOMCTB. Tabnnua comeput MHGopmaLmio AN KaKAOoro nopra, Ha KOTOPOM OBHapyKeH
cocep, UCNob3yloLwmii NpoTokon LLDP. CTonbubl BKAKOYAOT CaeaytoLLyo MHGopMauuio:

Auto-refresh [

Local Port Chassis ID Remote Port ID System Name Port Description System Capabilities Management Address
Port 8 00-1E-94-12-45-78 7 SWMR10G-244M Port #7 Bridge(+) 192.168.10.14 (IPv4)

PucyHok 40 — CnnCOK coceHUX YCTPOMCTB
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MNapameTp OnucaHue

Local Port MopT, KOTOPbIN UCNONb3YET SIOKaNbHOE YCTPOMCTBO ANA Nepesayun u
noayyeHua Kagpos LLDP

Chassis ID NaeHTUOMKALMOHHDBIM HOMep cocea, OTnpasAastowero Kagpbl LLDP
Remote Port ID NaeHTudMKaTOp nopTa cocea

System Name Nms, 06bABNEHHOE cocesoM

Port Description OnucaHue nopTa, 06bABMEHHOIO COCEA0M

System Capabilities OnucaHMe BO3MOXKHOCTEN coceaa. 3HaYeHMs BKAOYAIOT:

. Other (gpyroe)
. Repeater (nosToputens)
. Bridge (mocT)

. WLAN Access Point (Touka goctyna WLAN)

1

2

3

4

5. Router (maplpyTmsaTop)
6. Telephone (TenedoH)

7. DOCSIS Cable Device (kabenbHoe yctpoiicteo DOCSIS)
8. Station Only (TonbKo cTaHuMA)

9. Reserved (3ape3epBMpOBaAHO)

Korga BO3MOMHOCTb  BK/lOYEHa, oTobparkaetca (+). Ecau
BO3MOXHOCTb OTK/IlOMEHa, oTobparkaeTca (-)

Management Address | Aapec cocefia, KOTOPbI MOXeT BbITb MCNOb30BAH ANA yNpaBaeHun
ceTbto. MoXKeT coaeprkaTb IP-agpec cocegHero ycTpoicTea

Refresh HaxkmuTe, uTob6bl HEMeaNeHHO 0OHOBUTL CTPAHULLY

Auto-refresh YcTaHoBUTE  3TOT  GNaXKOK, 4TOObI BKAOUYUTL  aBTOMaTUYeCKoe
06HOB/IEHME CTPAHMLLbI Yepe3 perynapHble NPOMENKYTKU BPEMEHHU

> CraTUCTMKa

3Ta cTpaHUMUa coaep*UT o0630p Bcero Tpaduka LLDP. [oKasaHbl gBa TWNa CYETYMKOB.
[nobanbHble CYETYMKU OyAyT MNPUMEHATb HACTPOMKM KO BCEMY CTEKY KOMMYTaTOpPOB, a
NIOKasibHble — TONbKO K YKa3aHHbIM KOMMYTaTOpPaMm.
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Global Counters

Neighbor entries were last changed at 1970-01-01 04:03:03 +0000 (26 sec. ago)

Total Neighbors Entries Added
Total Neighbors Entries Deleted
Total Neighbors Entries Dropped
Total Neighbors Entries Aged Out

1

0
0
0

LLDP Statistics

Local Counters

Local Port Tx Frames RxFrames RxErrors Frames Discarded TLVs Discarded TLVs Unrecognized Org. Discarded Age-Outs

1
2
3
4
3
6
7
g
Q
10
11
12

=

O0O00OHOONO RO
o000 O0OO0OoOHOO0OOO

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 P 0
0 0 0 0 0 0

FnobanbHbie cUETYUKU

PucyHoK 41 — CYyeTyMKM CTAaTUCTUKK LLDP

MNapameTp

OnucaHue

Neighbor entries were
last changed at

MoKasbiBaeT Bpems, Koraa bbina yaaneHa uav gobasneHa nocaeHss
3anucb

Total Neighbors
Entries Added

MoKa3blBaeT KONMYECTBO HOBbIX 3anucei, A06aBNEHHbIX C MOMEHTa
nepesarpy3kn KOMmyTaTopa

Total Neighbors
Entries Deleted

MoKa3blBaeT KOAMYECTBO HOBbLIX 3anucen, yAaNeHHbIX C MOMEHTa
nepesarpyskn KommyTtaTopa

Total Neighbors
Entries Dropped

MokasblBaeT KO/IMYECTBO  KaAapoB
nepenosiHeHMa Tabanybl 3anucen

LLDP, noTepAHHbIX M3-33

Total Neighbors
Entries Aged Out

lNoKa3biBaeT KOAMYECTBO 3aI'IVICEI7I, YAaNeHHbIX WU3-3a UCTEYEHUA
CPOKa XXU3HU

JIoKanbHble CYHETYMKU

MNapameTp OnucaHue
Local Port MopT, KOTOPbI NPUHMMAET UK NepedaeT Kaapb! LLDP
Tx Frames Konunyectso Kagpos LLDP, nepegaHHbIX nopTom
Rx Frames Konunyectso Kagpos LLDP, nony4yeHHbIX NOpTOM
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Rx Errors Konunuyectso nony4veHHbix Kagpos LLDP, cogepKamx owmnbku

Frames Discarded Ecnun nopt nonyyaet Kaap LLDP, a BHyTpeHHAA Tabamua KommyTaTopa
3anonHeHa, Kagp bypet noacuntaH uM oTbpolueH. Takaa cuTyaumAa B
cTaHgapTe LLDP m3BecTHa Kak «CAMWKOM MHOro cocegen». Kagpbl
LLDP TpebyloT HoBOM 3anucu B Tabauue, ecnm «Chassis ID» unnm
«Remote Port ID» He BKAtoYeHbl B Tabauuy. 3anucu yaanatoTtca us
Tabnuubl, Koraa onpeaeneHHbl MOPT OTKAKOYAETCA, NOMYYEH Kagp
3aKpbITnA LLDP, a Tak»Ke Korga 3anuck yctapesaeT

TLVs Discarded Kaxkabim Kagp LLDP moxkeT coaeprkaTb HECKONbKO ¢parmMeHToB
MHbOpMaumMK, M3BeCcTHbIX Kak TLV (Type Length Value). Ecam TLV
MMeeT HenpasuAbHbIN popmaT, Kagp byaert yuteH u oTbpoLLeH

TLVs Unrecognized Konnyectso npaBuabHO chOpmMMpPOBaHHbIX TLV, HO C Hen3BeCTHbIM
3HayeHnem Tuna

Org. Discarded KonnyectBo  TLV, OTOpOLWIEHHbIX  YCTPOWCTBOM  WM3-32a  UX
OpraHM3aunoHHOM YHUKaNbHOCTMU. B LLDP CyLLecTBYyIOT
OpraHM3aunoHHO-yYHMKanbHble TLV (OUI TLV), KoTopble moryT 6biTbh
MCNONb30BaHbl NPOM3BOAUTENAMM ANA Nepefadyn nponpueTapHom
nHbopmaymm

Age-Outs Kaxablh Kagp LLDP coaepuT cBeaeHMA O TOM, Kak AOAro
nHoopmauma LLDP pelictBuTenbHa (Bpema yctapeBaHus). Ecam B
TeYeHMe BpPEeMeHW YyCTapeBaHMA He nojayvyeH HoBbIM Kagp LLDP,
WHPopMaumAa OyaeT yaaneHa, a 3HAYEeHMEe CYeTYMKa YCTapeBaHWUA
bynet ysennyeHo

Refresh HaxkmuTe, uTobbl HEeMeaNeHHO 0B6HOBUTL CTPAHULLY

Clear Haxkmute, 4tobObl OYWUCTUTL JIOKA/IbHblE CYETYMKM. Bce cyeTuMKM
(BKAtOYan rnobanbHble) OUMLLAIOTCA NPU Nepe3arpyske

Auto-refresh YcraHoBUTE 3TOT  GNaXKoK, 4TOObl BKAKOYUTL aBTOMaTU4YecKoe
06HOBNEHME CTPAHULbI YePE3 PEryNsipHbIe NMPOMEXKYTKM BPEMEHU

5.1.9 Modbus TCP

Modbus TCP ucnonb3yet TCP/IP u Ethernet gna nepegaun AaHHbIX CTPYKTYpbl coobuieHuA
Modbus mexay coBmecTMMbIMKU ycTponcTBaMu. MpPoTOKON 06bIMHO MCNOBb3YEeTCA B CMCTEMAX
SCADA pana ceAsn mexay WHTepdelicom yenoBek-mawmHa (HMI) n nporpammupyembiMu
NIOTUYECKMMWN KOHTPOJIepamMn. 3Ta CTpaHULLA NO3BOAAET BKAOYATb M OTKAKOYATb NOAAEPHKKY
Modbus TCP kommyTaTopa.

info@symanitron.ru Www.symanitron.ru




SYMAN ITRON PyKOBOACTBO NnoJib30BaTENA

SWM10G-244

MODBUS Configuration
LG [Enabled v |

[ Save ][ Reset ]

PucyHok 42 — Modbus TCP

MapameTp OnucaHue
Mode MokasbiBaeT TekyLiee coctosHne dyHKumn Modbus TCP
Save HaxkmuTte, 4To6bl COXPAHUTb U3MEHEHUSA
Reset Haxkmute, utobbl OTMEHWUTL /NtOBble  W3MEHEHWs, BHECEHHble
JIOKa/IbHO, M BEPHYTLCSA K paHEe COXPaHEHHbIM 3HAYEHUAM

5.1.10 Pe3epBHOE KONMpoBaHMEe/BOCCTaHOBEHWE KOHPUTypaLmm

Bbl MoO)KeTe COXpaHWTb HACTPOMKM KOMMyTatopa B Buae dailna wan 3arpysutb paHee
COXpPaHEeHHbIW ¢ann KoHOUrypauuMm Ha YCTPOMCTBO A8 BOCCTAHOB/IEHUA CTapbIX HACTPOEK.
KoHourypaums Haxoautca danne popmata XML. Bbl moxkeTe HaxkaTb <Save configuration>,
yTObbl COXPAHUTb CYLLECTBYIOLLME HAaCTPOMKM B BUAE dainna 1 oTNPaBUTb UX HA JIoKanbHbIN MK.

Configuration Save

[. Save configuration ]

PucyHok 43 — CoxpaHeHue KoHburypaumm

Bbibepute ¢dain KoHPuUrypaumm Ha gucke u Haxkmute <Upload>. ®ain 6yaeT 3arpykeH Ha
YCTPOWCTBO.

Configuration Upload
| [Browse..] [ Upload |

PucyHoK 44 — 3arpy3Ka ¢aiina KoHduUrypaumm Ha KommyTaTop
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5.1.11 O6bHOoBNEHUE NPOLUNBKM

JTa cTpaHWUa No3BosIAeT OBHOBWUTHL MPOLUMBKY KOMMYyTaTopa. Bbibepute ¢daiin npoLlmsky,
KOTOPbIA Bbl XOTUTE WMCMONbL30BaTb, U HaxmuTe <Upload>. ®ain 6yaeTr 3arpykeH Ha
YCTPOWCTBO.

Firmware Update

| \Browse..) [ Upload

PucyHok 45 — 3arpysKa ¢aina npoLlmnBKM Ha KOMMYTATOpP

5.2 DHCP-cepsep

KommyTtatop obecneumsaeTr ¢yHKumm DHCP-cepsepa. Mpwu BKAoveHun DHCP kommyTtatop
ctaHeT DHCP-cepBepom n byaetr AMHamMWUYecKM HasHayaTtb |IP-agpeca M cBA3aHHble C HUMU
HACTPOMKM NpOTOKoNA IP ceTeBbIM KAMEHTAM.

5.2.1 OcHOBHbI€ HAaCTPOMKH

Ha ctpaHunue [DHCP Server Configuration] moHo HacTpouTb napameTpbl DHCP ans
KommyTaTopa. YctaHoBuTe paarkok «Enabled», ytobbl akTUBUpPOBATL GyHKUMIO. [ocsie 3TOro Bbl
CMOXKeTe BBOAUTb MHGOPMALUIO B KaxKabl cTonbel,.

DHCP Server Configuration

Enabled
Start IP Address

End IP Address
Subnet Mask

192,168.10.100
192,168.10.200
255.255.255.0
192.168.10.254
192.168.10.254
86400

0.0.0.0

Router
DNS
Lease Time (sec.)

TFTP Server

i

Boot File Name

Save Reset

PucyHok 46 — Hactpolika napameTtpos DHCP-cepBepa

MNapameTp OnucaHue

Enabled OtmeTtbTe, u4TObObI BKAOUUTL  PyHKuMio DHCP-cepsepa. Ecau
BKAOYEHO, KommyTaTop byaetr DHCP-cepBepom B Ballelt IOKaAbHOM
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Ccetmn

Start IP Address Hayano puanasoHa auHamwuyeckux |IP-agpecos. HavmeHbwmin |IP-
afpec B AManasoHe CYMUTAeTCA HadvaabHbIM. Hanpumep, ecam
ananasoH ot 192.168.1.100 go 192.168.1.200, TO HavanbHbim |P-
agpecom byget 192.168.1.100

End IP Address KoHel, aAnanasoHa guHamuyeckmx IP-agpecos. Hanbonbwuii IP-agpec
B AMana3oHe CYMUTaeTCs KOoHe4yHbIM. Hanpumep, ecnv guanasoH ot
192.168.1.100 go 192.168.1.200, To KoHe4HbiM IP-agpecom bypet
192.168.1.200

Subnet Mask Macka nogcetm pna AuanasoHa AWMHaMMWMYECKM HasHadvaemblx |P-
agpecos

Router LWnto3 Bawen cetn

DNS DNS BaweW cetn

Lease Time (sec.) MpoaoNKNTENIBHOCTL BPpEMEHU, B TEYEHUE KOTOPOro KAMEHT MOXKeET
MCcNoab3oBaTb Ha3HaveHHbI emy IP-agpec. Bpema wunsamepsetca B
CeKkyHaax

TFTP Server IP-agpec TFTP, Ha KOTOpOM Bbl pa3melyaeTte Gpaiin KoHPUrypaumm nnm
Ha KOTOPOM Bbl XOTUTE BOCCTAHOBUTbL NpeaplAyliMe HACTPOMKM
KommyTaTopa

Boot File Name Nms 3arpy3oyHoro ¢amnna ncnonb3yeTca KAneHTaMun gns

naeHTUdMKaL MM 3arpy304HOro obpasa. YKaxKute MMs 3arpy3o4Horo
dalina, npegocTaBieHHOe afMUHUCTPATOPOM CETU UM YKa3aHHOeE B
[OKYMEHTALMW BaLlel cucTembl

Save HaxkmuTe, 4uTo6bl COXPaHUTL MU3MEHEHUA

Reset HaskmuTe, yTobbl OTMEHUTL Nt0Bble N3MEHEHUA, BHECEHHble
JIOKa/NIbHO, M BEPHYTHCA K paHee COXPaHEHHbIM 3HaYeHUAM

5.2.2 CNNCOK AHaMMNYECKNX KIUEHTOB

Korga ¢yHKumm DHCP-cepBepa akTMBMPOBAHbI, KOMMyTaTop ByaeT cobupatb MHbopmaumto o
knneHTax DHCP 1 oTobparkaTb ee B cnegytowert Tabnauue. Bbl MOXKeTe yKa3aTb onpeae/ieHHOMY
nopTy Bcerga BblAeNATb onpegeneHHbl |P-agpec, KOTOPbIM HAaxoauTCA B HA3HAYeHHOM
AuanasoHe gnHamunyeckux IP-agpecos. Korga Kakoe-nmMbo ycTponcTBO NOAKAOYaAETCA K 3TOMY
nopTy M 3anpalnBaeT AMHamnyYeckuin IP-agpec, cuctema BblAENUT UMEHHO TOT agpec, KOTOpbIM
Bbl paHee yKa3anu.
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DHCP Dynamic Client List

No. Select Type MAC Address IP Address Surplus Lease

| Select/Clear All | | Add to static Table | | Delete |

PucyHoK 47 — CNUCOK AMHAMMYECKUX KINEHTOB

NapameTp OnucaHue
MAC Address OTtobpaxkaeT MAC-aapec yKa3aHHOro XocTa
IP Address OTtobpakaeTt IP-agpec, KoTopbln KNMeHT nonyyaet ot DHCP-cepsepa
Surplus Lease OcTaBuweeca Bpemsa apeHabl cooTBeTcTBylowero IP-agpeca

5.2.3 CNUCOK CTaTUYEeCKUX KNNEHTOB

Bbl moxkeTe Bpy4yHyto AobaBnatb Ha ceoi DHCP-cepBep KAMEHTOB, KOTOpble OyAyT noay4yaTb
oAuH K TOT e IP-agpec npu Kaxaom 3anycke. [na gobaBneHMa CTaTUYECKOrO K/AMEHTa
Heobxoanmo seecTn ero MAC- u IP-agpec Ha CTpaHMLLE HAaCTPOMKM.

DHCP Client List

MAC Address | |
IP Address | |

Add as Static

No. $Select Type MAC Address IP Address Surplus Lease

| Delete | | Select/Clear Al l

PucyHoK 48 — CnNMCOK CTaTUYECKMX KNMEHTOB

5.2.4 DHCP Relay

PetpaHcnatop DHCP ucnonb3yetca Ans nepecbinkn u nepegadmnm coobueHnin DHCP mexkay
KIMEHTAMMU U CepBEPOM, KOrga OHM He HaxogATca B OAHOM AOMeHe noacetu. Bbl moxkerte
HACTPOUTb AaHHYIO GYHKUMIO Ha 3TOM CTpaHULE.
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DHCP Relay Configuration

Relay Mode Disabled v
Relay Server ‘0.0.0.0 ‘
Relay Information Mode [QeiEEaae v

Relay Information Policy RIS v
Replace
T ﬁ—
B Drop

PucyHok 49 — Hactpoika DHCP-peTpaHcasaTopa

MNapameTp

OnucaHue

Relay Mode

YKasblBaeT cyuwecTyowmnii pexxmum DHCP-peTtpaHcnauuun. Brkawouyaer
cneyowme pexmmsl:

Enabled: aktuBupoBatb DHCP-petpaHcnaumio. Korga  DHCP-
peTpaHCNALMA BKAKOYEHA, areHT nepecbliaet M nepegaetr DHCP-
COObLEHNA MeXAY KAMEHTAMWN U CEPBEPOM, KOTAa OHWU He HaxoaaTcA
B OAHOM JOMeHe noaceTn, u4Tobbl nNpeaoTBPaTUTb JIABUHHYHO
paccblaKy LUMpPOKOoBeLWaTeibHbIX coobLEeHN DHCP no
coobpakeHnam 6esonacHoCTH

Disabled: oTkntounte DHCP-peTpaHcnauuto

Relay Server

YKasbiBaet IP-agpec cepsepa DHCP-petpaHcnaumun. AreHt DHCP-
peTpaHCcAALuMKM  MUCNONb3yeTcA ANA NepecbiNkn U nepegaydu
coobuieHnit DHCP mexay KnvMeHTamMm M CepBepoM, KOrAa OHU He
Haxo4ATCA B O4HOM AOMeHe NoAceTU

Relay Information
Mode

YKa3blBaeT  CyLl,ecTBylOLWMM pexmm MHbOopmaumm DHCP-
peTpaHcaALnm. dopmar Circuit ID Option 82 —
«[vlan_id][module_id][port_no]».  MepBble  4yeTbipe  CcUMBO/A
npeacrasnaoT naeHtudmkatop VLAN, a NATbIA M WECTON CMMBONbI —
naeHtTudmKaTop MOAYNA. B ABTOHOMHbIX yCTpOMCTBaX
naeHTUdMKaTop Mmoayna Bceraa paseH 0; B CTEKOBbIX YCTPOMCTBAX OH
0O3HayaeT naeHTUPMKaTop KoMmmyTaTopa. MocneaHue gBa cMMBOAA —
Homep nopTta. Hanpumep, «00030108» o3HavaeT, 4yTo cooblieHue
DHCP nonydeHo ot VLAN 3, kommyTtaTopa 1 v nopta Ne 8. 3HayeHue
Remote ID Option 82 pasHo MAC-agpecy KommyTaTopa

Bk/loyaeT cneayowme pexnumbl:

Enabled: aktusBupoBaTb MHPopmaunio DHCP-petpaHcnaumun. Korpa
nHoopmauma DHCP-peTpaHCcnAaummM BKAKOYEHa, areHT pobasnser
onpeaeneHHyo uHbopmauymio (Option 82) B coobuieHne DHCP npwm
nepecblnke Ha DHCP-cepBep 1 yaanset ee ns coobuweHma DHCP npu
nepepaye DHCP-knneHTy. PaboTaeT TONbKO NpuU  BKAKOYEHHOM
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perkume petpaHcnaumm DHCP.

Disabled: oTkntounTb MHPopmaumio DHCP-peTpaHcaaymm

Relay Information Onpepenset NOAUTUKY, KOTOpasa ByaeT NPUMEHATLCA NPU NONYYEHUMU
Policy nHoopmaumm ot DHCP-peTtpaHcnatopa. Ecam pexxkmm o6paboTtku
MHbOPMALMM OT PeTPAHCNATOPA BKAKOYEH, M areHT noay4vaet DHCP-
coobuieHne, KOTopoe yxe comepuUT nHpopmaunio oT relay-areHTa,
TO [aHHaa noAuMTUKA OyaeT npumeHeHa. OnuuAa  «Replace»
CTQHOBMUTCA HEOOCTYMHOM, ecnn pexxmm o0b6paboTkm MHPopmauum ot
DHCP-peTpaHcnaTopa oTKAOYEH. BKAtovaeT cnegyrowme NoANTUKN:

Replace: 3ameHuTb wucxogHyto uHPopmaumto DHCP Relay npu
nonyyeHumn cogeprkawero ee DHCP-coobweHuns

Keep: coxpaHuTb ucxoaHyto uMHPopmaunio DHCP Relay npwm
nonyyeHun cogeprkawero ee DHCP-coobweHuns

Drop: vyaanutb NakeT npu  noaydyeHun coobuweHmna DHCP,
copaepxauiero nidopmaumto DHCP Relay

Save HaxkmuTe, 4uTobbl COXPaHUTL U3MEHEHUA

Reset Haskmute, 4TOBbI OTMEHUTb I06ble  W3MEHEHWA, BHEeCEeHHble
JIOKa/NIbHO, N BEPHYTHCA K paHee COXPaHEHHbIM 3HaYEeHUAM

Cratuctmuka DHCP Relay nokasbiBaeT WHPoOpMaLMio O pPeTPaHCAMPOBAHHbLIX MaKeTax
KOMMyTaTopa.

Auto-refresh [J [ Refresh ][ Clear ]

DHCP Relay Statistics

Server Statistics

. . Receive . . . Receive
Transmit Receive Receive Receive Receive

Missing Missing Bad

Bad

2 = = = Remote
Option Circuit ID Remote ID Circuit ID 1D

Transmit Missing
to from
Error Agent
Server Server

PucyHok 50 — CraTtuctuKa B3anmogenictama c cepsepom DHCP

MapameTp OnucaHue
Transmit to Server Konnyectso nakeToB, NnepesaHHbIX OT KAWEHTA Ha cepsep
Transmit Error Konunyectso nakeToB ¢ owmnbKamm Npu OTNpaBKe KANEHTaM

Receive from Server Konunuyectso nakeToB, NONYYEHHbIX C CEPBEPA
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Receive Missing Agent
Option

KonunyecTtBo nakeTos, nony4vyeHHbIX 6e3 VIHd)OpMaLI,MVI dreHTa

Receive Missing
Circuit ID

Konunyectso naketos, nonyyeHHbix ¢ Circuit ID

Receive Missing
Remote ID

KonunuyecTso nakeToBs, NOMYYEHHbIX C OTCYTCTBYOLWEN onuueit Remote
ID

Receive Bad Circuit ID

Konnuectso nakeTos, Circuit ID KOTOpbIX HE COBMAAAET C U3BECTHbIM
Circuit ID

Receive Bad Remote
ID

Konunyectso naketos, Remote ID KoTopbIX He coBnagaeT C N3BECTHbIM
Remote ID

Client Statistics

Transmit
Error

Transmit

to Client

Receive
from Client Agent Option

Receive Replace

Agent Option

Keep Drop
Agent Option Agent Option

PucyHok 51 — CratucTmka B3aumoaencrema ¢ KnneHtom DHCP

MNapameTp

OnuncaHue

Transmit to Client

KonnyecTtBo nakeTos, nepenaHHbIX C cepBepa KANEHTY

Transmit Error

KonunyectBo nakeTos ¢ owmbKkamm npu OoTnpaBKe Ha cepBepbl

Receive from Client

Konn4yecTso nakeTos, NO/yYeHHbIX C cepBepa

Receive Agent Option

Konunyectso nony4vyeHHbIX MNaKeTos, coaepKalunx VIHd)OpMaLI,VII'O

areHTa peTpaHcaAAUmUm

Replace Agent Option

KonnyectBo 3aMeHEHHbIX MaKeToB, €CAM MOJIyYeHHble COObLeHMA
coaepaT MHGOPMALMIO areHTa peTpaHCAALMM

Keep Agent Option

Konnyectso NakeTos, VIHd)OpMaLI,MFI dreHTa petpaHcnaunm KOTopbIX
COXpaHeHa

Drop Agent Option

KonnuyectBo nakeTos, OT6pOLLI€HHbIX M3-3a Haan4yma B HUX

nHopmaL MM areHTa peTpaHcaALUK
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5.3 HactpoWka noptoB

B pasgene [Port Setting] MOXKHO ynpaBnsaTb OTAENbHBIMM MOPTAMM KOMMYTATOpa, BKAHOYAA
HaCTPOMKM NPOXOXKAEHUA TPAadUKA, PEXUMbI MUTAHUA U arperaumio.

5.3.1 YnpasneHune nopTamu

CtpaHuua [Port Configuration] nokasbiBaeT Tekywme KoHdUrypaumm noptoB. Tak:Ke 34ecb
MOYHO HaCTPOUTb NOPTI.

Port Configuration
Do D d D D D PO
D 0 e e 0 i O & = e D D

- N | O 9500
1 @ Down bd X O 9600 |Disabled v|
2 @ Down X e ¥ 9500| |Disabled v
3 @ Dpown X X O 9600/ |Disabled v|
4 @ Down X X O | 9600 |Disabled v|
5 @ Down X X 4 9600| |Disabled v
5 @ Down b d X O 9600| |Disabled v|
7 @ 1Gfdx 5 4 O | 9s00| [Disabled v
g @ Down b'd X o | 9600/ [Disabled v|
o @ pown x x O

10 @ Down X X O 9600

11 @ Down X 7 O 9600

12 @ Down X X O 9600

13 @ Down b4 X O 9600

14 & s Aoake P Ave AV =1 n&ann

PucyHok 52 — KoHdwurypauua nopTtos
I'IapameTp OnuncaHue
Port Homep nopTta KommyTaTopa, K KOTOpomy 6yayT MpUMEHEHDI
cneayrouimMe HacTPOMKK
Link TeKylwee COCTOAHWE COeAMHEHUA oTobpayKaeTca PasHbIMK LBETAMMU.

3e/ieHbli UBET 03HAYaeT, YTo coeamHeHne paboTaeT, a KPpacHbI — YTo
COeJMHEHMNA B HACTOALLMIA MOMEHT HEeT

Current Speed YKasblBaeT TEKYLLYIO CKOPOCTb COeAMHEHNA NopTa

Configured Speed B packpbiBatolWemca CrnMcke npeacTaBAeHbl AOCTYMHble BapMaHThbI
HACTPOMKN CKOPOCTU COeAMHEHUNA ANA AAHHOMO NOPTa KOMMYyTaTopa:

Auto BblIOMpaeT camylo BbICOKYDO CKOPOCTb, MNOAAEPKUBAEMYIO
MapTHEPOM NO COEANHEHUIO

Disabled oTknto4aeT HacTPOIKY NOpPTa KOMMYyTaToOpa
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<> HacCTpaunBaeT BCe MOpPTbl

Flow Control

Ecnv  Ana  HAcTpoOMKM  CKOPOCTM BblIOpaHO 3HayeHue «Auto»,
ynpaB/ieHMe nNOTOKOM OyaeT COrnacoBbiBAaTbCA € MPOMYCKHOM
CNOCOBHOCTLIO, 06BABNEHHOW NAaPTHEPOM MO COeANHEHUIO

Ecnv BbibpaHa HacTpolika GUKCMPOBAHHOM CKOPOCTM, TO OHa U
ncnonbsyetcs. Current RX yKasbiBaeT, co61104at0TCA M Kagpbl Nay3bl
Ha nopTy, a Current Tx yKka3biBaeT, NepenatoTca M Kaapbl Naysbl HA
nopTy. HacTpolikm Rx 1 Tx onpeaenaioTca pesynbTaToM NociegHero
aBTOCOrNacoBaHuA

Bbl MmoxeTe nposepuTb ctonbel, «Configured», 4Tobbl MCNONb30BaTL
ynpaB/iieHMe MOTOKOM. ITa HaCTpPOMKa CBA3aHa C HACTPOMKOM
«Configured Speed»

Maximum Frame Size

Bbl MoxKeTe BBECTM MaKCMMaJibHbIA pa3mep Kaapa, paspelleHHbIN
ANA NopTa KOMMYyTaTopa B 3Tom cTonbue, BKAtodasa FCS. JonycTumbiin
AnanasoH coctasnseT ot 1518 6anT go 9600 6ant

Power Control

Moka3blBaeT TekKyliee 3HepronoTpebseHne KaxKAoro nopta B
npoueHTtax. Ctonbeu, «Configured» no3sonaetr M3MeHATb NapameTpbl
sHeprocbeperkeHMaA A1A KaxKa0ro nopTa

Disabled: Bce ¢pyHKUUM 3HEProcOeperKeHNsA OTKAOYEHDI

ActiPHY: aHeprocbeperkeHne BKAOYAETCA MPM  OTCYTCTBYIOLLEM
coeanHeHUn

PerfectReach: 3HeprocbepexeHne BKAOYAETCA MNPU  HAANYUK
coeguHeHUn

Enabled: sHeprocbepexxkeHne paboTaeT Kak Npu NOAKNOYEHHOM, TaK
M NPWU OTK/IIOYEHHOM COeaUHEHUA

Total Power Usage

O6LLI,aF| I'IOTpE6I'I$|eMaFI MOLWHOCTb, USMEPEHHAA B NpoUeEHTAX

Save HaxmuTe, 4tobbl COXPAHUTDL U3MEHEHMA

Reset Haxmute, 4T06bI OTMEHUTb ANtobble WU3MEHEHUA, BHECEHHble
NIOKa/NIbHO, M BEPHYTbCA K paHEe COXPAaHEHHbIM 3HAYEHUAM

Refresh Haxkmute, 4t0bbl 06HOBMTL CcTpaHuuy. Jllobble M3MeHeHwus,

BHECEeHHbIe /I0OKa/IbHO, 6yﬂ,YT OTMEHEHDbI

5.3.2 ArperMpoBaHue NOPTOB

Port Trunk — 3To rpynna arperayuu nopToB, KoTopble OblAM CrpynnMpoBaHbl BMecTe ANA
paboTbl B KayecTBe OAHOr0 /IOTMYECKOro nyTu. ITOT MeTon obecneymBaeT 3KOHOMMWYHbIN
Cnocob yBenMyeHUs NPOMYCKHOM CNOCOBHOCTM MeXAy KOMMYTaTOPOM W APYrMM CETeBbIM
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ycTpoiictBom. Kpome TOro, oH noJsie3eH, Korga oAHOro (GU3MYECcKOro COEeAMHEHMA Mexay
YCTPOMCTBAaMM HeaoCTaTOYHO AnA 0bpaboTKu TpadumKa. ITa CTpaHMUA NO3BOASET HACTPOUTb
PEXKUM BbIYMCNEHUSA XELL-KOAA U FPpynny arperauuu.

» KoHdwurypauumu

NapameTpbl «Hash Code Contributors» onpeaensAloT, KakMe NONA NAKETOB AaHHbIX 6yayT
MCNONb30BaTbCA AR BbIYUCIEHUA Xel-KoAa, KOTOpbI 3aTem onpeaensier, no Kakomy
dusnyeckomy nopty byaeT oTNpaB/ieH Naker.

Aggregation Mode Configuration

Hash Code Contributors

Source MAC Address
Destination MAC Address []
IP Address

TCP/UDP Port Number

PucyHok 53 — HacTpolika perknma Bbl4MC/IEHUNA XeLl-Koaa

MNapameTp OnucaHue

Source MAC Address | Bbibop aToro napameTpa O3HayaeT, YTo Xell-Kog, 6yaeT BblUMCAATLCA
¢ ucnonbsosaHnem MAC-agpeca UCTOYHMKA Kagpa. ITO NosAe3HO AaA
paBHOMEpPHOro pacnpeaeneHmnsa TpadmKa OT PasHbIX UCTOYHMKOB MO
pa3nnYHbIM NopTam. Mo yMOAYaHMIO STOT NapaMeTp BKAKOYEH

Destination MAC Bbibop 3TOro mapameTpa O3HAYaeT, YTO Xel-Koz byaeT BblUMCAATLCA
Address ¢ ucnonb3oBaHnem MAC-agpeca HazHayYeHUsA Kaapa. ITO MoXKeT bbITb
nonesHo ana pacnpegeneHva Tpaduka K pasiMyHbIM NoayyaTensam
yepes pasNMyHble NopTbl. [0 YMONYAHUIO 3TOT MAapamMeTp OTKAOYEH

IP Address Bbibop 3TOro NnapameTpa O3HAYaeT, YTO Xew-Koz b6yaeT BblYUCAATLCA
C ucnosnb3oBaHuem IP-aapecoB UCTOYHMKA M HAa3HaYeHUA Kaapa. 3To
no3BoNAeT pacnpenenAtb TpapuK Ha OCHOBE /IOTUYECKUX CeTeBblIX
a[pecoB, YTO MOXKET yNyywnuTb 6aNaHCMPOBKY HArpysKuM B CETAX C
6onbwmnm Konnyectsom IP-TpaduKa. Mo ymonyaHuo sTOT napameTp

BK/IIOYEH
TCP/UDP Port Bbibop 3TOro NapameTpa 03Ha4yaeT, YTo xew-Koa byaeT BblUMCNATbCA
Number C ucrnonb3oBaHMem Homepos noptos TCP manm UDP wuctouyHuKa wm

HasHayeHWs. ITO Nose3HO ANA pacnpedeneHus Tpaduka mexay
Pas/ANYHBIMM CeaHCaMW CBA3M, TaKMMKM KaK Beb-3anpocbl MAu
nepegaya AaHHbIX NO PasHbIM MPUAOXKEHUAM. O yMONYaHMIO 3TOT
napameTp BK/OYEH
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/

Aggregation Group Configuration

Port Members
Group ID 101112 13 14 1516 17 18 19 20

Normal
1
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PucyHoK 54 — HacTpolika rpynnbl arperauum

MNapameTp

OnucaHue

Group ID

YKa3sblBaeT MaeHTUPUKATOp KaxKaorh rpynnbl arperaumn. «Normal»
O3HayaeT OTCyTCTBME arperaumn. Jna Kaxkaoro nopta AencrBuTeneH
TONbKO OAMH MAEHTUUKATOP rpynnbl

Port Members

MepeuncnsetT  Kaxkgbldi  MNOPT  KOMMYyTaTopa AO/1A  KakAoro
naeHTuduMKaTopa rpynnbl. BkAoyeHMe nopTta B rpynny arperayum u
MCKNIOYEeHWEe NopTa M3 [pynnbl  MNPOM3BOAUTCA  HaXKaTMeMm

COOTBETCTBYIOLLEN KHOMKU B OKHe MHTepdelica. Mo yMONYaHUIO HU
OAMH MOPT HEe NPUHAANEKMUT HU K ogHow rpynne. K arperauumn moryT
NPUCOEANHUTBLCA TONbKO MOAHOAYN/IEKCHbIE MOPTbl. TaKKe NopTbl B
KakaoW rpynne A0/XHbl UMETb O4MHAKOBYIO CKOPOCTb

Save Haxkmute, yTObbI COXPaHUTb UBMEHEHUA
Reset Haxkmute, YTOOblI OTMEHUTH Nt0ObIE M3MEeHEHUA, BHECEHHDbIE
JNIOKa/1IbHO, N BEPHYTbCA K paHee COXPaHEHHbIM 3HA4YEHUAM

Arperaumm LACP (Link Aggregation Control Protocol) moxou Ha cTaTMyecKkue nNoOpTOBble
arperauym, Ho oHW bonee rmMbkMe, NOCKONbKY NpoTokon LACP cooTtseTcTByeT cTtaHaapTy IEEE
802.3ad. CnepoBaTenibHO, OH COBMECTMM C 000pyAOBaHMEM APYrMX NOCTaBLUIMKOB, KOTOpble
TaKXXe COOTBETCTBYIOT CTaHAAPTYy. JTa CTPaHMUA NO3BOAAET BKAOUUTL PyHKumm LACP pns
rPynnMpPoOBKM NOPTOB BMecTe U GOPMMPOBAHUA OTAE/NbHbIX BUPTYaNbHbIX KaHANOB, A TaKXKe
M3MEHEHMA CBA3AHHbIX HAaCTPOEK, TeEM CaMbIiM YBENIMYMBAA MPOMYCKHY CNOCOOHOCTb mMexay
KOMMyTaTopom 1 Apyrumu LACP-coBMECTUMbIMW YCTPOMUCTBAMM.
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LACP Port Configuration

Open in new window |

Port LACP Enabled

ey
Auto b Active %

1 O

2 ] lAuto v | | |Active v

3 O [Auto ¥ | | [Active ]

4 O [Auto v | | [Active v|
=

[acaa | | I [P el

PucyHok 55 — Hactpolika LACP Ha nopTax

MapameTp OnucaHune
Port Homep nopta
LACP Enabled YcraHoBuUTe dnarKok, 4Tobbl BKAtouMTb LACP ans nopta
Key 3HayeHMe Kaw4Ya 3aBMCUT OT MNopTa M MOXET HaxoauTbca B

AnanasoHe ot 1 go 65535

Auto ycTaHaBNMBAET 3HaYEHMe K/toYa B COOTBETCTBUM CO CKOPOCTbHIO
¢dun3nyeckoro coegmHenma (10 Méut = 1, 100 Mbut =2, 1 TouT = 3)

Specific NnO3BONAET BBECTU NMNO/Ib30BATE/IbCKOE 3HAaYeHUe

nOprI C OANHAKOBbIM 3Ha4YEHNEM K/1HOYa MOTYT BXOAWUTb B OAHY U TY
e rpynny arperati, a nopTbl C pa3dHblMU 3HaAYEHUAMU — HET

Role YKa3biBaeT coctoAaHMe akTmBHocTM LACP
Active nepegaet nakeTbl LACP Kaxayto cekyHay

Passive nepegaetr cBOM NakeTbl TOAbKO noayymB naket LACP ot

napTHepa
Save HaxkmuTte, 4Tobbl COXPAHUTb U3MEHEHUSA
Reset HaxkmuTte, 4yT0bbl OTMEHUTDL /It0ObIE U3MEHEHUSA, BHECEHHbIE

JIOKa/1IbHO, N BEPHYTbCA K paHee COXpaHEeHHbIM 3HAa4YEHUAM

> CocroaHue cuctembl LACP

Ha aToli cTpaHuue npeacrtaBneH 0630p cocTosHUA Bcex ak3emnnapos LACP.
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LACP System Status
Auto-refresh [ | Refresh Open in new window |

Aaqar ID Partner Partner Last Local
99 System ID Key Changed Ports
No ports enabled or no existing partners

PucyHok 56 — Cratyc LACP

MapameTp OnucaHue

Aggr ID NaeHTudumKaTop aksemnaapa arperaumun. Ana LLAG mageHTudmkatop
oTobparkaeTca Kak «isid:aggr-id», a ana GLAG Kak «aggr-id»

Partner System ID CuctemHbit uaeHTudumkatop (MAC-aapec) napTHepa no arperaumm
Partner Key Kntoy, HasHa4YeHHbIM NapTHEPOM AaHHOMY 3K3eMNApPY arperauum
Last Changed Bpema, npowealiee ¢ MOMeHTA USMEHEHMA 3TOTO arpernposaHma
Local Ports YKa3blBaeT, Kakne NopTbl OTHOCATCA K arperaumm Kommytatopa/creka.

®opmar: «Switch ID:Port»

Refresh HaxkmuTe, uTob6bl HEMeaNeHHO 06HOBUTL CTPAHULLY

Auto-refresh YcTaHoBUTE  3TOT  GNaXKOK, 4TOObI BKAOUYUTL  aBTOMaTUYeCKoe
06HOB/IEHME CTPAHMLLbI Yepes perynsapHble NPOMEKYTKU BpeMEHM

» CocroaHue noptos LACP

Ha aTon cTpaHuue npeactaBneH 063op coctoaHma LACP gna Bcex nopTos.

LACP Status
Auto-refresh [ | Refresh | Open in new window

Partner Partner
System ID Port
No - ~ - -
MNo = = = =
No - ~ - -
MNo - - - -
No - ~ - -

LACP Key AggrID

LR, B S WS O

PucyHok 57 — CoctoaHune LACP Ha nopTax
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MNapameTp OnucaHue

Port Homep nopta KommyTtaTopa

LACP Yes o3HayaeT, 4to LACP BKAOYEH M NOPT B cCOCTOAHUM «Link-up»

No o3HayaeT, yto LACP He BKAOYEH WUAM NOPT B cocToAHMM «Link-
down»

Backup 03HauyaeT, YTO NOPT He MOXKEeT NPUCOeSUHUTbCA K rpynne
arperaumu, ecnum He yaanutb gpyrue noptol. LACP oTKAtoYeH

Key Kntou, HasHayeHHbI nopTy. O6beanHeHbl MOTryT BbITb TONILKO NOPTI
C OZMHAKOBbIM K/Il04YOM

Aggr ID NaeHTudmKaTop, HazHaYeHHbIM rpynne arperayum

Partner System ID CuctemHbit uaeHTudumkatop (MAC-agpec) napTHepa

Partner Port Homep nopTta napTHepa, CBA3AHHOIO C JIOKA/IbHbIM MOPTOM

Refresh Haxkmute, 4uTob6bl HEMeaNeHHO 0B6HOBUTL CTPAHMULY

Auto-refresh YcTaHoBUTE 3TOT  GANAXKOK, 4YTOObl BKAOYMTb aBTOMATMYECKoe

06HOB/IEHME CTPAHMLLbI Yepes perynsapHble NPOMEKYTKU BpeMEHU

» Cratuctuka noptos LACP

Ha aTon cTpaHuue npeactaBneH 063op ctatuctukmn LACP gna Bcex NopTos.
LACP Statistics
Auto-refresh [ | Refresh | Clear |

- LACP LACP Discarded

Transmitted Received Unknown Illegal

0
0
0
0
0
0
0
0
0
0
0
0

L e e T e I e Y Y N s e e |
o000 000o0D000
Lo B o Y s e s o e R s e o

o
P = SO0 00 =] O LN B L) R

PucyHok 58 — Cratuctuka LACP
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MNapameTp

OnucaHue

Port

Homep nopTta KommyTaTopa

LACP Transmitted

Konunyectso Kagpos LACP, oTnpaBaeHHbIX C KaXXA0ro nopTa

LACP Received

Konunyectso Kagpos LACP, nony4yeHHbIX Ha Kaxkgom nNopTy

Discarded Konnuyectso HewussecTHbix (Unknown) wam Heponyctumbix(lllegal)
Kaapos LACP, oTOpOLIEHHbIX Ha KaX40oM NopTy
Refresh Haxkmute, ytobbl HEMEAIEHHO 0OHOBUTL CTPaHULY

Auto-refresh

YcTaHoBUTE  3TOT  GNaXKoOK, 4TOGbI BKAOYUTL  aBTOMAaTMYECKOoe
06HOB/IEHME CTPAHMLLbI Yepes perynapHble NPOMENKYTKU BPEMEHMU

Clear

Haxkmurte, 4YTOObl OYNCTUTL CHETYMUKMU Ana Bcex nopToB

5.3.4 MNpepnoTspallleHne BOSHUKHOBEHMA NeTeNb

®yHKuMa Loop Protection npepoTBpallaeT BO3HMKHOBEHWE ceTeBbiX neTenb. Ecav Ha nopt
MOCTYNaloT NaKeTbl, CBUAETENbCTBYIOWME O HAAMYMM NEeTAU, NopT OyaeT aBTOMATUYECKM

OTK/IIOYEH. ITO 3a
CETEBbIM LMK/IOM.

wnuwaeT apyrmue yCTpOI)‘ICTBa B CETU OT BO3MOKHbIX ﬂpO6ﬂEM, BbI3BaHHbIX

General Settings

Global Configuration
Enable Loop Protection \Disable v \

Transmission Time ‘5 ‘ seconds

Shutdown Time ‘180 ‘ seconds

PucyHok 59 — MobanbHasa HacTpoika Loop Protection

MapameTp OnucaHune
Enable Loop AKTUBaLMA PYHKUMM 3aLWMTbl OT neTenb (rnobanbHo)
Protection
Transmission Time MHTepBan mexay Kaxabim PDU Loop Protection, otnpasnsembim Ha

Kaxkapln nopt. Jonyctumoe 3HaveHue oT 1 oo 10 cekyHA,

Shutdown Time

Mepuop (B cekyHAax), B TeYEHME KOTOpPOro nopt byaeT ocTaBaTbCA
OTK/IIOYEHHbIM NpK 0bHapyXeHnn netan. lonyctumoe 3HayeHue ot 0
00 604800 cekyHA (7 AHen). 3HauyeHMe, paBHOE HyNO, ByaeT AepKaTb
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MOPT OTKAKOUYEHHbIM NOCTOAHHO, 40 Nepe3anycka yCTPoiCTBa

m Port Configuration

& | <> vl <> v|

v
2 ' Shutdown Port v||Enable v |
3 | Shutdown Port v|[Enable v |
4 ' Shutdown Port v | Enable v |
5 | Shutdown Port v | Enable |
6 ' Shutdown Port v | Enable |

PucyHok 60 — Hactpolika Loop Protection Ha nopTax

MapameTp OnucaHune
Port Homep nopta KommyTtaTopa
Enable AKTUBaUMA GyHKUMM 3aWMTbI OT NeTenb
Action HacTpavBaet peictBme, KoTopoe cnegyeT MpeanpuHATb  npu

06Hapy*KeHuM netenb. UMmeeT cneaytowme 3Ha4YeHUs:
Shutdown Port: BbIKAOUYNTb NOPT
Shutdown Port and Log: BbIK/O4MTL NOPT M BHECTU 3aNUCb B KYPHan

Log Only: BHECTM 3aNMCb B KYpPHan

Tx Mode Ynpasnser Tem, Oyaer M nopT aKTMBHO reHepuposBaTb PDU
Loop Protection man TONBKO naccMBHo oxmaaTb PDU oT gpyrux
YYaCTHUKOB

5.4 VLAN
5.4.1 Yyactue 8 VLAN

VLAN (BMpTyanbHaA /IOKanbHas CeTb) — 3TO JIOTMYECKas JIOKaNbHas CeTb, OCHOBaHHas Ha
dM3MYECKOM NOKANbHOM CETU U ee CBA3AX, HO He COCToALW,AA U3 pU3NYECcKoro (NMPoBOAHOrO Nan
6ecnpoBogHOro) coeauMHEHUMA MeXAy AOBYMA  BblYMCAUTENIbHbIMM - YCTPOMCTBAMK, a
peanu3oBaHHaA C UCMNOAb30BaHWEM MeToAoB BUpTyanusaumun. VLAN MOXKHO co3gaTtb nytem
pasgeneHna GU3MYECKOM NIOKANIbHOM CeTM Ha HECKO/IbKO JIOTMYECKUX JIOKa/bHbIX ceTer C
ncnonb3oBaHnem naeHtuoumkatopa VLAN.
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Ha aToi cTpaHuue Bbl MOXKeTe NPOCMaTPMBaTb U M3MEHATb KOHbUrypaumn yneHctea VLAN ana
BbIOpaHHbIX MoOpTOB KOMMyTaTopa. lMogaep:kuBaetcs ao 64 VLAN. Ha crtpaHuue <VLAN
Membership Configuration> moxHo A06aBnaTb 1 yaanatb VLAN, a Takke 006aBnATb U yaanaTb
NopPTbl-y4acTHMKKM Kaxkaon VLAN.

VLAN Membership Configuration

[Refresh ” | << ][ > ]

Start from VLAN |1 | with |20 | entries per page.

Port Members
Delete VLAN ID VLAN Name 1232 4567 89101112

O 1 default| MvIvIVIVIvIVIIV ] ] ]

PucyHok 61 — Co3gaHue n HacTponka VLAN

MNapameTp OnucaHue

Delete YcTtaHoBUTEe Pnarkok, 4Tobbl yaannts 3annck VLAN. OHa byaeT yaaneHa
npw CneayroLLeM COXpaHEHUN

VLAN ID NaoeHTndumkatop VLAN
VLAN Name NUma VLAN
Port Members ®naxkKM yKasblBAlOT, KaKuMe MOpPTbl ABAAKTCA ydyacTHMKamum VLAN.

YCTaHOBUTE UAU CHUMUTE (bﬂa)'KOK, 4YTOObl U3MEHUTb 3aNNUCb

Add New VLAN Haxmute, 4tobbl pobasutb Hosyto VLAN. B Tabnuuy pobasnsaetcs
nyctas cTpoka, nu VLAN MOXHO HAcTpouTb Mo mepe HeobxoaAuMOCTU.
JonycTumble 3HaYeHUA ana ngeHtnoumkatopa VLAN: ot 1 go 4095

Mocne HarkaTMA KHOMKM <Save> HoBaa VLAN OyaeT BK/AKO4YEHa B
BbIOPAHHOM CTeKe, HO He ByaeT coaeprKaTb MOPTOB-Y4aCTHMKOB

Mpwn coxpaHeHun HacTtpoeK VLAN 6e3 nopToB-y4aCTHMKOB B Nt0bom
cTeke byaeT yaaneHa

Haxmute <Delete>, utobbl oTMEHUTL AobaBieHne HoBbIX VLAN

Save HaxkmuTe, 4yTo6bl COXPaHUTb U3MEHEHUA

Reset Haxkmute, 4To6bl OTMEHUTL NH0OBIE M3MEHEHUA, BHECEHHbIE JIOKA/IbHO,
M BEPHYTbCA K paHee COXpaHeHHbIM 3Ha4YeHUAM
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CtpaHnua [VLAN Port Configurations] nossonser Bam HacTpauBaTb MOPTbI

OTAENbHOCTMH.

Auto-refresh []

Ethertype for Custom S-ports 0xX[ssas

VLAN Port Configuration

VLAN no

Port Port Type Ingress Filtering Frame Type MZZI: VLAN Tx Tag
=< v O [<> v| [<> v| 1| | <> v
1 O [all v| [specific ¥ 1| |Untag_pvid ¥
2 Il Al v| [specific v| 1| |Untag_pvid ¥
3 Il [all v| [Specific v | 1| |Untag_pvid ¥
4 O Al v| [specific v| 1| [Untag_pvid v
5 O [l v| [specific ¥| 1| |Untag_pvid
6 O Al v| [specific v| 1| [Untag_pvid v
7 O (Al v| [specific ¥| 1| [Untag_pvid v
8 O [all v| [specific v | 1| |Untag_pvid v
9 O [all v| [specific | 1| |Untag_pvid ¥
10 Il Al v| [specific v| 1| |Untag_pvid ¥
11 O [All v| [specific ¥| 1| |Untag_pvid
12 |Unaware b | |AI| "I \Speciﬁc V\ 1 |Untag_pvid V|
PucyHok 62 — HacTtpoiika noptos VLAN
MapameTp OnucaHue
Ethertype for custom S- | 3ToT napameTp onpeaenser 3HadyeHue nona EtherType ana
Ports NO/Ib30BATENbCKUX S-nopToB. [aHHoe 3Ha4YeHune oyaet
NPUMEHATLCA KO BCeM M0Jb30BaTe/NIbCKUM S-MopTam B CeTwu.
Mcnonb3oBaHme HactpamBaemoro EtherType no3sonsetr usmeHwTb
CTaHAapTHOE 3HayeHue MonA Ha MOopTy ANA MNOAAEPMKKU CeTeBbIX
YCTPOMCTB, KOTOPblEe HE MCMONb3YIOT CTaHAAPTHOe 3HadyeHne 0x8100
ana 802.1Q- namn 802.1p-TerMpoBaHHbIX Kagpos. Korga tmun nopra
yCTaHOB/MEH KaK S-custom-port, 3HauyeHue EtherType (Takxke
M3BECTHOro Kak TPID) Bcex KaapoB, NONYYEHHbIX Ha 3TOM MOPTY,
6yneT M3MEeHeHO Ha YKa3aHHoe 3HayeHue. [lo ymonyaHwuio,
3HauyeHue EtherType yctaHoBneHo Ha 0x88a8 (cooTBeTcTBylOLLEE
ctaHgapTy IEEE 802.1ad)
Port Homep nopTta KommyTatopa, K KoTopomy O6yayT nNpUMEHeHbl
cneaytowme HacTPoIKn
Port type MopT moxeT  OblTb  OAHOrO M3  cneaylowmx  TUMOB:
HeocBegomneHHbIt o VLAN (Unaware), knueHTckuir (C-port),
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cepBuUCHbIN (S port), NoNb30BaTeNbCKUI CEPBUCHDIN (S-custom-port)

C-port: Kaxkablih Kagp Ha3HadaeTcs VLAN, ykasaHHou B Tere VLAN, a
Ter ygandaertca

S-port: EtherType Bcex Nnony4yeHHbIX KaapoB M3meHseTca Ha 0x88a8,
4yTOobOblI YKa3aTb, YTO 4Yepe3 KOMMYTaTOp MepecblNaloTcA Kaapbl C
OBOMHbIM Terom. KommyTtatop nepeaact 3T Kagpbl B VLAN,
YKa3aHHy BO BHelwHem Tere. OH He byaeT yaAanAaTb BHELWHWUI Ter U
He 6yaeT M3MEeHATb KakuMe-1Mbo KOMMNOHEHTbl Tera, Kpome nons
EtherType

S-custom-port: EtherType Bcex nony4yeHHbIX KaApOB U3MEHAETCA Ha
3HayeHue, ycTaHoBneHHoe B none «Ethertype for Custom S-ports»,
4yTObOblI YKa3aTb, YTO 4Yepe3 KOMMYTaTOp MepecblNatoTcA Kaapbl C
OBOMHbIM Terom. KommyTtatop nepeaact 3T Kagpbl B VLAN,
YKa3aHHy BO BHelHem Tere. OH He byaeT yaAanAaTb BHELWHWUI Ter 1
He 6yaeT M3MEeHATb KakuMe-nMbo KOMMNOHEHTbl Tera, Kpome nons
EtherType

Unaware: Bce Kaapbl Knaccuduumpytotca no PVID, a Tern He
yaanatoTca

Ingress Filtering

Bkntounte duabTpaumio Bxoasawero TpapuKka Ha NopTy, YCTAaHOBMB
dNaxoK. ITOT NnapameTp BAUAET Ha 06paboTKy Bxoaalero Tpadumka
VLAN. Ecnm ¢yHKUMA BKAKOYEHA, a BXOAAWMMKA NOPT He ABAAeTcA
yneHom KnaccuduumporaHHoi VLAN Kaapa, Kagp byaet otb6poLleH.
Mo ymonyaHuto ounbTpauma BXoAAlWero TpaduKa OTKAYEHA
(dnaxkoK oTcyTcTBYET)

Frame Type

Onpepgenset, nNpuvHUMaeT AWM NOPT BCe Kaapbl WAU TOJIbKO
TermpoBaHHble/HeTernpoBaHHble Kaapbl. ITOT NapameTp BAUAET HA
06paboTky BxogAwero Tpaduka VLAN. Ecam nopT npuHMmaet
TONbKO TerMpoBaHHble Kagpbl, TO HeTerMpoBaHHble Kaapbl,
nosydyeHHble Ha nopTy, byayt otbpacbiBaTbcA. [0 ymonyaHwuio
3HaYeHue yCTaHOBNEHO Ha «All» (NpuHUMatoTCA BCe TUNbI KagpoB.)

Port VLAN Mode

Jonyctumbie 3HaveHuA: None mnnu Specific. 3ToT napameTp BanAeT
Ha 06paboTKy BXxoAALWEro n ncxoasauwero tpadpmra VLAN

Echn BbibpaHo None, Ter VLAN c¢ KnaccuduuympoBaHHbim VLAN ID
pobaBnAeTca B Kagpbl, nepefaBaemble yepe3 MOPT. ITOT pexum
06bI4HO  WUCMONb3yeTcA  ANA  NOPTOB,  MNOAKAKYEHHbIX K
KoOMMyTaTopam C noaaepxKkon nposepkn Teros VLAN. T[pu
MCMNONIb30BaHMUM 3TOTO peXMma napameTtp «Tx Tag» ponkeH 6biTb
ycTaHoBneH Ha «Untag_pvid»

Echu BbibpaHo Specific (3HayeHMe nNO ymMONYaHMIO), MOXKHO
HacTpoutb Port VLAN ID (PVID). HeTernpoBaHHble Kaapbl,
nosly4eHHble Ha NopTy, Knaccuduumpytotca no PVID. Ecnv nposepka
TeroB VLAN oOTKAlovyeHa, BCe Kaapbl, NOJAyYEHHble Ha nNOPTY,
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Knaccuouuympytotea no PVID. Ecan knaccuduumpoBaHHbii VLAN 1D
Kagpa, nepefaHHOro Ha nopT, oTamyaetca ot PVID, B Kagp byaer
nobasneH Ter VLAN ¢ KnaccndpuumpoaHHbim VLAN ID

Port VLAN ID Hactpausaetr naeHtudukatop VLAN no ymonyaHuoo pna nopra
(PVID). LonycTMmblii AnanasoH 3HaveHu — ot 1 ao 4095. 3HayeHue
No yMOANYaHuio — 1

MpumeyaHune: NopT AoMKeH 6biTb YneHom VLAN, naeHTuduKkatop
KoTopoii coBnagaet ¢ PVID

Tx Tag OnpeaenseT BbIXOA4HYI MAapPKUPOBKY NOpTa

Untag_pvid: Bce VLAN, Kpome HactpoeHHoro PVID, 6yayT
TerMposaHbl

Tag_all: sce VLAN 6yayT TermpoBaHbl

Untag_all: Bce VLAN He TerupytoTtca

Save HaxkmuTe, 4yTo6bl COXPaHUTb U3MEHEHUA

Reset Ha)kmute, 4tobbl OTMEHUTb J0Bble W3MEHEeHWA, BHEeCeHHble
NOKaNbHO, Y BEPHYTHCA K paHee COXPaHEeHHbIM 3HaYeHUAM

» Tunbl nopToB

Huxe npuBeaeHo noapobHoe onucaHMe Kaxkaoro Tuna nopTtos, Bkatodaa Unaware, C-port, S-
port n S-custom-port.

Tabnunua 9 — PyHKumm noptoB Unaware, C, S n S-custom

Tun nopTa [JelictBne Ha Bxoae JelicTBue Ha BbIxoe
Unaware Korga nopt nony4vaet TPID kagpa, nepeiaHHOro
HeTermpoBaHHble Kagpbl, OH noptom Unaware, 6yaet
dyHKumnA Unaware P ARSI, P ' OVA
nob6asnsaeT B HUX Ter Ha ocHoBe PVID | yctaHoBneH Ha 0x8100.
MOMKeT MCNONb30BaTbCA o N
. W nepecblnaert. KOHYaTe IbHbIN CTaTyC
ana 802.1QinQ P Y
- Kagpa nocne BbIxo4a TaKxe
(nBOMMHOM Ter) Korga nopt nonyyaet TerMpoBaHHble

6y,£I,ET 3aBUCeTb OT

HaCTPOEHHOro Ha BbixoAe
1. Ecnv TermpoBaHHbIN Kagp npasmna

coaeput TPID 0x8100, oH cTaHeT
KaZpoM C ABONHbIM TEerom v byaet
oTnpasfeH

Kagpbl:

2. Echn TPID TerMpoBaHHOro Kagpa He
paBeH 0x8100 (Hanpumep, 0x88AS),
Kaap byaet otbpolieH
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/

C-port

Korga nopt nony4vaer
HeTermpoBaHHbIE Kagpbl, OH
nobasnseT B HUX Ter Ha ocHoBse PVID
W nepecblnaert.

Korza nopt nony4yaer TerMpoBaHHble
Kagpbl:

1. Echv TermpoBaHHbI Kagp
coaepxut TPID 0x8100, oH bygeT
oTnpasfeH

2. Echn TPID TerMpoBaHHOro Kagpa He
paseH 0x8100 (Hanpumep, 0x88AS8),
Kagp byaet otbpolieH

TPID kKagpa, nepefaHHOro
C-nopTtom, byaget
ycTaHoBneH Ha 0x8100

S-port

Korga nopt nony4yaer
HeTerMpoBaHHble Kagpbl, OH
nobasnsieT B HUX Ter Ha ocHose PVID
M nepecblnaer.

Korza nopT nony4yaer TerMpoBaHHble
Kaapbl:

1. Ecnv TermpoBaHHbIN Kagp
coaepxut TPID 0x88AS8, oH byaeT
oTnpasseH

2. Echn TPID TerMpoBaHHOro Kagpa He
paBeH 0x88A8 (Hanpumep, 0x8100),
Kaap byaet otbpolleH

TPID kagpa, nepeiaHHOro
yepes S-noprt, byaet
ycTaHoBneH Ha Ox88A8

S-custom-port

Korga nopt nony4yaer
HeTermpoBaHHbIE Kagpbl, OH
nobasnseT B HUX Ter Ha ocHoBse PVID
W nepecblnaert.

Korza nopt nony4yaer TerMpoBaHHble
Kagpbl:

1. Ecnv TermpoBaHHbIM Kagp
coaepxut TPID Ox88A8, oH byaeT
oTnpasfeH

2. Echn TPID TerMpoBaHHOro Kagpa He
paBeH 0x88A8 (Hanpumep, 0x8100),
Kagp byaet otbpolieH

TPID kagpa, nepeaHHOro
S-custom-nopTom, byaet
YCTQHOB/EH Ha 3HA4YeHME,
KoTopoe paHee bblno
HACTPOEHO NOAb30BaTeIEM
B none Ethertype for
custom S-Ports

Huxke npueegeHbl UANKOCTPALUNN AEVICTBMH Pa3/TIMYHbLIX TUNOB NOPTOB:
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.HeT Tera VLAN

QinQ

VID=PVID

' VID:5 TPID:8100

| TPID:8100

VID:5
TPID:88A8

PucyHok 63 — MNopT Unaware

VID:§
TPID:8100

MakeT oT6poLLIEH

.HeT Tera VLAN

VID:8
TPID:8100

| viD:8
TPID:8100

ViD:8
TPID:88A8

MakeT oTGpoLIeH

PucyHok 64 — C-nopTt
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l Het Tera VLAN

VID:10
| TPID:8100

I Het Tera VLAN

VID:5
| TPID:8100

VID:5
TPID:88A8

VIiD:10
TPID:88A8

info@symanitron.ru
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S-nopToB HacTpoeH Ha 8123, ncxogawmn
nakeT 6ynet umetb Ter TPID 8123.
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.He'r Tera VLAN

MakeT oTGpoLIEeH

ViD:10
TPID:88A8

.HeT Tera VLAN

MakeT oTGpoLLEH

PucyHoK 65— S-nopt

S-custom-port ucnonb3syetca ana
onpegensiemoro nonb3osatenem TPID.

A

]

)

:
Korga EtherType ans nonb3oBaTenbCknx E VID:5

]

]

;.

TPID:8123

PucyHoK 66 — S-custom-nopT
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5.4.2.1 lNpumepbl HaCTpoeK

— e

VLAN 10 KommyTatop A KommyTtatop B KommyTatop C VLAN 10

1k o

17 yu!

lls 0 C alls

LI L Ll
T VLAN Trunk

VLAN 20 Vl—‘:‘gizg"“" 10.20 VLAN 20

PucyHoK 67 — TunosadA Tonosorua

» Pexum goctyna (VLAN Access)

KommyTtatop A:

MopT 7 — pexkum Access = VLAN 20 6e3 Teros

MopT 8 — pexknm Access = VLAN 10 6e3 Teros

Huke npuBeaeHbl HACTPOMKM KOMMYTATOpPA.

Open all
B System Information
® Front Panel
@ Basic Setting
@ DHCP Server/Relay
M Port Setting
@ Redundancy
=& VLAN
B VLAN Membership
® Pors
@ Private VLAN
M SNMP
@ Traffic Prioritization
@ Multicast
M Security
@ Waming
@ Monitor and Diag
M Synchronization
i PoE

B VLAN Membership
B Ports

@ Monitor and Diag
Synchronization
PoE
Factory Default
System Reboot

info@symanitron.ru

VLAN Membership Configuration

[Refresh][ | <= J[ e ]

Start from VLAN with entries per page.

Port Members

Delete VLAN ID VLAN Name 12345678 9101112
default] FIVIMIMIVIMIVIFIV ] 1 ]

O 10 vian1o| MIDOOOOIOMON O O &
n 20 vianzo| MMM

Hactpoiika pexuma Trunk ans nopta 1

Hactpoiika pexuma Access ans noptos 7 n 8

< b < b

%
0
<

S O 1) <= ~
1 |C-port v O |Tagged V| |Specific V\ 1 \Tag_all V\
2 O IAII VI |None Vl 1 |Untag_pvid Vl
3 O [an v| [spedific +| 1| [Untag_pvid +|
4 O [all v [specific v| 1| [Untag_pvid +|
5 |Unaware v O All | |Specific v 1| |Untag_pvid ¥
6 |Unaware b [} Untagged ¥ | |Specific ¥ 10| |Untag_pvid +
7 O [Untagged v| [Specific v| 20/ [Untag_pvid ¥
8 O IUntagged VI |Specific V\ | 30| [Untag_puid V\

maware ] | TN SAREEEE A R DT
10 O [all v| [specific v| 1| [Untag_pvid +|
11 Nimawara - m [an | [anarific wl 1l lintsa muid

PucyHok 68 — Hactpoiikm VLAN Ha nopTtax goctyna
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» MaructpanbHbiit pexxum (VLAN Trunk)
KommyTtaTtop B:

MopT 1 = pexkum Trunk = VLAN 10, 20 c Teramu

MopT 2 = pexkum Trunk 1Qtrunk = VLAN 10, 20 c Teramu

Huke npuseaeHbl HACTPOMKM KOMMYTATOpPA.

Open al VLAN Membership Configuration

B System Information
& FrontPanel [ refresh | [ 1<< ][ == |
@ Basic Setting
@ DHCP Server/Relay Start from VLAN with entries per page.
I Port Setting
@ Redundancy Po embe
=& VLAN Delete AN ID A ame : 6 8 9 10
B VLAN Membership ———————l /I 4 ]
@ Ports O 10 veanio| MO OO 1 O
@ Private VLAN O 20 vanzo| MIMIDOO OO0 O O
i snMP

@ Traffic Prioritization Add New VLAN

M Multicast

Open all Auto-refresh [J

@ System Information
B FrontPanel Ethertype for Custom S-ports Oxjssas |
@ Basic Setting

@ DHCP ServeriRelay VLAN Port Configuration
@ Port Setting

@ Redundancy Port VLAN
=& VLAN Port Type Ingress Filtering Frame Type Mode D Tx Tag
Membership = [ en - [F] o v o v 1| [e= v
—
%-- VLAN 1 |C-port v O Tagged v| |Specific ¥ 1| |Tag_all v
& —

8 SNMP 2 O [Tagged v| [Specific ¥| 1| [Tag_all v|

i T : = - b ——rrr——

| Multicast 4 O [an v| [specific v| 1| [Untag_pvid ~]|

@ Security 5 |Unaware he O [an ~| [specific %] 1| [Untag_pvid ¥|

[ P _ & |Unaware v P [an v| [specific v| 1| [Untag_pvid v |

M Honitor and Diag 7 |Unaware b O [an v| [specific ¥| 1| [Untag_pvid +]

@ Synchronization — -

8 PoE 8 |Unaware v O [l v| [Specific v| 1| [Untag_pvid ~|
g Factory Default 9 |Unaware - O [an v| [specific ¥| 1| [Untag_pvid ~]
g System Reboot 10 |Unaware ha O |AII VI ISpecific Vl 1 IUntag_pvid Vl

11 O [an v| [specific ¥| 1| [Untag_pvid +]
12 |Unaware v [ [All v| [specific v 1| [Untag_pvid v|

PucyHok 69 — Hactpolikn VLAN Ha MmaructpanbHbiX NnopTax

» mMbpuaHbin pexkum (VLAN Hybrid)
MopT 1 pexkmum Hybrid = VLAN 10 6e3 Teros; VLAN 10, 20 c Teramu

Huke npuBeaeHbl HACTPOMKM KOMMYyTATOpPA.
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Open all VLAN Membership Configuration

B System Information

g FrontPanel [ Refresh | [ J=< [ == |
@ Basic Setting
@ DHCP Senver/Relay Start from VLAN with entries per page.
@ Port Setting
@ Redundancy
=& V

Port Members

Delete VLAN ID VLAN Name 1234567 809101112
B O 1 default| MIMIMIMIMVIVIVI A 4 ]

B O 10 vian1o| MO COOOOOEOO 0
M Private VLAN O 20 vianzo| MO 4™
i snuP

@ Traffic Prioritization Add New VLAN

M Multi

M Security

Open all Auto-refresh [J

B System Information
@ FrontPanel Ethertype for Custom S-ports 0Xssas
@ Basic Setting
[Pl iR VLAN Port Configuration
i Port Setting
@ Redundancy
=& VLAN

Port VLAN

Port Port Type Ingress Filtering Frame Type Mode 1

Tx Tag

& VLAN Membership = [ v | o vl [« v 1] [e= v
B Poris 1 O [al v| [specific ¥| 10| |Untag_all Vl]
@ Private VLAN

@ SNMP 2 [Unaware £ L [All ¥| [None v L] [Untag_pwid ¥

M Traffic Prioritization 3 O (Al v| [Specific ] 1] [Untag_pvid /|

M Multicast 4 O |AII V] [Speciﬁc V| 1 \Untag_pvid V]

M Security 5 O [all v| [Specific | 1] [Untag_pvid ¥

Waming 6 O (Al v| [specific +| 1| |Untag_pvid »

M Monitor and Diag 7 |Unaware = O [al v| [specific | 1| |Untag_pvid

@ Synchronization — -

& PoE 8 |Unaware v O [al v| [specific | 1| |Untag_pvid %
g Factory Default 9 |Unaware v O |AII V\ [Speciﬁc V| 1| |Untag_pvid v
g System Reboot 10 O all v| [specific v | 1| |Untag_pvid ¥

11 O [l ¥| [specific | 1| |Untag_pvid
12 |Unaware b ] |AII V] [Spemﬁc V| 1 \Untag_pvid v]

PucyHok 70 — Hactpolikm VLAN Ha rubpuaHom nopty

> Pexxum VLAN QinQ

Pexkxum VLAN QinQ 06bl4HO npumeHAeTcs, Korga ectb HemsBecTHble VLAN, Kak NoOKas3aHo Ha
cnepyouwem pucyHke. VLAN «X» = HensBecTtHaa VLAN.

KommyTartop 1 Kommyrarop 2
VLAN "X" Pl .
-’) VLAN VLAN Pl(_\ VL.}_QN X
TRUNK 200 TRUNK 200 -
P2 P2
—
Ter X + BHCIUHHH TeT Ter 200

Ter 200

naKer VLAN QinQ 200

PucyHok 71— QinQ
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Hu»Ke nokasaHbl HACTPOMKM NOPTOB Ha KOMMYyTaTOpe.

Open all VLAN Membership Configuration
B System Information
@ Front Panel

@ Basic Setting

@ DHCP Server/Relay

@ Port Setting

@ Redundancy

=& VLAN

B VLAN Membership
g Pors
@ Private VLAN

i SnMP

@ Traffic Prioritization

M Multicast

M Security

[RefreSh ][ |<< ][ = ]

Start from VLAN with entries per page.

Port Members

1234567 809101112
default| MIMIMIMIVIVIMIIV A ] ]
Qing| MIMICICICICICICICI ] I

Delete VLAN ID VLAN Name

[ O 200

\

Add New VLAN

Auto-refresh [

Ethertype for Custom S-ports Ox[ssas |
VLAN Port Configuration

Open all
2 System Information
g FrontPanel
M Basic Setting
@ DHCP Server/Relay
Port Setting

: \F/aLe:[\andancy Port Port Type Ingress Filtering Frame Type MI:;: VLANID Tx Tag
B VLAN Membership = | .- v ¥ [ vl [e | 1) [ v
g Pors 1 [Unaware v O Al v| [Specific »| | 200 [untag_all ~|
M Private VLAN
o 2 O [Tagged %] [None | Tag_all v
o TE T T [Unaware v = T ¥ |opechc ¥ T Ontag_pvid
@ Multicast 4 O \AII V| ISpeciﬁc Vl 1| |Untag_pvid ¥
i Security 5 O LAl v| [specific v| 1) |Untag_pvid
i warning & O Al v| [Specific v| 1| |Untag_pvid v

» Hactpoii

Mpwn HacTpoike ynpasaawowen VLAN TonbKo NopT € MAEHTMYHbIM e VLAN ID moKHO

PucyHok 72 — HacTpolika pexxuma QinQ

Ka VLAN ID

MCNoab30BaTb ANA yNpaBAeHNA KOMMYTAaTOPOM.

info@symanitron.ru

Open all
B System Information
B FrontPanel
= @& Basic Setting
Basic Setting

Auth Method
IP Setting
IPvE Setting
HTTPS

oo
ba

LLDP
Modbus TCP
Backup

B®E R R DD DS e

Restore
B Upgrade Firmware

Admin Password

IP Configuration

DHCP Client

IP Address
IP Mask
IP Router

SNTP Server

Configured
O

Current

192.168.10.2

192.168.10.2

255.255.255.0

255.255.255.0

0.0.0.0

0.0.0.0

1

|

PucyHok 73 — Hactpoiika VLAN ID Ha nopTty
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5.4.3 YactHaa VLAN

YactHaa VLAN (PVLAN) BKAtoyaeT nopTbl KOMMyTaTopa, KOTOpble MOryT B3auMMoOAenCTBOBaTb
TONbKO C 33faHHbIM «BOCXOAAWMM KaHanom». OrpaHWYyeHHble TaKMm 06pasom nopThbl
Ha3bIBAOTCA YacTHbIMM nopTamu. Kaxkgas vactHaa VLAN 06blMHO COAEPKUT MHOIO YaCTHbIX
NOPTOB U OAUH BOCXOAALLMM KaHan. Bce nonyyeHHble Ha YacTHOM MOPTY KaApbl KOMMyTaTop
nepecblsiaeT 4yepes NOPT BOCXOAALWLEro KaHana, Hesasucmmo ot VLAN ID man MAC-agpeca
Ha3Ha4vyeHuA. HYacTHble VLAN OCHOBaHbl Ha Macke UCXOAHOro nNopTa U He coegmHeHbl ¢ VLAN.
3T0 03HayvaeT, YTo NAeHTUOUKATOPbl NYBANYHBIX M YacTHbIX VLAN moryT 6biTb MAEHTUYHBIMU.
MopT AomKeH OblTb YY4AaCTHUMKOM Kak Mnyb6AMYHOM, Tak M 4yactHon VLAN, 4to6bl MMETb
BO3MOXHOCTb nNepecbinatb naketbl. CTpaHuua [Private VLAN Membership Configuration]
No3BONAET HacTpauBaTb ANA KOMMyTaTopa YneHcTBo B YacTHoi VLAN. Mo ymonyaHutio Bce
nopTbl OTHOCATCA K TMNY «Unaware» un aaatotca yneHamm VLAN 1 u vactHou VLAN 1. MNopt
«Unaware» moxeT 6bITb Y1€HOM HECKOIbKMX YaCTHbIX U TOIbKO ogHOM nybanuHomn VLAN.

> Yyactue B PVLAN

Private VLAN Membership Configuration
Open in new window

Port Members

Delete PVIANID 1 2 3 4 5 6 7 8 9 101112
O O 7 8 72 2 72 7 I 2 Y 2 4 Y 2 R 2 R 2

[ Add new Private VLAN ]L Save ][ Reset ]

PucyHok 74 — Bbibop noptos PVLAN

MNapameTp OnucaHue
Delete OTmeTbTe, 4Tobbl yAanuTb 3anucb. OHa OyaeT yaaneHa npu ciepyrolem
COXpaHeHUn
PVLAN ID YKa3biBaeT naeHTMduKaTop BblbpaHHOM YacTHon VLAN

Port Members | Onsa kaxgoro PVLAN ID oTobparkaeTtcs pag dnaxKKos ANA KaxKaoro nopTa. Bobl
MOKeTe YyCTaHOBUTb GNAXKOK, YTOObI BKAKOYMUTL NMOPT B BbIOPaAHHYHO YaCTHYHO
VLAN. Y106bI MCKAOUMTDL NOPT M3 YacTHoM VLAN, ybegutech, 4To GNaKOK He
yCTaHOBAEH. 10 YyMOAYaHUIO HXU OOMH NOPT He ABaAeTcA yyacTHUKom PVLAN
1 GnaxKKn He yCTaHOBAEHbI

Add a new Haxkmute, 4ytobbl f06aBuTb HOBYIO YacTHyto VLAN. B Tabaunuy pobasnaetca
Private Vlan nycras cTpoka, U PVLAN MOXHO HacTpouTb MO mepe HeobxoaumocTu.
Jonyctumblt gnanasoH ana PVLAN ID coBnagaeTt ¢ Anana3oHOM HOMEpPOB
nopToB KOMMyTaTopa. Jltobble 3HauYeHMA 33 Npegenamm 3Toro AnanasoHa He
NPUHMMAIOTCA, N NOABAAETCA Npegynpexaatowee coobweHune. Haxkmute OK,
4yTObbl OTMEHUTb HEMPaBW/IbHYKD 3anucb, MAM HaxmuTe Cancel, 4TO6bI
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BEPHYTbCA K peJaKTUPOBaHUIO U BHeCTU ncnpasneHune. PVLAN akTusupyercs,
Korga Bbl HaXXumaeTte <Save>

KHonKy <Delete> mMoX¥HO ucnonb3oBaTb ANA OTMeHbl A06aBAeHUA HOBbIX
yacTHbiX VLAN

Save Haxmurte, 4yTOObI COXPaHUTb UBAMEHEHUA

Reset Haxmurte, 4yTobbl OTMEHUTL NtOObIE M3MEHEHUNA, BHECEHHbIE JIOKA/IbHO, U
BEPHYTbCA K paHee COXPaAHEHHbIM 3Ha4YEHNAM

» W3onAauma noptos

YactHaa VLAN onpepenaeTtca Kak conpsaxKeHue nepsuyHoM u BTopmyHon VLAN. O6wmin nopt
(promiscuous port) — 3TO NOPT, KOTOPbLIA MOXKET B3aMMOLEWCTBOBATb CO BCEMU APYrvmMM
TMnamm noptos YactHon VLAN 4yepe3 nepsuuHyto VLAN n ntobble cBA3aHHble BTopuyHble VLAN,
TOrAa Kak N30/ IMpOBaHHbIE MOPTbl MOTYT B3aMMOAENCTBOBATb TO/IbKO C 0OLLMM NOPTOM.

Port Isolation Configuration

| Open in new window |

Port Number

| Save ] Reset

PucyHoK 75 — HacTpolika M3011MpOBaHHbIX NOPTOB

MapameTp OnucaHue

Port Number Onsa Kaxporo nopta YactHo VLAN npeaycmoTpeH dnaxoK. Ecam dnaxkok
YCTAHOB/NIEH, 3TO O3HayaeT, YTo PyHKUMA M30NAUMM ANA AAHHOrO nopTa
BKNtOYeHa. Ecan dnarKok He ycTaHoBNeH — u301AUMA OTKAtoYeHa. [lo
YMOIHaHWNIO GYHKUMA U301ALMM OTKAKOYEHA ANA BCEX MOPTOB

Save Haxkmute, 4yTobbl COXPAaHUTb U3MEHEHMUA

Reset Haxkmute, ytobbl OTMEHUTb Nt0Oble U3MEHEHUSsi, BHECEHHbIE JIOKa/bHO, U
BEepHYTbCA K paHee COXpPaHEeHHbIM 3Ha4YEHNAM
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5.5 SNMP

SNMP (Simple Network Management Protocol) — 3To npoToKkon ynpaBneHua yCTPoOMCTBamu B
IP-ceTaix. OH B OCHOBHOM MCMO/Ib3yeTca CUCTEMaMM YNpPaBAeHUsA AN MOHUTOPUHIa paboyero
COCTOAHWMA CeTeBblX YCTPOWCTB. B c/ny4ae BO3HWKHOBEHWA oONpenefieHHbIX CobbITUN
aAMUHUCTPaTopam ByayT oTnpaBaeHbl trap-coobLeHnsa U yBegoMAEHUA.

5.5.1 CnctemHble HAacTPOMKHK

CrpaHuua [SNMP System Configuration] nossonseTr nposoauTb 6a30Bble HACTPOMKU CUCTEMDI
SNMP.

SNMP System Configuration

Mode Enabled v
Version ]SNMF" V2T v \

Read Community ’public |

Write Community ’private |

Engine 1D B0O0007e5017f000001 |

PucyHoK 76 — CuctemHble HacTpoinkn SNMP

MapameTp OnucaHue

Mode YKa3biBaeT Tekywmin pexxum SNMP. [locTynHbl peXumbl:
Enabled: skntounte SNMP

Disabled: oTkntountb SNMP

Version YKasbiBaeT nogaepxusaemyto Bepcuto SNMP. [ocTynHbl cnegywowme
Bepcuu:

SNMP v1: nogaeprkusaetr SNMP sepcum 1
SNMP v2c: noaaepxusaet SNMP sepcum 2¢
SNMP v3: noaaepusaet SNMP Bepcum 3

Read YKa3blBaeT Ha CTPOKY KOMbIOHWUTU C MpaBaMu ANA YTeHUA, 4Tobbl paspewmnTb
Community pgoctyn K areHty SNMP. [Jonyctumaa anuHa ctpokm ot 0 go 255, w
paspeweHbl ToAbKo cumiosbl ASCII ot 33 go 126. Mone akTyanbHO TO/bKO
ana  SNMPvl wn  SNMPv2c. SNMPv3 pgna  ayTeHTUOUKaumMm U
KOHbMAeHUManbHocTM mcnonb3yet USM, n Kaxablih nonb3oBatenb MMeET
cBOWM cobcTBEeHHbIM Npoduab 6e3onacHOCTU, KOTOPbIN ONpeaenaeT ero npasa
[octyna K nHbopmaumm
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Write YKa3blBaeT Ha CTPOKY KOMbIOHWUTM C NMpaBaMu A/1A YTEHUA U 3anucu, 4Tobbl
Community paspewuntb goctyn K areHTy SNMP. [lonyctumaa gnanHa ctpokun ot 0 go 255,
M paspeweHbl Tonabko cumaoabl ASCIl ot 33 go 126. None akTyanbHO TONbKO
ana SNMPvl  wmn SNMPv2c. SNMPv3  gnsa  ayTeHTUPUKaumm U
KOHOMAeHUMaNbHOCTM ncnonb3yeT USM, M Kaxaplh nonb3osBatenb MmeeT
cBOM cobcTBEeHHbIM Npoduab 6e3onacHOCTU, KOTOPbIN ONpeaenaeT ero npasa
[octyna K nHbopmauymm

Engine ID Engine ID — 3TO YHWKaNbHbI MAEHTUPUKATOP, UCMONb3YEMbIM B NPOTOKO/E
SNMPv3 pgna ayteHTMOMKaumMm U wndpoBaHMA COOBLWEHNN mexay
KOMMYTaTOPOM WM CUCTEMOM ynpaBieHUA ceTbto. CTPOKa A0/KHA COAEepKaTb
yeTHoe ymcno ot 10 oo 64 wecTHaauatTepuyHbix umMdp. Henb3a ncnonb3osatb
CTPOKY, COCTOALLYI TONbKO M3 Hynen (0000...) nam ToNbKo U3 CMMBOOB «F»
(FFFF...). U3meHeHune Engine ID npuBeaeT K yAaneHUo BCEX JIOKA/bHbIX
no/sib3oBaTenen, CO34aHHbIX HA KOMMyTaTope

SNMP Trap Configuration

Trap Mode Disabled v
Trap Version SNMP v1 v
Trap Community public

Trap Destination Address

Trap Destination IPv6 Address QBB
Trap Authentication Failure Enabled v
Trap Link-up and Link-down Enabled v
Trap Inform Mode Enabled

Trap Inform Timeout (seconds)

L=

Trap Inform Retry Times

[ Save ][ Reset ]

PucyHoK 77 — Hactpoiika SNMP Trap

MapameTp OnucaHue

Trap Config Name NUmaA KoHPUrypauum noByLLKK

Trap Mode YKasbiBaeT Tekywmit pexkum SNMP Trap. JocTynHbl pexXumbi:
Enabled: Bkntountb dyHKUMio Trap

Disabled: oTkntounTtb PpyHKUMIO Trap

Trap Version YKasbiBaeT nogaeprkusaemyto sepcmto SNMP Trap. JocTynHebl
cnepyolwme Bepcun:

SNMP v1: nopaepkusaetr SNMP Trap sepcumn 1
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SNMP v2c: nogaepxusaet SNMP Trap sBepcuu 2¢
SNMP v3: nopaepkusaetr SNMP Trap sepcum 3

Trap Community

YKa3blBaeT CTPOKY AOCTyNna KOMbIOHUTU Npu OTnpaBke naketos SNMP-
nosywek. Jonyctumaa ananHa ctpokn ot 0 go 255, paspelueHbl TOAbKO
cumaonbl ASCIl ot 33 go 126

Trap Destination
Address

YKasblBaeT apec HazHa4yeHus trap-coobLLeHmni

Trap Destination
IPv6 Address

MNpepocTtaBnaetr IPvb-agpec Ha3HayeHua trap-coobuweHuit  3TOro
KommyTaTopa. IPv6-aapec coctout 13 128 6UT, NnpeacTaBieHHbIX B BUAE
BOCbMMW TPYMNn MO YeTbipe WecTHaALaTePUYHbIX LMbpbl C ABOETOYMEM,
pa3aensArLmnum Karkgoe none (:)- Hanpumep, B
«fe80::215:c5ff:fe03:4dc7» cumBson ABNAETCA  crneumanbHbIM
CMHTaAKCUCOM, KOTOPbIN WCMNONb3YETCA KaK COKPaLLEeHHbIM cnocob
NpeAcTaBNeHUsA HECKOIbKUX 16-OUTHbIX FPynn, COCTOAWMX U3 HyNel; HO
OH MOXET MOABNATbCA TONbKO OAMH pa3. TakKe Mnocie Hero MOXHO
ncnonb3osatb IPv4-agpec, Hanpumep «::192.1.2.34»

«I»

Trap
Authentication
Failure

YKa3biBaeT, pa3peweHo an obbekty SNMP reHepuposatb trap cbos
ayTeHTUdMKaumn. JocTynHbl peXXUMbl:

Enabled: paspeweHo

Disabled: 3anpeweHo

Trap Link-up and
Link-down

YKa3blBaeT, paspeweHo M 06bekTy SNMP reHepupoBath trap cobbiTuit
Link-up u Link-down. [LoCTynHbl pexXumbl:

Enabled: paspeweHo

Disabled: 3anpewgeHo

Trap Inform Mode

YKasblBaeT pexum MHOOPMUPOBAHUA O
[OCTYMHbI peXKrMbl:

cobbiTax SNMP  Trap.

Enabled: BkntounTb pexxum nHGopmmMpoBaHUsa

Disabled: oTknt0uUNTb pexkMm MHGOPMUPOBAHUA

Trap Inform
Timeout (seconds)

HactpauBaetr Talim-ayT uHopmupoBaHus o cobbituax SNMP Trap.
Hdonyctnmbin amanasoH oT 0 4o 2147 cekyHA

Trap Inform Retry
Times

HacTpanBaeT KO/AMYECTBO MOBTOPHbIX MOMbITOK MHGOPMUPOBAHMA O
cobbiTnax SNMP Trap. Jonyctumblit gnanasoH ot 0 ao 255 pas

Trap Probe
Security Engine ID

3Ta dYHKUMA NO3BONAET KOMMYTATOPy aBTOMaTUYEeCKM ObBHapy*KuBaTb
naeHTnpumkatop obvekta SNMP Trap mam umcnonb3oBaTb 3aAaHHbLIN
BPYYHYIO naeHTUdUKaTop.

Enabled: BkntouMTb aBTOMaTMyeckoe obHapykeHue. KommytaTop cam
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0bOHapyXUT naeHTndMKaTop 6€30NacHOCTM U UCNOb3YET ero.

Disabled: oTkntouMTb aBTOMaTUYecKoe oO6OHapyXeHune. KommyTtaTop
bynetr uvcnonb3oBaTtb MAeHTUOMKATOp 6e30MacHOCTM, KOTOPbLIA  Bbl
yKasanu B nosne «Trap Security Engine ID»

Trap Security YKa3blBaeT YHUKabHbIN UAEHTUDUKATOP, UCMONb3yEMbI B MPOTOKONE
Engine ID SNMPv3 pans ayTeHTUPUKAUMM M WKUPPOBaAHMA COOBOLLEHUA MeXay
KOMMYTaTOpPOM W cUcTeEMOM ynpasneHusa ceTbto. SNMPv3 otnpasnset
trap-coobwenuna n nHpopmauyuto ncnonovsya USM, ana yero tpebyetcs
YHUKanNbHbI naeHTudmnrkatop obvekta SNMP. Ecam BkatoveHa GyHKUMA
«Trap Probe Security Engine ID», naeHtudurkatop bypet nposepaTbcA
aBTOMaTUYeCKM. B npoTMBHOM cnyvae mcnonb3lyetca maeHTUduKatop,
YKa3aHHbI1 B 3TOM none. CTPOKa [0/KHa cofep:KaTb YeTHoe uncno (B
WwecTHaauaTepmuyHom dopmate) ¢ Konmyectsom undp ot 10 po 64, Ho
He/b3s MCNONb30BaTb CTPOKY, COCTOALLYI TONbKO U3 Hynewn (0000...) nam
TO/IbKO U3 cumBonoB «F» (FFFF...)

Trap Security YKasblBaeT  yHWKa/sbHOE  MMA, acCOUMMPOBAHHOE B  MoAenu
Name 6e3onacHocT ¢ AaHHbIM o6bekToM SNMP trap. SNMPv3 otnpasnset
trap-coobweHna n nHbopmauuto ncnonbsys mogenb USM, ana uero
TpebyeTca yHMKaNbHOE MmA

Save HaxkmuTe, 4uTo6bl COXPaHUTL U3MEHEHUA

Reset Haxkmute, 4ToO6bl OTMEHUTL /IIOObIE U3MEHEHWSA, BHECEHHbIE SIOKA/IbHO,
N BEPHYTbCA K paHee COXpPpaHEHHbIM 3Ha4YE€HUAM

5.5.2 Hactponika SNMP-KOMbIOHUTH

Bbl morkeTe onpeaenvtb AocTyn K AaHHbiMm SNMP Ha Balwux ycTpoOMCTBax, CO34aB OAHO WU
HecKoIbKo SNMP-KOMbIOHUTU. KOMbIOHWUTU — 3TO rPYMMa, K KOTOPOM NpUHaaNerKaT YCTPOMUCTBa
N cTaHumn ynpasneHma SNMP. 3To nomoraeTt onpeaenvTb, Kyga oTnpaBasaeTca MHGOpMaUUA.
YctpoicTo, unm areHT SNMP moxKeT npuHaaiexaTb K HECKO/IbKUM KOMblOHUTU. OH He byaeT
OTBEYaTb HA 3aNpPOCbl OT CTAHLUMI yNnpaBAeHUA, KOTOPbIe HE MPUHAANENKAT HU K O4HOMY U3 ero
KOMbIOHUTU. ITa CTPaHMLA MNO3BONAET HACTPOUTb Tabauuy KombtoHUTM SNMPvV3. Kniouyesas
CTPOKa 3anncum yKasbiBaeTca B nose «Community».

SNMPv3 Communities Configuration

Delete Community Source IP Source Mask
O public 0.0.0.0 0.0.0.0
IFI private 0.0.0.0 0.0.0.0

[ Add new community ] [ Save ][ Reset ]

PucyHok 78 — HacTtpoiika SNMP-KOMbIOHUTH
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MNapameTp OnucaHue
Delete OTtmeTbTe, 4TObbI YyaanuTb 3anucb. OHa byaeT ypaneHa npu caeayrollem
coxpaHeHuu
Community YKasblBaeT K/AYEBYIO CTPOKY KOMbIOHUTU ONA paspeleHua Aoctyna K
areHty SNMPv3. [onyctumaa pJavMHa CTpoKM oT 1 ao 32 CUMMBONOB,
paspeleHbl TonbKo cumaonbl ASCI ot 33 go 126
Source IP YKasblBaeT aapec UCTodHmKa SNMP

Source Mask

YKa3sblBaeT macky agpeca uctouyHmka SNMP

Save

Haxmure, yTOObI COXPaHUTb U3MeHEHUA

Reset

Haxmute, utobbl OTMEHUTb Ntobble M3MEHEeHUA, BHECEHHble JIOKaJIbHO, U
BEPHYTbCA K paHee COXPaHEHHbIM 3HaYEHMAM

5.5.3 HacTtpomka nonb3sosatena SNMP

Kaxkabit nonb3oBatenb SNMP nmeet cBoe nms, rpynny, K KOTOPOM OH NPUHAANEXUT, Napob

ayTeHTUdMKaumm,

NPOTOKON ayTeHTUOMKAUMKU, NPOTOKON KOHOMAEHUMANbHOCTM W Mapo/b

KoHdmnaeHumanbHocTU. Mpn co3gaHMM Noab3oBaTenda HeobXxoAMMO CBA3aTb €ro C rpynnom
SNMP, nocne 4yero nonb3oBaTenb HacnegyeT mogenb H6e3onacHOCTM rpynnbl. 3Ta CTpaHMUA
No3BONSAET HacTpouTb Tabauuy nonbsoBatenen SNMPv3. Kntouamm Kaxaoi 3anmcu sBastoTcs
«Engine ID» u «User Name».

SNMPv3 Users Configuration

Security Authentication Authentication Privacy Privacy

L= Engine ID Level Protocol Password Protocol Password
| 800007e5017f000001 default_user NoAuth, NoPriv None MNone None None
[ Add new user ] [ Save ][ Reset ]

PucyHok 79 — HacTpolika nonb3oBartenei

MNapameTp OnucaHue
Delete OtmeTbTe, UTObObI yaanuTb 3anucb. OHa 6yaeT yaaneHa npu cneaylolem
coxpaHeHuu
Engine ID OKTeTHanA CTpOKa YHWKaNbHOro naeHtudmurkatopa obvekta SNMP, koTopomy
OONXKHA npuHagnexatb 3Ta 3anucb. CTpoKa AO/KHA cofep:KaTb 4yeTHoe
yncno ot 10 pgo 64 wectHaguatepuyHbix unobp. Henb3a wmcnonb3osatb
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CTPOKY, COCTOALLYH TONbKO M3 Hynen (0000...) nan TONbKO U3 CUMBONOB «F»
(FFFF...). Apxutektypa SNMPv3 wucnonb3yeT mogenb 6e30MacHOCTM Ha
ocHoBe nosb3oBatena (USM) u mopenb KOHTPONA AOCTyna Ha OCHOBe
npeacrasnedmn  (VACM). [Ons  USM  Kaodamu  3anucu  ABANAIOTCA
usmUserEnginelD n usmUserName. B npoctom areHte usmUserEnginelD
Bceraa fABnAetca cobCTBEHHbIM 3HavyeHMem snmpEnginelD sToro arenTa.
3HaueHMe TaK¥Ke MoXeT NPUHUMATb 3HavyeHne snmpEnginelD yaaneHHoro
06bekTa SNMP, c KOTOpPbIM 3TOT NONb30BaTE/Ib MOXKET B3aMMOLENCTBOBATD.
Opyrmumu cnosamu, ecan Engine ID nonb3osatena cosnagaer ¢ Engine ID
CUCTEMbI, TO 3TO JIOKaNbHbIA NO/Ab30BaTeNb; €CAM He CcoBNajaeT, To
no/ib30BaTe b YAaNlEHHbIN

User Name

CTpoka, wuaeHTUOMUMPYOWAA MMA NONb30BaTeNA, KOTOPOMY AOJIXKHA
npuHagnexaTtb 3Ta 3anucb. Jlonyctumaa AaunHa CTpoku ot 1 po 32.
Pa3pelweHbl Tonbko cumeonbl ASCII ot 33 go 126

Security Level

YKasblBaeT ypoOBeHb 6esonacHoCTH, K KOTOpOVI AONXKHA OTHOCUTbCA 3Ta
3anuce. [JoCTynHbI cneaytolwme ypoBHU 6esonacHocTyH:

NoAuth, NoPriv: 6e3 ayTeHTUPUKaLumm 1 wndpposaHma
Auth, NoPriv: ayteHTUduMKauma 6e3 wndposaHus
Auth, Priv: ayteHTUdUKauma u wndposaHue

3HayeHne ypoBHA 6e30MacHOCTU He MOXET 6biTb M3MEHEHO, ecin 3anucb
yXe cywecrsyeT. Takum o6pasom, HeobxoguMmMo cpasy YCTaHOBMUTb
npaBuabHOE 3HaYeHNe BO BPeMs CO34aHMA 3anmncu

Authentication
Protocol

YKa3sbiBaeT NPOTOKON aYTEHTVId)VIKaLI,VIVI, K KOTOpOMy O0/1XXHa OTHOCUTbLCA 3Ta
3annchb. ﬂ,OCTyI'IHbI cnegyowme npoToKo/bl ayTEHTVI(bVIKaLI,VIVIZ

None: HeT NpoToKoNa ayTeHTUdUKALUU

MD5: Heob6A3aTenNbHbIM nar, yKasbiBalOWMK, YTO 3STOT MNO/b30BaATE/Nb
nucnonbsyet npotokon MD5

SHA: HeobasaTenbHbli ¢nar, yKasbiBalOWMI, 4YTO 3STOT NOSb30BaTeNb
ncnonb3yeT Nnpotokon SHA

3HayeHWe ypoBHA 6e30MacHOCTM He MOMKeT ObiTb M3MEHEHO, ecan 3anucb
yKe cyuwectsyer. Takum o06pa3om, HeobxogMmo cpasy YCTaHOBUTb
npaBu/bHOE 3HaYeHWe BO BpemMs CO34aHUA 3anmcu

Authentication

CTpoka, ugeHTUdUUMpytowaa naposnbHyto ¢pasy ayteHTUdMKauuun. Ana

Password npoToKona ayteHTMduKaumn MD5 gonyctuman gamMHa CTPOKM COCTaBAAET OT
8 po 32. lna npotokona ayTeHTUdMKauum SHA gonyctuman gavMHa CTPOKM
coctasnaet ot 8 o 40. PaspeweHbl TonbKo cumaonbl ASCIl ot 33 go 126
Privacy YKa3sblBaeT NpPOTOKON WKUPPOBAHMA, K KOTOPOMY [AO/IKHA OTHOCMTbCA 3Ta
Protocol 3anncb. Bo3mMOXKHble 3HaYeHUA BKAKYAIOT:
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None: HeT npoToKkona WwndpoBaHUA

DES: HeobsasaTenbHblt ¢nar, YyKasbiBaloWMKA, 4YTO ITOT MO/b30BaTeNb
ncnonb3yeT npotokon DES

Privacy CtpoKka, wuaeHTMPUUMpYIOWAA NaponbHyo ¢pasy, WUCNONb3yemMyr AanA
Password WnppoBaHMA AaHHbIX. [JlonycTMMasa ANMHA CTPOKM OT 8 A0 32, pa3pelleHbl
Tonbko cumeosibl ASCIl o1 33 go 126

Add new user | HaxmuTe, yTobbl 06aBUTH HOBOTO NOJIb30BATENS

Save Haxmurte, 4yTOObI COXPaHUTb UBMEHEHUA

Reset Haxkmute, ytobbl OTMEHUTb Nt0Oble U3MEHEHUSi, BHECEHHbIE JIOKa/bHO, U
BepHYTbCA K paHee COXpPaHEHHbIM 3Ha4YEHNAM

5.5.4 Hactpomka rpynn SNMP

lpynna SNMP — 3To0 nonuTtuka ynpaBneHus p[ocTynom, Heobxogumasa pna pobasneHus
nonb3oBaTenei. Karkgaa rpynna HacTpoeHa C moaenbio 6e30macHOCTM M CBA3aHa C
npeacrasneHmem SNMP. lonb3osatenb B rpynne SNMP pgonxeH cooTBeTCTBOBATb MoAenu
6e3onacHOCTX rpynnbl. DTM nNapameTpbl ONPEeAEenAlT, KAKoOM Tun ayTeHTUdMKaumm wu
KOHOUAEHUMANbHOCTM MCNONb3yeT nonb3oBaTenb. Kaxkaaa napa «Mma rpynnbl — MOAenNb
6e3onacHOCTMY» AO/MKHA ObiTb yHUKanbHoM. CrpaHuua [SNMPv3 Groups Configurations]
no3BonAeT Bam HacTpoutb Tabauuy rpynn SNMPv3. Kntoyamu 3anucen asnsatotca «Security
Model» n «Security Name».

SNMPv3 Groups Configuration

Delete Security Model Security Name Group Name
| vl public default_ro_group
J vl private default_rw_group

Fl v2C public default_ro_group

il v2¢ private default_rw_group
O Lsm default_user default_rw_group

[ Add new group ] [ Save ” Reset ]

PucyHok 80 — Hactpotika rpynn SNMP

MapameTp OnucaHue

Delete OTmeTbTe, YTOObI YAanuTb 3anucb. OHa byaeT yaaneHa npu cnegyowem
COXpaHeHuu

Security Model | YKasbiBaeT mogenb 6e30MacHOCTM, K KOTOPOW [AOJ/IKHA OTHOCUTbCA 3Ta
3anucb. [LoCTynHbl cneapyrowme mogenm 6e3onacHocTu:
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v1: 3ape3epsuposaHo ana SNMPv1
v2c: 3ape3epsuposaHo ana SNMPv2c

usm: mogenb 6e30nacHOCTM Ha ocHoBe nonb3oBaTens (USM)

Security Name Mms, cBasaHHoe ¢ nonb3oBatenem SNMP B mogenu 6e3onacHocTu
SNMPv3. OHO wucnonb3yetca AnAa uAeHTUMOUMKAUMKM nonb3osaTena U
onpeaeneHuna ero npas goctyna. Mma 6esonacHocTn 0bbluHO coBnagaert ¢
MMeHeM NO0/b30BaATENA, HO MOXET ObiTb M apyrum. [Jonyctumaa AAvHa
CcTpokmM oT 1 fo 32. PaspelseHsbl Tonbko cumeoabl ASCI ot 33 go 126

Group Name CTpoKa, uAeHTUOULMpPYOWAA  MMA  TPynnbl,  KOTOPOW  [O/KHA
npuHagnexaTb 3Ta 3anucb. [onyctMmasa AnvHa cTpokn ot 1 pgo 32.
PaspeweHbl Tonbko cumsonbl ASCII ot 33 go 126

Add new group | HaxkmuTte, utobbl 06aBUTb HOBYIO rpynny

Save HaxkmuTe, yTobbl COXPaHUTb U3MEHEHUS

Reset Haxkmute, utobbl OTMEHUTbL NtOOble M3MEHEHUA, BHECEHHbIE /IOKANbHO, U
BEPHYTbCA K paHee COXPaHEHHbIM 3Ha4YeHNAM

5.5.5 Hactpounka npeacrasneHnin SNMP

Tabnunua npeactasneHnini SNMPv3 onpeaensetr TpeboBaHMA goctyna K obbektam MIB ans
npeacTaBNeHUA C Pa3IMYHBIMU MMEeHaMW. Bbl MoXKeTe yKa3aTb KOHKpeTHble obnactn MIB, K
KOTOPbIM MOHO NONYYUTb MW 3aNPEeTUTb JOCTYN HA OCHOBE 3anuCcen, AN CO34aTb U YAANNUTD
3anucu B Tabanue npeacrasneHnin Ha ctpaHunue [SNMPv3 Views Configuration]. Kntoyamu ana
3anucen ABNAOTCA CTPOKM B nonax «View Name» n «OID Subtree».

SNMPv3 Views Configuration

Delete View Name View Type OID Subtree

O default_view .1
[ Add new view ] [ Save ][ Reset ]

PucyHok 81 — HacTpolika npeacTtaBnaeHui

MNapameTp OnucaHue
Delete OtmeTbTe, UTObObI yaanuTb 3anucb. OHa 6yaeT yaaneHa npu cneaylolem
COXpPaHeHUK
View Name CTpoKa, waeHTUOULMpPYOLWAA WMMA NpeacTaBNAeHUA, KOTOPOMY AO/XKHa
npuHagnexaTb 3Ta 3anucb. JlonycTMmas AJnHa CTpoku ot 1 po 32.
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PaspeweHbl Tonbko cumeonbl ASCIl ot 33 o 126

View Type YKasbiBaeT TUN NpeacTaBlAeHUA, K KOTOPOMY OTHOCMTCA 3Ta 3amucb.
[ocCTynHbl cneayrolme TUNbl NpeacTaBAEeHN:

Included: HeobA3aTenbHbIM ¢aar, yKasbiBalOWMK, YTO 3TO NoALEpPeBO
npeacTaBAeHUIN AONKHO ObITb BKAOYEHO

Excluded: HeobasatenbHblt ¢nar, yKasbiBaloWMn, YTO 3TO NoALEpPEBO
npeacTaBAeHUIN AONKHO BbITb UCKNHOYEHO

Kak npaBwno, ecanm Tun npeactasneHua 3anucu  «Excluded», ponkHa
CYLL,EeCcTBOBATb Apyras 3anucb, TUN NpeacTaBaeHna kotopoi «Included», n ee
noaaepeso OID BbIxoAWT 3a Npeaenbl 3anmcun Tuna «Excluded»

OID Subtree OID, onpegensalWNii  KopeHb nopaepesa Aana  pobaBneHua K
npeacTaBieHUI0 C COOTBETCTBYOWMM nMeHem. Jlonyctumaa ganHa OID ot 1
Ao 128. [donyctMmoe coAeprKMmoe CTPOKU — UndpOBOE UYMCAO WU

3Be3aouKa (*)

Add new view | HaxkmuTte, utobbl 06aBUTb HOBYHO 3aMKUCb

Save Haxkmute, 4yTobbl COXPaHUTb U3MEHEHMA

Reset Haxkmute, ytobbl OTMEHUTb Nt0Oble U3MEHEHUSsi, BHECEHHbIE JIOKa/bHO, U
BEepPHYTbCA K paHee COXpaHEeHHbIM 3Ha4YEHNAM

5.5.6 Hactpounka goctyna SNMP

CrpaHuua [SNMPv3 Accesses Configuration] nossonser sam HactpouTb Tabauuy gocryna
SNMPv3. Kntouamu 3anucu asnatotca «Group Name», «Security Model», and «Security Level».

SNMPv3 Accesses Configuration

Delete Group Name Security Model Security Level Read View Name Write View Name
.| default_ro_group any  Noduth, NoPriv default_view » None b
Fi default_rw_group any  NoAuth, NoPriv |defau|t_view v| |defau|t_view V|

[ Add new access ] [ Save J [ Reset ]

PucyHok 82 — HacTpoiika goctyna

MapameTp OnucaHue
Delete OTmeTbTe, YTOObI yAanuTb 3anucb. OHa byaeT yaaneHa nNpu cnegyowem
COXpaHeHuu
Group Name CTpoKa, uvAeHTMOMUMPYIOLWANA  MMA  TPynnbl,  KOTOPOM  [O/KHA
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npuHagnexatb 3Ta 3anucb. [onyctumaa pnavHa cTpoku ot 1 go 32.
PaspeweHbl Tonbko cumsobl ASCI ot 33 go 126

Security Model

YKasblBaeT moaenb 6e3OI'IaCHOCTVI, K KOTOpOVI AO0/1XKHa OTHOCUTLbCA 3Ta
3anuncob. ﬂ,OCTyI’IHbI cnegywuwme moaenm 6e3sonacHoCTy:

any: npMHUMatoTca ntobble moaenm 6esonacHoctn (v1|v2c|usm)
v1: 3ape3epsuposaHo gna SNMPv1
v2c: 3ape3epsuposaHo ana SNMPv2c

usm: mogenb 6e30nacHOCTM Ha ocHoBe nonb3oBatens (USM)

Security Level

YKasbiBaeT ypoBEHb 6e3OI'IaCHOCTVI, K KOTOpOVI AO0/IKHAa OTHOCUTBLCA 3Ta
3anuncob. ﬂ,OCTyI’IHbI cnegywwme yposHu 6e3onacHoCTH:

NoAuth, NoPriv: 6e3 ayTeHTUdMKaLMm 1 WnppoBaHMA
Auth, NoPriv: ayteHTUdMKauma 6e3 wndposBaHua

Auth, Priv: ayteHTUdUMKauma u wndposaHmne

Read View MUma npeactaBneHUs, KOTOPOE MCMNOAb3yeTcs ANs YTeHUa MHbopmauum ms

Name 6asbl gaHHbix MIB donyctumas AavHa CTPOKWU coctaBaseT ot 1 go 32.
PaspeweHbl Tonbko cumsonbl ASCIl ot 33 go 126

Write View MUma npepncraBneHms, KOTOPOe MCNob3yeTca Ans 3anucu MHbopmauum B

Name 6a3y paHHbix MIB. donycTMmaa gnavHa CTPOKWU cocTasnaseTr ot 1 go 32.

PaspeweHbl Tonbko cumeonbl ASCIl ot 33 go 126

Add new access

Haxkmute, 4yTObbI AO6aBVITb HOBYIO 3anncCb

Save

Haxkmute, yTObbI COXPaHUTb UBMEHEHUA

Reset

Haxkmute, 4yTOObl OTMEHUTL NtObbIE n3meHeHunA, BHECEHHbIE JIOKA/ZIbHO, U
BEPHYTbCA K paHee COXPaAHEHHbIM 3Ha4YEHNAM

5.6 Hactpoitka npuoputeTa Tpadpmka

5.6.1 KoHTpo/sb WuTOpMOB

CeTeBOW LUTOPM MPOMUCXOAUT, KOTAA NakeTbl 3anonHaAT LAN, co3gasas U3bbITOYHbIA TPaduK U
YXyALan Npou3BoAUTENbHOCTb ceTu. OWMBKM B peannsaumm cTeka NpOTOKONOB, OWMOKM B
KOHUrypauum cetm nam nonb3oBaTeNu, MHULMMPYIOLLME aTaKy TUMNa «OTKa3 B 06CNYKMBAHUNY,
MOTFYT BbI3BaTb WITOPM. DYHKLMA KOHTPOAA CKOPOCTU MPOXoXxAeHua naketos (Storm Control)
npenoTBpallaeT npepbiBaHMe TpadMKa B CETU LUMPOKOBELLATENIbHbIM, MHOIMOaAPECHbIM WU
O4HOAAPECHbIM LITOPMOM Ha nopTy. Ha 3Tol cTpaHWue Bbl MOXeTe yKasaTb CKOPOCTb, C
KoTopoW NPUHUMaIOTCA nakeTbl ans 04HOAZPECHOro, MHOroaZpecHoro Z
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LWUMpPOKOBeLWATeNbHOro Tpaduka. EanHMLEN CKOPOCTM MOKET 6biTb pps (MaKeToB B CeKyHAy)
nnn kpps (KMnonakeTos B ceKyHAy).

CKkopocTb oTnpaBkM  KagposB Ha LI KommyTaTopa Bcerga orpaHuyeHa
npubnunsmtensHo 4 kpps. Hanpumep, WMPOKOBelWaTelbHble  PACCbIIKM B
ynpasnatowen VLAN orpaHuyeHbl 3TOW cKopocTbto. Ynpasnawowaa VLAN
HaCTpanBaeTCA Ha CTPaHMULEe HacTPolKu IP.

Storm Control Configuration

Frame Type Status Rate (pps)

Unicast ] 1K v
Multicast F 1K w
Broadcast ] 1K hd

[ Save ][ Reset ]

PucyHok 83 — HacTpolika KOHTpOAsA WTOPMOB

MapameTp OnucaHue

Frame Type HacTpolikn B onpeaeneHHOM CTPOKe NPUMEHAIOTCA K yKasaHHOMY
34ecb TUNY Kagpa: unicast, multicast, broadcast

Status Bkntountb mam oTkAounTb PyHKumMto Storm Control ans pgaHHoro
TMNa Kagpa

Rate EanHMUA n3mepeHMa CKOPOCTU — MaKeT B cekyHAay (pps). Hactpoiite
ckopocTb Kak 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K nau
1024K

1 kpps Ha camom gene paseH 1002,1 pps

5.6.2 Knaccndpukauma noptos

QoS (KayecTBO 06CNYKMBAHMA) — 3TO METOA, AOCTUXNEHUA 3PPEKTUBHOTO MCMNONb30BaHUSA
NO/IOCbl MPOMYCKaHMA MeXAay YCTPOMCTBaMM MyTeM Ha3HauyeHMA NPUOPUTETOB Kaapam B
COOTBETCTBMU C WHAMBUAYANbHbIMM TpeboBaHMAMM M nNepedayn KaApoB Ha OCHOBE MX
BaXKHOCTU. Kaapbl B oyepensx ¢ 6onee BbICOKMM MPUOPUTETOM MOAYHaAOT 6O/MbLYIO YacTb
No/I0Cbl NPONYCKaHMA, YEM Kafpbl B ouepean ¢ 6o1ee HU3KMM NPUOPUTETOM.
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QoS Ingress Port Classification

Port QoSclass DPlevel PCP DEI Tagq Class. DSCP Based

1 [0 ] o] [o+] [0~ Disabled O
2 [ow] lov| [0 [0 Disabled O
3 [0 ] o~ [0 [0%| Disabled O
4 [om] lov| |owv| 0% Disabled O
5 [0 lov] [0 [0 Disabled O
6 |0~ lov| |owv| [0~ Disabled O
7 [oM] lov| [0 [0 Disabled O
g [ov] lov] [ow] [0~ Disabled O
9 [om] lov| [0 [0 Disabled O
10 [0~ lo~| |0~ [0+ Disabled O
11 [0~ o] [o~] [0% Disabled O
12 |0~ lo~| |o+| [0~ Disabled O
12 [l [nas]l  Tawel Taael  nicaklad (|

PucyHok 84 — Knaccudukauma QoS ana exogauwero Tpadpuka

MapameTp Onwucanune
Port Homep nopTa KommyTaTopa, K KOTOpomy OyayT MpUMMEHEHbI chneaylouine
HACTPOMKHM
QoS Class Ynpasndaet knaccom QoS no ymonvaHuto

Bce kaapbl knaccuduumpytotca no knaccy QoS. CyuwecTtByeT cOOTBETCTBUE
O4MH K O4HOMY Mmexay Knaccom QoS, ouepeabto u npuoputetom. Knacc QoS
0 (HO/b) MMeeT caMblt HU3KWUIA NpUopuUTeT

Echv  nopt nopgpeprknsaer VLAN u  Kagp MapkuMpoBaH, TO Kagp
Knaccudpuumpyetca no knaccy QoS, KOTOPbIM OCHOBaH Ha 3HavyeHuu PCP B
Tere, Kak NOKa3aHO HMXe. B NMpoTMBHOM cny4vae Kagp Knaccuduumpyetca
cornacHo knaccy QoS no ymonyaHuio

PCP:01234567
Qo0S:10234567

Ecnv nopt nogaep:kusaet VLAN, Kagp mapKkmpoBaH U BKatoveH Tag Class, To
Kagp Knaccuduumpyetca no Knaccy QOS, KOTOpbIA COMOCTaBAAETCA CO
3HauyeHuem PCP u DEI B Tere. B npoTuBHOM cnyyae Kagp Knaccubuumpyetca
cornacHo knaccy QoS no ymonyaHuio

Knacc QoS, HasHayeHHbIM KnaccMdUKaToOpOM, MOXKET BbiTb NepeonpeaeneH
3anucbio B Tabnmue QCL. O6patute BHUMaHMe: ecanm Knacc QoS no
YMOJIYAaHUIO Obln U3MEHEH AMHAMMYECKU, TO GaKTUYECKM Knacc no
yMonyaHuio byaeTr oTobparkaTbCA B CKODOKax nocie  M3HayasbHO
HACTPOEHHOrO Kaacca Nno YyMOAYaHUIo
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DP level YnpasnneT ypoBHeM npuopuTteTa cbpoca no ymondyaHuto

Bce Kagpbl Knaccudpuumpytotca no yposHto DP. Ecam nopT noapep:kusaet
VLAN u Kagp MapKupoBaH, TO Kagp Knaccuduumpyetca no yposHio DP,
KOTOpbl paBeH 3HayeHuto DEI B Tere. B npoTMBHOM cayyae Kaap
KnaccuduumpyeTca cornacHo yposHto DP no ymonyaHuio

YpoBeHb DP, Ha3HayeHHbI KnaccudumKkaTopom, MOXKET BbiTb NepeonpeaeneH
3anucbio B Tabanue QCL

PCP Ynpasnaet 3HayeHnem PCP (npropuTeT Kaapa) No yMOAYaHMUIO

Bce Kagpbl knaccuoumumpytotca no 3HaveHuto PCP. Ecam nopt noaaepkusaet
VLAN 1 Kagp MapKMpoBaH, TO Kagp Knaccuduumpyetca no 3HaveHuto PCP B
Tere. B npoTMBHOM cnyyae Kagp KnaccupuumpyeTca cornacHo 3HadeHuto PCP
Nno yMONYaHUIo

DEI Ynpasnaet 3HayeHnem DEI no ymonyaHuto

Bce Kagpbl Knaccuduumpytotca no 3HaveHuto DEI, KoTopoe ykasbiBaer,
MOXeT Nn Kagp ObiTb oTbpoweH B cnyyae neperpysku cetu. Ecam nopt
nogaepknsaet VLAN M Kagp MapKupoBaH, TO Kagp KnaccubuumpyeTca no
3HaveHuto DElI B Tere. B nNpOoTMBHOM cAyyae Kagp Knaccuouumpyetca
cornacHo 3HadeHuto DEI no ymonuaHuio

Tag Class lMoKa3biBaeT perrnum KnaccmpuKkauum Ans TErMPOBAHHbIX KagpoB Ha 3TOM
nopTty

Disabled: wucnonb3oBaTb Ans TernMpoBaHHbIX KagpoB Knacc QoS no
YMOJI4aHUIO N ypoBeHb DP

Enabled: wucnonb3oBaTtb AnA TermpoBaHHbIX KaApoOB COMOCTaB/EHHble
3Ha4veHuna PCP u DEI

O6patuTe BHMMaHWe: 3TOT MapameTp He [JenCTByeT, ecnuM nopT He
noaaepxmneaet VLAN. MapknpoBaHHble Kagpbl, NOJyYEHHbIe HA NOPTax, He
noggeprunsatowmx VLAN, Bcerga KnaccudpuumpyoTca coriacHo Knaccy QoS
NO YMOANYaAHUIO N ypoBHIO DP

DSCP Based HaxkmuTe, 4tobbl BKAOYMTb KnaccudpuKauumio BXoAHbIX nopToB QoS Ha
ocHose DSCP

5.6.3 Nepemapkuposka TpadukKa

Ha ctpaHuue [QoS Egress Port Tag Remarking] moxHO HacTpouTb uameHeHune Teros QoS ans
BCEX BbIXOAHbIX MOPTOB KOMMYyTATOpA.
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QoS Egress Port Tag Remarking

Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
10 Classified
11 Classified
12 Classified
13 Classified
14 Classified
15 Classified
16 Classified
17 Classified
18 Classified
19 Classified
20 Classified

-
-]
3

Ll e B R PR SR N

PucyHok 85 — MepemapkupoBKa TpaduKa A1 BbIXOAHbIX NOPTOB

MapameTp OnucaHue

Port Homep nopta KommyTaTopa, K KOTOpomy OyayT NnpuUMeHeHbl cneayoume
HaACTPOMKKU. HaxkmnTe Ha HoMep NopTa, YTOBbl HACTPOUTL NEPEMAPKUPOBKY

Mode lNoKa3sbiBaeT peXnm nepemapKUpoBKM TEroB AaA 3TOro nopra:
Classified: ncnonbsoBatb KnaccupuumpoBaHHble 3HayeHma PCP/DEI
Default: ncnons3sosatb 3HayeHua PCP/DEI no ymonyaHuio

Mapped: ncnonb3osatb conocrasneHme knacca QoS n yposHa DP

5.6.4 DSCP nopTta QoS

DSCP (Differentiated Services Code Point) — 3to Koa B none DS 3aronoska IP, KoTopbiii B
npegenax AaHHoro DS-gpomeHa xapakTepu3yeT KOHKPETHbIM Knacc cepsBuca, HeobxoamMbii
nakeTy U ero nNpuoputeT oTbpacbiBaHMA. QOS MoXeT KnaccudbuuumpoBaTb MaKeTbl AaHHbIX,
ncnonb3ya 6-6utHoe none DS, 4yTobbl No-pasHOMY M 3GDEKTUBHO YNPABAATb KarKAbIM KAaccom
TpadmKka, Tem cambiM AOCTUraa  ONTUMWM3UMPOBAHHOIO  WMCMNOJIb30BAaHUA  MPOMNYCKHOM
cnocobHocTu ceTn. MapupyTusatopsl ¢ noggepxkoii DSCP B ceTn byayT cunTbIiBaTb 3Ha4YeHUe
DSCP nakeTa gaHHbIX 1 Nepen nepeaadein NnomeLaTtb NakeT B o4epeam ¢ pasHbIM NPUOPUTETOM
n adPeKTUBHOCTbIO nNepeaayun. 3ta PyHKUMA nomoraeT obecneynTb HU3IKYIO 3a4EPHKKY ANs
Kputnyeckoro Tpadumka. CtpaHuua [QoS PORT DSCP Configuration] nossonseT Bam HacTpanBaTb
napametpbl DSCP ana kaxpgoro nopra.
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QoS Port DSCP Configuration

Ingress Egress

Port - .
Translate  Classify Rewrite

1 | [Disable v| [Disable v
2 | |Disable +| |Disable v
3 O |Disable v| [Disable v
4 ] |Disable v| [Disable v|
5 | [Disable v| [Disable v
6 O |Disable v| [Disable v
7 | [Disable v| [Disable v
8 O |Disable v| |Disable v
g O |Disable ~| [Disable v
10 | |Disable v| [Disable v
11 ] [Disable ~| [Disable v
12 O [Disable v| [Disable v
13 ] |Disable v| [Disable v
14 ] |Disable v| [Disable v
15 M [misahle | [Pisahle v

PucyHok 86 — Hactpotika DSCP ana noptos

MapameTp OnucaHue

Port lMoKa3bIBaeT CNUCOK NOPTOB, ANA KOTOPbIX MOMHO HacTPOUTb MapameTpbl
DSCP Bxoasuwero un ucxogduiero tpadpmka

Ingress B HacTpolikax «Ingress» Bbl MOXETe U3MEHWUTb HAaCTPOMKKM NpeobpasoBaHmA
N KnaccudukaLumm BxogalLero Tpapuka gaa oTaeNbHbIX NOPTOB

[ocTynHbl cneayowme napameTpbl KOHOUIypaLUK:

Translate: otmeTbTe, 4TOObI BKAOUMTL QYHKLUMIO NpeobpasoBaHUA METOK
DSCP

Classify: BkntouaeT yeTbipe 3HaYeHUA:
Disable: HeT knaccudumkaumm DSCP BxogdAuLero TpadpuKa

DSCP=0: knaccuduumpoBaTtb, ecnm BXxoaawmih (MM npeobpasoBaHHbLIN,
Koraa «Translate» BkntoueH) DSCP paseH O

Selected: 6yayT KnaccudumumpoBaTbCA TOMbKO Te MaKeTbl, ANA KOTOPbIX
KOHKpeTHble 3HayeHuA DSCP 6blan HacTpoeHbl B OKHe npeobpas3oBaHUA
DSCP

All: knaccuouumposaTtbea byayT Bce BXoAALME MAKeTbl, HE3aBUCUMO OT MX
DSCP

Egress ®yHKuMA nepesanucu (Rewrite) Ha BbIXOLHOM NOPTY MOXKET BbITb HACTPOEHA
C MUCNONb30BAHWEM CNEeAYIOLLMX NapaMeTPOB:
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Disable: nepesanucb ncxogauiero Tpadmka oTKAOYEHA
Enable: nepesanucb BKAOYEHA, HO 6€3 N3MEHEHWNA 3HAUYEHUI

Remap DP Unaware: nepeHa3HayeHune 6e3 yyeta ypoBHA DP. DSCP u3
aHanM3aTopa nNepeHasHayaeTcdA, W Kaap nepes3anucbiBaeTcs HOBbIM
3HayeHMem DSCP. 3HaueHme DSCP Bcerga 6epetca u3 Tabauuybl [DSCP
Translation] - [Egress Remap DPO]

Remap DP Aware: nepeHasHayeHne C yyeTtom yposHA DP. DSCP wu3
aHanM3aTtopa nepeHasHayaeTcA, W Kaap nepes3anucbiBaeTcad HOBbIM
3HayeHnem DSCP. B 3aBucmmoctn oT ypoBHA DP Kapgpa, 3HavyeHue DSCP
6epeTtca ambo m3 Tabaunubl [DSCP Translation] - [Egress Remap DPO], ambo
n3 Tabanupl [DSCP Translation - [Egress Remap DP1]

5.6.5 KoHTponb ckopoctu Tpaduka (Port Policing)

MONUCUHT — 3TO MEeXaHW3M peryanpoBaHusa TpaduKa, OrpaHUYMBAIOWMI ero CKOPOCTb ANA
ynpaB/ieHus nepejayert Wav NPUemMOM AaHHbIX Ha WHTepdelice. Ecnm ckopocTb Tpaduka
NpeBbIWaeT HACTPOEHHOE MAKCMMasbHOEe 3HaYeHWe, MexaHM3M KOHTPOIA CKOpPOCTU Nnbo
oTbpacbiBaeT U3ObITOUYHBIN TPaduK, MO0 U3MEHAET ero MeTKU. Ha 3Tol cTpaHuue Bbl MOXKeTe
HaCTPOWUTb Nosncepbl (OrpaHUYUTENN CKOPOCTU TPpaduKa) ANs BCEX MOPTOB KOMMYTATOPA

~

QoS Ingress Port Policers

500

= O
1 O 500| |kbps .|
2 | 500| |kbps ]
3 O 500| |kbps ¥ O
4 [Pl 500| |kbps O]
5 O 500| |kbps |
6 ] 500| |kbps ¥ ]
7 O 500| |kbps ¥ i
8 [Pl 500| |kbps » il
a [ 500| |kbps » ]
10 | 500| |kbps ]
11 O 500| |kbps v |
12 ] 500| |kbps » ]
13 O 500| |kbps .|
_ - R LI ==l —

PucyHok 87 — KoHTponb ckopocTu Bxogduiero Tpadumka

MapameTp OnucaHue

Port Homep nopTa KommyTaTopa, K KOTOpomMy OyayT NMpuMMeHeHbl cneayolime
HACTPOMKM.
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Enabled YcTtaHoBUTE GANaXKoK, 4TOObl BKAKUUTL OFpaHUYUTENb ANA  OTAE/NbHbIX
NopToB KOMMYTaTOPA

Rate HacTpanBaeT 3HauyeHMe CKOPOCTM A1A Kax[oro nonucepa. 3HayeHwe no
ymonyaHmiwo — 500. [AmanasoH ot 100 po 1000000, korga epmHuMua
namepeHusa kbps m fps; nam ot 1 go 3300, Koraa eanHuua nsmepenma Mbps
n kfps

Unit HacTpauBaeT eauMHULYY W3MEPEHUs CKOPOCTM ANA KaXAoro nosvcepa Kak
kbps (kbut/c), Mbps (M6ut/c), fps (kagp/c) wnam kfps (kunokaap/c).
3HayeHne no ymonyaHuto — kbps

Flow Control Ecnv aaHHaA GyHKUMA BKAKOYEHA Ha MOPTY, TO KaZpbl Nay3bl OTNPABAAOTCA,
a He oTbpacbiBatoTCA

5.6.6 YnpasneHue ovyepeaamu

Ha 3ToW CTpaHMLEe MOMKHO HacTpoOUTb NapameTpbl MOAUCEPOB oyepenent ANs BCeX MOPTOB
KOomMyTaTopa.

QoS Ingress Queue Policers

Queue 0 Queuel Queue?2 Queue3 Queued4 Queued Queue bt Queue 7

Port E Rate Unit Enable Enable Enable Enable Enable Enable Enable

1 BI_s00[kbps ][]
2> & _500[kbps ¥I[]
3 E_500[kbps ¥ ]
+ &_500[kops ¥0]

& [ = (=) = |
]
& [l = [ 3 [
] (] R
(]
(3 [ (= () (% {5

PucyHok 88 — KoHTposnb ckopocTu TpaduKa BXoaALMX ovepeaen

MNapameTp OnucaHue
Port Homep nopta KommyTatopa, K KOoTopomy OyayT npuMMeHeHbl cneaytowme
HACTPOMKHM
E YctaHoBuTe NaXKoK, 4YTOObl BKAOYUTb OrpaHUYMUTENb ANA  OTAENbHbIX

BXOAALLMX ouepenen

Rate HacTpavBaeT 3HauyeHMe CKOPOCTM ANA KaXAoro nonucepa. 3HayeHue no
ymonydaHmiwo — 500. [AmanasoH ot 100 po 1000000, korga epmHuMua
namepeHma kbps n ot 1 ao 3300, Korga eanHuua usmeperHuns Mbps. 310
nose otobparkaeTca TONbKO B TOM C/y4ae, eCcaun BKAOYEH XOTA 6bl 0aUH U3
orpaHuuuTenel oyepean
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Unit HacTpavBaeT eAMHULY M3MEPEHUA CKOPOCTU AN KaXKAOoro nosnvcepa Kak
kbps nan Mbps. 3HaueHne no ymonyanuio — kbps. 310 none otobpakaerca
TONbKO B TOM C/y4yae, €CNM BKAKOYEH XOTA 6bl OAMH U3 OorpaHuMuuTenei
ouyepeam

5.6.7 MnaHMpOBLWMK M Wennepbl BbixogHoro nopta QoS
» Crtporuii npuopurer

Ctporuii npuoputet (SP) ucnonb3yet oyepeam, OCHOBaHHble TONbKO Ha npuopwuteTe. Korpa
TpaduK MNocTynaeT Ha YCTPOWMCTBO, AaHHble U3 o4vyepean C HAMBbICLLIMM MpuopuTeTom byayT
nepeaaHbl NepBbIMU. 33 HUMM cneaytoT AaHHble ¢ 6onee HU3KMMKM npuoputTeTamu. Ecam B
oyepean C HAMBbICLUMM NMPUOPUTETOM NOCTOAHHO €CTb KaKOM-TO KOHTEHT, TO ApYyrne nakeTbl B
OCTa/IbHbIX o4epenax He GyayT oTnpaB/eHbl, MOKa oYepedb C HaMBbLICWIMM MPUOPUTETOM He
onycrteetr. Aaroputm SP npegnoytuTeneH, Korga MNoOJlydeHHble NaKkeTbl coAeprkar
BbICOKONPUOPUTETHbIE AaHHbIe, TAKME KaK ronoc n suageo.

[Port 1 ¥]
QoS Egress Port Scheduler and Shapers Port 1

Scheduler UL W Strict Priority %

Queue Shaper Port Shaper
Enable Rate Unit Excess Enable Rate Unit

—O0—20—-0

[ e

PucyHoK 89 — Pexkum cTpororo npuoputeta

MNapameTp OnucaHue

Scheduler Mode Pexxum nnaHunpoBaHuA. [JocTynHbl ABa pexuma: Strict Priority
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(cTporuit npuoputeT) nnn Weighted (B3BelueHHbIM)

Queue Shaper Enable YctaHoBuTe $NaXKoK, YTOObl BKAOYMTL LIEWNep ANA OTAeNbHbIX
ouepesnen

Queue Shaper Rate HacTpavBaeT 3HauyeHMe CKOPOCTM ANA KaXK4Ooro Lernepa oyepeau.
3HayeHne no ymonyanuo — 500. AmanasoH ot 100 go 1000000,
Koraa eanHuua namepenuma kbps n ot 1 go 3300, Korga eamHULa
nsmepeHuns Mbps

Queue Shaper Unit HacTpaunBaeT eguHULY U3MEPEHUA CKOPOCTU A5 KaXKA0ro Wwelinepa
ouyepeamn Kak kbps nnnm Mbps. 3HaueHuMe no ymonyaHuio — kbps

Queue Shaper Excess Mo3BonAeT oyepean WMCNONb30BaTb M3ObITOYHYKD MPOMYCKHYHO
CNocobHOCTb
Port Shaper Enable YcTaHOBUTE NarKoK, 4TOObl BKAOYUTL LWeknep AnA BblbpaHHOro

nopTa KOMMyTaTopa

Port Shaper Rate HacTpauBaeT 3Ha4YeHMe CKOpPOCTM AN Wweinepa nopTa. 3Ha4YeHue no
ymondanuto — 500. AnanasoH ot 100 go 1000000, Korga eguHuua
nsmepeHus kbps n ot 1 go 3300, Korga eauHuLa nsmepenma Mbps

Port Shaper Unit HacTpauBaeT eguHULY U3MEpPeHMsA CKOPOCTU ANA welnepa noprta
Kak kbps nnm Mbps. 3HaueHne no ymonyanutio — kbps

» B3BeLUeHHbI! pexum

B3BelleHHOe NiaHWpoBaHWe ByaeT A0CTaBNATb TpaduK Ha ocHoBe poTaumu. MNpu neperpyske
TpaduKa TaKOW peXKMM NO3BOJIAET rapaHTUPOBATb MUHMMA/IbHYHO MONOCY NPOMYCKAHMA KaXKA0M
oyepeam Ha OCHOBE ee HACTPOEHHOro Beca. DTOT PEXMM AKTUBMPYETCA TONbKO TOrAa, Koraa
nopT nony4yaeT 6osbwe Tpaduka, 4em oH cnocobeH obpaboTaTb. Ouepeam npesocTaBnseTCA
06bem MPONYycKHOW CNOCOBHOCTM HE3aBUCMMO OT OCTa/IbHOrO BXOAALLEro TpaduKa Ha 3Tom
nopTy. Oyepenb ¢ 66bWNM Becom byaeT MMeTb Bonee LWMPOKY rapaHTUPOBaHHYO NooCy
NPONycKaHuUsA, Yem Apyrue oyepeam ¢ MEHbLIMM BECOM.
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QoS Egress Port Scheduler and Shapers Port 1

Scheduler Mode [N R I

Queue Shaper Queue Scheduler Port Shaper
Enable Rate Unit Excess Weight Percent Enable Rate Unit

[17] 17% [\

[17 ] 17%

17%| W T
kbps 17% R

17% II:

7% \ T

PucyHoK 90 — B3BeleHHbIN pexum

MNapameTp OnucaHue

Scheduler Mode Pexxum nnaHupoBaHuA. [JocTynHbl ABa pexuma: Strict Priority
(cTporunit npuoputeT) nnn Weighted (B3BelueHHbIM)

Queue Shaper Enable YcTtaHoBUTE GANaXKoK, 4YTOObl BKAKYUUTL LWennep ANa OTAENbHbIX
oyepenen

Queue Shaper Rate HacTpavBaeT 3HauyeHMe CKOPOCTM ANA KaXK4Ooro Lernepa oyepeau.
3HayeHne no ymonyanuo — 500. AmanasoH ot 100 go 1000000,
Koraa eanHuua namepenua kbps n ot 1 go 3300, Korga eamHuULa
nsamepeHuns Mbps

Queue Shaper Unit HacTpaunBaeT eguHULY U3MEPEHUA CKOPOCTU A5 KaXKA0ro Wwelinepa
ouyepeamn Kak kbps nnn Mbps. 3HaueHuMe no ymonyaHuio — kbps

Queue Shaper Excess Mo3BonAeT ouepean WMCNONb30BaTb M3ObITOYHYKD MPOMYCKHYHO
CNocobHOCTb

Queue Scheduler HacTpanBaeT Bec KaxKaol oyepegmn. 3HaYeHne no ymonyaHuto — 17.

Weight Jonyctnmbln gnanasoH ot 1 ao 100. 3ToT napameTp oTobparkaeTca

TONIbKO B TOM caydae, ecnm ans «Scheduler Mode» BbiGpaHO
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3HayeHue «Weighted»

Queue Scheduler MoKasbiBaeT Bec oyepeguM B NpoueHTax. ITOT  napameTp
Percent oTobparkaeTca TONbKO B TOM cayyae, ecam gnsa «Scheduler Mode»
Bbl6paHo 3HayeHne «Weighted»

Port Shaper Enable YctaHoBuTe aXKoK, YTOObl BKAOYMTL LWeknep gns BbibpaHHOro
nopTa KOMMyTaTOpa

Port Shaper Rate HacTpanBaeT 3HaueHWe CKOPOCTM ANA Welnepa nopTta. 3HavyeHume no
ymonyanuio — 500. AmanasoH ot 100 go 1000000, korga eanHULA
namepeHus kbps n ot 1 go 3300, koraa eanHuua nsmepexHns Mbps

Port Shaper Unit HacTpavBaeT eanHULY M3MeEPEHUA CKOPOCTU A/a Leinepa nopTta
Kak kbps nnu Mbps. 3HauyeHne no ymonyanutio — kbps

5.6.8 MNnaHUPOBLLUUKM NOPTOB

Ha aTolt cTpaHuue npeacTasieH 0630p NAaHMPOBLIMKOB BCEX BbIXOAHbIX NopToB QOS.

QoS Egress Port Schedulers

Weight

Q0D Q1 Q2 Q3 Q4 Qb5
Strict Priority - - - - - -
Strict Priority - -
Strict Priority - -
Strict Priority - -
Strict Priority - -
Strict Priority - -

Mode

L= W I SN WS Y N Ry

PucyHoK 91 — MnaHMpOBLLMKK BbIXOAHbIX NOpTOB QOS

MNapameTp OnucaHue

Port Homep nopta KommyTaTopa, K KOTOPOMY MNpPUMEHEHbl caeaytowme
KOHUrypaumn. Ona HaCTPOMKM NNAaHUPOBLLMKOB HAa*KMUTE HOMepP nopTa

Mode MNoKa3biBaeT peXXMm NAAHUPOBAHUA ANA 3TOro NOpPTa

Qn lNokasbiBaeT Bec AN aTOM oyepegn n nopTta

5.6.9 KoHTponb ckopoctu TpaduKa (Port Shaping)

OrpaHuyeHune TpadmMKa Ha NOPTy NpM nomowm wennuHra (Port Shaping) nossonsert ynpasnatb
obbemom TpaduKa, NPOXOAALLEro 4Yepes MOpPT, NMyTEM YCTAHOBKM MAKCMMANbHOM CKOPOCTM
nepefayn [AaHHbIX, KOTOpPas HWXKEe NPOMYyCKHOM cnocobHoctn uHTepderica. C NomoLLbio
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WwennnuHra MoxHo cbopmmnpoBatb obWKNIA TpaPUK Yepes MHTepdenc A0 3a4aHHON CKOPOCTH,
4YTO nNO3BO/NAET M36eXKaTb Meperpysok W noTepb AaHHbIX. [lpM  HAcTpoWKe LwWennepos
(orpaHuunTeneit) Bbl yKasblBaeTe MaKCMMalibHOE [AOMNYCTUMOE KOJIMYECTBO TpaduKa Aans
AaHHOro UHTepdenca. 3Ta BeIMYNHA AO0MKHA ObiTb MEHbLUE, YeM MAKCMMAJibHaA NPOMNyCKHan
CnocobHOCTb HacTpanBaemoro UHTepdeica. B otanume ot nonncunra (cm. pasgen 5.6.5), korga
M36bITOYHDBIN TPadUK, NPEBbIWAOLWMA YCTAHOBAEHHbIN IMMUT, 1Mbo oTHpacbiBaeTca, AMBO ero
METKU M3MEHSIOTCA, WENNUHT BydepnsyeT M3bbITOUHbIN TpadMK U OTNPABAAET €ro nosxe, 4to
NO3BONAET CMAMYUTb KPAaTKOBPEMEHHbIE MUKW Harpy3Ku.

QoS Egress Port Shapers

Shapers

Q4 Q5 Q7
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled
disabled disabled disabled disabled disabled disabled disabled disabled disabled

[ I SR S I

PucyHoK 92 — OrpaHunuunTenu Tpadmka nopTos

MapameTp OnucaHue

Port Homep nopTa KommyTaTopa, K KOTOpomMy OyayT NMpuMMeHeHbl cneayolime
HaCTPOMKKU. Harkmute Homep NopTa, YTOObI HACTPOUTDL LLENNepsbI

Qn Homep ouepeaun. MokasbiBaeT «disabled», ecnn wennep OTKAKOYEH, UK
oTobparkaeT 3afaHHOE OrpaHUYeHMe MaKCMMAZbHOW CKOPOCTM o4vepean,
Hanpumep «800 Mbps»

5.6.10 QoS Ha ocHoBe DSCP

CtpaHuua [DSCP-based QoS] nosBonseT HacTpoUTb MapameTpbl KnaccuduKkaumm QoS
BxogAulero Tpadumka Ha ocHoBe DSCP ans Bcex nopTos.

DSCP-Based QoS Ingress Classification

DSCP Trust QoS Class
= |:| = W

=]

PL

o|l|lo||lo||o]||e]||e
L (L8 (L8] (L€ [E€] B

A
o|l|lo||lo||lo]||le]||le]||v
HR=EEE

O
O
O
O
O
O

PucyHok 93 — TnobanbHas HacTpolika KnaccuduKkaumm QoS Ha ocHose DSCP
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MNapameTp OnucaHue

DSCP MaKcMmanbHOe KONMYEeCcTBO NoaAepKuBaemblx 3HavyeHun DSCP — 64.
Jonyctnmble 3HaYeHUA HaxogATcA B gnanasoHe ot 0 4o 63

Trust YcTaHoBUTE dnaXkok, 4Tobbl [0BepATb onpeaeneHHoMy 3HaveHuto DSCP.
TonbKko Kagpbl C posepeHHbiMW 3HavyeHuamu DSCP conocrtasnatoTca ¢
onpegeneHHbIM Knaccom QoS u yposHem DP. Kagpbl ¢ HepoBepeHHbIMU
3HaveHnAmmM DSCP paccmaTtpumBatoTca Kak He asaatowmeca kagpamum IP

QoS Class 3Ha4yeHune knacca QoS. MoxeT bbITb NtobbIM uncnom ot 0 go 7

DPL YpoBeHb npuoputeta cbpoca (0-1)

5.6.11 MNpeobpasoBaHune DSCP

CtpaHuua  [DSCP Translation] no3BonseTr BamM  HaCTPOUTb  OCHOBHble  MapameTpbl
npeobpasosaHusa DSCP gna Bcex NopToB KOMMyTaTopa. NpeobpasoBaHne MOXKET NPUMEHATHCA
K BXOZALLEMY U Ucxoaalemy Tpaduky.

DSCP Translation

DSCP Ingress Egress

Translate Classify Remap DP0 Remap DP1

=

Ial
W

< ~ <> L

[l
0 (BE) 0 (BE) 0 |o@E =~ |o@EE ~|
1 1 ¥ O [t ¥ 1 v
: o Mk ™
3 O [z v [3 v]
4 O |4 v] [4 v]
5 O [s v [s v]
6 O s v [s v]
7 o [ vl [7 v]
8 (Cs1) |8 (Ccs1) ™ O |8 (cs1) v [8 (cs1) I+
9 O 9 ¥ [9 v

PucyHok 94 — TnobanbHas HacTpolika npeobpasoBaHus DSCP

MNapameTp OnucaHue

DSCP MaKcumanbHOe KONMYECTBO noanepKuBaembix 3HadeHun DSCP — 64.
JonycTumble 3Ha4YeHUA HaxoaATcA B AMana3oHe oT 0 o 63

Ingress Korga nakeTbl gaHHbIX NOCTYynakoT B CeTb 4Yepe3 KOMMYTATOpP, UX 3HAYEHHUNE
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DSCP moreT ObITb CHa4yana npeobpasoBaHO B HOBOe 3Ha4yeHue. Hosoe
3HaYeHue 3aTeM WMCNoNb3yeTcAa ANA onpegeneHusa Knacca obcnyKusaHumA
(QosS Class) n yposHa npuoputeTa copoca (DPL) 3Tnx AaHHbIX.

[na npeobpaszosaHua DSCP ecTb ABa NapameTpa KOHOUTypaLmu:

1. Translate: BkntoyaeT npeobpasoBaHue 3HavyeHmi DSCP BxoaAalero
TpaduKa Ha OCHOBE YKa3aHHOro metozaa Knaccudurkaummn. DSCP mosKeT 6bITb
npeobpasoBaH B tob6oe M3 foNycTUMbIX 3HavyeHu (0—63)

2. Classify: BkntoyaeT knaccudmKaumio Ha BXOLHOM CTOPOHE MPU NOMOLLM
MeToZa, onpeaeneHHoro B Tabaunue KoHourypaumm QoS noprta

Egress HaCTpaMBaEMbIe napamMeTpbl Ha BbIXO4€ BKNKOYAIOT:

Remap DPO: nosTopHO conocTtasnseT none DPO c BbIOpaHHbIM 3HAYEHUEM
DSCP. DPO yKa3sbiBaeT HM3KKUI npuoputeT cbpoca. Bbl moxkeTe BbibpaTb M3
BCM/IbIBAIOLLEro MeHIo 3HaYeHne, Ha KoTopoe XOTuTe nepeHasHayutb DSCP.
3HauyeHune DSCP Haxogutca B gnanasoHe ot 0 go 63

Remap DP1: nosTopHO conocTtasnseT none DP1 ¢ BbIOpaHHbIM 3HAYEHUEM
DSCP. DP1 ykasbiBaeT BbICOKMI NpuoputeT cbpoca. Bbl moxkeTe BblbpaTh M3
BCMN/IbIBAlOLLEro MEeHI0 3Ha4YeHne, Ha KoTopoe XOoTuTe nepeHasHavynTtb DSCP.
3Ha4veHune DSCP HaxoauTca B anana3oHe ot 0 go 63

5.6.12 Knaccndpuraumna DSCP

CtpaHuua [DSCP Classification] no3sonseT HacTpouTb comnocTaBieHue Knacca QOS M ypoBHA
npuopuTeTa cbpoca co 3HadeHnem DSCP.

DSCP Classification

QoS Class DPL DSCP

= = < i
0 0 0 (BE)
0 1 8 (CS51) &
1 0 14 (AF13) |+
1 1 0 (BE) v
2 a] 0 (BE) v

PucyHok 95 — Knaccudpurauma DSCP

MNapameTp OnucaHue
QoS Class dakTnyeckmin knacc QoS
DPL daKTMYecKMin ypoBeHb NpnopuTeTa cbpoca

info@symanitron.ru www.symanitron.ru




SYMAN ITRON PYKOBOACTBO NnoJib30BaTENA /

SWM10G-244

DSCP BbibepuTte kKnaccuduumpoBaHHoe 3HavyeHme DSCP (0-63)

5.6.13 Cnucok ynpasnenus QoS (QCL)

3Ta cTpaHuUUa NO3BO/IAET BaM peaakTUpoBaTb MAn aobasnatb 3anucu npasun QoS (QCE) s
Tabnmue QCL. Karkgas 3anmcb COCTOUT M3 HECKOJIbKMX MapamMeTpoB, KOTopble 3aBUCAT OT
BblOpaHHOro Bamu TMna Kagpa.

QCE Configuration

Port Members

11 12 13 14 15 16 17 18 19 20

Key Parameters Action Parameters
Tag ¥ Class 3 A4
vID Specific ¥ Value:l:l DPL 1 b

PCP 2 > O | 05 (AF32) v/
DEI 0 v
SMAC Spedific | 0% 00-00-00 |

DMAC Type JINola
IZ1 =L =0 | Ethernet v
MAC Parameters

| specific ¥| value: 0x/FFFF ||

[save | [ Reset | [ cancel |

PucyHok 96 — HacTpoiika napameTtpos 3anucu QCL

MNapameTp OnucaHue

Port Members | OTmeTbTe, 4TObbI BKAOYUTL NOPT B 3anucb QCL. Mo ymoNYaHUIO BKAKOYEHDI
BCE NopTbl

Key Kntouesble napameTpbl KOHOUTYpaL MK cneayowme:

Parameters
Tag: TermpoBaHue, moxeT bbiTb Nt0bbIM (Any), 6e3 Tera (Untag) nam c terom

(Tag)

VID: pgonyctumoe 3HaveHue VLAN ID ot 1 go 4095. Any BKAO4YaeT Bce
3HayYeHunA u gmanasoHsl VID

PCP: Koz npuopuTteTa, MoXeT bbiTb onpeaeneHHbim uncnom (0, 1, 2, 3, 4, 5,
6, 7), AmanasoHom (0-1, 2-3, 4-5, 6-7, 0-3, 4-7) unu Any
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DEl: nHankaTop BO3MOXKHOCTM cbpoca Kagpa. MoxKeT umeTb 3HadyeHune 0, 1
nnn Any

SMAC: MAC-aapec UCToYHMKA. 24 ctapwux 6uta (OUI) uam Any

DMAC Type: tvn MAC-agpeca Ha3sHayeHus. MoxeT ObiTb 04HOALPECHbIM
(UC), mHoroagpecHbim (MC), wnpoKosewwatenbHbim (BC) nnmn ntoboim (Any)

Frame Type: Tun Kagpa. MoxeT wmmeTb chegylowme 3HavyeHuA: Any,
Ethernet, LLC, SNAP, IPv4 un IPv6

Bce Tmnbl KaapoB OMUCaHbl HUXKe

Any PaspewmnTb BCe TMNbI KagpoB

Ethernet Jonyctumblie 3HaveHua Ethernet moryt 6biITb B AnanasoHe oT 0x600 po
OXFFFF nan Any, Ho uckntodaa 0x800(IPv4) n 0x86DD(IPv6). 3HaueHuMe no
yMmon4yaHuio — Any

LLC SSAP Address: gonyctumble 3HauveHuAa SSAP (TouKa pocTyna K cepBucy
MCTOYHMKA) MOTyT HaxoguTbCs B AmanasoHe oT 0x00 go OxFF maum Any.
3HayeHune No ymonyaHuio — Any

DSAP Address: ponyctumble 3HadeHuAa DSAP (Touka AocTyna K cepsucy
nosny4yatens) MoryT HaxoAuTbCA B AmanasoHe oT 0x00 go OxFF wnum Any.
3HayeHme No ymonyaHuio — Any

Control Valid Control: pgonyctMmbie 3HayeHMA MOryT HaxXxoAUTbCA B
ananasoHe ot 0x00 po OxFF nnn Any. 3HavyeHue No ymonyaHuo — Any

SNAP PID: ponyctmble 3HauyeHus PID (T.e. Tun Ethernet) moryT 6bITb B AnanasoHe
oT 0x00 po OXFFFF unn Any. 3HayeHWe No ymondaHuio — Any

IPv4 Protocol: (0—255, TCP nan UDP) unu Any

Source IP: onpeaeneHHblit cxoaHbI IP-aapec B popmate 3HauyeHne/macka
nnn Any. IP 1 macka nmeroT popmart X.y.z.W, rae X, y, Z 1 W — AeCATUYHbIe
yncna ot 0 go 255. Koraa macka npeobpasyetca B 32-6UTHYIO ABOUYHYIO
CTPOKY WM CYMTbIBAETCA C/IeBa HanpaBo, Bce BUTbI NOCne NepBOro HyNs TaKxkKe
[OKHbI ObITb PaBHbI HY/HO

DSCP: morkeT ObiTb onpegeneHHblM 3HAYeHMEeM, AMana3oHOM Wuau Any.
3HauveHuna DSCP HaxopgAatca B gmanasoHe 0—63, Bkntovasa BE, CS1-CS7, EF naun
AF11-AF43

IP Fragment: napameTpbl ¢parmeHTaumm Kagpa Ipv4. BKatoyatoT «yes», «no»
M «any»

Sport: TCP/UDP-nopT wuctouHuka. 0-65535 wuam Any;, onpeaeneHHoe
3HaYeHue UAn AManasoH NopToB, NPUMeHUMbIN ans IP-npoTokona UDP/TCP

Dport: TCP/UDP-nopt HasHayeHusa. 0-65535 wau Any; onpegeneHHoe
3HaYeHne UAKn AnanasoH NopToB, NPUMeHMUMbIN ana IP-npotokona UDP/TCP
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IPv6 Protocol: (0-255, TCP nau UDP) nnau Any
Source IP: (a.b.c.d) nan Any; 32 mnaawmx buta

DSCP: morkeT ObiTb onpegeneHHblM 3HAYEeHMEeM, AMana3oHoOM Wuau Any.
3HauveHuna DSCP HaxopgAatca B gmanasoHe 0—63, Bkntovasa BE, CS1-CS7, EF naun
AF11-AF43

Sport: TCP/UDP-nopT wucTouyHuka. 0-65535 umam Any; onpeaeneHHoe
3HaYeHue UaAn AmManasoH NopToB, NPUMeHUMbIN ans IP-npotokona UDP/TCP

Dport: TCP/UDP-nopt Ha3HayeHusa. 0-65535 wau Any; onpeaeneHHoe
3HaYeHue UaAn AmManasoH NopToB, NPUMeHUMbIN ans IP-npotokona UDP/TCP

Action Class: Knacc QoS. 3HaueHune ot 0 ao 7 nnu Default

Parameters
DPL: gonyctumoe 3HayeHMe ypOBHA npuoputeTa cbpoca moxkeT 6biTb 0, 1

nnu Default

DSCP: gonyctumoe 3HavyeHne DSCP morkeT 6biTb 0-63, BE, CS1-CS7, EF namn
AF11-AF43, unn Default

Default o3HauaeT, yto KnaccudUUMPOBAHHOE 3HAYEHME MO YMOYAHUIO He
n3meHsaetca aTum npasunamm QCE

5.6.14 Cyetunkm QoS

Ha atomn CTpaHuuye 0To6pa>KaeTca MH(I)OpMaLI,VIﬂ O Komn4vectee OTnpPaB/IEHHbLIX U MOMYYEHHbIX
NakKeTosB Ka»(p,oﬁ oyepeaun.

Queuing Counters

Auto-refresh [] [ Refresh | [ Clear |

port Q0 Q1 Q2 Qz3 Q4 Q5 Q6 Q7
Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx
1 0O o 0 0 O O 0O 0O 0 0 O 0O 0 0 0 0
2 0o 0o 0 0 0O 0O 0 0O 0 0 0 0 0 0 0 0
£} 0O 0O 0 0O 0O O O O O 0 O 0O 0 0 O 0
4 0O 0O 0 0O 0O O 0O O 0O 0 O 0O 0 0 0 0
5 0O 0 0 0O 0O 0O 0O O O 0 O 0O 0 0 O 0
5 o 0o 0 0O 0O O 0O O 0O 0 0O 0O 0 0 O 0
7 58 ©0O 0 0O 0O O O O 0 0O O O 0 0 0 493
8 1307 0 0 O O O O O O O O O O O 0 2326
9 0O 0 0 0O 0O O O O O O O 0O 0 0 O 0
PucyHok 97 — Cuyetumkm QoS
MNapameTp OnucaHue
Port Homep nopta KommyTaTopa
Qn Ha Kaxkabih nopT npuxoantca no 8 oyepeaen QoS. Q0 MmeeT caMblit HUIKUI
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npuoputeTt

Rx / Tx

Konunyectso NONy4YEHHbIX N NepeaaHHbIX NAaKeTOB Ha o4yepeab

5.6.15 Cratyc QCL

Ha aTtolt ctpaHuue otobpaxkaetca ctatyc QCL ans pasHbix nosnb3oBateneit. Kaxpaaa cTpoka
ONuCbIBaeT oOnpefesieHHy 3anucb ¢ Habopom npasun (QCE). Ecnv QCE HeBO3MOMKHO
NPUMEHUTb WM3-3@ OrFpaHMYEHUr 000pyAO0BaHMA, BO3HMKHET KOHGAMKT. MaKcumanbHoe
konmdvecteso QCE — 256.

Auto-refresh [1| Resolve Conflict || Refresh |
QoS Control List Status

Action

User QCE# Frame Type Port Class DPL DSCP Conflict

Mo entries

PucyHok 98 — Cratyc QCL

MNapameTp

OnuncaHune

User

YKa3biBaeT nonb3osaTtena QCL

QCE#

YKa3biBaeT nopsaakosbin Homep QCE

Frame Type

YKasblBaeT, KaKoW TUN BXOAALLMX KaApOB cneayeT UCKaTb. BO3MOXKHbIE TUMbI
KaZpoB:

Any: 6yayT y4MTbIBATLCA BCE TUMbI KaAPOB

Ethernet: 6yayT yunTtbiBaTbCA TONbKO Ethernet-kagpbl ¢ Ether Type ot 0x600
00 OXFFFF

LLC: 6yayT yunTbiBaTbCA TO/IbKO KaZpbl YPOBHA ynpaBAeHMA NOTMYeCcKUMU
KaHanamu (LLC)

SNAP: 6yayT yunTbiBaTbCA TOIbKO Kagpbl Tna SNAP
IPv4: 6yayT yumTbiBaTbCA TONIbKO Kaapsbl IPv4

IPv6: 6yayT yunTbIiBaTLCA TONBKO Kaapbl IPv6

Port

YKa3sblBaeT CNUCOK NOpPTOB, HACTPOEHHbLIX C MOMOLLbIO QCE

Action

YKa3blBaeT, Kakoe ,EI,eHCTBMe no KﬂaCCM(bMKaLI,VIVI 6y,£I,ET BbIMOZIHEHO AONA
BxogAulero Kaapa, ecam ero cogepXmmoe CooTBeTCTByeT HACTPOEHHbIM
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napameTpam
CywecTByeT Tpu nonsa ans AencTBumn:

Class: yKasbiBaeT Kknacc QoS. Ecnv  Kagp COOTBETCTBYET YCNOBUAM,
yKasaHHbIM B QCE, oH ByaeT nomelleH B COOTBETCTBYHOLLYIO oYepesb

DPL: ecnn Kagp cootsetcTByeT ycnosuam QCE, ypoBeHb DP 6yaer
YCTaHOB/MIEH B 3HayeHWe, YyKaszaHHoe B cTonbue DPL. 3TOT ypoBeHb
onpeaenaeT NPUOPUTET Kagpa NPU BO3SMOXKHbIX cOpocax

DSCP: ecnn kagp cootseTctByeT ycnosuam QCE, emy 6yaeT npucBoeHo
3HayeHue DSCP, ykasaHHoe B cooTBeTcTBYlOWEeM cTtonbue. DSCP onpeaenset
npuopuTeT Kagpa ANA MapLIpyTM3aLmMm B ceTh

Conflict Moka3sblBaeT, ecTb M KOHPAMKT cpeamn 3anuceit QCL. MocKobKy annapaTtHble
pecypcbl  UCNONb3YIOTCA HECKONIbKMMU  NPUNONKEHUAMU, HEOBXOAMMbIX
pecypcoB ana pobasneHna QCE moxkeT He xBaTaTb. B Takom cnyyae craTyc
KOH}AMKTa ByaeT oTobpaxaTbcAa Kak «Yes». B mpoTMBHOM cnyyae 6yaet
oTobparkaTtbca «No»

ObpaTtuTe BHUMaAHME, YTO KOHPIMKT MOMKHO YCTPaHUTb, 0OCBOBOANB Pecypchl,
Heobxoaumble ans gobasneHuna 3anucn QCL, ¢ nomoLblo KHOMKK <Resolve
Conflict>

5.7 MHoroagpecHasa nepepaya
5.7.1 IGMP Snooping

IGMP Snooping oTcnexkmnsaeT Tpaduk IGMP mexagy XOCTaMM UM MapLIPYyTU3aTOpPamMu
MHOroagpecHo’ paccbinku. KommyTtatop Mcnonb3yeT MHGOPMALMIO, M3y4aeMyto NPY NOMOLLU
IGMP Snooping, Ana nepecbiNKn MHOroagpecHoro Tpadpuka Ha MHTepdenchl, NOAKAOYEHHbIE K
3aMHTEPECOBAHHbIM  MoAy4YaTenam. ITO 3KOHOMWMT MNOANOCY NPONYCKaHWA, NOo3BOAAA
KOMMYTaTOpy OTNPaBAATb MHOrOagpecHblm TpaduK TONbKO Ha Te WHTepdelicbl, KoTopble
NOAKNIOYEHbI K XOCTaM, ¥enalowmm ero nosy4yatb, BMECTO TOro, 4Tobbl nepenasatb AaHHble
lWwnpoKosewartenbHo Ha Bce MHTepdeicbl B VLAN. CrpaHuua [IGMP Snooping Configuration]
No3BO/ISIET HAaCTPOUTb NapameTpbl IGMP Snooping.
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IGMP Snooping Configuration

Global Configuration
Snooping Enabled O
Unregistered IPMCv4 Flooding Enabled

Port Related Configuration

OOooooOod
OO0OooOond

Lo SR SR N I 8 B

PucyHok 99 — OcHoBHble HacTpoiku IGMP Snooping

MNapameTp

OnuncaHue

Snooping Enabled

YctaHoBuTe $naXKok, 4Tobbl BKAOUNTL IGMP Snooping B rnobanbHom
pexume

Unregistered IPMCv4
Flooding enabled

YcTaHoBuTe bNaxoK, 4yTObbI paspeLwunTb nepeaavy
He3aperncTpmpoBaHHOro (He npuHagnexalwero rpynnam)
MHoroagpecHoro IP-tpaduka

Router Port

YKa3blBaeT, Kakne NopTbl BbINOAHAIOT PO/ib NOPTOB MapLIpyTU3aTopa.
MopT mapwpyTM3aTopa, AN MapLIPYTUSUPYIOLWLKNIA NOPT — 3TO NOPT Ha
Ethernet-kommyTaTope, KOTOpbI CcOoeaAuHAETCA C  YCTPOMCTBOM,
paboTtalowmm Ha ceteBom ypoBHe (Layer3), wam c IGMP-
3aMpoCUYMKOM (YCTPOMCTBOM, YNpPaBASAIOWMM rpynnoBbIMK 3anpocamm
B CETH)

Ecnv oaMH M3 MOpTOB, BXOAAWMX B arperauuio (rpynny noprtos),
BblOpaH B KayecTBe MapLIpPyTU3NPYIOLWEro, BCA rpynna noptos byaer
BbINOJIHATb GYHKLUMIO MOPTa MapLupyTU3aTopa

Fast Leave

YcTaHoBUTe GNaxKoK, YTobbl BKAOUMTL Ha NOpTy PyHKUUIO BbiCTpOro
BbIXO4,3

5.7.2 Hactpounka IGMP Snooping gna VLAN

Echm pns VLAN He BkatoyeHa ¢yHKuma IGMP Snooping, To MHoroagpecHble AaHHble U
ynpasasiowme nakeTbl OTNPaBAAOTCA Ha Bce nopTbl 3ToM VLAN, 4To co3gaeT M3ObITOUHbIN

info@symanitron.ru

Www.syman itron.ru




SWM10G-244

SYMAN ITRON PYKOBOACTBO NnoJib30BaTENA /

Tpaduk. Korma o¢yHKumAa IGMP Snooping BKatoyeHa, naketol IGMP nepeHanpasBnAlTcA Ha
npoueccop KommyTtatopa pans o06paboTkn. MHoroagpecHble f[aHHble TaKKe CHavana
OTNPABAAIOTCA Ha MNpoueccop, a 3aTem paccbliKa npoaonrkaerca Ha Bce nopTol VLAN.
Mpoueccop ycTaHaBAMBAET NPaBUAA B annapaTHOM YacTU KOMMyTaTopa, 4Tobbl nocnepyowme
MHOroagpecHble AaHHble OTNPaBAAINUCL TONbKO Ha HYXHble NOPTbl, MUHYA NpoLeccop. Taknum
obpa3zom, BkAoyeHne IGMP Snooping no3sonsetT KommyTtaTopy 6onee 3pdeKTUBHO ynNpaBAATL
MHOroaZpecHbIM TPadMKOM, OTNPABAAA €ro TONbKO Ha Te NOopTbl, r4e 3To HeobxogMMo.

Ha Karkgoi cTpaHuue oTobparkaetca go 99 3anuceit u3 tabamupl VLAN B 3aBUCMMOCTM OT
3HayeHuA B nose «entries per page». Mo ymonyaHuo Ha cTpaHuue oTtobpaxkatotca nepsble 20
3anuMcen € Hayana Tabauubl. Mepsol OyaeT oTobparkeHa 3anucb ¢ HammeHbwum VLAN 1D,
HalaeHHbIM B Tabnnue VLAN.

Mone «VLAN» no3sonseT nosb3oBaTento Bbl6paTb HavanbHy Touky B Tabauue VLAN. Mocne
Ha)kaTma KHonku «Refresh» Tabnuua oTobpaswuTcA, HaumHas ¢ YyKasaHHoW VLAN waum
B6AvKaMWero K Hel cosBnageHusa. KHomka «>>» nepemeltaeT oTobpaskeHMe Ha CneayoLlyro
CTpaHuuy Tabanupl, HaunHaa ¢ nocnegHent VLAN Ha Tekyluel cTpaHuue. Ecam gocTurHyT KoHel,
Tabnunubl, nossutca coobuwerHne «No more entries». YTobbl BepHyTbCA K Hayany Tabauupbl,
HaXKMUTE KHOMKY « | <<».

IGMP Snooping VLAN Configuration

[ Refresh || |<< |[ == |

Start from VLAN |1 l with |20 | entries per page.

Delete VLANID Snooping Enabled IGMP Querier
[l 1

[ Add New IGMP VLAN |

PucyHok 100 — Hactpoika VLAN

MNapameTp OnucaHue

Delete YcraHoBuTE GNaXKOK, 4TOBbI YAaAUTb 3anucb. HasHauyeHHan 3anucb
6yaeT yaaneHa npu caeayrouem coXxpaHeHnm

VLAN ID NaoeHtudumkatop VLAN 3anucu

IGMP Snooping Enable | YctaHoBuTe d¢naxkoK, utobbl BKAoYMTb IGMP Snooping ans
oTaenbHon VLAN. MoxHo Bbi6paTb go 32 VLAN

IGMP Querier YctaHoBuTe GNaXKoK, 4ToObl BKAKOUNTL 3anpocymk IGMP B VLAN

info@symanitron.ru Www.symanitron.ru




SYMAN ITRON PyKOBOACTBO NnoJib30BaTENA

SWM10G-244

5.7.3 Cratyc IGMP Snooping

ITa cTpaHuMua oTobpaxkaeT coctoaHme IGMP Snooping.

Auto-refresh []
IGMP Snooping Status

Statistics

VLAN Querier Host Querier Queries Queries V1 Reports V2 Reporis V3 Reporis V2 Leaves

D Version Version Status Transmitted Received Received Received Received Received
1 v3 V3 DISABLE 0 0 0 8] 0 0

Router Port

1 =

2 =

3 =

4 =

5 =

a =

PucyHok 101 — CoctosaHue IGMP Snooping
MapameTp OnucaHune
VLAN ID NaoeHTnoumkatop VLAN 3anmcu
Querier Version Bepcma aKTMBHOIO 3anpocymKa
Host Version Bepcua akTMBHOrO xocTa
Querier Status lNoka3biBaeT cocToAHMe 3anpocymnKka Kak «ACTIVE» nan «IDLE»
Querier Receive Konnyectso 3anpocos
V1 Reports Receive Konunyectso nonyyeHHbix otyetos V1
V2 Reports Receive Konunyectso nonyyeHHbIx otyetos V2
V3 Reports Receive Konnyectso nonyyeHHbIX otyeTos V3
V2 Leave Receive KonunyectBo nonyyeHHbIX NakeTos leave V2
Refresh HaxmuTe, 4yTo6bl HEMEANEeHHO 06HOBUTb CTPAHULY
Clear OumnCTUTb BCE CYETUMKU CTAaTUCTUKMU
Auto-refresh OtmeTbTe, 4TOObI  BKAOYMTL  aBTOMaTMyeckoe ob6HoBNeHue
CTpaHWULbI Yepes perynapHblie MHTepBabl
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Port Homep nopta KommyTaTopa

Status YKasblBaeT, ABNAETCA AW ONpeAeneHHbld  NopT  MNOPTOM
MapLIpyTU3aToOpa UK HET

5.7.4 Nudopmaums o rpynnax IGMP Snooping

Ha 3Tolh cTpaHuMue nokasaHa WHopmauua o 3anucax B Tabauue IGMP-rpynn. Tabauua
copTMpyeTcAa CHavyana no naeHtnoumkatopy VLAN, a 3aTem no rpynne.

IGMP Snooping Group Information

Auto-refresh [] | Refresh || |=< |[ == |

Start from VLAN |1 and group address |224.0.0.0 | with |20 | entries per page.

Port Members
VIANID Groups 1234567891011 1213 141516 17 18 19 20
No maore entries

PucyHok 102 — UHdopmauma o rpynnax IGMP Snooping

MNapameTp OnucaHue
VLAN ID NaoeHntudumkatop VLAN rpynnol
Groups Appec rpynnsi
Port Members MopTbl B 3TOM rpynne

5.8 Be3onacHoOCTb

5.8.1 be3onacHOCTb yAaNeHHOro ynpaBneHus

Ha ctpaHuue [Remote Control Security Configuration] MoXHO orpaHUYMTb yAaNeHHbIM 4OCTyN K
nHTepdeicy ynpasneHus. Npu BKAOYEHUN AaHHOM GYHKLMM 3aMPOChl KNMEHTA, HEe BXOLALLErO
B pa3peLleHHbIN CNUCOK, ByAyT OTKNOHATLCA.
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Remote Control Security Configuration

Delete Port P Web Telnet SNMP
[ Delete |[any  »] | 0.0.00 [ O O

L Add new entry §| | Save Reset

PucyHok 103 — KoHTpO/b yAaneHHOro ynpasieHuma

MapameTp OnucaHue
Port Homep nopTa y4aneHHoro KAMeHTa
IP Address IP-agpec yaaneHHoro KavenTa. 0.0.0.0 o3HavaeT «atobow IP»
Web OTmeTbTe, YTOObI BK/IOYMTL YNpaBaeHue Yepes Beb-uHTepdeic
Telnet OTmeTbTe, YTOObI BKIOUYMTL ynpaBaeHue Yyepes nHtepdeinc Telnet
SNMP OtmeTbTe, YTOObI BKAOYUTB yNpaBieHne yepes nHtepdeinc SNMP
Delete OTmeTbTe, YTobbl YAaNUTb 3aNnCK

5.8.2 MNpuBasKa ycTpomncTs

Mpueaska ycTpoicte (Device Binding) — 3To TexHonorus, Kotopas npusAsbiBaeT IP/MAC
YCTPOMCTBa K yYKazaHHoOMY nopTy Ethernet. Ecaun IP/MAC ycTpoicTBa, NOAKNOYEHHOrO K MOPTY
Ethernet, He cooTBeTcTByeT TpeboBaHMAM NPUBA3KM, YCTPOMUCTBO OyaeT 3abBNOKMPOBAHO MO
coobpakeHuam 6e3sonacHocTu. [lpmMBA3KA YCTPOMCTB TakKe obecneumsaetr yHKUUM
6e30nacHOCTM NoCpeacTBOM MPOBEPKM aAKTUBHOCTM, NPOBEPKM MNOTOKOBOW nepesayun W
npepoTBpalleHna atak DoS/DDoS.

Device Binding

Function State

DDOS

Alive Check Stream Check T T Device

Active Status Active Status Active Status IP Address MAC Address
1 — — 0.0.0.0| |00-00-00-00-
2 4 — I 4 — | 0.0.0.0| |00-00-00-00-]
3 — — | 0.0.0.0| [00-00-00-00-|
a |- v — — — | 0.0.0.0| |00-00-00-00-|
5 |- v — — | 0.0.0.0| |00-00-00-00-|
o =l I - - - =1 o o -1

PucyHok 104 — TMpwuBA3Ka yCTPOICTB
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MapameTp

OnucaHue

Mode

YKa3sbiBaeT onepaunto NpPMUBA3KU yCTpOVICTBa ANnAa Kaxaoro nopta.
Bo3MoOKHble PeEXNUMbI:

---: OTK/ItO4AET Nto6ble NPOBEPKU
Scan: aBTomaTtuyecku ckaHmpyet IP/MAC, Ho 6e3 GyHKLMM NPUBA3KM

Binding: BKnouaeT npueasKy. B 3tom pexume nwboit IP/MAC,
KOTOPbI/ HE COOTBETCTBYET 3anucH, He byaeT AONYLLEH K CETU

Shutdown: Bbikito4aeT NopT (HeT cBA3K)

Alive Check Active

YcTtaHoBUTE GNAXKOK, YTOOLI BKAOYWUTL MPOBEPKY AKTUBHOCTU. Ecau
BK/IIOYEHO, KOMMYTATOP BYAET NOCTOAHHO MMHIOBATb YCTPOWUCTBO

Alive Check Status

YKa3sblBaeT COCTOAHUE MPOBEPKN aKTUBHOCTU. BO3MOXKHbIe CTaTyCbl:
-==. OTK/ZIIO4EHO

Got Reply: ot ycTporictBa nonyyeH OTBET HA ping, YTO O3HAYAEeT, YTo
OHO BCe elle aKTUBHO

Lost Reply: oT ycTpoiicTBa He NoAyYeH OTBET Ha ping, YTO O3HAYaeT, YTo
OHO MO0 6bITb HEAKTUBHbIM

Stream Check Active

YctaHoBuUTE NlaXkoK, 4TOObl BKAOUYMTL NPOBEpPKY MNOTOKa. Ecam
BK/IIOYEHO, KOMMYTATOP OOHAPYXUT CHUXKeHMe TpaduKa, uayuiero ot
yCcTpoWcTBa

Stream Check Status

YKasblBaeT COCTOAHME NPOBEPKMN NOTOKA. BO3MOMXKHbIE CTATyChl:
---: OTKNIOYEHO
Normal: notok B Hopme

Low: MHTEHCUMBHOCTb NOTOKA CHUXKaeTcA

DDOS Prevention
Action

YctaHoBuTe $NaxKoK, 4Tobbl BKAOUUTL NpegoTBpaleHne DDoS. Ecam
BK/IIOYEHO, KOMMYyTaTop OyAeT KOHTPO/AMPOBATb YCTPOWMCTBO Ha
npegmet DDoS-atakK

DDOS Prevention
Status

YKasblBaeT cocToaHue npegotepawieHmna DDoS. BoamoxHble cTaTycbl:
--=: OTK/IIOYEHO

Analyzing: aHann3MpyeT 3aHMMaemyto NakeTamm NoaoCy NPOMycKaHuA
ANA MHULMANM3aLmm

Running: aHanu3 3aBepLleH, roToB K c/ieaytolemy Lary

Attacked: npoucxogat DDOS-ataku
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Device IP Address YKasbiBaeT IP-aapec ycTpoicTaa

Device MAC Address | Yka3sbiBaeT MAC-agpec ycTpoiicTBa

5.8.2.1 JononHutenbHble |IP-aapeca

[na HasHayeHuAa BTOpuYHOro IP-agpeca co3gaetcs nceBaoHUM (alias) ceTeBoro uHTepdeica.
Ha ctpaHuue [Alias IP Address] moKHO HacTpouTb AonoaHUTeNbHbIe IP-aapeca ana ycTpoicTsa.

Alias IP Address

Port Alias IP Address
1 0.0.0.0

| 0.0.0.0|
| 0.0.0.0]
| 0.0.0.0]
|
|
|

0.0.0.0]
0.0.0.0]
0.0.0.0]

-l o B W M

PucyHok 105 — JdononHutenbHble IP-agpeca

MNapameTp OnucaHue
Port Homep nopta KommyTaTopa
Alias IP Address YKasbiBaeT BTOpuUYHbIN |P-agpec. Ecnm B Takom agpece Het
HeobxoaMmocTu, ocTasbTe 3HaveHue 0.0.0.0 6e3 nsmeHeHUM

5.8.2.2 lpoBepKa aKTUBHOCTHU

®yHKuma Alive Check oTcnesknaeT coCcToaHUE YCTPOMCTBA, MOAKAOYEHHOTO K MOPTY, B pexXmume
peanbHOro BpemeHu. MakeTbl NPOBEPKM aKTUBHOCTM ByAyT OTNpaBAeHbl Ha YCTPOMUCTBO, YTObbI
yAOCTOBEPUTbCA, paboTaeT M oHo. EciM KommyTaTop He nosyyaeT oTBeTa OT YCTPOMCTBa,
6yayT NpeAnpuUHATbI AeACTBUA B COOTBETCTBMM C BalLIMMM HACTPOMKaMMU.
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Alive Check

Action Status

v
.

Link Change
Only Log it
Shunt Down the Port ——

=
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PucyHok 106 — HacTpolika npoBepKU aKTUBHOCTH

MapameTtp OnucaHwne
Link Change OTKAOYaeT 1 BKAOYAET NopT
Only log it TonbKo pernctpupyeT cobbiTMe Ha cepBepe KypHaAMPOBaHUA
Shut Down the Port OTKAoYaeT nopt

5.8.2.3 MNpepgoTtepaweHue DDoS-atak

KommyTaTop MOXKET OTCNEXKMBATL BXOAALLME MAKETbl U BbINONHATb ONpeAeneHHble AeNCcTBUA
npun Bo3HWMKHOBeHMWM DDOS-aTakm Ha ykazaHHoM nopTy. Korpa ceteBolt TpaduK € yaaneHHoOro
YCTPOWMCTBA 3HAYMTENbHO YBEINYMBAETCA 33 KOPOTKUIN MPOMENKYTOK BPEMEHM, KOMMYTATOP
6noKkupyeT IP-agpec 3TOro ycTpomcTea, YTobbl 3alWMTUTL CeTb OT aTak. Ha cTpaHuue [DDoS
Prevention] mo»HO HacTpouTb NpegoTepalieHne DDoS-aTak, UyTobbl AOBUTLCA MaKCMMabHOM
3aLUNTBI.

DDOS Prevention

Socket Number

Mode Sensibility Packet Type Low High Filter Action Status

1 |Enabled % Normal % | |TCP R4 80 80| |Destination ¥ | |-—- | Running...

2 |- Normal % | |[TCP v 80 80| |Destination | |~ ) —
— Blocking 1 minute

3 Normal % | |TCP 4 80 80| |Destination ¥ | Blocking 10 minute ---
P Blocking

b w )i b ——

4 Normal TCP 80 80| | Destination Shunt Down the Port

5 |— [Normal ~| |TCP v| [ 8ol | 80| [Destination v|

6 Normal v| |TCP v 80 80| |Destination v | | --- £ -

7 Normal | |[TCP A 80 80| |Destination % | | --- ¥ -

8 Normal | |[TCP hd 80 80| |Destination | | --- W

9 [Normal ~| |TCP v| | 80| | 80| |Destination ¥| |- v| -

PucyHok 107 — MNpepgoTspaweHne DDoS-atak
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MNapameTp

OnucaHue

Mode

BKAtoyaeT namn oTkAroYaeT 3awmnTy nopta ot DDoS-atak

Sensibility

YKa3blBaeT ypoBeHb 06HapyxeHuAa DDoS. Bo3morKHbI cneaytowme ypoBHM:
Low: HM3Kaa YyBCTBUTENbHOCTb

Normal: HopmanbHasA YyBCTBUTENBHOCTb

Medium: cpeaHAA YyBCTBUTENbHOCTb

High: BbicOKas 4yBCTBUTENBHOCTb

Packet Type

YKasbiBaeT Tunbl naketos DDoS-atak, KOTOpble HEO6XO,EI|MMO OTCNneXnBaTb.
BO3MOKHbI cnegyouwme Tunol:

RX Total: Bce Bxogsauwme nakeTbl

RX Unicast: Bxogsawmne nakeTbl 04HOaAPECHOMN PACChINKK

RX Multicast: Bxogsaume nakeTbl MHOroaApeCHOM Pacchl/iKu

RX Broadcast: Bxoasuime nakeTbl LUMPOKOBELLATE/IbHOM PACcCbINKK
TCP: Bxogawme naketbl TCP

UDP: sxogawme naketbl UDP

Socket
Number

Ecan tvn naketa — UDP nam TCP, Heob6xoaMmo yKasaTb HOMep COKeTa (To ecTb
HOMep nopTa), KoTopbi byaeT dunbTpoBaTbCA. MapameTp MOXKeT 6biTb 3a4aH
KaK AMana3oH OT HM3KOro A0 BbICOKOrO 3HayeHuA. ECan Hy»KHO yKa3aTb TO/IbKO
OAMH HOMep NopTa, TO ero cnepyeT 3anmcatb B 06a Nons — Kak B «low», Tak n B
«high»

Filter

Ecan Tun naketa — UDP (unun TCP), Bbibepute, byaet v Tpadpuk duabTpoBaTbea
Ha OCHOBaHWM HOMepa NopTa Ha3HaYeHUA AN UCTOoYHMKa (Destination/Source)

Action

YKa3blBaeT Aelnctame, KOTopoe HeobxoaMMO BbINOAHUTL NPU BO3HUKHOBEHWUU
DDoS-aTak. BoamoxHble aelcTBus:

---: HAKaKUX AeNCcTBUI

Blocking 1 minute: 6noKuMpyeT nepecbinkKy Ha 1 MUHYTY U peructpupyet
cobbiTne

Blocking 10 minute: 6n0KkupyeT nepecbiiky Ha 10 MWHYT U pernctpupyet
cobbiTne

Blocking: 6noKnpyeT u pernctpupyet cobbiTne
Shut Down the Port: oTkntouyaeT nopT (HeT cBA3K) M perncTpmupyeT cobbiTme

Only Log it: npocTo permuctpupyet cobbiTne

Status

YKasblBaeT cocToaHMe 3awnTbl oT DDoS-aTak. BO3MOKHble cTaTyChbl:
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-==: OTK/ZIIO4EHO

Analyzing: aHanu3npyeT 3aHMMaemyto NakeTamm NPOMNYCKHY CNocobHOCTbL ANA
PRI ENIZEETITZYZ

Running: aHanu3 3aBepLUeH 1 roToB K cneaytowemy wary

Attacked: nponcxogat DDoS-aTakm

5.8.2.4 OnucaHue yCTpOUCTB

Ha ctpaHuue [Device Description] MOHO BbINOAHUTb ONUCaHWE NOAKNKYEHHOro YCTPOMCTBa.

Device Description

Device
Location Address Description
1 |IP Camera v |
2 lIP Phone V| | | | ‘
3 |Access Point "‘ [ | | l
a |pc v | | | |
5 [pLc 5 | | | l
6 INetworkVideo Recorder \'| | | | ‘
7 e ¥ | | | |
g — v | | | |
g e & [ | | |
10 [— & [ | | |
1 |- ¥ | ] | |
1 vl | | | |
PucyHok 108 — OnucaHue ycTponcTBa
MNapameTp OnucaHue
Port Homep nopta KommyTaTopa
Device Type YKasbIBaeT TMN ycTpoiictea. [ocTynHbl cneaytowme TUnbI:

---: TUM He yKa3aH

IP Camera: IP-kamepa

IP Phone: IP-Tene¢oH

Access Point: Touka goctyna

PC: nepcoHanbHbI KOMMbOTEP

PLC: nporpammunpyemblin NOTMYECKNIA KOHTPOANEP

Network Video Recorder: ceTeBoi BuaeopermcrpaTop
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Location Address

YKasbiBaeT  MHPOPMAUMIO O  MECTOMO/IOKEHWU  YCTPOWCTBA.
MHbOpPMaLMIO MOXKHO MCMOIb30BaThb A5 NO3ULMOHMPOBAHNA Ha KapTe

Description

OnucaHue ycTpomncTaa

5.8.2.5 MpoBepKa NOTOKOBOM Nepeaaym

®dyHKUMA Stream

Check otcnexknBaet B peanbHOM BpemMeHW COornacoBaHHOCTb cCeTeBoro

TpadumKa OT YCTPOKCTBA, CBA3AaHHOro ¢ nopTom. [pu peskom uameHeHuM Tpaduka byaer
BblAAaHO ONoBeLLeHNe. ITa CTPaHULA NO3BOASIET BAM HAaCTPOMTb NapaMeTpbl NPOBEPKN NOTOKA.

Stream Check

Port Mode Action Status
1 |Enabled ¥| |Logit % | Normal
2 |--- - M
3 [— . V3 —

4 |--- - W -
5 [ — B -
6 |--- — M|
7 |— — B -
8 |--- — M| -
9 — B -
. — B —
11 |-— — M|
12 | --- - M

PucyHok 109 — [lMpoBepKa NoTokKa

MNapameTp OnucaHue

Port Homep nopta KommyTaTopa

Mode BKkntoYaeT nam oTkAKYaeT MOHUTOPUHT NOTOKA Ha NOPTY

Action YKa3blBaeT AeNCTBUE, KOTOpPOEe ceayeT NpeAnpUHATb, KOrga UHTEHCUBHOCTb
NOTOKa CHUKaeTcAa. Bo3aMoXKHble AencTBumA:
---: HUKAKMX OeNCcTBUNN
Log it: pernctpaums cobbiTma

Status YKa3blBaeT COCTOAHUE NPOBEPKM NOTOKA. BO3MOMKHbIE CTaTyCbl:
---: OTK/JOYEHO
Normal: notok B Hopme
Low: MHTEHCMBHOCTb NOTOKA CHUXaeTca
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5.8.3 ACL

ACL (cnucok ynpaBneHua [oOCTYyNom) — 3TO CMUCOK paspelueHnid, MPUKPEnNeHHbIX K 0ObeKTy.

ACL onpegenser,

Kakne nonb3oBatesin nanm CUCTEMHbIE NpouecCbl MMEKT NpaBoO A0CTyna K

06BbEKTAM U KaKkue onepaunn paspelweHbl gna gaHHbIX 06DBEKTOB.

5.8.3.1 HacTpoiKka nopTtos

OJTa CTpaHMUa NO3BOAAET HACcTpouTb napameTpbl ACL gna KaxKaoro noprta KommyTtaTopa. ITu
napameTpbl OyayT BAMATb Ha Kagpbl, NONYYEHHble Ha MOPTY, €C/IM OHM HEe COOTBETCTBYHOT
onpeaeneHHomy npasuny ACL.

ACL Ports Configuration

Refresh Clear

Policy

Rate Limiter

Action D Logging Shutdown Counter
1 1»| |Permit ¥ Disabled % | |Disabled % | |Disabled % | |Disabled % 108498
2 1% |Permit ¥ Disabled % | |Disabled % | |Disabled % | |Disabled ¥ 0
3 1 %| |Permit ¥ Disabled % | |Disabled % | |Disabled % | |Disabled ¥| 68732984
4 1 %| |Permit ¥ Disabled | |Disabled % | |Disabled % | |Disabled + 0
5 1 %| |Permit ¥ Disabled % | |Disabled | |Disabled | |Disabled ¥ 0
(5] 1 %| |Permit ¥ Disabled % | |Disabled % | |Disabled % | |Disabled ¥ | 68732984
7 1.%| |Permit ¥ Disabled % | |Disabled % | |Disabled % | |Disabled ¥ 0
8 1% Permit ¥ Disabled % | |Disabled | |Disabled % | |Disabled ¥ 0
PucyHok 110 — HacTtpoiika nopToB
MNapameTp OnucaHue
Port Homep nopTta KommyTaTopa, K KOTOpoMy OyayT NpuMMeHeHbl cneaytouime
HACTPOMKHM
Policy ID BbibepuTe, 4TO6bI NPUMEHUTDL NOAUTUKY K NOPTY. JlONyCTUMble 3HAYEHUA: OT
1 oo 8. 3HaveHue No ymonyaHuio: 1
Action Boibepute Permit, uytobbl paspewunTtb, Man Deny, 4TOObLI 3anpeTUTb

nepecblsiky. 3Ha4YeHMe No ymonyaHuio: Permit

Rate Limiter ID

Bbibepute orpaHuuyMTeNb CKOPOCTU AN nopTa. JonycTMmble 3HaYyeHus:
Disabled (oTkntouyeHo) uam uymcna ot 1 go 15. 3HayeHMe MO YMONYAHUIO:
Disabled

Port Copy BbibepuTe, Ha KaKoW MOPT KOMMpytoTca Kagpbl. [onycTumble 3HavyeHwuA:
Disabled (oTKntouyeHO) MnM onpefeneHHblit HoMep MopTa. 3HayYeHWe no
ymonyaHuio: Disabled

Logging 3apaeT pexnum BeaeHuA KypHana nopTta. JonycTMmble 3HaYeHUA:
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Enabled: Kagpbl, nosyyeHHble Ha NOPTY, COXPAHAOTCA B CUCTEMHOM
XypHane

Disabled: kaapbl, nony4yeHHble Ha NOPTY, He perncTpupytoTca

3HayeHne no ymonyaHuio — Disabled. ObpaTtute BHMUMaHWe, 4YTO 06bEM
NaMATU CUCTEMHOTO XKypPHaaa 1 CKOPOCTb BEAEHUA }KYPHANA OrPaHUYEHbI

Shutdown YKasblBaeT yC/I0BUA BbIKIOYEHMA 3TOro NopTa. [onycTMmble 3HaYeHusA:
Enabled: ecnn Ha nopT nony4yeH Kaap, nopT 6yaeT OTKAOYEH
Disabled: BbikntoueHMe NopTa He NPeayCMOTPEHO

3HayeHune no ymonyaHutio — Disabled

Counter MNoacunTbiBaeT KONMYECTBO KagpoB, COOTBETCTBYHOWMX 3STOMY 3SNEMEHTY
CMUCKa ynpasaneHnAa A0CTynom

5.8.3.2 OrpaHnymnTenm cKkopocTtu

CrpaHunua [ACL Rate Limiter Configuration] no3sonset Bam onpegennTb orpaHUYeHmnA CKOPOCTH

ansa ACL.
ACL Rate Limiter Configuration
i [l v
B 1 v
- IET v
4 (1 v
IE v
6 |1 v
2 v
8 (1 v
9 |1 v
10 |1 v
11 1 v
12 |1 v
PucyHok 111 — HacTpoiika orpaHu4eHuma CKopocTu
MapameTtp OnwucaHwne

Rate Limiter ID NaeHTUOMKATOP OrpaHMUMTENS CKOPOCTM A1 HAaCTPOEK, COAEPKALLMXCA B
TOW e CTpoKe

Rate EAMHMULEN CKOPOCTM ABNAETCA MaKeT B CeKyHAy (pps), KOTOPbIM MOMKHO
HacTpouTb Kak 1, 2, 4, 8, 16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K, 32K,
64K, 128K, 256K, 512K nan 1024K

1 kpps Ha camom pgene paseH 1002,1 pps
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5.8.3.3 ACE

ACE (Access Control Entry) — 3To anemeHT cnucka ynpasneHua goctynom. ACL moxeT nmetb

HONb AN bonee

ACE. Kaxkabin ACE KOHTPO/AIMPYET WUAM OTCNEXMBAET AOCTYN K OObEKTy Ha

OCHOBE MONb30BATENbCKUX KOHOUTypaumii. Kaxabiii ACE COCTOUT M3 HECKONbKMX MAapamMeTpos,
KOTOpble Pa3/NMYaloTCA B 3aBUCMMOCTM OT BbIGPAaHHOro BamMu TUNa Kaapa. CHayana BblbepuTe
BxoaHoM nopt gna ACE, a 3aTem TMn Kagpa. Ha ctpaHuue [ACE Configuration] HacTpolite
NpPaBu/I0, COOTBETCTBYHOLLEE BbIBPAaHHOMY TUMY.

ACE Configuration

Ingress Port JEEIEERG Action Permit v |
Frame Type QRCE! VI RICH R |Disabled v

Port Copy Disabled »
Logging Disabled
Shutdown Disabled »
Counter 5197

PucyHok 112 — Hactpoiku ACE

MNapameTp

OnuncaHune

Ingress Port

YKa3sblBaeT BXOAHOM NOPT, K KoTopomy 6yaeT npumeHaTocsa ACE
Any: ACE npumeHseTca K ntobomy nopty
Port n: ACE npumeHaeTca K NOpTy h KOMMyTaTopa

Policy n: ACE npumeHseTca K HOMepy NOJINTUKM N, TAEe N MOXET HaXxoANTbCA
B AManasoHe ot 1 oo 8

Frame Type

YKasbiBaeT TMN Kagpa ana npumeHeHmna ACE. 3Ty Tunbl Kagpos ABAAIOTCA
B3aMMOUCK/IIOYAIOLWMMMU.

Any: nt0601 Kagp moxeT cooTseTcTBoBaTh ACE

Ethernet Type: TonbKO Kaapbl TMna Ethernet moryT cooTBeTcTBOBaTH 3TOMY
ACE. B craHgapTe IEEE 802.3 yKka3aHO, YTO 3HauYeHMe AWHbI/TUNA AO0MKHO
6biTb 6onblwe unan paBHo 1536 B pecaTMyHoM cucteme (pasHo 0600 B
LecTHaAUaTePUYHOM cucTeme)

ARP: TonbKO Kagpbl ARP moryT cooTtBeTcTBoBaTb ACE. O6patnuTe BHUMaHWe,
yTo Kagpbl ARP He 6yayT cootBeTcTBOBaTb ACE ¢ TMnom Ethernet

IPv4: TonbKo Kagpbl IPv4 moryt cooTtBeTcTBoBaTb ACE. ObpaTnTe BHMMaHMe,
yTo Kagpbl IPv4 He 6yayT cooTBeTcTBOoBaTb ACE ¢ Tnom Ethernet

Action

YKasbiBaeT [eNCTBME, KOTOpOe crefdyeT MpPeanpuHATb, €eciu  Kagp
cootsetcTByeT ACE

Permit: BbInoNHWTL AelicTBMe, ecnun Kaap cooTseTcTeyeT ACE
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Deny: oT16pocuTb Kaap, cooTBeTcTBYOWMM ACE

Rate Limiter YKa3blBaeT OrpaHMUYUTENlb CKOPOCTUM B KoaudecTBe 6a30BbiX eauHUL.
Jonyctumbin gmana3oH — oT 1 po 15. Disabled o3HauvaeT, 4yto yHKUMA
OrpaHUYUTENs CKOPOCTU OTKKOYEHA

Port Copy Kagpol, cootsetcTBytowme ACE, KONMMPYIOTCA Ha YKa3aHHbIA 34ecb HoMep
nopTa. JonycTMmbIii AMana3oH COBMAAaeT C AManasoHOM HOMepPOB NMOPTOB
KommyTatopa. Disabled o3Hauyaer, 4TO oOnepauMa KOMMPOBaHWUA He
paspelleHa

Logging 3apaeT onepaumio pernctpauumn cobbitnii, oTHocawmxca K ACE. [lonyctumble
3HaYeHus:

Enabled: Kagpbl, cootBetctBytowme ACE, coxpaHAOTCS B CUCTEMHOM
XypHane

Disabled: kagpbl, cooTseTcTBytoWwMe ACE, He peructpumpytotcs

O6patnte BHMMaHUE, YTO 06bem NamMsaTU CUCTEMHOTO XKYPHana U CKOPOCTb
perucTpaumm orpaHnYeHsbl

Shutdown YKasblBaeT ycnoBuA BblKAoYeHUA nopTta cornacHo ACE. [JonycTtumble
3HayYeHuA:

Enabled: ecnun kagp cootsetctByeT ACE, BXOAHOM NOpT byaeT OTKAoYEH

Disabled: ana paHHoro ACE He npeaycMOTpPEeHO BbIKAKOYEHME NOpTa

Counter MoAcUYMTbIBAET KOIMYECTBO KaZpOB, CONOCTaBAEHHbIX C AaHHbIM ACE

5.8.3.4 HacTpoika Ha ocHoBe MAC-aapeca

MAC Parameters

SMAC Filter B
=T TXRVE P | 00-00-00-00-00-0
DMAC Filter I Eeired
) TT.XRTFINTS | 00-00-00-00-00-0]

PucyHok 113 — MapameTpbl MAC

MapameTp OnucaHue

SMAC Filter OTtobparkaeTca TONbKO B TOM c/iyyae, ecan TMn Kagpa — Ethernet waum
ARP. OnpepgenseT, Kak byayT 06pabaTbiBaTbCA NAKETbl HA OCHOBAHUMU UX
MAC-aapeca UCTOYHUKA

info@symanitron.ru www.symanitron.ru




SYMAN ITRON PyKOBOACTBO NnoJib30BaTENA /

SWM10G-244

Any: dpunbtp SMAC He yKasaH. CTaTyc dunbTpa «He MMEeeT 3HAYEHUA»

Specific: BbibepuTe 3T0 3HaueHMe, ecnm XoTuTe NpMMeHuUTb Nnpasmao ACE
K onpegeneHHomy ncxogHomy MAC-agpecy. Noasutca noae BBoaa

SMAC Value Echm pna dunbtpa SMAC BbibpaHO 3HauyeHue Specific, B aTom none
BBOAMUTCA KOHKPETHbI ncxoaHbii MAC-agpec. Jonyctumbln dopmat —
KXX-XX-XX-XX-XX-XX». Kagpbl 6yayT obpabaTtbiBaTbca npu nomowm ACE Ha
OCHOBaHWU 3TOro 3HayeHna SMAC

DMAC Filter OnpepenseTt, Kak 6yayt obpabaTtbiBaTbCA MaKeTbl Ha OCHOBAHUU WX
MAC-agpeca Ha3HavyeHuA

Any: dounbTp DMAC He yKasaH. Ctatyc dmabTpa «He MmeeT 3HaYeHUA»
MC: Kagp fonxeH 6bITb MHOrOa4pPECHbBIM

BC: Kaap [0/1KeH ObITb LUMPOKOBELLLATEIbHbIM

UC: Kagp aonxeH 6biTb 0A4HOaAPECHbIM

Specific: BbibepuTe 3T0 3HaueHMe, ecm XoTuTe NpMmMeHuUTbL npasmao ACE
K onpegeneHHomy MAC-agpecy HaszHa4yeHuA. [loaBMTCA none BBOAA

DMAC Value Echn gna ¢unbtpa SMAC BbibpaHO 3HauyeHue Specific, B aTom none
BBOAUTCA KOHKpeTHbIM MAC-aapec HasHavyeHus. Jonyctumbin dopmaTt —
CXX-XX-XX-XX-XX-XX». Kagpbl 6yayT obpabatbiBatbca npm nomowm ACE Ha
OCHOBaHMK 3TOro 3HavyeHmna DMAC

5.8.3.5 Hactpoika Ha ocHoBe VLAN

VLAN Parameters

VLAN ID Filter QEREHAS
VLAN ID 1
Tag Priority 6 =

PucyHok 114 — Mapametpsbl VLAN

MapameTp OnucaHue

VLAN ID Filter | Onpepgenser, Kak byayT o6pabaTtbiBaTbcA NakeTbl HA 0ocHOBaHUK nx VLAN ID

Any: npasuno npumeHaeTca K naketam scex VLAN, He3aBMCMMO OT umX
naeHTudmKkaTopa (MrHopMpPOBaTb COOTBETCTBME)

Specific: BbibepuTe 37O 3HaYeHMe, ecan xoTuTe NpumeHnTb npasuno ACE K
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Kagpam onpegeneHHol VLAN. MoasuTtca none BBoAa

VLAN ID Echv pgna dunbTpa BbIGpaHO 3HayeHwe Specific, Bbl MoXKeTe BBeCTU
KOHKpeTHbI Homep VLAN ID. Jjonyctumblit guana3oH — oT 1 go 4095. Kaapol
6yayt obpabatbiBatbcA npu nomowm ACE Ha OCHOBaHMM 3TOrO0 3HAYeEHUA
VLAN ID

Tag Priority YKasbiBaetr npuoputetr Tera VLAN gna ACE. Kagp ¢ COOTBETCTBYHOLMM
npuoputeTom 6yaeT cooTBeTcTBOBaTb AaHHOMY ACE [lonycTMMbI AMana3oH
yncen—otr0pmo7

Any: 03Ha4aeT, YTo NPUOPUTET Tera He yKasaH CTaTyc «He MMeeT 3HaYeHUa»

5.8.3.6 HacTtpoMka Ha ocHose IP

IP Parameters

IP Protocol Filter Qieiagt=Ighs
IP Protocol Value
IP TTL Non-zero %
IP Fragment Yes |¥
IP Option Yes ¥
SIP Filter Network + |
SIP Address 0.0.0.0

SIP Mask 0.0.0.0

DIP Filter Network + |
DIP Address 0.0.0.0

DIP Mask 0.0.0.0

PucyHok 115 — MapameTpsbl IP

MapameTp OnucaHue

IP Protocol Filter YKa3sbliBaeT ¢unbTp npoTtokona IP gna ACE
Any: dbunbTp NpoTtokona IP He yKkaszaH. CTaTyc «He umeeT 3Ha4YeHUA»

Specific: echn Bbl x0TUTe OTOUABLTPOBATb ONpeAesieHHbI napameTp
npotokona IP ¢ nomowbto ACE, BbibepuTe HyXHOe 3HayeHue. MNossutca
none ANA BBOAA 3HAaYEHUN

ICMP: BbiGop ¢unbTpauum Kagpos ICMP npotokona IPv4. osasAaTtca
OONOJIHUTEeNbHbIE NONA ANA onpeaeneHua napameTtpos ICMP

UDP: Bbibop o¢unbTpauum kKagpos UDP npotokona IPv4. [MNosasaTtca
OONOJIHUTEeNbHbIE NOAA ANA onpeaeneHua napameTtpos ICMP

TCP: BblIbop dunbTpaumm kKagpos ICMP npotokona IPv4. Moseatca
OONOJIHUTEeNbHbIE NONA ANA onpeaeneHua napameTtpos ICMP
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IP Protocol Value

Mapametp Specific B npeablgywenn CcTpoke MO3BOAAET BBECTU
onpegeneHHoe 3HavyeHue. [lonycTMmblii guanaszoH — ot 0 go 255.
Kagpbl, cootsetctBytowme ACE, 6yayT vMcnonb3oBaTb 3TO 3HAYeHWe
npoTtokona IP

IPTTL

Mo3BonAeT ynpasnatTb 06paboTKoit Kagpos IPv4 B 3aBUCMMOCTM OT MUX
napameTpa «time-to-live»:

Zero: Kagpbl IPv4 co 3HayeHnem nona TTL 6onblie Hyna He A0MKHbI
COOTBETCTBOBATb 3TOM 3anucu

Non-zero: Kagpbl IPv4 co 3HayeHnem nons TTL 6onblie HyAA AOMKHbI
COOTBETCTBOBATb 3TOM 3anucu

Any: npaBuno AencTBYeT Ana Kaapos IPv4, He3aBUCMMO OT 3HaveHua TTL
(urHopupoBaTbL COOTBETCTBUE)

IP Fragment

Onpegensert, kak 6yayt obpabaTbiBaTbca |IPv4-nakeTbl B 3aBUCMMOCTHM OT
nx dparmeHTauum, a UMeHHO cocTosHMa buta More Fragments (MF) m
3HayeHua nonsa Fragment Offset (FRAG OFFSET):

No: IPv4-nakeTbl, y KOTOpbIX yCcTaHOBAEH 6UT MF mnm 3HayeHue nons
FRAG OFFSET 6onblwe Hynsa, He AOMKHbI COOTBETCTBOBAaTb 3TOMY
npasuny

Yes: IPv4-nakeTbl, Y KOTOPbIX ycTaHOBAEH 6uT MF mMam 3HadyeHue nons
FRAG OFFSET 60/bLue Hynsa, fONXKHbI COOTBETCTBOBATb 3TOMY NpaBuay

Any: npaBuno npumeHaeTca Ko Bcem IPv4-nakeTtam, HE3aBUCMMO OT
coctosiHua 6uta MF u 3HayeHus nons FRAG OFFSET (MrHopupoBaTb
cooTBEeTCTBUE)

IP Option

MNo3sonaetr o¢unbTpoBaTb IPv4-nakeTbl B 3aBUCMMOCTM OT HanMuuA
JOMNONIHUTE/NbHBIX OMLUIA B 3aroJIoBKe

No: IPv4-nakeTbl, umetowme ¢nar B none «IP Options», He AOMKHbI
COOTBETCTBOBATb 3TOMY NPaBuay

Yes: IPv4-naketbl, umetowme ¢nar 8 none «IP Options», [OAXKHbI
COOTBETCTBOBATb STOMY Npasuny

Any: npasuao npumeHaeTcA Ko Bcem |Pv4-naketam, He3aBUCUMMO OT
TOro, HaCTPOEHbI M oNuMK (UTHOPMPOBATb COOTBETCTBUE)

SIP Filter

YKa3sblBaeT ¢uabTp Ha ocHoBe IP-agpeca nctouHmka ansa ACE

Any: ¢unbTp IP MUCTOYHMKA He yKaszaH. CTaTyc ¢uabTpa «He MmeeT
3Ha4yeHuaA»

Host: ¢unbtp IP MCTOYHMKA Ha OCHOBe XocCTa. YKaxute [P-agpec
MCTOYHMKA B nosiBuBemca none «SIP Address»

Network: ¢unbTp IP nctouHmnka Ha ocHoBe noaceTu. YKaxuTte IP-agpec un
MACKy NoACceTV UCTOYHUKA B noasumBLlumMxcA nonsx «SIP Address» un «SIP
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Mask»

SIP Address

Echn pna dunbtpa IP-agpeca UCTOYHMKA BblbpaHO 3HauYeHWe Host nan
Network, moxHo BBecTM KOHKpeTHbIN SIP-aapec B aecATMYHOM dpopmaTe
C pasgenurenibHbIMW TOYKaMMU

SIP Mask»

Echn pna dunbtpa IP-agpeca UCTOYHMKA BblbpaHO 3HayeHue Network,
MOXHO BBECTU KOHKpeTHyto SIP-macky B aecATMd4HOM dopmaTe ¢
pasgenuTtenbHbIMU TOYKaMMU

DIP Filter

YKa3blBaeT ¢uabTp Ha ocHoBe IP-agpeca HaszHauyeHuA ana ACE

Any: ¢ounbTp IP HasHauyeHMA He yKasaH. Ctatyc PunbTpa «HE umeeT
3HayeHuna»

Host: ¢unbTp IP HasHauyeHWs Ha ocHoBe xocTa. YKaxute IP-agpec
Ha3Ha4yeHun B noasueliemca nose «DIP Address»

Network: ¢punbTp IP Ha3HaYeHUA Ha ocHoBe noaceTw. Ykaxkute IP-agpec
M MACKy NoaceTu HasHavyeHma B noasmslumxca nonax «DIP Address» u
«DIP Mask»

DIP Address

Ecnn pns dmnbTpa IP-agpeca HazHavyeHUA BblIbpaHO 3HaYeHne Host nan
Network, MmoO)HO BBeCcTM KOHKpeTHbit DIP-agpec B AecATUYHOM
dopmare ¢ pasgennTenbHbIMM TOHKAMM

DIP Mask

Ecnn ans dunbrpa IP-agpeca HasHayeHMs BblbpaHo 3HavyeHne Network,
MOXHO BBECTU KOHKpeTHyto DIP-macky B pgecatuyHom dopmate C
pa3aenuTenbHbIMU TOYKaMMU

5.8.3.7 HacTpoiKa Ha ocHoBe ARP

ARP Parameters

ARP/RARP
Request/Reply
Sender IP Filter
Sender IP Address

Sender IP Mask
Target IP Filter
Target IP Address
Target IP Mask

Network v |

192.168.1.254

255.255.255.0

Other » ARP SMAC Match 1 hd
Request + RARP SMAC Match 1 ¥
Network IP/Ethernet Length BENVERS
192.168.1.1 Ip 0 hd
255.255.255.0 Ethernet 1 &

PucyHok 116 — MapameTpbl Kagpa ARP

MNapameTp

OnucaHue

ARP/RARP

Mo3sonset ¢punbTpoBatb ARP/RARP-TpaduK, K KOTOPOMY MpMMeEHSeTcs
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ACE, Ha ocHoBe Koga onepauuu (OP). B 3Tolh HacTpoMKe MOXKHO yKasaTb,
Kakoi MmeHHo Tun ARP/RARP co0bLEHNI HYXKHO YYUTbIBATb:

Any: HeBaXXHO, KaKoW Kog, onepauun (urHopuposatb dpaar OP)

ARP: dunbTpauma npumeHAeTCA TONbKO K Kagpam, CoAep)Kalium Kop,
onepauuun ARP

RARP: punbTpauma npuMeHAETCA TONbKO K Kagpam C Kogom onepaumu
RARP

Other: dunbTpauma nNpMMeHAETCA K Kaapam C HeWsBeCTHbIM WU
HecTaHAapPTHbIM Kogom onepauun ARP/RARP

Request/Reply YKasbliBaeT gocTynHbiii pnar OP ARP/RARP gns ACE
Any: HeBaXHO, KaKol Kog, onepauum (urHopuposaTtb dnar OP)
Request: kKagp aonxeH umetb ¢nar OP 3anpoca ARP naun sanpoca RARP

Reply: kKagp aonxkeH nmetb dpnar OP oteeTa ARP unum oteeta RARP

Sender IP Filter YKasbiBaeT dunbTp Ha ocHoBe IP-agpeca otnpasutena ana ACE

Any: dunbTp IP oTnpasBuTena He ykasaH. Cratyc ¢unbTpa «He umeet
3HAYeHuA»

Host: ¢unbtp IP oTnpasuTena Ha ocHOBe xocTa. YKaxute IP-agpec
oTnpasuTens B noasmsemcs none «SIP Address»

Network: ¢unbtp IP oTnpaBuTens Ha ocHoBe noacetu. YKaxkute |[P-
agpec M MacKy noaceTu OTNpaBUTENA B NOABMBLUMXCA nonax «SIP
Address» n «SIP Mask»

Sender IP Address | Echn ana ¢unbtpa IP-agpecos oTnpasBuTens BblbpaHo 3HaveHne Host
nnn Network, MOXHO BBeCTM KOHKpeTHbI IP-agpec oTnpasutens B
AecaTMYHoM popmate € pas3aennTenbHbIMU TOYKAMU

Sender IP Mask Echmu pna dwunbtpa IP-agpecoB oTnpaBuTena BblbpaHO 3HayeHue
Network, mo)KHO BBeCTM MacKy nopcetu OTNpaBuUTend B AECATUYHOM
dopmare c pasgenntenbHbIMM TOHKAMM

Target IP Filter YKa3blBaeT ¢uabTp Ha ocHoBe IP-agpeca nonyyvatena gna ACE

Any: ¢ounbTp IP nonydatena He ykasaH. CraTyc ¢uabTpa «HE MMeeT
3Ha4yeHuaA»

Host: ¢unbtp IP nonyyatens Ha OcCHOBe XocTa. YKaxute IP-agpec
nonyyaTens B nossmsluemca none «Target IP Address»

Network: ¢unbTp IP nonyyatens Ha ocHoBe noaceTu. Ykaxkute IP-agpec
M MacKy NOACEeTU Nosy4vaTens B NoABMBLUMXCA nonsax «Target IP Address»
n «Target IP Mask»

Target IP Address Ecnn ana ounbTpa IP-agpecos nonydatena BbibpaHo 3HayeHne Host nam
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Network, MOXHO BBEeCTM KOHKpeTHbii IP-agpec nonyyatena B
OecATUYHOM popmaTe C pas3aennTeNbHbIMU TOYKAMKU

Target IP Mask Ecan ana dunbtpa IP-agpecos nonyyatens sbibpaHo 3HayeHne Network,
MOXHO BBECTM MACKy NoAcCeTU nony4yaTtena B AecATMYHOM dopmaTe C
pasgenuTtenbHbIMU TOYKaMMU

ARP SMAC Match Mo3BonAeT ynpasBnATb 06paboTkoli ARP-KagpoB B 3aBUCMMOCTM OT
coBnageHuns mx MAC-agpeca otnpasutena (SHA) c mcxogHbim MAC-
agpecom (SMAC):

0: npumeHaetca K ARP-kagpam, rge SHA n SMAC cosnagatot
1: npumeHaetca K ARP-kagpam, rae SHA n SMAC He coBnagatoT

Any: npasuno paenctsyet anAa Bcex ARP-KagpoB, He3aBUCMMO OT
COBMNAaAEeHNA afpecoB (MrHOpMpPOBaTb COOTBETCTBUE)

RARP SMAC Match | No3sonaetr ynpasnAatb obpabotkon ARP-KagpoB B 3aBMCMMOCTM OT
coBnageHuns ux MAC-agpeca nonyyatena (THA) ¢ ucxogHbim MAC-
agpecom (SMAC):

0: npumeHsaetca K ARP-kagpam, rage THA v SMAC cosnagatoT
1: npumeHaeTca K ARP-kagpam, rae THA n SMAC He cosnagatot

Any: npasuno pencteyetr pna Bcex ARP-kagpoB, He3aBUCMMO OT
COBMaZeHnn agpecos (MrHOpUpPoBaTb COOTBETCTBME)

IP/Ethernet Length | No3BonseT ynpasnate ob6pabotkoit ARP/RARP-KaZpoB B 3aBUCMMOCTU OT
WX OAUHbI annapaTtHoro aapeca (HLN) v aAnnHbl NpoTOKO/IbHOTO aapeca
(PLN):

0: ARP/RARP-kagpbl, rae anvHa HLN pasHa Ethernet (0x06), a gavHa
PLN paBHa IPv4 (0x04), He AONKHbI COOTBETCTBOBATb 3TOMY NpPaBUY

1: ARP/RARP-Kagpsbl, rae ganHa HLN pasHa Ethernet (0x06), a anvHa
PLN paBHa IPv4 (0x04), ,onHbl COOTBETCTBOBATb STOMY NpaBuay

Any: npasuno aeicteyet ana scex ARP/RARP-KaapoB, HE3aBUCMMO OT
3HayeHu HLN n PLN (MrHopupoBaTb cooTBeTCTBME)

IP Mo3Bonset ynpasnsaTb 06paboTkoit ARP/RARP-KaapoBs B 3aBUCMMOCTM OT
MX TMNa NPOTOKobHOro aapeca (PRO):

0: ARP/RARP-kagpbl, rae PRO paseH I[P (0x800), He [A0AHbI
COOTBETCTBOBATb 3TOMY NpaBuay

1: ARP/RARP-kagpbl, rae PRO paseH IP (0x800), A[OMKHbI
COOTBETCTBOBATb 3TOMY NpaBuny

Any: npasuno genicreyet ana scex ARP/RARP-kaapoB, He3aBUCMMO OT
TUNA NPOTOKO/IbHOrO aAapeca (MrTHOPMPOBATb COOTBETCTBUE)
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Ethernet Mo3BonseT ynpaBnaTb 06paboTkoit ARP/RARP-KaapoB B 3aBUCMMOCTM OT
WX TMNa annapaTtHoro agpeca (HRD):

0: ARP/RARP-Kaapbl, rae HRD paseH Ethernet (3HaueHue 1), He AONXKHbI
COOTBETCTBOBATb 3TOMY NpPaBuay

1: ARP/RARP-kagpsbl, rae HRD paseH Ethernet (3HauyeHue 1), 4OMKHbI
COOTBETCTBOBATb 3TOMY NpaBuay

Any: npasuno geicreyet ana scex ARP/RARP-KaapoB, He3aBUCMMO OT
TMNa annapaTHOro afapeca (MrHopMpPoBaTb COOTBETCTBUE)

5.8.3.8 HacTpoiKka Ha ocHoBe ICMP

ICMP Parameters

ICMP Type Filter JEBRESiAS
ICMP Type Value JEEE
Specific ¥
ICMP Code Value giESE

ICMP Code Filter

PucyHok 117 — MapameTpobl ICMP

MapameTp OnucaHue

ICMP Type Filter OnpegaenseT, Kak byayt obpabaTtbiBaTbca Kagpbl ICMP Ha OoCHOBaHWUKM UX
TMna

Any: npaBuio NpUMeHAeTcA K Ntobbim Kagpam ICMP, He3aBUCMMO OT KX
TMNa (MrHopMpoBaTb COOTBETCTBUE)

Specific: BbibepnTe 370 3HaYEHNE, ecn XoTUTe NPUMeHUTb npasuao ACE K
Kagpam ICMP onpegeneHHoro tuna. lNoasutcA nose BBOAA 3HAYEHMA
ICMP Type

ICMP Type Value | Echm pgna ¢unbTpa BblbpaHO 3HayeHune Specific, Bbl moxeTe BBeCTU
KOHKpeTHoe 3HayveHune ICMP Type. [lonyctumbln ananasoH — ot 0 go 255.
Kagpbl ICMP 6yayTt obpabaTtbiBaTtbca npu nomowm ACE Ha ocHOBaHUM KX
TMNa

ICMP Code Filter | Onpeaenset, kKak byayT obpabatbiBaTbca Kagpbl ICMP Ha OCHOBaHUM UX
Koga

Any: npasuio npumeHaeTca K Ntobbim Kagpam ICMP, He3aBUCMMO OT UX
KoZa (MrHopupoBaTb COOTBETCTBUE)

Specific: BbibepnTe 310 3HaYEHUE, ecan XoTuTe NpMMeHUTb npasuno ACE K
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Kagpam ICMP c onpegeneHHbiMm Kogom. NoaBmTca none BBoga 3Ha4YeHMUA
ICMP Type

ICMP Code Value | Ecam pgna ¢unbTpa BblbpaHo 3HaueHune Specific, Bbl moxeTe BBeECTU
KOHKpeTHoe 3HayeHune ICMP Code. Jonyctumbln guanasoH — ot 0 go 255.
Kaapobl ICMP 6yayT obpabaTbiBatbca npu nomowm ACE Ha ocHOBaHWUKM Mx
Koaa

5.8.3.9 HacTpoika Ha ocHose TCP/UDP

TCP Parameters

Source Port Filter QEEiHAS
Source Port No. 0
Dest. Port Filter Specific ¥

Dest. Port No. 80 UDP Parameters

TCP FIN Any v

TCP SYN Any |¥ Source Port Filter JELEilhs
TCP RST Any ¥ Source Port No.

TCP PSH Any ¥ Dest. Port Filter

TCP ACK Any 8 Dest. Port Range

TCP URG Any ¥

PucyHok 118 — MNapametpbl TCP/UDP

MNapameTp OnucaHue

TCP/UDP Source | Yka3biBaeT ¢punbTp NOPTOB MCTOUYHUKA TCP/UDP ana ACE

Port Filter Any: NnpaBMo NpUMeHseTca K Ntobbim Kagpam TCP/UDP, He3aBMCUMO OT KX

MCXOAHOro nopta (MTHOPUPOBATb COOTBETCTBME)

Specific: BbibepuTe 3TO 3HaYeHUe, ecnm xotTute npumeHuTb ACE K Kagpam
TCP/UDP onpeaeneHHOro ucxoaHoro nopta. MossuTca nosie 8Boaa

Range: BbibepuTe 3TO 3HaYeHWe, ecan xotute npumeHnTb ACE K Kagpam
TCP/UDP onpeaeneHHoOro guanasoHa UCXoAHbIX NopToBs. [osasuTcA none
BBOAA

TCP/UDP Source | Ecav ansa ¢unbTpa BbibpaHo 3HauveHue Specific, Bbl moxeTe BBecTU
Port No. KOHKPEeTHbIN HoMep nopTa uctouyHmnka TCP/UDP. JonycTumbliA AManasoH —
ot 0 go 65535. Kaapbl TCP/UDP 6yayT obpabatbiBaTbca npu nomouwm ACE
Ha OCHOBaHWW HOMEepPa UX UCXOAHOro NopTa

TCP/UDP Source | Echm ana ¢unbTpa BbibpaHo 3HauveHue Specific, Bbl MmoxkeTe BBecTU
Port Range AmnanasoH ucxogHbix noptos TCP/UDP. fonyctumble 3HadeHus — ot 0 ao
65535. Kagpbl TCP/UDP 6yayt obpabatbiBaTtbca npu nomoum ACE Ha
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OCHOBaHMU YKa3aHHOro Anana3oHa X UCXOAHbIX NOPTOB

TCP/UDP Dest. YKasblBaeT ¢puabTp NOPTOB HasHavyeHus TCP/UDP ans ACE

Port Filter Any: NpaBMIO NPUMeEHSETCA K N1tobbim Kagpam TCP/UDP, He3aBUCUMO OT KX
nopTa Ha3HaAYeHUA (MrHOpPMpPOBaTb COOTBETCTBUE)
Specific: BbIbepuTe 3TO 3HaueHUe, ecnn xoTute NpumenunTb ACE K Kagpam
TCP/UDP c onpeaeneHHbIM NOPTOM HasHadyeHuA. [NoasuTca nose BBoaa
Range: BbibepuTe 37O 3HauyeHue, ecnm xotute npumeHuTb ACE K Kagpam
TCP/UDP c onpeaeneHHbIM AMana3oHOM MOPTOB HasHadeHuA. lMoasBuTcs
none BBoAa

TCP/UDP Dest. Echm pna ounbtpa BblIbpaHo 3HayeHue Specific, Bbl MoXKeTe BBecCTM

Port No. KOHKPEeTHbIM HoMep nopTa HasHadeHua TCP/UDP. JonycTumblii AManasoH —
ot 0 go 65535. Kaapbl TCP/UDP 6yayT obpabatbiBaTbca npu nomouwm ACE
Ha OCHOBaHWM HOMepa MUX NOPTa Ha3HaYeHuA

TCP/UDP Des. Echn ana ¢unbTpa BbIGpaHO 3HauyeHue Specific, Bbl MmoxkeTe BBecTM

Port Range AnanasoH NoptoB Ha3HayeHuna TCP/UDP. lonycTumble 3HayeHua — oT 0 Ao
65535. Kagpbl TCP/UDP 6yayt obpabatbiBathca npu nomoum ACE Ha
OCHOBaHWM YKa3aHHOro Anana3oHa UX NopTOB Ha3HayeHusA

TCP FIN YKasbiBaeT ana ACE 3HauyeHue nons TCP FIN (6onblie HeT AaHHbIX OT
oTnpasuTens)
0: TCP-kagpbl, B KOTOpbiXx YycTaHoBneH ¢nar FIN, He [A0nXKHbI
COOTBETCTBOBATbL 3TOM 3aNuUCK
1: TCP-kagpbl, B KOTOpbIX ycTaHoBAeH ¢nar FIN, oonxKHbl COOTBETCTBOBATb
3TOW 3anucu.
Any: pa3peweHo ntoboe 3HayeHune (dnar FIN nrHopupyetca)

TCP SYN YKkasbiBaeT ana ACE 3HauyeHne nona TCP SYN (cuHXpoHWM3MpoBaTb
Ha4a/IbHbI HOMepP NOC/Nef0BaTeNbHOCTU A/1A HOBOTO COEANHEHMUA).
0: TCP-kagpbl, B KOTOpbIX YycTaHoBAeH ¢nar SYN, He [0MXKHbI
COOTBETCTBOBATb 3TOM 3anucu
1: TCP-Kagpbl, B KOTOpbIX ycTaHoBAeH ¢nar SYN, fO/MKHbI COOTBETCTBOBATH
3TOM 3anucu
Any: pa3peuweHo ntoboe 3HayeHune (bnar SYN nrHopupyetca)

TCP RST YKasbiBaeT ana ACE 3HayeHne nona TCP RST (curHan 3aKpbiTvA
coeanHeHus)
0: TCP-kagpbl, B KOTOpbiXx YycTaHoBneH ¢nar RST, He A0NXKHbI
COOTBETCTBOBATbL 3TOM 3aNuUCK
1: TCP-kagpbl, B KOTOpbIX ycTaHoBAeH dnar RST, A40/KHbI COOTBETCTBOBATH
3TOM 3anucu
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Any: pa3pelueHo ntoboe 3HadYeHue (bnar RST urHopmpyetcs)

TCP PSH YkKasbiBaeT ana ACE 3HauyeHue nons TCP PSH (nepeaaya 6e3 6ydepunsaunn)

0: TCP-Kagpbl, B KOTOpbIX YycTaHoBAeH ¢nar PSH, He [0AXHbI
COOTBETCTBOBATb 3TOM 3anucu

1: TCP-Kagpbl, B KOTOpbIX ycTaHoBAeH ¢aar PSH, gonKHbI COOTBETCTBOBATH
3TOM 3anucu

Any: pa3peweHo ntoboe 3HayeHune (bnar PSH nrHopupyetca)

TCP ACK YKasbiBaeT ana ACE 3HayeHue nons TCP ACK (noatsepraeHWe nonyYyeHus
JaHHbIX)

0: TCP-Kagpbl, B KOTOpbIX ycTaHoBneH ¢nar ACK, He [0XKHbI
COOTBETCTBOBATb 3TOM 3anucu

1: TCP-Kaapsbl, B KOoTOpbIX ycTaHoBAeH ¢nar ACK, 00MKHbI COOTBETCTBOBATH
3TOM 3anucu

Any: pa3pelueHo noboe 3HadyeHune (pnar ACK nrHopupyetcs)

TCP URG YKasbiaeT gna ACE 3HaueHne nons TCP URG (Tpebyetca cpoyHasn
nepefaya BHe oyepeam)

0: TCP-kagpbl, B KoOTOpbiXx YycrtaHoBneH ¢nar URG, He AO0AXHbI
COOTBETCTBOBATb 3TOM 3aNncH

1: TCP-Kagpsbl, B KoTopblx ycTaHoBAeH ¢nar URG, AonKHbI COOTBETCTBOBATb
3TOM 3anucu

Any: pa3pelueHo noboe 3HadyeHune (pnar URG urHopupyetcs)

5.8.4 AAA (ayTeHTUPUKaLUMA, aBTOPMU3ALUSA U YHET)
» 06wme HacTPOMKMU cepBepa

JTa CTpaHMLa NO3BO/IAET BaM HAacTPaMBaTb CEPBEPbI ayTEHTUDUKALUMN.

Authentication Server Configuration

Common Server Configuration

Timeout 15 seconds

DERLEN GG (300 | seconds

PucyHok 119 — O6wme HacTpomnKu

MapameTp OnucaHue
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Timeout Talim-ayT, KOTOPbIA MOXHO YCTaHOBUTb B Anana3oHe oT 3 ao 3600 ceKyHA,
— 3TO MaKCUMasibHOe BpemsA OXKUAaHWA OTBETA OT cepeepa

Ecnun cepBep He OoTBeYaeT B TeYyeHune 3Toro nepmoa BpemeHu, Cuctema
6y,c|,eT CHNTATb €ro Hepa6OTOCI'IOCO6HbIM n 6y,£I,ET nbiTaTbCA CBA3aTbCA CO
cnegyrowmnm BKAKOYEHHDBIM CEPBEPOM (ech TaKoBOM MMEETCH)

Cepsepbl RADIUS wucnonb3ytoT npoTokon UDP, KoTopblii NO CBOEW CyTH
HeHagexeH. YTobbl cnpaBUTbLCA C NOTEPAHHBIMW Kagpamu, CyMMapHasa
NPOAOIKUTENBHOCTb TaliM-ayTa AeNNUTCA Ha 3 UHTepBasa PaBHOM A/WHbI.
Ecnn oTBeT He NonyyeH B TeyeHWe UHTepBasna, 3anpoc nepegaerTca CHOBA.
OT0T anroputm onpawwusaet cepsep RADIUS po 3 pas, npexge yem OH
byaeT cunmtaTbcs HepaboToCcNoCo6HbIM

Dead Time Bpemsa npocToA, KOTopoe MOXKHO 33a4aTb B AnanasoHe ot 0 4o 3600 ceKkyHA,
— 3TO nepuoa, B TeYeHWe KOTOpPOro KOMMyTaTop He byaeT oTnpasnatb
HOBble 3anNpocCbl Ha cepBep, He OTBETUBLUMIA Ha NpeablayWwmnii 3anpoc. 310
OCTAHOBUT MOCTOAHHbIE MNOMbLITKM KOMMYyTaToOpa CBA3aTbCA C CEepBEpoOM,
KOTOpPbIA OH Yy)Ke onpeaenvn Kak HepaboTatrowmin. YCTaHOBKA BpemMeHu
NpocToA Ha 3HayeHue 6onbwe 0 (Hyns) BKAOYUT 3Ty GYHKUMIO, HO TO/bKO
ecnu HacTpoeHo Hbonee ogHoOro cepsepa

5.8.5 Radius

» HacTtpoiiku cepBepa ayTeHTUPUKALMUM U yuyeTa

Tabnuua coaepuT o4HY CTPOKY Ans Kaxaoro cepsepa RADIUS v pag ctonbuyos, a MMEHHO:

RADIUS Authentication Server Configuration

1 0
2 0O
3 0
4 O
5 O

PucyHok 120 — HacTpoiika cepsepa ayTeHTUdGUKaLnm

MapameTp OnucaHue

# Homep cepsepa ayteHTUdUKaumm RADIUS, ana KoToOporo npumeHAeTcs
cneayow,an KoHourypauma

Enabled OTmeTbTe, YTOObI BKAOYNUTL CEPBEP
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IP Address IP-agpec unm umsa xocta cepsepa. |IP-agpec BbiparkaeTcsa B BUAE AECATUYHOM
3anmcK € TOYKaMu

Port Mopt UDP ans ncnonb3osaHuA Ha cepsepe ayTeHTUdMKaumm RADIUS. Ecam
nopT ycTaHoB/AeH Ha 0 (Ho/b), Ha cepBepe ayTEHTUDUKALMM UCMONb3YeTCA
nopT No ymonyaHuto (1812)

Secret O6LWMit CEKPETHDBIN KNOY AJIMHON A0 29 CMMBOIOB MEXAY KOMMYTaTOPOM U
cepsepom RADIUS

RADIUS Accounting Server Configuration

IP Address

#
1
2
3
4
5

oOoonOon

[ save | [ Reset |

PucyHok 121 — HacTpolika cepBepa yyeTa

MNapameTp OnucaHue
# Homep cepsepa yyeta RADIUS, ans KoToporo npumeHseTca KoHpurypaums
HUXKe
Enabled OTmeTbTe, YTOObI BKNOYUTL CEPBEP
IP Address IP-agpec uanM uma xocta cepsepa. IP-agpec Bbipaxkaetca B BuUAe

,u,echMquH 3anncn ¢ TO4Kamu

Port Mopt UDP anAa wmncnonb3osaHmA Ha cepsepe ydeta RADIUS. Ecam nopt
ycTaHoBneH Ha O (Ho/Mb), Ha cepBepe y4yeTa WMCNONAb3yeTCA MOPT MO
ymonyaHuio (1813)

Secret O6LWmMin CEeKPeTHbIN KAOY AIMHOM A0 29 CMMBOIOB MEXAY KOMMYTAaTOPOM
n cepsepom RADIUS

» 0630p cOCTOAHMA cepBepoB ayTeHTUPUKaLMm u yueta

Ha aTol cTpaHuue npeactaBneHa MHbopmaums o coctoaHum cepeepoB RADIUS, HacTpoitka
KOTOpPbIX NOKa3aHa BbiLLe.

info@symanitron.ru www.symanitron.ru




PykoBoacTBO nosib3oBarens
SWM10G-244

SYMANITRON

RADIUS Authentication Server Status Overview

Auto-refresh []

IP Address

Status

1 0.0.0.0:1812 Disabled
2 0.0.0.0:1812 Disabled
3 0.0.0.0:1812 Disabled
4 0.0.0.0:1812 Disabled
5 0.0.0.0:1812 Disabled

PucyHok 122 — Cnucok cepsepoBs ayTeHTUduMKaumm RADIUS

MNapameTp OnucaHue
# Homep cepsepa RADIUS. HaxkmuTte, 4Tobbl NneperTn K NnoapobHOM CTaTUCTUKe
cepsepa
IP Address IP-agpec n Homep UDP-nopTa cepsepa B popmarte <IP-agpec>:<UDP-nopt>
Status Tekywee coctoaHMe cepBepa. ITO Nofe MOXKeT MMeTb OAHO M3 CleayoLWwnxX

3HaYeHUM:
Disabled: cepsep oTkntoueH
Not Ready: cepBep BKAtOYEH, HO IP-CBA3b elue He 3anyLueHa

Ready: cepsep BKAtouyeH, IP-cBA3b HacTpoeHa, U moaynb RADIUS rotos
NPUHUMATbL MNOMNbITKX AOCTYyNa

Dead (X seconds left): K aTomy cepBepy npeaAnpPUHMMAOTCA NONbITKM A0CTYyNa,
HO OH He OTBeYaeT B TeYEeHWe HACTPOEHHOro BpemeHu oxuaaHua. Cepsep
BPEMEHHO OTK/AOYEH, HO OyaeT CHOBa BK/OYEH, KOrAa MWCTeYeT Bpems
npoctos. KoNMyecTBo CEKyHZ, OCTaBLUIMXCA A0 BKAOYEHWs, oTobpakaeTcs B
CKobKax. ITO COCTOAHWE [AOCTYMHO TONAbKO NpW Hanuuum bHonee oAHOro
aKTUBHOTO cepBepa

RADIUS Accounting Server Status Overview

- IP Address

1 0.0.0.0:1813 Disabled
2 0.0.0.0:1813 Disabled
3 0.0.0.0:1813 Disabled
4 0.0.0.0:1813 Disabled
5 0.0.0.0:1813 Disabled

PucyHok 123 — Cnuncok cepsepos yyeTta RADIUS
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MNapameTp OnucaHue
# Homep cepsepa RADIUS. Haxkmute, utobbl nepentm K nNOAPOOHOM
CTaTUCTUKe cepBepa
IP Address IP-agpec n Homep UDP-nopta cepsepa B popmate <IP-agpec>:<UDP-nopt>
Status TeKylee cocTosiHMe cepBepa. ITO NONe MOXKET UMEeTb OL4HO M3 CNeayloLmX

3HaYeHuN:
Disabled: cepsep oTKAto4eH
Not Ready: cepsep BKAtOYEH, HO IP-cBA3b elue He 3anyLueHa

Ready: cepsep BkAtoueH, IP-cBA3b HacTpoeHa, n moaynb RADIUS rotos
NPUHMMATb NOMbITKX A0CTYNa

Dead (X seconds left): kK sTomy cepBepy npegnpMHUMAOTCA MNOMbITKU
[0CTyna, HO OH He OTBeYaeT B TeYeHMe HAaCTPOEHHOro BPEMEHW OXKMAAHUS.
CepBep BpPEeMEHHO OTK/YEH, HO OyAeT CHOBa BKIKOYEH, Korga ucreyer
BpemMa npocTtoA. KOAMYecTBO CeKyH[Z, OCTaBLUMXCA A0 BKAOYEHUA,
oTobparkaeTca B CKOBKax. ITO COCTOAHME AOCTUMMMO TONbKO NPU HANMYUK
60/1ee 04HOro aKTUBHOTO CEpPBEPa

» CTaTUCTUKa cepBepoB ayTEHTUDUKALMM U yueTa

CraTtuctmnyeckue

OaHHble npuBoaaTca B cooTBeTcTBMM Cc  RFC4668. Wcnonb3yiTe

PaCKpbIBAIOWMINCA CMMCOK CEepBEpPOB A4 MNepeknlodeHns mexay 63KeHa-cepBepamu U
oTOBpaXKeHMA COOTBETCTBYIOLLNX CBEAEHMUNA.

RADIUS Authentication Statistics for Server #1
Server #1 | Auto-refresh [] | Refresh || Clear

Access Accepts 0 Access Requests 0
Access Rejects 0 Access Retransmissions 0
Access Challenges 0 Pending Requests 0
Malformed Access Responses 0 Timeouts 0
Bad Authenticators 0

Unknown Types 0

Packets Dropped 0

IP Address 0.0.0.0:1812
State Disabled
Round-Trip Time 0 ms

Receive Packets Transmit Packets

PucyHok 124 — CtaTucTuKa ayTeHTMdMKaumii cepsepa RADIUS
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MNapameTp

OnucaHue

Receive Packets

OTo6pa>KaeT CTaTUCTURY NONTYHYEHHbIX NAaKeTOB, BK/IIOYAA:

Access Accepts: KOIMYECTBO MaKeToOB pa3pelwleHna goctyna Access-Accept
(mencTBUTENBbHBIX UNN HEAEUCTBUTENbHbIX), MONYYEHHbIX OT cepBepa

Access Rejects: KonmMuyecTBo NakeToB OTKasa B goctyne Access-Reject
(mencTBUTENBbHBIX UNN HEAEWUCTBUTENbHbIX), MONYYEHHbIX OT cepBepa

Access Challenges: KonnuyecTBO NaKeToB  3anpoca Ha  BBOA
A0NoNHUTENbHOM MHPopMaunn Access-Challenge (aencTeutenbHbix Mam
HeaencTBUTENbHbIX), NONYYEHHbIX OT cepBepa

Malformed Access Responses: KONNYecTBo HenpaBUAbHO
chopmMmnpoBaHHbIX MAKeTOB OTBETa Ha 3anpoc Aoctyna Access-Response,
NONyYeHHbIX OT cepsepa. K HUM OTHOCATCA MaKeTbl C HeZoMnyCTUMOM
ANvHOM. HeBepHble ayTeHTUdMKaTOpbl, aTpubyTbl ayTeHTUPUMKaTOpPa
COOBLLEHMA NN HEN3BECTHbIE TUMbI HE BK/IOYAIOTCA B 3TOT NoAcyeT

Bad Authenticators: konnuectso nakeToB Access-Response, coaeprkalumx
HegonycTUMble  ayTeHTUPUKATOPbI WMAM  aTpubyTbl ayTeHTUdMKATOpa
coobLeHna, NoNyYyeHHbIX OT cepBepa

Unknown Types: KOMYECTBO MaKeToB HEM3BECTHOro TWUMa, MOAyYeHHbIX
oT cepBepa

Packets Dropped: Kon1M4ecTBO NakeToB, NOJlyYEHHbIX OT CepBepa Ha NoOpTy
ayTeHTUPMKaALMM N OTOPOLLEHHBIX NO KaKON-1MHo NnpuvmHe

Transmit Packets

OTobparkaeT CTaTUCTUKY NepeaaHHbIX NaKeToBs, BKAKOYaN:

Access Requests: KonnyecTso NakeToB 3anpoca aocrtyna Access-Request,
OTNpaB/IEHHbIX Ha cepBep. [loacyeT He BKAOYAET MOBTOPHbIE Nepenayn

Access Retransmissions: konnyectBo naketos Access-Request, noBTopHO
nepeaaHHbIX Ha cepBep ayTeHTUPKnKaumm RADIUS

Pending Requests: KONMNYeCcTBo nakeTos Access-Request,
npefHasHayeHHbIX ONA cepBepa, ANA KOTOPbIX elie He MUCTeKNo Bpems
OXWOAHMA WUAW He noaydyeH OTBeT. JTa nNepemeHHasa yBeanvmBaeTcs,
Korga oTnpaBnsfeTcA ovepegHoi naket Access-Request, U ymeHbliaeTca
npu nonyvyeHnn naketos Access-Accept, Access-Reject, Access-Challenge,
a TaKXXe 13-3a TallM-ayTa AU NOBTOPHOM Nepesayn

Timeouts: Ko/MYecTBO TaMmayToB ayTeHTUPMKaLMM Ha cepsepe. [lo
NCTEYEHUN BPEMEHM OMKUAAHUA KAMEHT MOMKET MOBTOPUTb MOMbITKY
obpalleHnn K TOMy e cepBepy, OTNPaBUTb 3aNpPOC Ha APYroi cepeep Uam
OTKa3aTbCA OT Aa/ibHENLMX 3anpocoB. MOBTOPHAA NOMbITKa obpalLeHns K
TOMY ’Ke CepBepy CUYMTAeTCA KaK MOBTOPHOW Nepepayen, Tak U Talm-
ayTom. OTnpaBKa Ha ApYron cepBep CYMTAETCA KaK 3anpocom, TaK U Talim-
ayTom
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Other Info B 3Tom pasgene coAepKuTca MHOOPMALMA O COCTOSHUKM cepBepa U
ANUTENBbHOCTU 3a4€PXKN KOMMYHUKaLUM MEXKAY CEPBEPOM U KIMEHTOM

IP-Address: IP-agpec n Homep nopta UDP (B dopmate <IP-agpec>:<UDP-
nopTt>) cepsepa

State: nokasbiBaeT cocTosiHMe cepBepa. MOMKeT NpUHMMATb O4HO U3
cneayoLwmx 3HaYeHuM

Disabled: cepsep oTKAto4eH
Not Ready: cepsep BKAtoYeH, HO IP-cBA3b elue He 3anyLueHa

Ready: cepBep BKAloYeH, IP-cBA3b HacTpoeHa, 1 moaynb RADIUS roTtos
NPUHUMATb NOMNbITKW AOCTYNa

Dead (X seconds left): kK atomy cepBepy npegnpuMHUMAOTCA NOMbITKA
[OCTYMa, HO OH He OTBeYaeT B TeYeHMe HACTPOEHHOro BpemeHu
oXuaaHusa. Cepsep BpPeMEHHO OTKOYeH, HO OyAeT CHOBa BK/KOYEH,
Korga ucteyeT Bpema npocTosf. KoamyecTBo CeKyHA, OCTaBLUMXCA 40
BKIOYEHMA, OTOBParkaeTcs B CKOOKAxX. ITO COCTOAHUE AOCTUNMMO TONbKO
npu Hannumm 6onee o4HOro aKTUBHOrO cepaepa

Round-Trip Time: MHTepBan BpeMeHu (M3mepseTcas B MUAIUCEKYHAAX),
KOTOpOEe NpoLA0 C MOMEHTA MOJIyYeHUA OTBETA UM 3anpoca OT cepeepa
RADIUS go cneaytowero 3anpoca OT KAMEHTA, KOTOPbIM COOTBETCTBYET
noJiydeHHOMY OTBeTy UaM 3anpocy. MamepeHue nmeet paspewweHue 8 100
MUNINCEKYHA,. 3HavyeHne 0 MUANUCEKYH, YKa3bIiBaeT Ha TO, YTO MOKa He
6b1710 coBEPLLEHO ABYCTOPOHHEr0 0bmeHa coobeHMAMN ¢ cepBepom

RADIUS Accounting Statistics for Server #1

Responses 0 Requests 1]
Malformed Responses 0 Retransmissions 0
Bad Authenticators 0 Pending Requests 0
Unknown Types 0 Timeouts 0
Packets Dropped 0

IP Address 0.0.0.0:1813
State Disabled
Round-Trip Time 0 ms

PucyHok 125 — CratuctuKa yyeTta cepepa RADIUS

MNapameTp OnucaHue

Receive Packets OTobparkaeT cTaTUCTMKY NOJTYYEHHbIX MAaKEeTOB, BK/OYasA:

Responses: KosnundyectBo naketoB RADIUS (4elCTBUTENBHbLIX UAK
HeAeNCTBUTE bHbIX), MOJIYyYEHHbIX OT cepBepa
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Malformed Responses: KoauyecTBO HenpaswuabHO CHPOPMUPOBAHHDIX
naketos RADIUS, nony4deHHbIXx OT cepsepa. K HUM OTHOCATCA MakeTbl C
HeaoMnyCcTUMON A/MHON. MaKeTbl C HEBEPHbIMU ayTEHTUDUKATOPamMK U
nakeTbl HEM3BECTHbIX TUMNOB HE BKAKOYAOTCA B 3TOT noacyeT

Bad Authenticators: KonnuyectBo naketoB RADIUS, coaeprKalmx
HeAoNyCTUMble ayTeHTUOUKATOPDI, MOAYYEHHDbIX OT CepBepa

Unknown Types: KOAMYECTBO NaKeToB HEM3BECTHOrO TWUMA, MOJNYYEeHHbIX
OT cepBepa Ha NopTy yyeTa

Packets Dropped: Ko/iM4ecTBO NaKeToB, NO/IYy4EHHbIX OT CepBepa Ha NopTy
y4yeTa M OTOPOLLIEHHbIX NO KaKon-1nMbo npuymHe

Transmit Packets

OTo6pa>KaeT CTaTUCTURY NepeaaHHbIX MaKeTOB, BK/IKOYAA:

Requests: Konunuyectso naketos RADIUS, oTnpaBneHHbIX Ha cepsep.
MoacyeT He BKAOYaeT NOBTOPHbIe Nepesayn

Retransmissions: konnyectso naketos RADIUS, noBTOpHO NepegaHHbIX Ha
cepsep yyeta RADIUS

Pending Requests: konnyectBo naketoB RADIUS, npeaHasHa4yeHHbIX and
cepBepa, ANA KOTOPbIX elwe He WUCTEeKNO BpemMA OXUOAHMA WAN He
nosiyd4eH OTBET. JTa NepemMeHHaa yBe/an4YMBaeTCA, Korga oTnpasaferca
oyepeaHoi naketr Request, U ymeHblUaeTca NPU MNOAYYEHUW MAKETOB
Response, a Tak}Ke U3-3a TaiM-ayTa WM NOBTOPHOMN Nepeaayn

Timeouts: KoanyecTBo TalimayToB yyeTa Ha cepsepe. [0 wUcTeyeHUuU
BPEMEHUN OXWUOAHUA KAMEHT MOXKET MOBTOPUTb MOMbITKY ObpalieHusa K
TOMY }Ke cepBepy, OTNPaBUTb 3aNpoC Ha APYroM cepBep WM OTKasaTbCA
OT AanbHenWwmnx 3anpocoB. MoBTOPHAA MOMNbITKA OOpaLLeHUA K TOMY Ke
cepBepy CUYMTAETCA KaK MNOBTOPHOW nepeaayen, TakK M TaMM-ayTOM.
OTnpaBKa Ha ApYroi cepBep CYNTAETCA KaK 3aNpoCcoM, TaK U TakM-ayTOM

Other Info

B 3TOom pasgene coaepXutca UHPOpmMaLMA O COCTOAHWUM CcepBepa M
AIUTENbHOCTU 334ePHKKN KOMMYHUKALUN MEXAY CEPBEPOM U KMEHTOM

IP-Address: IP-agpec n Homep nopta UDP (B ¢opmate <IP-agpec>:<UDP-
nopTt>) cepsepa

State: nokasbiBaeT coctosHMe cepBepa. MoXKeT NpPUHMMATb OOHO U3
cnefyoLmx 3HaYEHUN:

Disabled: cepsep oTKAtoueH

Not Ready: cepsep BKAtOYEH, HO IP-cBA3b elue He 3anyLueHa

Ready: cepBep BKAoYeH, IP-cBA3b HacTpoeHa, 1 moaynb RADIUS roTtos
NPUHUMATb JaHHbIE OT KNEeHTa

Dead (X seconds left): nonbiTkKM nepepaun AaHHbIX Ha cepsep
NPeAnpUHUMAlOTCA, HO OH He OTBe4YaeT B TeYyeHMe HaCTPOEHHOro
BpeMeHM oxuaaHusa. CepBep BpPeMEHHO OTK/AYeH, HO byaeT cHoBa
BK/IIOYEH, KOraa ucTeyeT Bpemsa npocToa. KoamuyectBo  CcekyHA,
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OCTaBLUMXCA A0 BKAOYEHUs, oTobparkaeTca B CKOBKax. ITO COCTOAHUE
AOCTUXMMO TOJIbKO MPU HanMumm 6onee oaHOro akTMBHOrO cepeepa

Round-Trip Time: nHTepBan BpemMeHu (U3mepsAeTcA B MUANIUCEKYHAAX),
HeobxoANMbIN ANA 3aBepLleHMA MONHOro obmMeHa COOTBETCTBYHOLMMMU
coobuweHnamm ¢ cepsepom y4éta RADIUS. W3mepeHne umeet
paspeweHne B 100 munnmcekyHa,. 3HadeHne O MUANUCEKYHA YKa3blBaeT
Ha TO, 4YTO MNOKa He O6bINO COBEpPLEHO ABYCTOPOHHEro obmeHa
coobLeHnAmMM c cepBepom

5.8.6 NAS (802.1x)

NAS (Network Access Server) — 3To W03 A0OCTyNa MeXAy BHELWHEeN CeTbio CBA3WN U BHYTPEHHEM
ceTblo. Hanpumep, Korga nosb3oBaTeNb NOCbIIAET 3aNPOC MHTEpPHET-NpoBanaepy, emy byaet
npeaocTaBieH Aoctyn B MIHTepHeT nocne aBTopu3aummn cepBepom AocTyna. AyTeHTUPUKauma
MeXKAY KNMEeHTOM M cepBepoM MOKeT bbiTb Ha ocHoBe IEEE 802.1X u MAC-agpeca.

Cranpapt IEEE 802.1X onpegenaet npoueaypy KOHTPOAA A0CTYNa HA OCHOBE NOPTOB, KOTOpaA
npeAoTBpaLLlaeT HEeCAaHKLUMOHMPOBAHHbLIN [0CTYN K ceTu, TpebyAa OT nosb3oBaTenei cHavana
npefoCTaBUTb y4yeTHble AaHHble AnA ayTeHTuduKaumm. OAMH UANM HECKONbKO BHYTPEHHWUX
cepsepos (RADIUS) onpeaenatoT, paspeLleH M NoNb30BaTeNto AOCTYN K CETU.

AyTeHTUdUKauMA Ha ocHoBe MAC-agpecoB no3sonfeT ayreHTUoMumpoBaTb Bonee oaHoro
nosb3oBaTena Ha OAHOM MOPTYy M He TpebyeT OT Mosib3oBaTesielt YCTAaHOBKU cneuumasbHOro
nporpammHoro obecneyeHma 802.1X B ux cucteme. Ons ayTeHTUOMKALMM HA BHYTPEHHEM
cepBepe KommyTtaTop ncnonbzyetr MAC-agpeca nosnb3osatenei. [MOCKONbKY 310YMbILUNEHHUKN
MOryT co3aaBaTb nogaenbHble MAC-agpeca, Takaa ayTeHTMdMKauMA meHee 6e3onacHa, yem
ayTeHTUMKauma 802.1X.

5.8.6.1 0630p ayTeHTUPUKaumm 802.1X (Ha ocHOBE NOPTOB)

B ceteBoli cpepe 802.1X nonb3oBaTesb ABAAETCA COMCKATENEM, WM 3anpallvBaOLLUM.
KommyTtatop — ayteHTMduKaTopom, a cepeep RADIUS — cepBepom ayTeHTUPUKaALUMK.
KommyTaTop pgeictByeT Kak MOCPeAHUK, Mepecblnasd 3anpocbl M OTBETbl  MeXAy
3anpaLlnBaloLLMM YCTPOMCTBOM M CEPBEPOM ayTeHTUdMKauMK. Kagpbl, oTnpaBasemble Mexay
3anpawmnBaoOWmMM U KOMMYTAaTOPOM, ABAAKOTCA cneumanbHbiMU Kagpamn 802.1X, U3BECTHbIMMU
Kak Kagpbl EAPOL (EAP Over LAN), koTopble WHKancynaupytoT EAP PDU (RFC3748). Kagpbl,
oTnpasafaemble Mexay KommyTatopom M cepsepom RADIUS, asnaoTca naketamm RADIUS.
MakeTbl RADIUS Takke nHKancyaupytoT EAP PDU BmecTe ¢ gpyrmumn aTpnbytammn, TakMmMK KakK
IP-agpec KommMmyTaTopa, UMsi U HOMEpP NOPTa COMCKaTeNa Ha KommyTaTope. EAP oyeHb rmbok,
NMOCKONbKY A0MYCKaeT pasnyHble MeToabl ayTeHTUdMKAUMM, Takme Kak MD5-Challenge, PEAP 1
TLS. Ba)KHO TO, 4TO ayTeHTUPUKATOPYy (KOMMYTATOpy) HE HYXKHO 3HaTb, KaKOW MeToj,
ayTeHTUOMKaLMM MCNONb3YHOT 3anpallMBatoLLee YCTPOMUCTBO M CepBep ayTeHTUDMKaumMn, nam
CKOJ/IbKO KagpoB obmeHa MHPopmaumen HeobxoaMMO AN KOHKPETHOro metoaa. KommyTtatop
NpocTo MHKancyanpyet 4Yactb EAP Kagpa B cootsetctBytowmii Tun (EAPOL mnam RADIUS) u
nepecblnaeT ero.
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Mocne 3aBepweHua ayTeHTUPUKaumm cepsep RADIUS oTnpasnfeT cneunanbHbI MakKeT,
CoAEepKallMh  yKasaHMe Ha ycnex uAM Heygady. [loMMMO nepecbiikM  pesynbTaTa
3anpalnBaloLemMy yCTPOMCTBY, KOMMYTAaTOP MCMNONb3yeT ero ANA OTKPbITUA AN BNOKUPOBKM
TpaduKa Ha NOPTY KOMMYTATOPA, NOAKNHOYEHHOM K 3anpalunBaloLLEMy YCTPOMNCTBY.

Mocne 3aBepweHna ayTeHTUPUKaumm cepsep RADIUS oTnpasBnseT cneunanbHbii NakKeT,
COAEpP’KalLMA  YKasaHMe Ha ycnex uAM  Heyaady. [loMMMO nepecbiikKM  pesynbTaTa
3anpallnBaloLLLEMY YCTPOMUCTBY, KOMMYTATOP MUCNO/b3YyeT ero A8 OTKPbITUA Uan 6NOKMPOBKM
TpadurKa Ha NOPTYy KOMMYTaTOPa, NOAKAOYEHHOM K 3aMnpallMBatoWEeMy YCTPOMCTBY.

B cpene ¢ AByMA aKTMBHbIMK cepBepamu 63KeHAa, rae BpemMs OXUAaHMA cepBepa HacTPOeHo
Ha X CeKyHA, M NnepBblii cepBep B CMUCKE BPEMEHHO HeJOoCTyMNeH (HO He CYMTAETCA NOJIHOCTLIO
HepaboTocnocobHbIM), ecan 3anpalwmsarowmii byget otnpasnatb Kaapbl EAPOL Start 6bicTpee,
4yeM Karkable X CeKYHZ, OH HUKOTAa He CMOXKET NPONTU ayTeHTUDUKALMIO.

3TO NpoOMCXOAMT NOTOMY, 4YTO KOMMYTAaTOp OTMEHAeT TeKyliMe 3anpocbl K cepsepy
ayTeHTUdMKauMK, KaK TONIbKO nonydvaeT HoBblii EAPOL Start ¢pelim oT 3anpawumsatowero
ycTpolicTBa. MOCKONbKY cepBep He cunTaeTca HepaboTocnocobHbIM (NOTOMY UTO X CEKYHA, elle
He UCTEK/0), KOMMYTATOP CHOBA MOMbITAETCA CBA3ATbCA C TEM }Ke CepBEPOM NpU Caesytowem
3anpoce ayTeHTUOUKALMMK.

Takum o06pa3om, BO3HMKaeT BEeCKOHeYHbI LMKA. YTobbl n3berkaTb 3TOM CUTyaumn, Bpems
OXWOAHUA cepBepa AO/KHO ObiTb MeHbLUE, YeM CKOPOCTb, C KOTOPOWM 3anpaluvBatoumi
otnpasnAaeT naketbl EAPOL Start.

5.8.6.2 0630p ayTeHTUPUKauum Ha ocHoBe MAC-aapecos

B otanumne ot 802.1X, ayteHTMPUKauma Ha ocHoBe MAC-agpecoB He ABNAETCA CTaHOAPTOM, a
BCErO /IMWb NepesoBbiM METOAOM, MPUHATBIM B oTpacau. MNpu ayTeHTUPUKALUUM HA OCHOBE
MAC-agpecoB no/ib30BaTeNM HaA3blBAlOTCA KAMEHTaMM, a KOMMYTaTop [AeNcTByeT Kak
3anpalwnBaloWmnii OT UMEHU KAMEeHTOB. HayanbHblt Kagap (ntoboi TMn Kagpa), oTnpaBaeHHbIN
K/IMEHTOM, OTCNEXKMBAETCA KOMMYTAaTOPOM, KOTOPbIW, B CBOO ovepesb, ucnonb3dyeT MAC-agpec
KAMEeHTa Kak MMA Noab30BaTeNa M Naposb B nocneaywouem obmeHe EAP ¢ cepsepom RADIUS.
6-6aiiToBbIi MAC-aapec npeobpasyeTca B CTPOKY B cneaytoweint opme «Xx-XX-XX-XX-XX-XX», TO
€CTb B KayecTBe pasfenuTens Mexay LWeCTHagUaTeEPUYHbIMU LMdpamMn B HUKHEM pernctpe
ncnonbsyetca geoduc (-). KommyTtaTop nopsepuBaeT TONbKO MeToa ayTeHTudukaumm MD5-
Challenge, noatomy cepsep RADIUS gonrkeH 6bITb HACTPOEH COOTBETCTBYHOLMM 06pa3om.

Mocne 3aBeplueHna ayTeHTUGUKaumm cepsep RADIUS otnpasnseT coobuieHmne o6 ycnexe mnu
Heyaaye, KOTOpPOe, B CBOK oO4vepesb, 3aCTaBASAET KOMMYTATOp OTKPbITb WM 3aba0KMpoBaThb
TPaPUK ANA 3TOrO0 KOHKPETHOrO K/AMEHTa, MCNONb3ya CTaTuyeckue 3anucu B Tabamue MAC-
agpecos. ToNbKO Nocne 3Toro Kaapbl OT KAneHTa byayT nepecbinatbca Ha KOMMyTaTop. B aTon
ayTeHTUdMKauum HeT Kagpos EAPOL, n nostomy ayteHTUPUKaumna Ha ocHoBe MAC-agpecos He
nmeeT Hu4yero obuwero co ctaHgapTom 802.1X.

Mpeumywectso ayteHTMPUKaummn Ha ocHose MAC no cpaBHeHMto ¢ 802.1X 3aKkn04aeTCs B TOM,
YTO HECKO/IbKO KNMEHTOB MOTYT ObiTb NMOAKAOYEHbI K OZAHOMY M TOMY Ke nopTy (Hanpumep,
yepes CTOPOHHUIA KOMMYTATOP WAW  KOHLEHTpPATOp) W  no-npexHemy TpeboBaTb
WHOMBMAYANbHOM ayTeHTUOMKALUMKU, a TaKXKe 4TO KAMEeHTaM He TpebyeTca ans Hee
cneumanbHOe nNporpammHoe obecneyeHue. Hegoctatkom asnasetca 1o, 4To MAC-agpeca moryt
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ObITb NoaAenaHbl 3/1I0HAMEPEHHbIMM Nosb3oBaTenamun. Kpome toro, obopyaosaHue, MAC-
aZpec KOToOpOoro ABAAeTcA Aonyctumbim nonb3osatesniem RADIUS, moXKeT ncnonb30BaTbCAa Kem
YyrofiHo, U noaaepmBaetca Tonbko metog MD5-Challenge.

AyTteHTUdUKauma 802.1X n ayTeHTUPMKauma Ha ocHoBe MAC-agpecoB MMeoT KoOHpUrypaumm,
KOTOpble AeNATCA Ha CUCTEMHbIE HAaCTPOIMKM U HAaCTPOMKMN NOPTOB.

5.8.6.3 HacTpoiku

Network Access Server Configuration

System Configuration

Mode | Disabled v |
Reauthentication Enabled Jl

Reauthentication Period 3600 seconds
EAPOL Timeout 30 seconds
Aging Period 300 seconds

Hold Time 10 seconds

Port Configuration

Port Admin State Port State Restart
B W

1 |Force Authorized | Globally Disabled

ate Reinitialize

3fe Reintialize

2 |Force Unauthorized % | Globally Disabled

te Reinitialize

3 |802.1X v | Globally Disabled

ate Reinitiali

4 |MAC-based Auth. ~| Globally Disabled

el
= = e i

‘.j-t'i'i.. =

5 |Force Authorized V| Globally Disabled | ==z

PucyHok 126 — KoHowurypauna NAS

MNapameTp OnucaHue

Mode YKa3blBaeT, BKAOYEHA UK OTKAtOYeHa rnobanbHo ayTeHTUdUKayma 802.1X
n MAC Ha KommyTtatope. Ecam oTkatoveHo rnobanbHo (Disabled), sBcem
nopTam paspeLleHo nepecbinaTtb Kaapsl

Reauthentication | Ecnv 3TOT Gna*KoK yCTAHOB/EH, KAMEHTbl NOBTOPHO ayTEHTUDUUMPYIOTCA
Enabled nocne WHTepBasa, YyKasaHHoro B none Reauthentication Period.
MNoBTopHas ayTeHTUdUKaUMA ANA NOPTOB C noaaep*kon 802.1X moxer
MCNoNb30BaTbCA ANA OOHapy)KeHMA TOro, MNOAKJKYEHO JiM  HOBOE
YCTPOMCTBO K NOPTYy KOmMMmyTaTopa. [na nopToB C ayTeHTUdMKaumeln Ha
ocHoBe MAC 3Ta ¢yHKUMS NoNe3Ha TO/MbKO B CAy4ae W3MEHeHus
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KOHoUurypaumm cepsepa RADIUS. OHa He noapasymeBaeT CBsidzb MeXKay
KOMMYTaTOPOM M KNMEHTOM W, CNefoBaTeslbHO, He MOApa3yMeBaeT, YTo
KNMEHT BCe eLle NpucyTcTByeT Ha nopTy (cm. Aging Period Huke)

Reauthentication | Onpegenset nepnog B CEKYHAAX, MOCAE KOTOPOro NOAKAOYEHHbIA KANEHT
Period [OIKEH NPOWUTM NOBTOPHY ayTeHTUPUKALMIO. HacTpoiiKa aKTMBHA TO/IbKO
ecnn  yctaHosneH @naxok Reauthentication Enabled. [donyctumbliit
Anana3oH 3Ha4YeHui — ot 1 go 3600 cekyHA,

EAPOL Timeout Onpeaensetr WHTepBan ANAa NOBTOPHOM nepeaayun Kagpos EAPOL ¢
3anpocom naeHTuduKaumm

JonycTumMbi AnanasoH 3HaYeHu — oT 1 Ao 65535 cekyHa. 9To He BaMAeT
Ha nopTbl € ayTeHTUdMKaumnein Ha ocHose MAC

Aging Period MNepnop ycrtapeBaHuA. [lpMmeHAETCA K peXmmam, WCNOAb3YIOWNM
dyHKUMoHanbHocTb Port Security ana 3awutbl MAC-agpecos:

MAC-Based Auth.

Korga moaynb NAS ucnonb3yeTt moaynb Port Security gna 3awmtel MAC-
aapecos, moaynto Port Security Heob6xoaMmo NpoBepATb aKTMBHOCTb Ha
cooTBeTcTBYtOWem MAC-agpece u4epe3 perynsapHble WHTEpPBaNAbl U
0cBOOOXKAaTb Pecypchbl, ecin B TeYeHMe 3aaHHOro nepruoaa BpemMeHu He
HabntogaeTca HUKaKoM akTMBHOCTWU. MapameTp Aging Period ynpasnser
MMEHHO 3TUM Nepnoaom U MOXKeT bbITb yCTaHOBNEH B Anana3oHe oT 10 go
1000000 cekyHA,

Ona noptoB B pexkume MAC-based Auth. nosTopHasa ayTeHTUdMKaUMA He
BbI3bIBAET NPAMbIX coeauHeHnn mexay NAS u KNMeHTOM, MO3TOMY OH He
oynet onpenenAtb, NOAKNOYEH NN KAMEHT WUAM HET, U eAUHCTBEHHbIN

cnocob6 o0cBob6oANTb KaKuMe-nnbo pecypcbl — 3TO 06bABUTL 3anucb
ycTapesluei
Hold Time Bpema yaeprkaHua. [llpumeHAeTcA K persumam,  UCMONb3YIOLWUM

dyHKUMoHanbHocTb Port Security ana 3awutel MAC-agpecos:
MAC-Based Auth.

Ecan KnmeHTy OTKasaHoO B goctyne — AMb6o NoTomy, YTO eMy OTKasblBaeT
cepsep RADIUS, nmbo notomy, 4yto Bpema ans 3anpoca cepsepa RADIUS
NUCTEKNO B COOTBETCTBMM C TaMM-ayTOM, YKa3aHHbIM HA CTpaHuUue
[Configuration] = [Security] - [AAA] — KAMEeHT BpeMeHHO nepeBoaUTCA B
COCTOAHME «He aBTOPM30BaH». TaMMep yAeprkaHMA He y4yUTbIBAeTCs BO
BpeMA TeKyLen ayTeHTudnKaLmm

KommyTaTop 6yaeTr WrHopupoBaTb HOBble KaAapbl, NocTynawoume ot
KAMEHTA B NEepUOa BPEMEHN yAEPKaHUA

Bpema yaep)kaHua moxkeT ObITb yCTaHOBNEHO B Auana3oHe ot 10 ao
1000000 cekyHA,
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Port Homep nopta, K KOTOpOMYy MpPUMEHAEeTCA nNpuBefeHHaa Huxe
KoHdUrypaums
Admin State Echmu NAS BKatoyeH rnobanbHO, 3Ta HACTPOMKa ynNpaBasfeT pPeXxumom

BYTEHTMd)MKaLI,MM Kaxaoro otaenbHoro nopta. ﬂ,OCTyI'IHbI cneagywouwmne
peXnmbl:

Force Authorized

B aTOM pexumme KOMMyTaTop OTNpasuT oguH Kagap EAPOL Success, Kak
TO/NIbKO coeauHeHue nopTa byaeT yctaHoBneHO. Takum obpasom, nobomy
K/IMEHTY Ha NOPTY pa3peLlaeTca JOCTYN K ceTu 6e3 ayTeHTUdMKaL MK

Force Unauthorized

B aTom perkmme KomMmyTaTop OTnpaBuT oauH Kaap EAPOL Failure, Kak
TO/NIbKO coeauHeHue nopTa byaeT yctaHoBneHO. Takum obpasom, nobomy
KNMEeHTY Ha NOPTY 3anpeLLaeTca 4OCTYN K CeTu

Port-based 802.1X

AyTteHTuduKaumm 802.1X Ha ocHose nopTtos. MoapobHoe onucaHue cm. B
pasgene 5.8.6.1

a) Single 802.1X

B pexume Port-based 802.1X nocne ycnewHon ayTeHTUOMKaLUK
3anpaluMBaloLLero yCcTPOMCTBA Ha MNOPTy Becb MOPT OTKPbIBaeTcA ANA
ceTeBoro TpaduKa. ITO MO3BOAAET APYIMM KAWEHTaM, CO€AUHEHHbIM C
noptom (Hanpumep, 4Yepe3 KOHLEHTPATOpP), NOAKNOYATLCA K YCMelHOo
ayTEHTUOULMPOBAHHOMY K/IMEHTY M NOJIy4aTb CETEBOM AOCTYN, AaXKe ecnu
OHM He ayTeHTUPUUMPOBAHLI NO OTAENbHOCTU. YTOObI MpeogoneTb 3Ty
6pewb B 6€30MacHOCTH, MCNONb3ynTe BapuaHT Single 802.1X

Single 802.1X noka He ABnaeTtca ctaHaaptTom IEEE, HoO obnagaeT mHOrMmM
N3 TeX Xe XapaKTepucTuK, 4to n 802.1X Ha ocHose nopToB.. B Single 802.1X
OAHOBPEMEHHO Ha MOPTY MOXEeT ObiTb ayTeHTUdMuMpoBaHo He bonee
OAHOro 3anpawuBaloOWero YCcTPoMUCcTBa. B KOMMyHMKAUMAX  Mexay
3anpaLlnBaloOLLMM YCTPOUCTBOM M KOMMYTAaTOPOM MCNONb3YHTCA OObIYHbIE
Kagpbl EAPOL. Ecam K nopTy nogkntoyeHo 6onee  ogHoro
3anpallnBaloLLero YCTPOMCTBA, TO MepBbiM OyaeT paccmaTpuBaTbCA TO,
KOTOpoe npuaeT nepsbiM MNpU MOAKAOYEHUM KaHana cBAsu. Ecam ator
3anpaluunBaloLLee YCTPOMCTBO He MpPefoCTaBUT AeUCTBUTENbHbIE YYETHble
AaHHble B TeYeHWe onpeseneHHOro BpemeH#u, WwaHc byaet npeaoctaBnieH
apyromy 3anpawmsarowemy yCTpoWcTay. Mocne ycnewHom
ayTeHTMOMKaLMM 3anpalumBatoWwero yCTpoMcTBa A0CTyn byaeT paspelleH
TO/MIbKO emy. ITO camMblii 6e30nacHbI U3 BCeX NOAAEPKUBAEMbIX PEKMMOB.
B stom pexume pana 3awmutbl MAC-agpeca KAMeHTa Noc/ie yChnewHoM
ayTeHTUdMKaumm ncnonbsyetca moaynb Port Security

6) Multi 802.1X

B stom pexmme Ha OgHOM U TOM e TMNOoPTYy MOXKET 6bITb
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ayTeHTUPMUMPOBAHO OAHOBPEMEHHO OZHO nnm HECKO/IbKO
3anpalmBatoWmx YCTPOWMCTB. Kaxkabli 3anpalmsatowmin

ayTeHTMOMLMPYETCA WMHAMBMAYANbHO M 3awmuweH B Tabavue MAC c
nomoubio moayna Port Security

B KoHourypaumm Multi 802.1X Henb3a MCNO/b30BaTb MY/1bTUKACTOBbLIN
MAC-agpec BPDU B KauvectBe uenesoro MAC-agpeca pgna EAPOL-
¢dpeimoB,  OTNpPaBAAEMbIX  KOMMYTAaTOPOM K  3anpaliMBatowUm
ycTponctBam. Ecnam wmcnonb3oBaTb mynbTuKactoBblint MAC-agpec, Bce
KAWEHTbl, MOAK/OYEHHble K nopTy, OyayT oTBeyaTb Ha 3anpocbl OT
KommyTaTopa. Bmecto 3Ttoro Kommytatop wucnonbdyetr MAC-agpec
KOHKPETHOro K/IMeHTa, KOTopbl 6bln nonyyeH u3 nepsoro Kagpa EAPOL
Start unmn EAPOL Response ldentity, oTnpaBneHHOro KAMeHToOM

WUckntoueHne coctaBafaeT Cayvyai, KOrga Ha MOPTYy HeT MOAKAHYEHHbIX
yCcTpoicTB. B 3TOM cnyyae KommyTaTop oOTnpasnseT 3anpocbl EAPOL
Request Identity c ncnonbzoBaHnem mynbTukactosoro MAC-agpeca BPDU,
4TOObI AKTMBUPOBATL NtOObIE NOTEHLMA/bHbIE KANMEHTbI HA NOPTY

MaKcumanbHOe KONMYECTBO 3anpallmBaloWMX KAMEHTOB, KOTOPbie MOTryT
ObITb NOAKAOYEHBI K MOPTY, MOXHO OrPaHUYNTb C NomoLbio GyHKLUMKM Port
Security Limit Control

MAC-based Auth.

AyteHTMdUKaumsa Ha ocHoBe MAC-agpecoB. AyteHTudmkauymm 802.1X Ha
ocHoBe nopTtoB. [logpobHoe onucaHue cm. B pasgene 5.8.6.2.
MaKcMMmanbHOE KONMYECTBO 3anpallMBalOWMX KAWMEHTOB, KOTOPble MOTYT
ObITb NOAKAOYEHBI K MOPTY, MOXHO OrPaHUYNTb C NomoLbio GyHKLUMKM Port
Security Limit Control

Port State

TeKkywee coctosHue nopTta. MOoOXKeT NpuHMMaTb OAHO M3 C/eAyLWnX
3HaYeHUI:

Globally Disabled: NAS rno6anbHo oTKAloYeH
Link Down: NAS rno6anbHO BK/IlOYEH, HO Ha NOPTY HET coeAUHEHUSA

Authorized: nopt HaxoauTtcsa B pexkume Force Authorized nan B pexume
NoAAEPKKM OLHOMO 3anpallMBAlOLLErO YCTPOWMCTBA, M 3anpalluBaioliee
YCTPOICTBO aBTOPM30BAHO

Unauthorized: nopt Haxoautca B pexume Force Unauthorized waun B
pexume nNoaLep)KKM  OLHOrO  3anpallMBaloOWEro  YCTPOWCTBa, M
3anpaluuMBaloLLee YCTPOMUCTBO He HbIN0 yCNewHO aBTOPM30BaHO CEPBEPOM
RADIUS

X Auth/Y Unauth: nopt Haxogutcs B pexume NOAAEPIKKU HECKObKUX
3anpawunBaloWmMx  ycTponcte. B HacTtoAwee BpemAa X  KAMEHTOB
aBTOpM30BaHbl, @ Y He aBTOPU30BaHbI

Restart

[na KaXKA0WN CTPOKM AOCTYMNHbI ABE KHOMKW. KHONKM aKTUBUPYHOTCA TONIbKO
npu BKAOYEHHOW rnobanbHoOM ayTeHTUPUKaumMm Ha ocHose EAPOL wau
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Reauthenticate: nnaHupyeT nOBTOPHYH ayTeHTUOMKALMIO BCAKUK pas,
Korga 3akaHuMBAeTCA nepuos MOYaHMA nopTa (ayTeHTUOMKauMA Ha
ocHoBe EAPOL). ina pexuma Ha ocHoBe MAC noBTopHas ayTeHTUdMKauma
6yaeT npeanpuHATa HeMea/leHHO

KHonka ,CI,EVICTBVET TOZIbKO Ha ycnewHo aYTEHTVI(bMLI,MpOBaHHbIX KINMEHTOB
Ha NOPTYy U HE NPpUBEAET K BDEMEHHOH notTepe aBtopmnsaumnn KAMeHTos

Reinitialize: npuHyguMTENbHO W HEMeANEHHO BbINOAHAET MOBTOPHYIO
WHULMANN3AUMIO KIMEHTOB Ha MNOPTY W, CNefoBaTe/IbHO, MOBTOPHYHO
ayTeHTMOMKaumio. [oka OHa BbINONHAETCA K/AWEHTbl nepenayt B

HEeaBTOPMN30BaHHOE COCTOAHUE

5.8.6.4 CoctoaHne KommyTauum NAS

Ha aTol cTpaHuue oTobparkaetca MHGopMaums o TekyLem cocToaHun noptos NAS.

Network Access Server Switch Status

Auto-refresh []

Port Admin State

Force Authorized
Force Authonzed

Port State

Globally Disabled
Globally Disabled

Last Source LastID

O LN P D R

Force Authorized
Force Authorized
Force Authorized
Force Authorized

Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

PucyHok 127 — Cratyc noptoB NAS

B onuncaHunm Port State NAS

MNapameTp Onuncaxue
Port Homep nopta KommyTaTopa. Haxkmute, 4Tobbl NepenTM K nogpobHom
cTatuctnke 802.1X ona Kaxaoro nopra
Admin State Tekywee agMUHUCTPATUBHOE cOCTOsIHWE nopTa. MNoapobHee 0 KaKgom
3HaYeHMM cM. Bblwe B onmncaHMm Admin State NAS
Port State Tekyuwee coctosiHMe nopTa. MNoapobHee 0 KaXKAOM 3HAYEHUU CM. Bbllle

Last Source

MAC

MAC-agpec UCTOYHMKA, NepeaaHHbli B NOCAeAHEM MOYYEHHOM Kaape
EAPOL pna ayteHTMdUKaumm
NONly4EHHOM KaZpe OT HOBOTO KAMEHTa ANA ayTEHTUPMKALMM HA OCHOBE

Ha ocHoBe EAPOL wu

nocnegHem
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Last ID

Nma nonb3oBaTtena (naeHTMOUKaTOp 3anpaLnBaloLLero),
cogeprkalleecA B nocnegHem nonydyeHHom Kagpe EAPOL Response
Identity gna ayteHTMdmKaumm Ha ocHose EAPOL, n ucxogHbii MAC-
agpec u3 nocnegHero MNOAYYEHHOro Kagpa OT HOBOrO KAWEHTa AnsA
ayTeHTUPMKauumm Ha ocHose MAC

5.8.6.5 Ctatnctnka noptos NAS

3Ta cTpaHuua coaepuT nogpobHyto cratuctuky IEEE 802.1X gnAa onpeaeneHHoro nopra
KOMMYTaTopa, NPUMEHSAIOWEro ayTeHTUPMKaLMo Ha OCHOBe NOPTOB. [11A NOPTOB C PEXKMMOM
Ha ocHoBe MAC O6ygeT nokasaHa TO/NbKO CTATUCTMKA BblbpaHHOro 63keHAa-cepsepa.
Mcnonb3yliTe packpbiBalOWMINCA CNUCOK, YTOBbI BbIOpaTh, KakMe cBegeHWA O nopTte cnepyet

oTobpaxaThb.

NAS Statistics Port 2
Auto-refresh [

Port State
f.% T k-l Force Authorized
Port State Globally Disabled

PucyHok 128 — Cratuctuka nopta NAS

MNapameTp

OnucaHue

Admin State

TeKkylee agMMHUCTPATUBHOE COCTOAHME nopTa. MoapobHee O Kaxaom
3HauyeHMU cm. Bbiwe B onncaH Admin State NAS

Port State

Tekyuwee coctosiHMe nopTa. MNoapobHee 0 KaXKAOM 3HAYEHUU CM. Bbllle
B onmncaHunm Port State NAS

EAPOL Counters

OTN CYETUYMKMK KagapoB 3anpawumBarollero yCTpOHCTBa AOCTYNHbI ONA
cnegyrownx aaMmmMHUCTPATUBHDIX COCTOAHUM:

e Force Authorized

e Force Unauthorized
 802.1X

Bxopgswwme Kaapbl:

Total: KonmuectBo pgonyctumbix  Kagpos EAPOL nwboro  Tmna,
Noay4YeHHbIX KOMMYTaTOPOM

Response ID: Konn4yecTBO AOMYCTUMBIX KagpoB maeHTuduKaumm EAP
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Resp/ID, nony4yeHHbIX KOMMYTaTOPOM

Responses: KOMYeCTBO A0MYCTUMbIX KaapoB oTseTa EAPOL (Kpome
KaapoB Resp/ID), Noay4eHHbIX KOMMYTaTOPOM

Start: KOAMYEeCTBO WHUUMANMBUPYIOWMX ayTEeHTUOMKaALMIO Kagpos
EAPOL Start, nony4eHHbIX KOMMYTAaTOPOM

Logoff: KonnyecTtBO AoONycTUMbIX KagpoB Bbixoda M3 cucTembl EAPOL
logoff, nony4yeHHbIXx KOMMyTaTOpOM

Invalid Type: Konmyectso Kagpos EAPOL, nony4eHHbIX KOMMYTAaTOPOM, B
KOTOPbIX TUN Kagpa He pacrno3HaH

Invalid Length: KonunyectBo  Kagpos  EAPOL,  nony4YyeHHbIX
KOMMYTAaTOPOM, UMEILLMUX HELOMYCTUMYIO ANTUHY

Ncxoaawme Kagpbil:

Total: kKonmyectBo Kagpos EAPOL nwboro Tuna, nepenaHHbIX
KOMMYTaTOpOM

Request ID: koanyecTBo KagpoB HavyanbHOro 3anpoca EAP, nepefaHHbIX
KOMMYTaTOpOM

Requests: KoiM4ecTBO AONYCTUMBbIX KaapoB 3anpoca EAP (kpome Kagpos
Ha4aNbHOro 3anpoca), nepefaHHbIX KOMMYTaTOPOM

Backend Server 3TN CcYeTYMKM Kaapos cepBepHoi 4actm (RADIUS) pocTynHbl Ans
Counters cnepyowmx agMUHUCTPATUBHbBIX COCTOAHUN:
¢ 802.1X

e MAC-based Auth.
BxoaAwme Kagapbol:

Access Challenges: ans 802.1X oTcnerKMBaeT, CKOMIbKO pa3s KOMMYTaTop
NolyYnn NepBblit 3aNpPoC OT cepBepa ayTeHTUPUKALMKM Nocae TOro, Kak
KIMEHTCKOoe YCTPOMCTBO OTNPAaBMAO CBOM MNepBblii  OTBET. ITO
MOKa3blBaeT, YTO CepBep ayTeEHTUOMKALMM YCNELWHO YCTAaHOBMA CBA3b C
KOMMYTaTOPOM WM Haya/ Npouecc ayTeHTUPUKaLUK

Ons MAC-based Auth. nogcuntbiBaeT Bce 3anpocbl Ha A0MNOJHUTENbHYIO
nposepKy (Access Challenges), KoTopble cepBep ayTeHTUDMKaLUM
oTnpaBaseT Ans AaHHOro nopTta (oTobparkaetca B neBon Tabauue) nam
AN KOHKPETHOro KaneHTa (oTobpaykaeTca B NpaBoii Tabauue)

Other Requests: ana 802.1X noacymMTbiBaeT KOAMYECTBO pas, Korpga
KOMMYyTaTOp OTNpaBAseT nakeT 3anpoca EAP, cnegyowmin 3a nepsbim,
3anpalmBaloLLEMy YCTPOUCTBY. YKa3biBaeT, YTO cepBep Bblbpan meTtos
EAP

Ons MAC-based Auth. He npumeHaeTca

Auth. Successes: ans 802.1X u MAC-based Auth. noacuyutbiBaer
KOZIMYECTBO pas, Koraa KOMMyTaTop noaydyaeT coobuieHme o6 ycnewHom
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3aBeplweHnn.  YKasblBaeT, 4YTO  COWMCKaTe/b/KAMEHT  yCMewHo
ayTeHTUGULMPOBACA Ha cepBepe

Auth. Failures: ans 802.1X wn MAC-based Auth. noacuutbiBaeT
KONIMYECTBO pa3, Koraa KoOMMyTaTop noJsiyyaeT coobuieHne o Heyaade.
3TO yKasblBaeT Ha TO, UTO COUCKaTeNb/KAMEHT He npowen
ayTeHTMdMKaLMIO Ha cepBepe

Ncxoaawme Kagpbil:

Responses: pana 802.1X noAcYMTbIBAeT  KO/AMYECTBO  MOMbITOK
KOMMYyTaTopa OTNpPaBuTb MNepBblii OTBETHbIM MNaKeT COMCKaTena Ha
6akeHA-cepBep. YKasblBaeT, YTO KOMMYTATOP MNbiTascA CBA3aTbCA C
cepBepom. Bo3morKHble NOBTOPHbIE Nepeaaym He y4UTbIBAOTCA

Ons  MAC-based Auth. noacuuTbiBaeT Bce nNakeTbl CcepBepa,
nepeHanpasieHHble KOMMYTaTOPOM Ha CepBep A/A 3aZaHHOro nopra
(kpariHaa neBas Tabanua) Mam KnneHta (KpanHsaA npasas Tabauua).
Bo3mOXKHble NOBTOPHbIE NEpeAaYm He YYNTbIBAIOTCA

Last NHdopmauma o nocnefHem couckaTene/KAneHTe, KOTOpbIA MbiTaeTcA
Supplicant/Client NponTM ayTeHTUdMKaumo. 3Ta MHbopmMmaumna AOCTYNHaA ANA CleAyoWmnx
Info aAMUHUCTPATUBHbBIX COCTOAHUM:

¢ 802.1X

e MAC-based Auth.

MAC Address: MAC-agpec nocnegHero 3anpawunBatoLwero
yCTpoMcTBa/KNneHTa

VLAN ID: ngeHtndunkatop VLAN, Ha KOTOpoM 6bla noayvyeH nocnegHuin
Kagp OT Noc/ieHero 3anpaLvBatoLWero yCTponcTBa/KAneHTa

Version: pgns 802.1X HOomep BepcMm MNpPOTOKONA, NepefaHHbl B
nocnegHem noaydyeHHom Kagpe EAPOL

Ona MAC-based Auth. He npumeHaeTca

Identity: nans  802.1X wumAa nonb3oBatens  (MaeHTUdMKaumn
3anpalunBaloLLEro), coAepKalleecs B NnocseaHeM MNosy4eHHOM Kaape
EAPOL Response Identity

Ons MAC-based Auth. He npumeHaeTca

5.9 lMNpegynpexaeHua

5.9.1 CurHan HencnpaBHOCTHU

Mpy BO3HWMKHOBEHMM NHOBOrO COBLITUA, K KOTOPOMY NpPMBA3aHbl HACTPOMKM OMNOBELLEHUSA,
3aropaetca WMHAOMKATOP HEWCNPaBHOCTM HA NaHeAn KomMMmyTaTopa (CM. pPUCYHOK 1) u
OOHOBPEMEHHO C 3TMM MOJAETCA CUrHaN 3SneKTpuuyeckoro pene. Cnepylowme CTpaHMULbI
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NO3BONAIOT HACTPOUTb YCIOBMA OMOBELLEHMA Ha OCHOBE BalMX NOTpebHOCTelN ANA OTAENbHbIX
NOPTOB KOMMYyTaTOpa, BK/AOYaA [AeNCTBUA, KOTopble Heobxoaumo nNpeanpuHATb  Npu
OTK/IIOYEHUN MOpPTa U NpobBaEMaX NUTAHUA.

Port Link Down/Broken

i1 H
2]
3 O
4 O
5 O Fault Alarm
6 [
7 0O Power Failure
s [
s O CIPwWR 1 ClPwR 2
10 [
11 O
T
L Apply |

PucyHok 129 — HacTpoiika onoBeLLeHMn O HEUCNPABHOCTH

5.9.2 CuctemHble npeaynpexaeHuna
5.9.2.1 Hactpowmka SYSLOG

SYSLOG — 3TOo npoToKoA, onucaHHbii B RFC 3164, no3BonsAloWMiA YCTPOMUCTBY OTNPaBAATb
coobueHna 06 cobbiTuAax yepes ceTb IP Ha ycTponcTBa, KOTOpble COOBUPAIOT M XPAHAT 3TU
coobueHuns. CoobueHnsa SYSLOG nepegatotcs ¢ nomoubio UDP, noatomy, ecan n3-3a paspbiBa
CeTU NakeT noTepseTcsa BO Bpems nepenayn, otTnpaBuTelb U NOJy4aTe b He Y3HaT 06 3ToMm, U
nakeT He byAeT oTnpas/ieH NOBTOPHO.

System Log Configuration

Server Mode [DEELC IS
Server Address | |

| save | | Reset |

PucyHok 130 — Hactpoliika SYSLOG

MNapameTp OnucaHue

Server Mode YKasblBaeT Ha Tekywmi pexxum. B pexxume Enabled coobuieHme syslog byaer
oTnpasseHo Ha Syslog-cepsep. MpoTokon ocHoBaH Ha UDP-KommyHMKaumax
M No ymonyaHuto ucnonb3dyet nopt UDP 514. Cepsep Syslog He byaer
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OTNPaBANATb NOATBEPXKAEHUA OTNpaBuTeNto, NockonbKy UDP — aTo npoTokon
6e3 npoueaypbl YCTaHOBNEHUA COeAMHEHMA, M OH He npeaocTaBaseT
noaTteepxaeHunn. Maket Syslog byget otnpasBneH B nobom cnyyae, paxke
€C/IN cepBepa He CcyLecTByeT. BO3MOXKHbIE perKMMBI:

Enabled: oTnpaBka coobuweHunit Ha Syslog-cepBep BKAOYEHA

Disabled: oTnpaBKa coobuieHnl Ha Syslog-cepBep BbIKNOYEHA

Server Address | YKasbiBaeT |IPv4-agpec xocta  Syslog-cepsepa. Ecnm  KommyTaTop
npepoctasanet GyHKuumn DNS, 310 TakKe MOXKEeT bbITb MUMA XOCTa

5.9.2.2 HacTpoika SMTP

SMTP (Simple Mail Transfer Protocol) — 310 npoToKkon gnsa nepenaym sNeKTPOHHOM NOYTbI Yepes
WUHTepHeT. Mpu HacTpolike onoseLleHnsa SMTP ycTpoiicTBo ByaeT oTnpasaATb yBeA0MIeHUe No
3/1IEKTPOHHOM NOYTe, KOraa NPoMCXOANT onpeaeneHHoe Nosb3oBaTenieM cobbiTue.

SMTP Setting
E-mail Alert :

SMTP Server Address

Sender E-mail Address
Mail Subject
M Authentication

Recipient E-mail Address 1 I

Recipient E-mail Address 2 |

Recipient E-mail Address 3 ‘

Recipient E-mail Address 4 I

Recipient E-mail Address 5 I

Recipient E-mail Address 6 ‘

PucyHok 131 — HacTpolika onoseweHnin no SMTP
MNapameTp OnucaHue
E-mail Alarm BkntoyaeT wmam OTKAOYaAeT nepeaady CUCTEMHbIX NpeaynperaeHuid no

3ﬂeKTpOHHOl7I noyre

Sender E-mail | IP-agpec SMTP-cepBepa
Address

Mail Subject Tema nucoma
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Authentication | AyteHTudumKauma:
Username: nmsa nonb3oBaTtens
Password: naposnb gna ayTeHTUGUKaumnm

Confirm Password: BBeanTe naponb ele pas

Recipient E- Aapec 3N1eKTPOHHOM NoYTbl nosyyaTens. MoOXKHO yKasaTb 40 6 nony4yatenein
mail Address

Apply HaxkmuTe, 4yTo6bl aKTUBMPOBATL HACTPOMKMK

Help MokasbiBaeT ¢pain cnpaBKu

5.9.2.3 Bbibop cobbiTuit

YcTpoiictBO noaaep:kusaet onoseweHna SYSLOG u SMTP. YcTaHOBWUTE COOTBETCTBYHOLLMIM
bNaXKOK, UTOObI BKNOUYMTD HYXKHbI BAM METOZ, OMOBELLEHMA O CUCTEMHbIX COObITUAX. OBpaTuTe
BHMMaHMe, 4To GNaKKM ByayT HeakTuBHbI, ecnn SYSLOG nam SMTP oTKAtOYEHbI.

System Warning - Event Selection

System Events SYSLOG SMTP
System Start
Power 5tatus

SNMP Authentication Failure
Redundant Ring Topology Change

e
MM

SYSLOG

1 Disabled % | |Link Up and Link Down %
p. Disabled | |Link Up v
3 Disabled % | |Link Down ¥
4 Disabled | |Disabled b
5 Disabled + | |Disabled b
6 Disabled % | |Disabled b
7 Disabled | |Disabled v
8 Disabled v | |Disabled b
9 Disabled % | |Disabled o]
10 Disabled | |Disabled b
11 Disabled % | |Disabled v
12 Disabled % | |Disabled b

[, Save ,][ Reset ]

PucyHok 132 — Bbi6op cobbITUIA ANs onoBeleHun
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MNapameTp OnucaHue
System Cold Start OTnpasnAeT ONoOBELLEHMA NPU Nepe3anycKe cCUcTembl
Power Status OTtnpasnAeT ONoBeLLEeHNA NPU BKAKOYEHUN UIN BbIKNOYEHUW NMUTAHUA

SNMP Authentication | OtTnpasnseT onoseleHna npu cboe ayteHTUOMKaumm SNMP

Failure
Redundant Ring OTnpaBnAeT oNoBeLLEHMA NPU U3MEHEHMN Tonoormm Sy-Ring
Topology Change
Port Homep nopta KommyTaTopa
SYSLOG CobbiTne ans onoseleHua npu nomowm SYSLOG:

Disabled: onoBselleHMA OTKAKOYEHDI

Link Up: BkntoueHue nopta

Link Down: BbiKAtlOYeHMe nopTa

Link Up & Link Down: BkAtO4YEeHME U BbIKOYEHME NOPTa
SMTP CobbiTne ans onoseleHma npu nomowm SMTP:

Disabled: onoBselleHMA OTKAOYEHDI
Link Up: BkntoueHue nopta

Link Down: BbiKtOYeHMe nopTa

Link Up & Link Down: BKAtOYeHME M BbIKAOYEHME NopTa

5.10 MOHUTOPWUHT U AMarHOCTUKa
5.10.1 Tabanua MAC-agpecos

Tabnmua MAC-agpecoB — 310 Tabanua B ceTeBOM KOMMyTaTope, KoTopasa conocrasasetr MAC-
agpeca ¢ noptamun. KommyTtatop mcnonb3yet Tabanuy AnA onpegeneHuna Toro, Ha Kakom nopt
cneayeT nepecbinaTth BXoAAaLWMMA nakeT. 3anmcn B Tabanye MAC-agpecoB AensaTcs Ha ABa TUNa:
AMHaMUYEeCKne U cTaTMdeckue. 3anmncu B cTaTudeckoh Tabauue MAC-agpecoB aobasnsawoTcs
AN yOANAOTCA BPYYHYIO M HE MOTYT ycTapeTb camu no cebe. 3anucu B AMHamu4yeckon Tabavue
MAC ycTapeBatoT N0 UCTEYEHUM HACTPOEHHOro nepnoaa BpemeHun. Ha ctpaHumue [MAC Address
Table Configuration]Bbl MmoKeTe yCTaHOBWUTb HeOOXoAMMble WHTepBaabl ANA 3anucer B
ANHamM4Yeckor Tabamue, a TakKe HaCTPOUTb cTaTuyeckyto Tabanuy MAC-agpecos.
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Aging Configuration

Disable Automatic Aging |l
Aging Time 300 seconds

MAC Table Learning

Port Members

1 2 3 45 6 7 8 9 10111213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
s L ENONONONONONONONORNONORNORONONORORORNORNORORNONORBORORNORBORORNORNO

Port Members

Delete VLAN ID MAC Address 1 2 3 45 6 7 8 9 10111213 1415 16 17 18 19 20 21 22 23 24 25 26 27 28

‘ Delete ‘ 1 00-00-00-00-00-00 Oo0o«MOM OO ODOODOoOODODODODODO0O Do o0 oDo0DOo0o0ooo
Add New Static Entry

PucyHok 133 — KoHdurypauma tabaunubl MAC-agpecos

» HacTtpoiika BpemeHM ycTapeBaHuA

®yHKUMA ycTapesaHma MAC-agpecoB No3BOAAET KOMMYTAaTOPY OTC/AEXKUBATb TOIbKO aKTUBHbIE
agpeca B CeTU U yaanaTb Te, KOTopble 6oNblue He MCMNOMb3YHTCA, MOCTOAHHO MOoAAEpPXKMBas
aKTyanbHOCTb Tabanubl. o ymonyaHuto yctapeslime 3anuck yganstorca yepes 300 cekyHA. Bbl
MOYKeTe HaCTpPOUTb Bpems yCTapeBaHusA, BBeAA 3HayeHWe B none «Aging Time» B ceKkyHAax.
Jonyctumbin gmana3oH coctasaset ot 10 go 1000000 ceKyHA. Bbl TaKKe MmoXKeTe OTKAYUTb
aBTOMaTUYeCKoe yCcTapeBaHWe AMHAMUYECKMX 3anucen, yctaHoBmus ¢naxkok «Disable Automatic
Aging».

» O6yueHue Tabnauubl MAC-agpecos

Echn appeca He cywectsyeT B Tabauue, Kommytatop moxeT fo06aBuTb agpec M nopT, Ha
KoTopom 6bin nonyyeH naket, B Tabanyy MAC-agpecoB, nyTem NPOBEPKM UCXOAHOMO ajpeca
Ka*KO0ro Nosy4eHHOro naketa. 31a PyHKUMA HasbiBaeTca obyyeHnem. OHa no3sonsaeT Tabavue
MAC-aapecoB AMHaMUYECKU paclwmpaTbca. Ecnm pexkmm obyyeHua Ana paHHOro nopTa
HEaKTMBEH, 3TO O3HAYaeT, YTO PEXMMOM ynpaBAsAeT APYron MoAynb, U, TakKum obpasom,
nosb3oBaTe/ib He MOXeT M3MeHUTb KoHdurypauuu. lNpumepom TaKoro moayna ABnAeTcA
ayTeHTUPMKaumnAa Ha ocHose MAC-agpecos B cooTBeTcTBuM ¢ 802.1X. Bbl MOXKeTe HaCTpPoOuUTb
nopT ANA auHamuyeckoro nsydeHna MAC-agpecos Ha OCHOBe cnefyroLWwmx napameTpoB:

MAC Table Learning

Port Members

4 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
Auto s @ @ (@

Disable
Secure () |

\!» . \, ‘!\ -,. !\ \!\ \?\ \?\ r?: \!‘ \?\ 4?\ \,w \!‘ \!‘ \,‘ 4!\ -!\ \’\ \!\ \,‘ w!- \!'

PucyHok 134 — Hactpolika obyyeHus
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MNapameTp OnucaHue

Auto O6yL|eHv1e BbINONTHAETCA aBTOMAaTU4YECKKN, KaK TOJIbKO nonayvyeH Kagp C
HEeNn3BEeCTHbIM MAC-aApeCOM MCTOYHUKaA

Disable O6yyeHune He BbINONHAETCA

Secure M3yyatoTca ToNbKO cTaTudeckne 3anucu MAC, BCe oOcCTaslbHble Kaapbl
oTbpacbiBatoTca. MNpexae Yem nepexoauTb B 6€30NacHbIV pexxum obyyeHus,
Heobxogumo ybeauTbcAa, YTO CBA3b, MCNONAb3yemas Aas  ynpaBieHus
KOMMYTaTOpoMm, fobaBieHa B CTaTUYecKyto Tabnuuy. B npoTuBHOM cnydyae
KaHan ynpasneHus ByaeT noTtepsaH M MOXKeT OblTb BOCCTAHOB/IEH TONbKO C
MOMOLLBI APYroro Hes3alWMLEHHOro nopTa WAW NyTem MNOAKNOYEHMA K
KOMMYyTaTOpy Yepes nocnenoBaTeibHbIN MHTEpdenc

» Hacrpoiika ctatnueckux MAC-agpecos

3Ta CTpaHMUa NOKa3blBaeT cTaTuyeckne 3anucu B Tabanue MAC-agpecoB, KOTOpasa MOXKeT
coaepatb A0 64 3anuceit. 3anuMcu OTHOCATCS KO BCEMY CTEKY, a He K OTAe/ibHbIM
KOMMyTaTopaM. Bbl moXKeTe ynpaBaATb 3anncAMM Ha 3TOM cTpaHuue. Tabanua MAC-agpecos
copTupyeTca cHavyana no naeHtnoukatopy VLAN, a 3atem no MAC-agpecy.

Static MAC Table Configuration

Port Members

Delete VLANID MAC Address 1 2 3 45 6 7 8 9 1011

O 1 o-1E-94-9e-9-es M OO OO OO OO OO
[ Delete | |1 | [00-00-00-00-00-00 0 OO0 OOOOOO O
[ Delete | |1 | |00-00-00-00-0000 0 000 O0O0O0OOOODOI

[ Add new static entry ]

PucyHok 135 — HacTpolika 3anuceit ctatudeckmx MAC-agpecos

MNapameTp Onuncaxune
Delete OTmeueHHas 3anucb byaeT yaaneHa npu caeayowem COXpaHeHUM
VLAN ID Homep VLAN, KOTOpOI COOTBETCTBYET 3aMnuncb

MAC Address | MAC-aapec

Port Members | ®naxku YKa3blBatlOT, Ha KaKNX NOPTaAX NPUHUMAIOTCA MaKeTbl OT YKAa3aHHOTO
MAC-ap,peca. OTmeTbTe AN CHUMUTE OTMETKY, 4YTO6bI U3MEHUTb 3aMNUCb

Add new static | Haxkmute, 4tob6bl A06aBUTL HOBYIO 3anucb B Tabauuy crtatmyeckux MAC-
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entry agpecos. Bbl moxeTte ykasatb VLAN ID, MAC-agpec v nopTbl-y4acTHUKK AnA
HOBOW 3anucu. Haxkmute <Save>, yTobbl COXPaHUTb U3MEHEeHUS

» Npocmotp Tabnuubl MAC-agpecos

Ha kaxpow ctpaHuue oTobpaxkaetca go 999 sanuceit us tabnmubl MAC-agpecos, npu 3TomM
3HayeHuMe No ymonyaHuo pasHo 20. M3meHUTb ero MOXKHO B Mosie BBoAa «entries per page».
Mpun nepBom nocelieHWM Beb-CTpaHWUA MOKaxKeT HayanbHble 20 3anuceirt Tabauubl MAC-
agpecos. MepBoit byaet otobparkeHa 3anncb ¢ HaumeHbwunm VLAN ID n HammeHbwmm MAC-
aapecom, HanaeHHbIM B Tabanue.

Mona «Start from VLAN and MAC address» no3BonAtOT No/ib3oBaTeNto BbibpaTb HaYa/bHYHO
TOYKY B Tabnuue. HaxkaTne KHomku <Refresh> 06HOBUT oTobparkaemyto Tabauuy, HauMHasA C
NpeXKHen 3annucn unn Gankanwen cneayrowen. Kpome Toro, ABa NonA BBOAA NOCAe HaXKaTtuA
<Refresh> npumyT 3HayeHue nepsBoi oTOb6paKkaeMoW 3anmMcK, YTO MO3BONAET BbINOAHATbL
HenpepbiBHOE 0BHOBNEHWE C TEM e HayanbHbiM agpecom. KHonka >> 6yaeT Mcnonb3oBaTb
nocnegHIo 3anucb U3 oTobparkaemblx B AaHHbIM momeHT nap VLAN/MAC B KayecTBe OCHOBbI
Ana cnepywmouwero noucka. Korga nouck nogonaetr K KoHuy, B oTobparkaemon Tabauue
0oTOb6pPa3nTCA TEKCT «no more entries» (6onblie 3anucen HeT). MCnonb3ynTe KHOMKY |<<, 4To6bI
HayaTb 3aHOBO.

Auto-refresh [ ‘ Refresh H Clear H l<< H >> ‘

Start from VLAN [1 | and MAC address [00-00-00-00-00-00 | with 20 | entries per page.

Port Members
Type VLAN MACAddress CPU 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

Static 1 01-80-C2-42-44-08 / ,/

Static 1 01-80-C2-4A-44-02 .‘/ ¢

Static 1 01-20-C2-42-44-0C ‘/

Static 1 01-80-C2-42-44-0D \/

Static I o0l-20-c2-42-44-0E

Satic 1333000020000 v VNV VYV VYV VYV VYV VYV Y YV VY Y Y

stafic 1 33300002002 VNV VYV VYV VYV YV Y Y Y Y Y Y Y Y Y Y Y

setic 1 S VY Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
1
1

Dynamic 40-3D-5C-2D-0F-2D «
Static T NN NNN NN NN NN NN NN NN NN NN NN
PucyHok 136 — OTtobpakeHue Tabanuybl MAC-agpecoB
MNapameTp OnucaHue
Type YKasbIBaeT, ABAAETCA /I 3aNUCb CTAaTUYECKON UAM ANHAMUYECKOM
VLAN VLAN ID 3anucu

MAC Address | MAC-aapec 3anucu

Port Members | MopTbl-y4acTHMKKU JAHHOM 3anucu
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5.10.2 CraTuCcTMKa NopToOB
» 0630p TpaduKa

Ha aToW cTpaHuue npeactaBneH 0630p ob6Wen CTaTUCTMKM TpaduKa ANA BCeX MNOPTOB
KOomMyTaTopa.

Port Statistics Overview

Auto-refresh [ | Refresh Clear

Port Packets Bytes Errors Drops Filtered
Receive Transmit Receive Transmit Receive Transmit Receive Transmit Receive

117980 86946125 9117790 6259918088 3 0 0 0 0
0 0 0 0 0 0 0 0 0
68732984 68732987 4957477714 4957477932 0 a 0 0 24710409
0 0 0 0 0 0 0 0 0
0 0 0 0 a a 0 0 0
68732085 68732087 4957477883 4957477932 1 0 0 0 25204638
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
PucyHok 137 — O6wan ctaTUCTUKA NOPTOB
MNapameTp OnucaHue
Port Homep nopta KommyTaTopa
Packets Konnuyectso nosiyyeHHbIX 1 nepeaaHHbIX NakeTos
Bytes KonnuyecTBo nosiy4eHHbIX M NepeaaHHbix 6anTos
Errors Konunuyectso KaapoBs, NONYYEHHbIX C OWMBKON, U KONMYECTBO He3aBepLUEHHbIX
nepegay
Drops KonunyecTtBo KagpoB., OTOPOLUEHHbIX M3-3a NEPErpy3KM Ha BXOAEe AN BbIXoae
Filtered KonnuyectBo nosy4eHHbIX Kaapos, OTOUAbTPOBAHHbIX NMPOLLECCOM MEPECINKN
Auto-refresh | YctaHoBuTe dnaxkoK, 4TOObl BKAOYMTb aBTOMATM4YecKkoe o06HoBNeHMe
CTPaHULLbI Yepes peryaapHble MHTEePBabl
Refresh HemeaneHHo o06HOBAAET 3anMMCM  CYETYMKOB, HAYMHAA C  TeKyLwero
naeHTudMKaTopa 3anmcum
Clear Ounuaet BCe 3aMUCU CHETYNKOB
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» MNoppobHasn cTaTUCTUKA

dTa CTpaHMUA COAEPXWUT MOAPOBHYID CTaTUCTUKY Tpaduka Ans onpeaeneHHoro nopra
KOomMMyTaTopa. Mcnonb3yiiTe packpbliBatoOLWMICA CMIMCOK NMOPTOB, YTOObI PELLUTb, AaHHbIE KaKoro
nopTa KOMMyTaTopa cieayeT oTobpasuTh.

OTobparkaemble MNOAA  BK/OYAIOT KO/MMYECTBO MPUHATBIX W NepefaHHbIX MNaKeTos, WX
CYMMapHbI pasamep B 6anTax, a TakKe OWNOKM NpMema 1 nepesayun.

Detailed Port Statistics Port 1

Auto-refresh [] | Refresh | | Clear |

Rx Packets 0 Tx Packets 0
Rx Octets 0 Tx Octets 0
Rx Unicast 0 Tx Unicast 0
Rx Multicast 0 Tx Multicast 0
Rx Broadcast 0 Tx Broadcast 0
Rx Pause 0 Tx Pause 0
Rx 64 Bytes 0 Tx 64 Bytes 0
Rx 65-127 Bytes 0 Tx 65-127 Bytes 0
Rx 128-255 Bytes 0 Tx 128-255 Bytes ]
Rx 256-511 Bytes 0 Tx256-511 Bytes 0
Rx 512-1023 Bytes 0 Tx512-1023 Bytes 0
Rx 1024-1526 Bytes 0 Tx 1024-1526 Bytes 0
Rx 1527- Bytes 0 Tx 1527- Bytes 0
Rx QO 0 TxQO0 0
Rx Q1 0 TxQ1 0
Rx Q2 0 TxQ2 0
Rx Q3 0 T™xQ3 0
Rx Q4 0 TxQ4 0
Rx Q5 0 TxQ5 0
Rx Q6 0 TxQ6 0
Rx Q7 0 TxQ7 0
Rx Drops 0 Tx Drops 0
Rx CRC/Alignment 0 Tx Late/Exc. Coll. 0
Rx Undersize 0
Rx Oversize 0
Rx Fragments 0
Rx Jabber 1]
Rx Filtered 0
PucyHok 138 — MNoapobHasa cTaTUCTMKa nopTa
MNapameTp OnuncaHune

Rx and Tx Konnyectso Bcex NOAy4YeHHbIX M NepeaaHHbIX NaKeToB

Packets

Rx and Tx KonnuyectBo Bcex NonyvyeHHbIX M nepepaHHblx 6antoB, BKAtoyaa FCS, 3a

Octets WCKIIOYEHNEM KaapUpYIoLWnx 6MToB

Rx and Tx Konnyectso Bcex NoNy4YeHHbIX M NepeAaHHbIX 04HOAAPECHbIX MAaKeToB

Unicast
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Rx and Tx KonnuyectBo Bcex NoAydYeHHbIX U NepefaHHbIX MHOroagpecHbIX NakeToB
Multicast

Rx and Tx KonnyectBo Bcex noayvyeHHbIX U NepefaHHbIX LWWMPOKOBELLATENbHbIX MaKeToB
Broadcast

Rx and Tx Konunuyectso Kagpos MAC Control, nony4yeHHbIX UM nepeaaHHbIX Yepes 3ToT
Pause nopT, KOTOPble UMEIOT KOoZ, YKasbiBatowmii Ha onepaumto PAUSE

Rx Drops KonnyectBo KafapoB, NOTEPAHHbIX WM3-3a HedoCTaToudHOro 6ydepa npuema

Uan neperpyskn Ha Bbixoae

Rx KonunuyecTtsBo Kagpos, NosyyYeHHbIX ¢ owmnbkamm CRC nam BbipaBHUBaHMA
CRC/Alignment

Rx Undersize Konnuectso Kagpos short!, nonyueHHbix ¢ gonyctumbim CRC

Rx Oversize Konnuectso Kagpos long?, nonyyeHHbIx ¢ gonyctumbim CRC

Rx Fragments KonnuectBo KagpoBs short, nonyyeHHbIx ¢ Hegonyctumbim CRC

Rx Jabber Konunuyectso Kagpos long, nonyyeHHbIx ¢ HegonycTumbim CRC

Rx Filtered KonnuectBo nonyvyeHHbIX Kagpos, OTPUNLTPOBAHHbIX NPOLECCOM NepecbINKu

Tx Drops Konnyectso KappoB, OTOpPOWEHHbIX W3-33 MNEepenosiHEHUA BbIXOAHOTO
6ydepa

Tx Late / Konnyectso Kaapos, KoTopble 6bliM OTNpPaBaAeHbl C OMNO34aHWMEM WM C

Exc.Coll. oWmnbKaMn KoNNU3nK

1 KopoTKkue Kaapbl pasmepom meHee 64 6aiT.

2 [ANIMHHbIE Kadpbl, NPEBbLIIAOWME MAKCUMAIbHYIO AJIMHY, HACTPOEHHYIO A/1A KaApoB 3TOro

nopTa.

5.10.3 3epkanunposaHue NOpPTOB

®OYHKUMA 3epKanMpoBaHMA KonupyeT TpaduK OAHOrO NOpTa Ha Apyro nopT TOro Ke
KOMMYyTaTopa, 4Tobbl CeTeBOM aHanM3aTop, MNOAKAIOYEHHbIN K 3epKasbHOMY MOPTY, MOr
OTCNEeXMBATb W aHaNM3MPOBaTb MakeTbl. PyHKUMA MONe3Ha ANA YCTPAHEHUs HEenonagok.
TpaduK, KOTOPbLIA HY)KHO CKONMPOBAaTb Ha 3epKa/ibHbli MOPT, MOMKET BKAOYaTb BCe
no/sly4yeHHble Kagpbl (3epKanvMpoBaHune TpaduKa UCTOYHMKA, AN BXOAALLEE 3epKannpoBaHue),
WK BCE Kaapbl, NepeaaHHble NOpTOM (3epKannpoBaHue LeneBoro Tpaduka, UAM ncxopdauiee
3epKanmMpoBaHue). MopT, Ha KOTOPbIM KOMUPYeTCA OTc/ekuBaembli TpaduK, HasbiBaeTcs
3epKanbHbIM NopTom. KaZpbl C MOPTOB, HAa KOTOPbIX BKAKOYEHO UCXOAHOE (rx) nnmn uenesoe (tx)
3epKannpoBaHMe, KOMMPYTCA Ha 3ToT nopT. Hactpoirika «Disabled» oTkntouaer
3epKanMpoBaHue.
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Mirror Configuration

Port to mirror to |[[NEERERES

Port Mode
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
11 |Disabled

W0 o~ h LN W R

=
L=}
o8 B8 S I 53 159 150 (5.9 5.8 R I8

PucyHok 139 — HacTpoliika 3epKanvMpoBaHus

MapameTp OnucaHue

Port to mirror | Homep nopTa 3epKannMpoBaHua

to

Port Homep nopTa KommyTaTopa, K KOTOopomMy OyayT NpuMMeHeHbl cneayolime
HACTPOMKHM

Mode PacKkpblBatoWwmMiica CNMCcoK ans Bblbopa perknma 3epKanmpoBaHus

Rx only: ToNbKO Kagpbl, MOAyY4EHHblE Ha 3TOM MOPTY, 3€PKANMUPYIOTCA Ha
nopT 3epKanmpoBaHua. NepeaaHHble Kaapbl He 3epKannpytoTca

Tx only: 3epkanupyloTca TONbKO Kagpbl, NepegaHHble € 3TOro nopTa.
Mony4yeHHble Kagpbl HE 3ePKANNPYHOTCA

Disabled: H1 nepeaaHHble, HXM NONYYEHHbIE Kagpbl HE 3ePKaNNPYIOTCS

Enabled: 3epkannpytoTca Kak NoNy4yeHHble, TaK U NepesaHHble Kagpbl

5.10.4 HdopmaLua CUCTEMHOrO XYPHana

CtpaHuua [System Log Information] npepocraBnser MHbOPMaAUUIO CUCTEMHOTO KypHana
KoMMyTaTopa.
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System Log Information

Auto-refresh [] | Refresh | [ Clear || << |[ << |[ == |[ == ||

Open in new window |

Level

The total number of entries is 1 for the given level.

Start from 1D | 1

| with |20 | entries per page.

I Level

Message
Info 1970-01-01 00:01:09 +0000 Port. 1 Devicel 192.168.10.66): Alive Check got reply again.

PucyHok 140 — TpocMOTp CUCTEMHOTO }ypHana

MapameTp

OnucaHue

Auto-refresh

YcraHoBUTE 3TOT G1aXKOK, YTOBbI BK/IOUYUTL aBTOMaTMyeckoe obHOBAEHME
CTPaHMLbl Yepes perynapHble UHTEePBabl

Refresh O6HOBAAET 3aNMCK CUCTEMHOIO XXYPHana, HauMHas ¢ Tekywero ID

Clear OunwaeT BCe 3anNnUCK CUCTEMHOTO XKypHaia

| << O6HOBANAET 3aNUCU CUCTEMHOIO KYPHana, HaYMHaA C NepBOro AOCTYMHOrO
naeHTMdmKaTopa 3anmucu

<< O6HOBAAET 3aNUCK CUCTEMHOTO XKYPHaia, 3aKaH4MBaA nocneaHen 1D

>> O6HOBNAET 3aMMCU  CUCTEMHOFO  KYpPHana, HauyMHaa C nocnegHemn
oTobparkaemol B faHHbIA MOMEHT 3anucu

>>| O6bHoBNAET 3anMCM  CUCTEMHOFO  KYypHafia, 3akaHuMBaa nocnegHemn
AOCTYNHOM 3anucbio

ID NaeHTMdUMKaTOp (>= 1) 3anncK B CUCTEMHOM XKypHase

Level YpoBeHb 3anMuMcuM CUCTEMHOrO KypHana. [loaaeprkumBatoTca cnepyloume
YPOBHMU:
Info: npepocTaBnseT obuyto MHGOpMaLUULO
Warning: npegocrtaBaset npegynpexaeHne o HeHopMmanbHoM paboTe
Error: npepocrasnsaet coobuweHne 06 owmnbke
All: BKntoyaeT BCe ypoBHU

Time Bpems 3anucu B CUCTEMHOM XKypHane
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Message NHdopmauma o cobbITum

5.10.5 AnarHoctmka Kabensa

Bbl MmoXKeTe BbINONHUTL AMArHOCTUKY Kabens anAa Bcex uamM Ana BblbpaHHbIX NOPTOB, YTOObI
0OHApyKUTb Ntobble HeucnpaBHOCTM Kabens (KOpoTKoe 3amblkaHue, obpbiB M T. 4.) U
onpeaennTb paccTosHWe A0 MecTa nospexaeHusa. Ha ctpaHuue [VeriPHY Cable Diagnostics]
BblbepuTEe MOPT M3 pPACKPbIBAOWEroca CMNUCKa M HaxkmuTe <Start>, 4Ttobbl 3anycTuTh
OMArHOCTMKY. 3TO 3alMeT OKoJI0 5 cekyHA. Ecamn BbibpaHbl Bce NOpTbl, MOXKeT noTpeboBaTbeA
okono 15 cekyHA. Mocne 3aBeplleHMA CTPaHWULA aBTOMATUYECKM OBHOBMUTCA, U Bbl CMOXKETE
NPOCMOTPETb pe3ynbTaTbl NPOBEPKM Kabens B Tabaunue «Cable Status». ObpatnuTe BHMMaHMUe,
yTo AmnarHoctuKa VeriPHY ToyHa TonbKo gnsa kKabenen gnmHon ot 7 oo 140 meTtpos. MopTbl 10 U1
100 M6uT/c 6yayT OTKAOYEHbI BO BPEMA BbINOSHEHUA AUArHOCTMKU. MosTomy 3anyck VeriPHY
Ha nopTty ynpasnexnua 10 uan 100 M6UT/c npuBeseT K TOMy, YTO KOMMYTaTop nepectaHer
oTBeYaTb, NOKa He ByaeT 3aBepLueHa npoueaypa AMAarHOCTUKM.

VeriPHY Cable Diagnostics

Port

Cable Status

PairA lLength A PairB LengthB PairC LengthC PairD LengthD

1 - - - - - - - -
2 - - - - - - - -
3 - - - - - - - -
4 - — - — — — — —
5 - - - - - - - -
6 - - - - - - — —
7 - - - — - - - -
8 - — - - - - — —
PucyHok 141 — [unarHocTuKa Kabensa
MNapameTp OnucaHue
Port MopT, ANA KOTOPOro 3anpalnBaeTca ANarHocTuKa kabena VeriPHY
Cable Status Port: Homep nopTa
Pair: coctosaHue BUTOM Napbl
Length: annHa kabena (B meTpax)
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5.10.6 MoHuTOpUHr SFP

SFP-moaynu ¢ pyHKumnen DDM (umndpoBoit AMArHOCTUYECKUIT MOHUTOPUHT) OTCNEXUBAOT CBOM
paboune napameTpbl, TEM CaMbiM MO3BONAA KOHTPONMPOBATH COCTOAHME coeauHeHua. Ha
cTpaHuue [SFP Monitor] MOXHO HAaCTPOUTb 3HaYeHMe TeMmnepaTypbl MOAYASA, NPU AOCTUKEHUM
KOTOpOW byaeT creHepMpoBaHO TPEBOXKHOE CobbITHE.

SFP Monitor

Auto-refresh []
Port No. Temperature (°C) Vcc (V) TX Bias{mA) TX Power{pW) RX Power{pW)

1 N/A N/A N/A N/A N/A
2 N/A N/A N/A N/A N/A
3 N/A N/A N/A N/A N/A
4 N/A N/A N/A N/A N/A
5 N/A N/A N/A N/A N/A
& N/A N/A N/A N/A N/A
7 N/A N/A N/A N/A N/A
g N/A N/A N/A N/A N/A
9 N/A N/A N/A N/A N/A
10 N/A N/A N/A N/A N/A
11 N/A N/A N/A N/A N/A
12 N/A N/A N/A N/A N/A

Warning Temperature :

85  |ec(o~100)

Event Alarm :

[lsyslog

PucyHoK 142 — SFP-MOHUTOPUHT

5.10.7 Ping

dTa KomaHAa oTnpasnseT naketbl ICMP-3anpocoB Ha gpyron ysen cetu. Mcnonbays KomaHAay
ping, Bbl MoXKeTe NpoBepuTb, PpaboTaeT M CBA3b C YAANIEHHbIM Y3/10M.

ICMP Ping

IP Address Ql/KiNiNs]
Ping Size a4

PucyHok 143 — Ping

Mocne HaxaTva KHoMKKM <Start> byaeT nepeaaHo natb naketos ICMP. MopsagKoBbi HOMep U
BpemMAa npuema-nepefsaum 6Oyayr oTobparKeHbl nocne noayyvyeHus oTeeta. CTpaHuua
aBTOMAaTUYECKN 0BHOBNAETCA A0 TeX NOp, NOKa He ByAyT NosyyYeHbl OTBETbI HA BCE NAKETbl UK
NOKa He UcTeyeT BpemMsa OXUOAHUA.
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PING®6 server ::10.10.132.20

64 bytes from ::10.10.132.20: icmp_seq=0, time=0ms
64 bytes from ::10.10.132.20: icmp_seqg=1, time=0ms
64 bytes from ::10.10.132.20: icmp_seq=2, time=0ms
64 bytes from ::10.10.132.20: icmp_seq=3, time=0ms
64 bytes from ::10.10.132.20: icmp_seq=4, time=0ms
Sent 5 packets, received 5 OK, 0 bad

Bbl MOXKeTe HacTpoUTb cneaytolme napameTpbl oTnpasasemblx ICMP-nakeTos:

MNapameTp OnwucaHune
IP Address IP-agpec Ha3Ha4YeHuA
Ping Size Pasmep aaHHbIX naketa ICMP. inana3oH 3Ha4eHui ot 8 go 1400 6ant

5.10.8 IPv6 Ping

dTa CcTpaHWUa NO3BONAET BbLIMNOAHUTL NWUHr IPv6-agpeca ANA NPOBEPKU MOAKNOYEHUN
NNOKANbHOTO YCTPOMCTBA K yCTpOWcTBY IPV6.

IPv6 Ping

IPv6 Address
Ping Size

PucyHok 144 — IPv6 Ping

PING6 server ::192.168.10.1
sendto
sendto
sendto
sendto
sendto

Sent 5 packets, received 0 OK, 0 bad
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5.11 CMHXpOHM3aLUA
5.11.1 PTP

PTP External Clock Mode — 3T0 NpOTOKON CUHXPOHM3ALMM YacOB NO BCEM KOMMNbIOTEPHOMN CETU.
B NOKanbHOM CeTU OH AOCTUraeT TOYHOCTM YacoB B AManasoHe CyOMUKPOCEKYHA, YTO AenaeT
€ro NPUroAHbIM 1A CUCTEM U3MEPEHUA U YNIPaBAEHUA.

PTP External Clock Mode

Nl 0 Sl | Disable v |
External Enable QJIEES v
VCXO Enable |False v |

Clock Frequency | 1 |

PucyHok 145 — KoHdwurypauua PTP

MNapameTp OnucaHue

One_pps_mode | Onpepenser, Kak 6OyaeT ucnonb3oBaTbcAs curHan 1 PPS, KoTopblii
npeactasnaeT cobo MMNyNbC, BOSHMKAOWMI KaxKabl CEKYHAY:

Output: annapatHoe obecneyeHue 6yaeT reHepuMpoBaTb W BbIBOAUTL
curHan 1 PPS

Input: annapaTHoe obecneyeHne 6ypeTr npuHUMaTL curHan 1PPS ot
LPYroro UCTOYHUKA

Disable: curHan 1 PPS (1 Bxoasawmii, n ucxogAawmn) 6yaet oTKAO4YeH

External Enable | Onpepgenset, 6yaeTt an Bawe yCTPOMCTBO reHEpPUpPOBaATb BHELUHWIA CUTHaN
CUHXPOHM3ALMU ANA APYTUX CUCTEM MW YCTPOWCTB. 3HAYeHWs ANs 3TOM
HaCTPOWMKK cneaytoLme:

True: ycTpoicTBo byAeT reHepnpoBaTb BHELIHUIM CUTHAN CUHXPOHM3ALUK

False: yctpoiictBO He 6OygeT reHepuMpoBaTb  BHEWHWI  CUTrHan
CUHXPOHM3aLNN

VCXO_Enable YnpasaseT BO3MOMHOCTbIO BHELWHEN HACTPOMKM 4acToTbl reHepaTopa
BpeMeHW. 3HauyeHUa Aas 3TOM HaCTPOIKKN cieaytoLme:

True: yctporicteo byaer MCnoib30BaTb BHELWHWE CUTHANbI UM KOMaHAbl
AN KOPPEeKTUpPoBKM YacTtoTbl VCXO

False: ycTpoicTBO He 6OyaeT WCNO/Ab30BaTb BHELWHWE CUrHaAbl WAK
KOMaHAbl A1 KOPPEKTUPOBKK YacToTbl VCXO

Clock Frequency | Mo3BonAeT yCTAaHOBUTb TaAKTOBYK 4acToTy. [lMana3oH 3HayeHui: 1—
25000000 (1-25 MTw)
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» Hactpoiika yacos PTP

PTP Clock Configuration

Pori List
el Device ; 5 3456789101112 13 1415 16 17 18 19 20
Instance Type
No Clock
Instances
Present

| Add New PTP Clock | [ Save | [ Reset |

PucyHok 146 — HacTpolika yacos PTP

MNapameTp OnucaHue

Delete YcTtaHoBUTE 3TOT PAarKOK U HaxkKmuTe <Save>, YtTobbl yAannUTb 3K3emMnasp
Yyacos

Clock Instance O603Ha4YaeT KOHKPETHbIN MAEHTUPUKATOP WMAN HOMep ANA PasANYHbIX
3K3emMnAAapoB 4YacoB B cucteme PTP. Bo3amorKHble 3Ha4YeHMA HaxoAaAaATcA B
ananasoHe ot 0 go 3

Device Type YKa3blBaeT TMN 3Kk3emnasapa Yacos. CywecTByeT NATb TUNOB YCTPOMCTB:
Ord-Bound: 06bl4Hble/rpaHUYHbIE Yacbl

P2p Transp: ogHOpaHroBble NPO3pPayHble Yacbl

E2e Transp: CKBO3Hble NPO3payHble Yacbl

Master Only: TonbKO rnaBHbIN

Slave Only: ToNbKO NOAYMHEHHbI

Port List OTmeTbTe BCe MNOPTbl, NpeAHasHayeHHble Ans BblOPaHHOro 3K3emnasapa
4Yacos
2 Step Flag Mcnonb3yeTca ANa yKasaHMA MeToAa CMHXPOHM3aUWKM BPEMEHU, KOTOpPbIM

npumeHseTcs B cucteme. IToT dnar ABAAETCA cTaTuyeckum. Ero sHaueHue
dUKcMpyeTca CUCTEMOM M He MeHseTcA AuMHamuyeckn. MoxkeT umeTb
cneayolLme 3HaYeHuUA:

True: MCNONb3YHOTCA ABYXCTyNeH4YaTble CObbITUA CMHXPOHM3aumMKM (Sync) u
OoTBETbl Ha 3anpocbl BpemeHHbiXx 3agep:kek (Pdelay_Resp). B
ABYXCTYNEeHYaTon MoAenu NpoLecc CUHXPOHM3aL MM BpeMeHU pa3busaercs
Ha ABa 3Tana:

1) nepuoanyeckunit obmeH cobbITUAMM Sync Mexay UCTOYHUKOM BpPEMEHU
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N KTNMEeHTaMMU, 4yTObObI nepenartb TeKylWlne BpemeHHble METKU

2) oTtBeTbl Ha 3anpocbl Pdelay Req (3anpocbl BpeMeHHbIX 3a4epeK) n nx
COOTBETCTBYIOWME OTBETHI Pdelay_Resp, KoTopble nomoratoT
KOPPEKTMPOBATb 3a4EPKKM B CETU N YTOYHATb CUHXPOHU3ALMIO

False: wucnonb3yeTcs OAHOCTYNEHYATbIi METOZ CUHXPOHM3aUWUKW, MNpu
KOTOPOM COBbITUA CUHXPOHM3ALUMM W OTBETbI Ha 3anpocbl BPEMEHHbIX
3afepek 0b6beanHEHbI B 0A4HOM COObLLEHUM

Clock Identity YKa3blBaeT YHUKANbHbIN NaeHTUPMKATOp Yacos

One Way Ecnun BbIGpaHo 3HauYeHMe true, UCNONbL3YIOTCA O4HOCTOPOHHUE U3MEPEHUA.
3TOT napameTp MNPUMEHAETCA TO/MIbKO K BEAOMOMY YCTPOWCTBY. B
O4HOCTOPOHHEM PEXUME M3MEPEHUA 3a4EPKKM He NPOU3BOAATCA, T.€. 3Ta
GYHKUMA MPUMEHMMa TONbKO B CAy4yae HeobXO4MMOCTM CUHXPOHM3aLUn
YacToTbl. Beayuiee ycTpoMCTBO BCeraa oTeevaeT Ha 3anpockl Pdelay _Req

Protocol TpaHCNOPTHbIN NPOTOKOA, UCNONb3YEeMbIN MEXaHU3MOM NPoToKoaa PTP:
Ethernet: PTP yepe3 Ethernet multicast

ipdmulti: PTP uepes IPv4 multicast

ip4uni: PTP yepes IPv4 unicast

CnepyeTt yuuTbiBaTb, YTO OAHOAAPECHbIN NPOoToKoA IPv4 paboTaeT ToNbKO
Ans Yyacos B pexknmax Master Only n Slave Only. Takke B ogHOaApECHbIX
yacax Slave Only Heob6xoAMMO HaCTPOWUTb, C KaKUX T[NaBHbIX 4acos
3anpawmeaTtb coobuweHma Announce 1 Sync

VLAN Tag BkntoyaeT nam otkatovaet gobasneHme teros VLAN K Kagpam PTP. BaxkHo
Enable yunTbiBaTb, YTO Kaapbl PTP 6yayT TermpoBaTbCA TONbKO B C/Ayyae, eciu
NopT, Yepe3 KOTOPbIA OHW MepefatoTcs, HACTPOEeH A/NA UCMNO/b30BaHMUA
VLAN-Teros. [MopT He pJomKeH ObiTb HacTpoeH Kak «Unaware» no
oTHoweHuto K VLAN. Pexxum VLAN Ha nopTy He AoaKeH 6biTb «None», a
cam NopT A0MKeH b6bITb YneHomM cooTBeTcTBytoweln VLAN

VID NaoenTndmkatopsl VLAN, ncnonbsyemole ona MapKMpoBKM Kagpos PTP

PCP 3Ha4yeHMA TOYeK Koaa npuopuTeTa, UCNonblyemble aAna Kagpos PTP

5.12 YcTpaHeHue HencnpaBHOCTEM

5.12.1 3aBoAcCKWEe HaCTPOMKM NO YMONYAHMUIO

Bbl moKeTe NpUHYAUTENbHO BEPHYTb KOMMYTATOP K MCXOAHbIM 33aBOACKMM HACTpoMKam. Mpu
3TOM COXpPaHAETCA TONbKO KoHbUrypaums IP.
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Factory Defaults

Are you sure you want to reset the configuration to
Factory Defaults?

PucyHok 147 — BosBpalleHue K 3aBOACKMM HACTpOMKam

MNapameTp OnucaHue
Yes Haxmute, 4ytobbl cObpocuTb KOHbOUrypaumio A0 3aBOACKMX HACTPOEK Mo
YMOIHaHWIO
No Haxmute, uTObObl BeEpHYTbCA HaA WCXOAHYHO CTpaHuuy 6e3 cbpoca
KoHduUrypaumm

5.12.2 lNepe3arpy3Kka cucTembl

Bbl MOKeTe nepesarpysvtb KOMMYTATOP CTEKa BO Bpemsa paboTol. Mocne nepesanycka cuctema
3arpysuTca B LUTaTHOM pPeXKMMeE, KaK eciv bl Bbl BKKOYMAM YCTPOMCTBA.

Warm Reset

Are you sure you want to perform a Warm Restart?

PucyHok 148 — [epesarpyska

MNapameTp OnucaHue
Yes Haxkmute, yTobbl Nepesarpy3nTb YyCTPONCTBO
No HaxkmuTe, 4uTo6bl BEPHYTHCA HA UCXOAHYIO CTpaHuLUy 6e3 nepesarpysku
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5.13 YnpaBneHune ¢ MOMOLLbIO KOMaHAHOM CTPOKM

Momumo ynpasneHusa Yyepes Beb-mHTepdec, KOMMYTaTOp TaKKe NoALEPKUBAET yNpaBAeHue C
NoMoLLbO MHTepdelica KOMaHAHOW CTPOKKU. Bbl MoXKeTe Ucnonb3oBaTb KOHCONb UK Telnet gnn
ynpasieHns KommytaTtopom yepes CLI.

5.14 MoaKntoYeHMe Yyepes KOHCONbHbLIN NOPT

Ona  ynpaBneHuAa YyCTPOMCTBOM 4Yepe3 KOMaHAHYK CTPOKy HeobxogMmo nNoAKAYUTb
nocnenoBaTeNbHbI  KOHCO/IbHbIA NOPT ycTpoictBa K COM-nopTy Balero KommnbtoTepa.
Ucnonb3yiite ansa atoro Kabenb c agantepamu RJ45 Ha DB9-F. HacTpoiiku noakntoueHus
[OMKHbI BbITb CNeayloWMMN: CKOPOCTb Nepeaaun gaHHbix 115200 6uT/c, 8 6UT AaHHbIX, 6e3
4yeTHOCTH, 1 cTon-6muT 1 6€e3 ynpaBneHUsA NOTOKOM.

Huke onmncaHO KaK NonyuYnTb JOCTYN K KOHCONM Yyepe3 nocnenosBaTenbHbli Kabenb RS-232 Ha
npumepe npunoxeHua Hyper Terminal.

1. 3anyctute Hyper Terminal 1 B OTKpbIBLLEMCA OKHE BBEAUTE MMA 419 HOBOrO COeANHEHMS.

‘ Tz New Connection - HyperTerminal = = : . . _L_.l- | il
l File Edit WView Call Transfer Help

Dl=| 518
1 C
Connection Description = llﬂ
% Mew Connection
Enter a name and choose an icon for the connection:
Mame:
fl
lcor:
2
oK | Cacel |
Disconnected lautodetect  [Autodetect  [SCROLL  [CAPS wumM [Captue  [Frint echo 7

PucyHok 149 — Bbi6op MMEHU U ApAblKa ANA COeAMHEHMUA

2. Boibepute COM-nopT B pacKpbIBAKOLLEMCA CMUCKE.
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s termnial - HyperTerminal _i i _l_l- m| ﬁl
File Edit Miew Call Transfer Help
D|=| 5|3| 0| |
2
% termpial
Enter details for the phone number that you want to dial:
Country/region: | .:J
Area code: I
Phone number: |
Conneot using: (1SN -
0K I Cancel I
Disconnected [putodetect  [Autodetect  [SCROLL  [CAPS  |numM  [Capturs  [Print echo Y

PucyHok 150 — Bbibop COM-nopTa

3. MNosBuTCA BCN/bIBalOLLEE OKHO, B KOTOPOM OTObpaxkatoTca covictea COM-nopTa, BKAOYas
6UTbl B CEKYHAY, OBUTbI AAaHHbIX, YETHOCTb, CTONOBbIE BUTLI U YNPaBAEeHNE MOTOKOM.

ermnial - HvperTerming _ 1ol x|
T 2] 5!
_|: Fart Settingsl
i =
Bits per second: |1152£0 LI
[rata bits: ]8 _:_I
Parity: INDne ;I
Stop bits: |1 L|
Flow contral: INnne _v_I
ok | cancel | ey |
I
Disconnected |.°.L|to detect |Autodetect |5CROLL |C-°-PS |NUM |CaptLIre |Print echo 4

PucyHok 151 — Hactpoiiku COM-nopTa
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4. MoABUTCA 3KpaH BXOAa B KOHCONb. BBeaguTe ¢ KNaBMaTypbl UMA NONb30BaTENA M Napob (TOT
e, YTO M Naponb AnA Be6-6pay3epoBs), 3aTeM HaXMUTe Knasuwy «Enter».

D @3 DO &

>

SWM1 86G—-24uH
Command Line Interface

Username :

Password :

%l

PucyHok 152 — 3kpaH Bxo4a B cucTemy

5.15 NopaxntoyeHune yepes Telnet

[nA HacTPOMKM KOMMYyTaTOpa Bbl MOXeTe Ucnosb3oBaTb Telnet. 3HayeHMA NO YMONYAHMIO:
IP-agpec: 192.168.10.1

Macka noacetn: 255.255.255.0

LLnto3 no ymonyaHuto: 192.168.10.254

Mma nonb3osatena: admin

Maponb: admin

YT106bI NONYYNTL JOCTYN K KOHCOAM Yepes Telnet, BbinoaHWUTe cnegytolme AeNCTBUA.

1. NMoakntoumTech no Telnet K IP-agpecy KommyTaTtopa U3 KOMaHAHOMW cTpokn MS-DOS naun us
OKHa «BbinonHnte» Windows, BBeAsi KOMaH/bl, Kak MOKa3aHO HUMKeE.
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Type the name of & program, Folder, document, or
Inkernet resource, and Windows will open it for vou,

Open: ltelnet 192,165, 10,1 ~|

()4 I Cancel | Browse. .. |

PucyHok 153 — MogkntoyeHune yepes Telnet

2. MoABMTCA 3KpaH Bxo4a B cucTeMy. BBeguTe ¢ KnaBmaTtypbl UMA NOAb30BaTeNSA U Naponb (TOT
»Ke, UTo U Ana Beb-bpaysepa), a 3aTem HaxkmuTe «Enter».

¥ Telnet 192.168.10.1 - |o] x|

SUMIDG-244NH

Comnand Line Interface

PucyHok 154 — JKpaH BXoga B cuctemy

5.16 OcHoBHble KomaHAap! CLI

Mpynnbl KOMaHA, OnucaHnue
System HacTpoWikn cuctemsl 1 napameTpbl cbpoca
IP Hactpoika IP u Ping
Port YnpasneHune noptamu
MAC Tabnnua MAC-agpecos
VLAN BupTyanbHaa nokanbHas ceTb
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PVLAN YacTHaA BUpPTyanbHaA NOKanbHaA ceTb
Security | Switch Auth AyTeHTMPUKaALMA Ha KOMMYTaTOpe
SSH Hactpoika SSH
HTTPS | Hactpowka HTTPS
RMON | HacTpoWKa yaaneHHOro MOHUTOPMHIA CeTH
Network | Psec Hactpoika ¢yHKuMK Port Security
NAS HacTpoiika cepsepa ceteBoro goctyna (IEEE 802.1X)
ACL HacTpoiKa cnucka ynpaBaeHua 4OCTYyNom
DHCP HacTpoika perkmma DHCP
AAA HacTpoiKa ayTteHTMdMKaLMKM, aBTOPMU3aLUN U yYeTa
STP lNpoToKoA cBA3yloWEero aepesa
Aggr ArpernpoBaHue KaHanos
LACP MpoToKoAN ynpaBAeHUs arperaumert KaHanos
LLDP MpoToKon 06HapyKeHWNs KaHa/IbHOTO YPOBHSA
QoS KauectBo obcnykmBaHuA
Mirror 3epKannposaHmne NopToB
Config 3arpyska/coxpaHeHune KoHourypauum yepes TFTP
Firmware 3arpy3Kka npowwuskmu yepes TFTP
SNMP HacTpoiiKka ceTeBoro ynpaBaeHus ycTpoicTsamm
PTP MpoToKkon TouHoro BpemeHn IEEE1588 n cuHxpoHusauma
Loop Protect MNpepoTBpalweHue netTenb
IPMC HacTtpoiika mHoroagpecHol nepegayun (MLD/IGMP Snooping)
Fault Hactpolika curHannsaumm o HeMcnpPaBHOCTAX
Event Bbibop cobbiTuii
DHCPServer HacTtpoika cepsepa DHCP
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Ring HacTpoiika Sy-Ring
Chain HacTpoiika Sy-Union
RCS BesonacHoe yaaneHHoe ynpasieHue
Fastrecovery HacTpolika 6bICTpOro BOCCTaHOBAEHUA
SFP HacTpoiika SFP-MOHUTOPUHTA
DeviceBinding HacTpoiika NpuBA3KM YCTPOMCTB
MRP HacTtpoiika MRP
Modbus HacTtpoitka Modbus TCP

System>

Configuration [all] [<port_list>]
Reboot

Restore Default [keep_ip]
Contact [<contact>]

Name [<name>]

Location [<location>]
Description [<description>]
Password <password>
Username [<username>]
Timezone [<offset>]

Log [<log_id>] [all|info|warning]|error] [clear]

IP>

Configuration

DHCP [enable|disable]

Setup [<ip_addr>] [<ip_mask>] [<ip_router>] [<vid>]
Ping <ip_addr_string> [<ping_length>]

SNTP [<ip_addr_string>]

Port>

Configuration [<port_list>] [up|down]
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Mode [<port_list>] [auto| 10hdx|10fdx | 100hdx | 100fdx | 1000fdx | sfp_auto_ams]
Flow Control [<port_list>] [enable|disable]

State [<port_list>] [enable|disable]

MaxFrame [<port_list>] [<max_frame>]

Power [<port_list>] [enable|disable|actiphy|dynamic]

Excessive [<port_list>] [discard | restart]

Statistics [<port_list>] [<xcommand>] [up|down]

VeriPHY [<port_list>]

SFP [<port_list>]

MAC>

Configuration [<port_list>]

Add <mac_addr> <port_list> [<vid>]

Delete <mac_addr> [<vid>]

Lookup <mac_addr> [<vid>]

Agetime [<age_time>]

Learning [<port_list>] [auto|disable|secure]
Dump [<mac_max>] [<mac_addr>] [<vid>]
Statistics [<port_list>]

Flush

VLAN>

Configuration [<port_list>]

PVID [<port_list>] [<vid>|none]

FrameType [<port_list>] [all| tagged | untagged]
IngressFilter [<port_list>] [enable|disable]

tx_tag [<port_list>] [untag_pvid|untag_all|tag_all]
PortType [<port_list>] [unaware|c-port|s-port|s-custom-port]
EtypeCustomSport [<etype>]

Add <vid>|<name> [<ports_list>]

Forbidden Add <vid>|<name> [<port_list>]

Delete <vid>|<name>

Forbidden Delete <vid>|<name>
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Forbidden Lookup [<vid>] [(name <name>)]

Lookup [<vid>] [(name <name>)] [combined |static|nas|all]
Name Add <name> <vid>

Name Delete <name>

Name Lookup [<name>]

Status [<port_list>] [combined |static|nas|mstp|all|conflicts]
PVLAN>

Configuration [<port_list>]

Add <pvlan_id> [<port_list>]

Delete <pvlan_id>

Lookup [<pvlan_id>]

Isolate [<port_list>] [enable | disable]

Security/switch/auth>
Configuration
Method [console |telnet|ssh|web] [none|local|radius]

[enable|disable]

Security/switch/ssh>
Configuration

Mode [enable|disable]

Security/switch/https>
Configuration

Mode [enable|disable]

Security/switch/rmon>

Statistics Add <stats_id> <data_source>

Statistics Delete <stats_id>

Statistics Lookup [<stats_id>]

History Add <history_id> <data_source> [<interval>] [<buckets>]
History Delete <history_id>

History Lookup [<history_id>]
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Alarm Add <alarm_id> <interval> <alarm_variable> [absolute|delta] <rising_threshold>
<rising_event_index> <falling_threshold> <falling_event_index> [rising|falling|both]

Alarm Delete <alarm_id>

Alarm Lookup [<alarm_id>]

Security/Network/Psec>
Switch [<port_list>]
Port [<port_list>]

Security/Network/NAS>

Configuration [<port_list>]

Mode [enable|disable]

State [<port_list>] [auto|authorized |unauthorized | macbased]
Reauthentication [enable|disable]

ReauthPeriod [<reauth_period>]

EapolTimeout [<eapol_timeout>]

Agetime [<age_time>]

Holdtime [<hold_time>]

Authenticate [<port_list>] [now]

Statistics [<port_list>] [clear|eapol|radius]

Security/Network/ACL>
Configuration [<port_list>]

Action [<port_list>] [permit|deny] [<rate_limiter>] [<port_redirect>] [<mirror>] [<logging>]
[<shutdown>]

Policy [<port_list>] [<policy>]

Rate [<rate_limiter_list>] [<rate_unit>] [<rate>]

Add [<ace_id>] [<ace_id_next>] [(port <port_list>)] [(policy <policy> <policy_bitmask>)]
[<tagged>] [<vid>] [<tag_prio>] [<dmac_type>] [(etype [<etype>] [<smac>] [<dmac>]) | (arp
[<sip>] [<dip>] [<smac>] [<arp_opcode>] [<arp_flags>]) | (ip [<sip>] [<dip>] [<protocol>]
[<ip_flags>]) | (icmp [<sip>] [<dip>] [<icmp_type>] [<icmp_code>] [<ip_flags>]) | (udp [<sip>]
[<dip>] [<sport>] [<dport>] [<ip_flags>]) | (tcp [<sip>] [<dip>] [<sport>] [<dport>] [<ip_flags>]
[<tcp_flags>])] [permit|deny] [<rate_limiter>] [<port_redirect>] [<mirror>] [<logging>]
[<shutdown>]

Delete <ace_id>

Lookup [<ace_id>]
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Clear
Status [combined |static|loop_protect|dhcp|ptp |ipmc|conflicts]
Port State [<port_list>] [enable|disable]

Security/Network/DHCP>
Configuration

Mode [enable|disable]

Server [<ip_addr>]

Information Mode [enable|disable]
Information Policy [replace | keep|drop]

Statistics [clear]

Security/Network/AAA>

Configuration

Timeout [<timeout>]

Deadtime [<dead_time>]

RADIUS [<server_index>] [enable|disable] [<ip_addr_string>] [<secret>] [<server_port>]
ACCT_RADIUS [<server_index>] [enable|disable] [<ip_addr_string>] [<secret>] [<server_port>]

Statistics [<server_index>]

STP>

Configuration

Version [<stp_version>]

Txhold [<holdcount>]

MaxAge [<max_age>]

FwdDelay [<delay>]

bpduFilter [enable|disable]
bpduGuard [enable|disable]
recovery [<timeout>]

CName [<config-name>] [<integer>]
Status [<msti>] [<port_list>]

Msti Priority [<msti>] [<priority>]
Msti Map [<msti>] [clear]
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Msti Add <msti> <vid>

Port Configuration [<port_list>]

Port Mode [<port_list>] [enable|disable]

Port Edge [<port_list>] [enable|disable]

Port AutoEdge [<port_list>] [enable|disable]

Port P2P [<port_list>] [enable|disable|auto]

Port RestrictedRole [<port_list>] [enable|disable]
Port RestrictedTcn [<port_list>] [enable|disable]
Port bpduGuard [<port_list>] [enable|disable]
Port Statistics [<port_list>]

Port Mcheck [<port_list>]

Msti Port Configuration [<msti>] [<port_list>]

Msti Port Cost [<msti>] [<port_list>] [<path_cost>]
Msti Port Priority [<msti>] [<port_list>] [<priority>]

Aggr>

Configuration

Add <port_list> [<aggr_id>]
Delete <aggr_id>

Lookup [<aggr_id>]

Mode [smac|dmac]ip|port] [enable|disable]

LACP>

Configuration [<port_list>]

Mode [<port_list>] [enable|disable]
Key [<port_list>] [<key>]

Role [<port_list>] [active| passive]
Status [<port_list>]

Statistics [<port_list>] [clear]

LLDP>
Configuration [<port_list>]

Mode [<port_list>] [enable|disable]
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Statistics [<port_list>] [clear]

Info [<port_list>]

QoS>

DSCP Map [<dscp_list>] [<class>] [<dpl>]

DSCP Translation [<dscp_list>] [<trans_dscp>]

DSCP Trust [<dscp_list>] [enable | disable]

DSCP Classification Mode [<dscp_list>] [enable | disable]
DSCP Classification Map [<class_list>] [<dpl_list>] [<dscp>]
DSCP EgressRemap [<dscp_list>] [<dpl_list>] [<dscp>]
Storm Unicast [enable|disable] [<packet_rate>]

Storm Multicast [enable|disable] [<packet_rate>]

Storm Broadcast [enable|disable] [<packet_rate>]

QCL Add [<qgce_id>] [<qce_id_next>] [<port_list>] [<tag>] [<vid>] [<pcp>] [<dei>] [<smac>]
[<dmac_type>] [(etype [<etype>]) | (LLC [<DSAP>] [<SSAP>] [<control>]) | (SNAP [<PID>]) |
(ipv4 [<protocol>] [<sip>] [<dscp>] [<fragment>] [<sport>] [<dport>]) | (ipv6 [<protocol>]
[<sip_v6>] [<dscp>] [<sport>] [<dport>])] [<class>] [<dp>] [<classified_dscp>]

QCL Delete <qce_id>

QCL Lookup [<qce_id>]

QCL Status [combined | static| conflicts]
QCL Refresh

Mirror>

Configuration [<port_list>]

Port [<port>|disable]

Mode [<port_list>] [enable|disable|rx|tx]

Dotlx>

Configuration [<port_list>]

Mode [enable|disable]

State [<port_list>] [macbased|auto|authorized |unauthorized]
Authenticate [<port_list>] [now]

Reauthentication [enable|disable]

Period [<reauth_period>]
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Timeout [<eapol_timeout>]

Statistics [<port_list>] [clear |eapol|radius]
Clients [<port_list>] [all | <client_cnt>]
Agetime [<age_time>]

Holdtime [<hold_time>]

ACL>

Configuration [<port_list>]

Action [<port_list>] [permit|deny] [<rate_limiter>] [<port_copy>] [<logging>] [<shutdown>]
Policy [<port_list>] [<policy>]

Rate [<rate_limiter_list>] [<packet_rate>]

Add [<ace_id>] [<ace_id_next>] [switch | (port <port>) | (policy <policy>)] [<vid>] [<tag_prio>]
[<dmac_type>] [(etype [<etype>] [<smac>] [<dmac>]) | (arp [<sip>] [<dip>] [<smac>]
[<arp_opcode>] [<arp_flags>]) | (ip [<sip>] [<dip>] [<protocol>] [<ip_flags>]) | (icmp [<sip>]
[<dip>] [<icmp_type>] [<icmp_code>] [<ip_flags>]) | (udp [<sip>] [<dip>] [<sport>] [<dport>]
[<ip_flags>]) | (tcp [<sip>] [<dip>] [<sport>] [<dport>] [<ip_flags>] [<tcp_flags>])] [permit|deny]
[<rate_limiter>] [<port_copy>] [<logging>] [<shutdown>]

Delete <ace_id>
Lookup [<ace_id>]

Clear

Config>
Save <ip_server> <file_name>

Load <ip_server> <file_name> [check]

Firmware>

Load <ip_addr_string> <file_name>

SNMP>

Trap Inform Retry Times [<retries>]

Trap Probe Security Engine ID [enable|disable]
Trap Security Engine ID [<engineid>]

Trap Security Name [<security_name>]

Engine ID [<engineid>]

Community Add <community> [<ip_addr>] [<ip_mask>]
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Community Delete <index>

Community Lookup [<index>]

User Add <engineid> <user_name> [MD5|SHA] [<auth_password>] [DES] [<priv_password>]
User Delete <index>

User Changekey <engineid> <user_name> <auth_password> [<priv_password>]
User Lookup [<index>]

Group Add <security_model> <security_name> <group_name>

Group Delete <index>

Group Lookup [<index>]

View Add <view_name> [included | excluded] <oid_subtree>

View Delete <index>

View Lookup [<index>]

Access Add <group_name> <security_model> <security_level> [<read_view_name>]
[<write_view_name>]

Access Delete <index>

Access Lookup [<index>]

PTP>
Configuration [<clockinst>]
PortState <clockinst> [<port_list>] [enable|disable |internal]

ClockCreate <clockinst> [<devtype>] [<twostep>] [<protocol>] [<oneway>] [<clockid>]
[<tag_enable>] [<vid>] [<prio>]

ClockDelete <clockinst> [<devtype>]

DefaultDS <clockinst> [<priority1>] [<priority2>] [<domain>]
CurrentDS <clockinst>

ParentDS <clockinst>

Timingproperties <clockinst> [<utcoffset>] [<valid>] [<leap59>] [<leap61>] [<timetrac>]
[<freqtrac>] [<ptptimescale>] [<timesource>]

PTP PortDataSet <clockinst> [<port_list>] [<announceintv>] [<announceto>] [<syncintv>]
[<delaymech>] [<minpdelayreqintv>] [<delayasymmetry>] [<ingressLatency>]

LocalClock <clockinst> [update | show | ratio] [<clockratio>]
Filter <clockinst> [<def delay_filt>] [<period>] [<dist>]

Servo <clockinst> [<displaystates>] [<ap_enable>] [<ai_enable>] [<ad_enable>] [<ap>] [<ai>]
[<ad>]

SlaveTableUnicast <clockinst>
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UniConfig <clockinst> [<index>] [<duration>] [<ip_addr>]

ForeignMasters <clockinst> [<port_list>]

EgressLatency [show|clear]

MasterTableUnicast <clockinst>

ExtClockMode [<one_pps_mode>] [<ext_enable>] [<clockfreq>] [<vcxo_enable>]
OnePpsAction [<one_pps_clear>]

DebugMode <clockinst> [<debug_mode>]

Wireless mode <clockinst> [<port_list>] [enable | disable]

Wireless pre notification <clockinst> <port_list>

Wireless delay <clockinst> [<port_list>] [<base_delay>] [<incr_delay>]

Loop Protect>

Configuration

Mode [enable|disable]

Transmit [<transmit-time>]

Shutdown [<shutdown-time>]

Port Configuration [<port_list>]

Port Mode [<port_list>] [enable|disable]

Port Action [<port_list>] [shutdown|shut_log|log]
Port Transmit [<port_list>] [enable|disable]

Status [<port_list>]

IPMC>

Configuration [igmp]

Mode [igmp] [enable|disable]

Flooding [igmp] [enable|disable]

VLAN Add [igmp] <vid>

VLAN Delete [igmp] <vid>

State [igmp] [<vid>] [enable|disable]
Querier [igmp] [<vid>] [enable|disable]
Fastleave [igmp] [<port_list>] [enable|disable]
Router [igmp] [<port_list>] [enable|disable]
Status [igmp] [<vid>]
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Groups [igmp] [<vid>]

Version [igmp] [<vid>]

IGMP>

Configuration [<port_list>]

Mode [enable|disable]

State [<vid>] [enable|disable]

Querier [<vid>] [enable|disable]
Fastleave [<port_list>] [enable|disable]
Router [<port_list>] [enable|disable]
Flooding [enable|disable]

Groups [<vid>]

Status [<vid>]

Fault>
Alarm PortLinkDown [<port_list>] [enable|disable]

Alarm PowerFailure [pwrl|pwr2|pwr3] [enable|disable]

Event>

Configuration

Syslog SystemStart [enable|disable]

Syslog PowerStatus [enable|disable]

Syslog SnmpAuthenticationFailure [enable|disable]
Syslog RingTopologyChange [enable|disable]

Syslog Port [<port_list>] [disable|linkup | linkdown | both]
SMTP SystemStart [enable|disable]

SMTP PowerStatus [enable|disable]

SMTP SnmpAuthenticationFailure [enable|disable]
SMTP RingTopologyChange [enable|disable]

SMTP Port [<port_list>] [disable|linkup|linkdown|both]

DHCPServer>
Mode [enable|disable]
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Setup [<ip_start>] [<ip_end>] [<ip_mask>] [<ip_router>] [<ip_dns>] [<ip_tftp>] [<lease>]
[<bootfile>]

Ring>

Mode [enable|disable]

Master [enable|disable]
1stRingPort [<port>]

2ndRingPort [<port>]

Couple Mode [enable|disable]
Couple Port [<port>]

Dualhoming Mode [enable|disable]

Dualhoming Port [<port>]

Chain>

Configuration

Mode [enable|disable]
1stUplinkPort [<port>]
2ndUplinkPort [<port>]
EdgePort [1st|2nd|none]

RCS>

Configuration

Mode [enable|disable]

Add [<ip_addr>] [<port_list>] [web_on|web_off] [telnet_on|telnet_off] [snmp_on|snmp_off]

Del <index>

FastRecovery>
Mode [enable|disable]
Port [<port_list>] [<fr_priority>]

SFP>
Syslog [enable | disable]
Temp [<temperature>]

Info
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DeviceBinding>

Mode [enable|disable]

Port Mode [<port_list>] [disable|scan|binding|shutdown]

Port DDOS Mode [<port_list>] [enable|disable]

Port DDOS Sensibility [<port_list>] [low | normal | medium | high]

Port DDOS Packet [<port_list>] [rx_total|rx_unicast|rx_multicast|rx_broadcast|tcp|udp]
Port DDOS Low [<port_list>] [<socket_number>]

Port DDOS High [<port_list>] [<socket_number>]

Port DDOS Filter [<port_list>] [source |destination]

Port DDOS Action [<port_list>] [do_nothing |block_1_min |block_10_mins |block |shutdown
|only_log |reboot_device]

Port DDOS Status [<port_list>]

Port Alive Mode [<port_list>] [enable|disable]

Port Alive Action [<port_list>] [do_nothing|link_change|shutdown|only_log|reboot_device]
Port Alive Status [<port_list>]

Port Stream Mode [<port_list>] [enable|disable]

Port Stream Action [<port_list>] [do_nothing|only_log]

Port Stream Status [<port_list>]

Port Addr [<port_list>] [<ip_addr>] [<mac_addr>]

Port Alias [<port_list>] [<ip_addr>]

Port DeviceType [<port_list>] [unknown |ip_cam|ip_phone|ap|pc|plc|nvr]
Port Location [<port_list>] [<device_location>]

Port Description [<port_list>] [<device_description>]

MRP>

Configuration

Mode [enable|disable]

Manager [enable | disable]

React [enable|disable]

1stRingPort [<mrp_port>]
2ndRingPort [<xmrp_port>]

Parameter MRP_TOPchgT [<value>]
Parameter MRP_TOPNRmax [<value>]
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Parameter MRP_TSTshortT [<value>]
Parameter MRP_TSTdefaultT [<value>]
Parameter MRP_TSTNRmax [<value>]
Parameter MRP_LNKdownT [<value>]
Parameter MRP_LNKupT [<value>]
Parameter MRP_LNKNRmax [<value>]

Modbus>
Status
Mode [enable|disable]

EtherNet/IP>

Ethernetip mode [enable|disable]
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Pacwndposka abbpesunatyp

AAA Authentication Authorization Cuctema ayTeHTMMKAUMM aBTOPU3ALLIUN U

and Accounting yyeTa cobbiTuii
ACE Access Control Entry 3anucb ACL — anemeHT cnucka ynpasBneHusa
O0CTYNOM
ACL Access Control List Cnuncok ynpasaieHMa 40CTynom
ARP Address Resolution Protocol MpoTokon onpeaeneHna MAC-agpeca gpyroro
y3na no ussectHomy IP-agpecy
BPDU Bridge Protocol Data Unit BNOK  paHHbIX  NPOTOKONA  ynpaBaeHwuA
ceTeBbIMM MOCTaMM
CIST Common and Internal Spanning | ObLiee 1 BHyTpeHHee CBA3YOLLEE AEPEBO
Tree

CLI Command Line Interface NHTepdenc KomaHAHOMN CTPOKK

DCE Data Communication Annapatypa nepegauum gaHHbix (AN4)
Equipment

DDM Digital Diagnostics Monitoring PyHKUMA UMDPOBOro KOHTPOJA NapameTpos
npoussogmtenbHocTn SFP-TpaHcueepa

DDoS Distributed Denial of Service PacnpeneneHHbIn 0TKas B 06cayKnsaHum (Tun
ceTeBOM aTaKku)

DEI Drop Eligible Indicator But B Tere VLAN, KOTOpbIN yKa3blBaeT, MOXKeT
NV Kaap 6biTb OTOPOLLEH B Cy4ae Neperpysku
cetu

DHCP Dynamic Host Configuration | MpoToKkon AMHaMWYECKOM HAaCTPOMKK y3na

Protocol

DNS Domain Name System Cucrtema fOMEHHbIX UMEH

DoS Denial of Service OTKa3 B 06CNyKMBAHWUK (TUN CETEBOW aTaKM)

DP Drop Precedence MpuoputeT oTbpacbiBaHuAa naketa (Class
Selector nons DSCP)

DS Field Definition of the Differentiated | Mone anddepeHumpoBaHHbIX cnyxb6 B IP-

Services Field 3aronoBkKe, ucnosb3ytouleecs ana
Knaccuodumkaumm naketos (RFC 2474)
DSAP Destination  Service  Access | To4Ka A0CTyna K CEpBUCY CUCTEMbI NOJIy4aTena
Point (LLC)
DSCP Differentiated Services Code Toyka Koga AnddepeHUMPOBAHHbIX YCAYT.
Point Ncnonb3yer 6-6utHoe none 8-6utHoro |IP-
3aronosKa DS
DTE Data Terminal Equipment OkoHe4yHoe obopygoBaHMe gaHHbIx (00)
EAP Protected Extensible Pacwmpaemblit NpOTOKOA ayTeHTUDMKaUUM
Authentication Protocol
EAPOL Extensible Authentication MpoToKon onpeaensarWmMin cnocob
Protocol over LAN WMHKaNCyNAaLuMn, KOTOpbI No3sonseT
nepenasaTb nakeTbl EAP mexay
3anpaLmBaoLLUM YCTPOMUCTBOM U
ayTeHTUPMKATOPOM B JIOKA/IbHbIX MPOBOAHbIX
ceTax
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EDS Electronic Data Sheet

daiinbl, coaeprkawme  MHOopmaUMlO O
napameTpax W XapaKTepPUCTUKaX YCTPOWCTB,
NoAKNIOYEHHbIX K ceTn EtherNet/IP.

EEPROM Electrically Erasable

Memory

Programmable Read-Only

TN 3HEeproHesaBUCMMOMN NaMATU, KoTopas
MCNONb3YeTC ANA  XPaHeHWUA [aHHbIX B
MOAK/IOYAEMbIX MOAYNAX, AAXKE €CAN NUTAHUE
oTCyTCTBYET

EtherNet/IP | Ethernet Industrial Protocol

MpOMbILNEHHbIN NpoTOKON, KOTOpbIN
OCHOBbIBAaeTCA Ha CTaHAAPTHOM MNpPOTOKo/e
Ethernet n nobasnsaer K Hemy
bYHKLMOHANbHOCTD, Heobxoaumyto  gns
PaboTbl B YCNOBUAX NPOMbILLINEHHOW Cpeabl.

FCS Frame Check Sequence YacTb Kagpa, coaepxKawana KOHTPOJIbHYIO
cymmy (CRC), mncnonb3yemyio gns MNpoOBEPKM
LEeNOCTHOCTU AAHHbIX BHYTPU Kaapa
GARP Generic Attribute Registration | [poToKkon perMcTpaumm oCHOBHbIX aTpMbyToB
Protocol
GRE Generic Routing Encapsulation | [poToKon MHKaNcynauMn ceTeBbiX MNAKeToB,
pa3paboTaHHbIN KomnaHuen Cisco Systems. OH
Nno3BOAAET MHKANCynMpoBaTb MaKeTbl OAHOrO
NPOTOKO/Ma CeTEBOro YPOBHA B MaKeTbl APYroro
npoToKoNa
GVRP GARP VLAN Registration | MpoTokon GARP ana pernctpaumm VLAN
Protocol
HTTP Hyper Text Transfer Protocol NMpoToKoAN Nnepenayun rmnepTekcTa
HTTPS Hypertext Transfer Be3onacHbIt NPOTOKOAN Nepeaayn runepTekcTa
Secure
ICMP Internet  Control MpoToKoN meKceTeBbIX YNPaBAAOLWMX
Protocol coobuieHuni
IED Intelligent Electronic Device MHTenneKkTyanbHoOe 3/1EeKTPOHHOE YCTPOMCTBO
IGMP Internet Group Management | NMpoToOKoAN ynpaBAeHNA MHOToaapecHom
Protocol nepeaayen AaHHbIX B CETAX, OCHOBAHHbIX HA
npoTokone IP. Mcnonb3yeTca TONbKO B ceTAX
IPv4. AHaNIOTMYHYIO PO/Ib B CTEKE MPOTOKON0B
IPv6 BbinoAHAEeT npoToKkoa MLD
IGMP Internet Group Management | MpoOTOKOAN OTCNEXMBAHMA CeTEBOrO TpadmKa
Snooping Protocol Snooping IGMP
IP Internet Protocol MHTepHeT-NpOTOKON
LACP Link Aggregation MpoTOKOAN arperMpoBaHMA KaHaNoB
Protocol
LAN Local Area Network JlokanbHan ceTb
LLC Logical Link Control MNoaypoBeHb KaHa/bHOrO YPOBHH,

OTBEYAOLWMI 32 yNpaBieHNE NOTMYECKUMM
COEANHEHUAMM, KaZPaMM U KOHTPO/b OLLIMOOK,
obecneunBan uHTepdenc mexay CeTbio U
MAC-nogyposHem
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LLDP Link Layer Discovery Protocol MpoTOKON O6HapPYKEHUA KaHa/IbHOrO YPOBHSA
MIB Management Information Base | BupTyanbHana 6a3a AaHHbIX, UCNoab3yeman ans
ynpasneHns ob6beKkTamm B CETU CBA3K
MRP Media Redundancy Protocol MpoToKoN pe3epBUPOBaAHMA cpeabl Nepesayn
AaHHbIx IEC 62439-2
MST Multiple Spanning Tree MHOXecTBEeHHOe CBA3YyloLLEe AepeBO
MSTI Multiple Spanning Tree | K3eMNAAP MHOXKECTBEHHOIO CBA3YIOLLEro
Instance aepesa
MSTP Multiple Spanning Tree | [IPOTOKON MHOXECTBEHHOTO CBA3YHOLLErO
Protocol nepesa
NAD Network Access Device YcTpoiicTBO ceTeBoro Aocryna
NAS Network Access Server CepBep ceTeBOro gocryna
NTP Network Time Protocol MpOTOKON CUHXPOHU3ALMN CETEBONO BPEMEHN
OoID Object Identifier NpoeHTudmKkaTop ob6beKTa
PCP Priority Code Point Mone B Tere VLAN, KOTOpOe yKa3biBaeT
npuopwuTeT Kagpa. Mcnonbsyetca ana
onpegeneHusa ypoBHA npuopuTeTa Tpadmka 1
MOXKeT NPUHMMATb 3HavyeHuA oT 0 (HU3KKM) go
7 (BbicoKunit)
PEAP Extensible Authentication 3auMLUEeHHbIN pacwmpaemblit NpPOTOKOAN
Protocol ayTeHTUdMKaumm
PID Protocol Identifier NaoeHTudumkaTop npotokona (B Kagpe Ethernet
Bepcumn 802.3)
PPS Pulse per Second Mmnynbc, BO3SHUKAIOLWNIA KaXKablit cekyHAay
PTP Precision Time Protocol MpOTOKON TOYHOrO BpemMeHu
PVID Port VLAN Identifier NoeHTudumkatop VLAN no ymonyaHuwo gna
nopta
PVLAN Private VLAN YacTHaA BUpTyanbHaA NOKanbHaA ceTb
QCE QoS Control Entry 3anucb cnucka ynpasneHua QoS, copeprkallan
npaBuna Knaccupukaumm
QCL QoS Control List Cnucok ynpasnenua QoS
QinQ 802.1Qin 802.1Q TexHoNorMa, nossoAsAwlWas [J0basnATb B
MapKupoBaHHble Kaapbl Ethernet BTopon Ter
IEEE 802.1Q
QoS Quality of Service KauectBo obcnykmBaHmA (TexHonorus
npeaocras/ieHns Pa3INYHbIM Knaccam
TpadukKa pPa3NYHbIX npuMopuTeTOB B
obcnyKnBaHnn)
RADIUS Remote Authentication Dial-In | Cny»kb6a yaaneHHOM ayTeHTUdMKaLmm
User Service nosb3oBaTenen N0 KOMMYTUPYEMBIM IMHUAM
RARP Reverse Address Resolution NMpoTokon onpeneneHus IP-agpeca gpyroro
Protocol y3na no nssectHomy MAC-aapecy
RIP Routing Information Protocol MpoTOKON ANCTAHLMOHHO-BEKTOPHOM
MapLpyT13aumm
RMON Remote Network Monitoring ONCTaHUMOHHbIN MOHUTOPUHT CETU
(pacwwmpeHne SNMP, paspaboTtaHHoe IETF)
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RSTP Rapid Spanning Tree Protocol BbICTPbIN NPOTOKO CBA3YIOWLEro AepeBa
(sepcus npoTokona STP ¢ YCKOPEHHOM
pekoHobUrypaumnen aepesa)
SCADA Supervisory Control And Data Oucnetyepckoe ynpaBaeHne 1 cbop JaHHbIX
Acquisition
SFP Small Form-factor Pluggable MpoMbIWNEHHbIN CTAaHAAPT MOAYNbHbIX
KOMMNAKTHbIX NpuemonepesaTinKkos
(TpaHcuBepoOB), MCNoNb3yeMbIX ANA Nepesaym
M Npuema AaHHbIX B TEIEKOMMYHUKALMAX
SMTP Simple Mail Transfer Protocol MpoToKon Ansa nepenaym 3NeKTPOHHOM MOYTbI
yepes MIHTepHeT
SNAP Subnetwork Access Protocol Mone 3aronoska LLC, yKa3biBatoLw,ee NPOTOKON
CeTeBOro YpOBHA, KOTOPOMY A0J/IKEH bbITb
nepenaH Kaap
SNMP Simple Network Management MpocToM NPOTOKON CETEBOrO YNpaBAeHUA
Protocol (MHTEepHEeT-NpOoTOKON ANA yrpaBieHUn
ycTpoiictBamu B IP-ceTax Ha ocHoBe
apxutektyp TCP/UDP)
SSAP Destination  Service  Access | To4YKa AocCTyna K CEPBUCY CUCTEMbI UCTOYHMKA
Point (LLC)
SSH Secure Shell «be3onacHas o060n04Ka», ceTeBOW MPOTOKON
NPWUKNALHOrO YPOBHA
STP Spanning Tree Protocol MpoToKoA cBA3yloLWEero aepesa
TACACS+ Terminal Access Controller CeaHcoBbIM NPOTOKON ayTeHTUdMKaumm,
Access Control System aBTOPMU3aLMN M y4eTa 4oCTyna
TCN Topology Change Notification CoobuweHune 06 n3smeHeHUN TONONOTUK CETH
TCP Transmission Control Protocol MpoToKoAN ynpasaeHUsa nepeaayen
TFTP Trivial File Transfer Protocol MpocToii npoTokon nepeaayn ¢annos
TLS Transport Layer Security Kpuntorpaduueckui NPOTOKON 3aWmnThl
TPAHCNOPTHOTO  ypoBHA Ha  6Oase  SSL,
obecneumBatowmn  6e3onacHyro  nepeaady
OAHHbIX MeXAy y3namu B ceTu
TLV Type Length Value CtpyKTypa OaHHbIX, ncnosblyemas B
npoTtoKkone LLDP ans nepeaayuun nHpopmaumm o
ceTeBbIX YCTPOMCTBaX
TPID Tag Protocol Identifier NaeHTUOMKATOp NPOTOKONA Tera — NnoJie B Tere
VLAN, KOoTOpoOe yKasbiBaeT TUN NPOTOKOANA Tera.
CraHpapt |EEE 802.1Q  Tpebyet, uTO6bI
3HayeHue 3Toro nona 6110 0x8100
TTL Time to Live MpeaenbHbli nepuos BPEMEHU WAM YUCAO
utepauuii  (nepexogoB), KOTOpble  NaKeT
OAHHbIX MOXET OCYLLEeCTBUTb (MPOXKUTb) A0
CBOEro Uc4YesHoBEeHUA
UDP User Datagram Protocol MpOTOKON NONBb30BATE/ILCKMX AeNTarpamm
Usm User-Based Security Model Moaenb 6e3onacHocTH Ha ocHoBe
nosnb3oBaTene
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VACM View-based Access Control Mogenb KOHTpPOAA AOCTyna Ha OCHOBe
Model npeacrasneHmin 8 SNMPv3
VCXO Voltage-Controlled Crystal KBapueBbli reHepaTop, 4acToTa KOTOpOro
Oscillator 3aBUCUT  OT  BHELWHEro  ynpaBAAloLWero
HanpaXKeHus
VLAN Virtual Local Area Network BupTyanbHaa noKanbHana ceTb
VRID Virtual Router ID NaeHTUdMKATOp BUPTYaIbHOTO
mapuwpyTtmnsaTtopa VRRP
VRIP Virtual Router IP IP-agpec BMpTYyanbHOro mappyTtnsatopa
VRRP
VRRP Virtual Router Redundancy MpoToKon pesepBMpoBaHnA «BuUpTyanbHbIN
Protocol MapLipyTu3aTop»
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TexHuyeckasa cneunduKaums

MopTbl

3 cnoTa Ona cetesbix mogyneit 8x10/100/1000Base-T(X) RJ-45 nau
8x100/1000Base-X SFP

1 cnot Ona cetesoro moayna 4x10G SFP+

KOHCONbHbIN NopT

RS-232, RJ45, c KOHCcoNbHbIM Kabenem; 115200 6uTt/c, 8, N, 1

MNMpon3BoanTENIbHOCTb, TEXHONOTUN U

dyHKUMK MO

Crangaptbl Ethernet

IEEE 802.3 gna 10Base-T

IEEE 802.3u gna 100Base-TX n 100Base-FX

IEEE 802.3ab ana 1000Base-T

IEEE 802.z gna 1000Base-X

IEEE 802.3ae ana 10G Ethernet

IEEE 802.3x ana ynpaBneHMA NOTOKOM

IEEE 802.3ad ans LACP (NnpoTOKOA ynpaBieHuUs arperaumein KaHanos)
IEEE 802.1p gna COS (knacc obcnyRkmnaHumA)

IEEE 802.1Q ana termposaHuna VLAN

IEEE 802.1w ana RSTP (NpoToKoA BbICTPOro CBA3YHOLLErO AepeBa)
IEEE 802.1s gnss MSTP (NPOTOKON MHOXKECTBEHHOTO CBA3YIOLLLETO AEPEBa)
IEEE 802.1x ansa ayteHTMdUKaUUM

IEEE 802.1AB ans LLDP (npoTokon o6HapyKeHUs Ha YpOBHE KaHana)

Konnyectso MAC-agpecos

8000

Bbydep naketos 32 M6ut
dnew-namaTtb 128 Mbut
Paszmep DRAM 1réur
Jumbo frame [o 10 K6ant
MpuopuTeTHble oYepeamn 8

Pexxnum KommyTaumm

Store-forward

Bo3amoxHOCTM KommyTaunu

3apepKKa KommyTaumn: 7 MKc

MponyckHas cnocobHocTb: 128 Méut/c

Makc. konnyectso goctynHbix VLAN: 4095

lpynnbl MHOroaapecHon paccbiikn IGMP: 128 ans kaxkaon VLAN
OrpaHuyeHne CKOPOCTU NOopTa: onpeaenaeTca Noib3oBaTenem

®yHKLUMM Be3onacHoCTH

PYHKLMA NPUBA3KU YCTPOICTB

BkntoueHme/oTKNtoueHne nopTos., Port Security Ha ocHose MAC-aapecos
YnpaBneHue ceTeBbiM AOCTYNOM Ha ocHoBe nopToB (802.1x)
AyTeHTUdUKauma Ha ocHoBe MAC-agpecos (802.1x)

VLAN (802.1Q) anna pasgeneHus 1 3almTbl ceTeBoro Tpaduka
LleHTpanm3osaHHOe ynpasneHne naponamu Radius

LUndposaHHaa ayTeHTUdUMKaumaA 1 besonacHbili goctyn SNMPv3
BesonacHble npotokoabl HTTPS/SSH

AyTeHTUdUKauma n asTopmsaumsa WEB u CLI

3awmTta oT noanenku IP-agpecos

MporpammHble GyHKUNUK

CuHxpoHusauma vyacos IEEE 1588v2

Mocr IEEE 802.1D, aBToMaTU4ecKoe u3ydeHue/ycrapesaHne MAC-agpecos,
cTtatnyeckne MAC-agpeca

MRP (Multiple Registration Protocol 802.1Q)

MSTP (RSTP/STP-coBMecTUMblit)

KonbueBoe pesepsuposaHue Sy-Ring co BpemeHem BOCCTaHOBAEHUA
meHee 30 mc

Moaaepxka TOS/Diffserv

QoS (802.1p) ana TpadurKa B peasibHOM BPEMEHM

VLAN (802.1Q) c TernpoBaHnem

[ocTteBaa VLAN
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GVRP

IGMP v2/v3 Snooping

YnpasneHne Q0S Ha OCHOBE NPUNOKEHNUN

ABTOMaTMYecKoe npeaoTspalueHne DoS/DDoS

YnpaBnieHue nopTamu (KOHOUTypaLmsa, COCTOAHME, CTAaTUCTUKA,
MOHUTOPUHT, 6€30MacHOCTb)

DHCP Server/Client/Relay

Modbus TCP

SMTP-knuneHT

SNTP-cepBep

O6HOBNEHWE NPOLUMBKU, pe3epPBHOE KONMMPOBAHWE U BOCCTAHOB/IEHUE
KOHOUrypaumm

CeTeBoe pe3epBUpOBaHUE

Sy-Ring

All-Ring

Sy-Union

MRP (npoTokon pesepBupoBaHuA cpeapl nepeaayun faHHbix IEC 62439-2)
MSTP (RSTP/STP-coBmecTUMblit)

ERPS

CBeToanoaHble MHAMKATOPbI

MHpuKaTop cuctemsl (PWR)

3e/fieHblit: yKa3blBaeT, YTo cMcTema rotosa. CBeToamMoa MUraet, Koraa
cuctema o6HOBAAET NPOLNBKY

NHamkatop nutaHua (PWR1/PWR2)

3eneHblii: ABa UHAMKATOPA NUTAHUA

MHpuKkaTop Ring Master (R.M.)

3eneHblin: yKasblBaeT, 4To cucTema paboTaeT B KayecTse r1aBHOTO y3/1a Sy-
Ring

MHankatop Sy-Ring (Ring)

3eneHbIit: yKa3bIBaeT, YTo cucTema paboTaet B pexunme Sy-Ring
MwuratoLmin 3eneHblit: YKasblBaeT, YTO KOJ/IbL,O Ppa3opBaHO

MHpuKaTop HencnpaBHocTu (Fault)

enTblii: yKasblBaeT Ha HenpeasuaeHHoe cobbitne

MHpmMKaTop cbpoca cuctemol o
HacTpoeK no ymonyaHwuto (DEF)

3eneHblit: cuctema cbpacbiBaetca 40 KOHGUIypaLLMmM NO YMONYaHUIO

MHpnkaTop meHeaxepa
npoueccos (RMT)

3eneHblit: cucTema 4OCTyNHa yAaNEHHO

Cuctema MHTeNIeKTYaNbHOrO
CBETOAMOAHOrO ancnaesn

4 3eneHbIX MHAMKaTopa: ceasb/nepegava(LK/ACT) / ckopocTb(SPD) /
aynnekc(FDX) / yaaneHHsbiit goctyn (RMT)

KHonKa Bbibopa pexunma (MODE): cBa3b/nepeaada(LK/ACT) /
ckopocTb(SPD) / aynnekc(FDX) / yaaneHHbln goctyn (RMT)

28 3e/1eHbIX MHAMKATOPOB NOpTOoB: cBA3b/nepeaaya(LK/ACT)

KOHTaKT HencnpasHOCTU

Pene

PenenHbIN BbIX0A, C AONYCTMMOM Harpyskoi 1 A npu 24 B NoCTOSIHHOIO TOKa

dneKTponuTaHue

Pesepsupyembie BXo4bl MUTAHMSA

[BolHble BXxoabl NuTaHuA 24/48 B
NOCTOSAAHHOrO TOKa (20-72 B
NOCTOSHHOTO TOKa) Ha KIEMMHOW

[BoViHble BXoabl NMTaHMA 88—-264 B
nepemeHHoro Toka / 100-370 B
NMOCTOAHHOIO TOKa Ha KeMMHOWM

KONoaKe KONnoaKe
MakKcumanbHas notpebasemas 46 Bt 43,5 Bt
MOLLHOCTb

3almTa OT neperpysKn No ToKy Ectb

dusnyeckme xa PaKTEPUCTUKU

Kopnyc BO3MOKHOCTb YyCTaHOBKM B CTOMKY 19 atoimos, Knacc 3awuTbl IP-30
Pazmepsl (LW x I x B) 440 x 325 x 44 mm
Bec 6450 r
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YcnoBus oKpyKatoLWwen cpesbl
Temnepartypa xpaHeHna o1 -40 po +85°C
Pabouas Temnepatypa be3 moayna 10G o1 -40 po +70°C
C mogynem 10G o1 -20 go +60°C
Pabouas BlaXKHOCTb oT 5% 0o 95% 6e3 KoHaeHcauumn
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