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BeBeaeHune

[aHHbIN OOKYMEHT cogepXuT MHOOPMALMIO O HAaCTPOMKaX U BO3MOMKHOCTAX MPOrpaMMHOro
obecneyeHnsa KommyTtatopoB cepum SEWM20GT-D. Kpome TOro, B AOKYMeHTe npuBOAMUTCA
AeTanbHaa MHGOPMALMA NO HACTPOMKe KOMMYTAaTOPOB ¢ nomolbio WEB-nHTepdelica.

CTpyKTypa AOKYMEHTa

[laHHOEe PYKOBOACTBO BKAKOYAET CAeAyHoLLY0 MHPOpMaLmIo:
OcHOBHaA nHpopmauus OnucaHue
1. UHdopmauma o npoayKTe * OnucaHue npoayKTa
* BO3MOXHOCTU NporpammHoro obecneyeHus
2. Cnocobbl nogkntoyeHua K yctpoiictay | ©  O630p BO3MOXKHOCTEN
* [loaxntoyeHne Yepes KOHCObHbIN NOPT
* [loaxntoyeHune c ucnonb3osaHnem Telnet
* [oakntoueHune yepes Web-nHtepdeic
3. YnpasneHue * [lepesarpysKa
* 3arpysKa 3aBOACKUX HAaCTPOEK
*  3anucb TEKYLMX HACTPOEK
e 3arpyska/Bbirpyska daina KoHpurypaumm
4. OCHOBHble HAaCTPOMKMK *  WHdopmauyma o cucreme
* HacTtpoiku cucrtemol
* YposeHb 3arpy3ku CPU
* O6HoBneHue npownsku (HTTP, SFTP)
5. Hactpoitku IP * Hactpouka IP agpecos
* Hactpowka ARP
* Hactpownka DHCP

6. CuHXpOHU3aUMA * Hactpoika yacos
* SNTP
* PTP
7. HacTtpoitka noptoBs * HacTpoiKa cTatyca nopTtos
* CraTucTmka nopTos
8. Hactpoiika QoS * ConocTtaBneHne NPUOPUTETOB OYepPeEN Ha

OCHOBE NOpPTOB

* 802.1Q ConocTtaBneHne npuopmuTeTOB
oyepeam Ha OCHOBE 3aro/I0BKOB

* |EEE802.1p

* ConocTtaBneHne NpMopuTETOB oYepesen Ha
ocHose DSCP

e QCL

¢ ®uKcauma CKOPOCTU AOCTyMNa Ha OCHOBE
nopTtos

*  ®duKcauma CKOPOCTU AOCTyMNa Ha OCHOBE
ouepegen

* [naHMpoBaHMe oyepeam Ha OCHOBE NopTa
* ®opmupoaHuMe TpadrKa Ha OCHOBE NOPTOB

info@symanitron.ru www.symanitron.ru




SYMANITRON

PYKOBOACTBO MO HACTPOIiKe /
SEWM20GT-D

MopasneHMe WNPOKOBELLLATEIbHbIX LUITOPMOB

9.

be3onacHocTb

YnpasneHue nosb3oBaTensimm
HacTpoikn ayteHTUdMKaLMm npu
NOAKNIOYEHUM K YCTPOMNCTBY
Hactpoikn SSH

Hactpowkm SSL

YnpasneHue gocTynom

SNMP v1/v2c/v3

Hactpoinkn RMON

Hactpoikn TACACS+

Hactpoikn RADIUS

10.

CeTb

besonacHocTb nopToB
Hactpoikn IEEE802.1X
HacTtpoika ACL

11.

MopTbl arperaymun

CtaTnctmka
HacTtpoika LACP

12.

O6Hapy:xeHune netenb (Loop)

HacTpoiKka ¢yHKLUMOHaNa 0bHapyXeHuns
neTenb

13.

npOMbILIJl'IeHHbIe NPOTOKO/1bl

EtherNet/IP
Modbus TCP
PROFINET

14.

Myn bTUKACTOBbIE NMPOTOKO/1bl

IGMP Snooping
GMRP

15.

MpoTtokon LLDP

HacTpoitka ¢oyHKLMI npoTOKoNa

16.

MAC-agpeca

Hactpoitka MAC-agpecos

17.

VLAN

Hactpoiika VLAN
HacTtpoika PVLAN
GVRP

18.

PesepsupoBaHue

Sy2-Ring
Sy2-RP
STP/RSTP/MSTP

19.

ABapwuiiHble cooblueHns

Mo nutaHuio

O npobnemax ¢ namsaTbio unm CPU

Mo nopTtam

Mo KonbLeBOMY pe3epBUPOBaAHUIO
Mo kKoHpAMKTam IP unm MAC agpecos
O notepe naketos u CRC

20.

3epKanmposBaHue NOPTOB

HacTpoika pyHKUMOHANA 3epKaNpOBaHKA
nopTtos

21.

CucTeMHbINM XKypHan

BeaeHune cucteMHOro KypHana Syslog
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YcnoBHble 0603HavyeHuA
1. YcnoBHble 0603HaYeHMA B TEeKCTe

dopmar OnucaHue
<> CKOBKM < > 0603HAYAIOT «KHOMKNY». Hanpumep, HaxkmuTe KHonky <Apply>
CKoOKu [ ] 0603HayatoT UMSA OKHa UK UMA MeHo. Hanpumep, HaxkmuTe
[l NYHKT meHto [File]
Cko6ku { } ob6o3HauatoT rpynny. Hanpumep {IP address, MAC address}
{1} o3Hauaert, yto IP agpec u MAC agpec coCcTaBAAOT rpynny n moryT 6biTb
HaCTPOEHbl M NOKa3aHbl BMecTe.
MynbTUYpPOBHEBOE MEHIO Pa3aenaeTca NocpeAcTBOM 3HAKa « > ».
Hanpumep, Start->AllPrograms—>Accessories. Haxxmute meHto [Start],
K BonguTe B nogmeHto [All programs], 3aTtem BoliauTe B NOAMEHIO
[Accessories].
/ Bbibop ogHoM, ABYX UAn 6onee onumii NPU NOMOLLM CUMBONA «/».

Hanpumep, «Add/Subtract» o3HayaeT 406aBUTb UM YAANUTD.

3HaK «~» o603HayaeT AManasoH 3HayeHnn. Hanpumep, «1~255» yKasbiBaer
Ha Ananas3oH oT 1 go 255

2. YcnoBHble obo3HauyeHusa CLI

dopmar OnucaHue
Bold OsHauvaeT KomaHap! 1 kntoyeBsble cnosa. Hanpumep, show version 6yaet
NMOKa3blBaTbCA C UCMNoNb30BaHMem wpudTa Bold
MapameTpbl, 414 KOTOPbIX Bbl YKa3blBaeTe 3HAYEHMUs C NOMOLLbIO WprdTa
Italic italic. Hanpumep, ans komaHgbl show vlan vian id ykasbiBaetca akTyasibHOE

3HayeHune KomaHapl vian id nocpeactsom wpudTa italic

3. YcnoBHbIe CUMBO/IbI

Cumson OnucaHue
3T BoNpocbl TPebylT BHUMMAHMA BO Bpema paboTbl C
n YCTPOMCTBOM NPM HACTPOMKE, @ TaKXKe AatoT AOMNONHUTENbHYIO
pepocTeperkeHue HdopMaLMio.
HeobxoamMmble MNOACHEHWSA K COAEPKMMOMY BbIMOJHAEMbIX
onepaunii c yCTpoCTBOM.
3ameTKa
Bonpocbl, Tpebywouwme ocoboro BHMMaHUA. HeKoppeKTHas
paboTa C yCTPOMCTBOM MOXKET NPUBECTM K NoTepe AaHHbIX UK
BHUMaHue
NoBpPEXAEHUIO.
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1. Mudopmanus 00 ycTpoiicTBe

1.1. OcHoBHasA MHPOPMALLMA O KOMMYTATOpe

MpombiwneHHble KommyTaTtopbl cepun SEWM20GT-D moryT mMcnonb3oBaTbCA B Pa3/INYHbIX
061acTAX NPOMBIWAEHHOCTM: CUCTEMAX Mepesayn AaHHbIX B 3HEpPreTuke, Ha TpaHchnopTe, B
ropHoAo06bIBatOWEN MPOMbBIWAEHHOCTN U T.4. JaHHble CepuM KOMMYTAaTOPOB NOAAEpKMBAET
npotokon MSTP n nponpueTapHbln NpoToKon Sy2-Ring, rapaHTUpya HagexkHyto paboty
cuctembl. Cepua KommyTtatopoB SEWM20GT-D noaaepxuBaeT oyHKUM0O  undposomn
AMarHoCTMKM ONTMYecKMx moaynen SFP, KoTopas obecrneynmBaeT KOHTPOJIb MOLLHOCTU
nepegayn n npnmema NTUYECKOro NnpMemonepenaTimka B pexKnume peanbHOro BpemeHu.

1.2. ®yHKUMOHaNbHbIE BO3MOXHOCTM 10

MporpammHoe obecneyeHne KommyTtatop SEWM20GT-D nogaepuBaeT MHOMXKECTBO
Pa3ANYHbIX PYHKLUMN:

* [lpoTOKo/bl KOAbLEBOTO pe3epBuposaHma: RSTP/STP, Sy2-Ring u MSTP;

* [lpoToKonbl MynbTHaapecHon paccbliku (Multicast): IMGP Snooping, GMRP, Static;

e @yHKumn Kommytaumm: VLAN, PVLAN, GVRP, QoS, ARP;

* YnpaBieHMe NPOMNYCKHOM CNOCOOHOCTbIO: CTaTUYecKas arperaums noptos, LACP,
OorpaHMYeHMe CKOPOCTM NOPTA U NOLaBAEHNE WMPOKOBELLATE/IbHbIX LUTOPMOB;

* be30onacHoCTb: Yynpas/aeHMe MOAb30BaTeNAMM, YynpasneHue pgoctynom, SSH, SSL,
TACACS+, RADIUS, IEEE802.1X 1 ACL;

e [IpOTOKOAbI CUHXPOHM3aUMK BpemeHn: SNMP, PTP;

* YnpasseHue YCTPOMCTBOM: obHoBNEHME nporpammHoOro obecneyeHus,
3arpysKa/sbirpy3ka ¢aina KoHPUrypaumm, 3anmcb 1 BbIrpy3Ka KypHana;

* [lnarHocTUKa YyCTPOMCTBA: 3epKanMpoBaHue noptos (port mirroring), LLDP, nposepka
ctatyca coeauHenus (Link check) 1 3awmTa ot netens (Loop Detection);

* CucTema TPEBOKHbIX OMOBelleHMI: owKnbka nopta (port alarm), owwnbka nuTaHus
(power alarm), owubKka Konbua (ring alarm), onoseuieHns o KoHdpankTax IP 1 MAC
aapecos, OWNBKN ncnosb3oBaHuA namatu n CPU;

e CeteBol AocTyn K ycTpoictey wu ynpasneHue: CLI, Telnet, Web, NMS Symanitron,
SNMP;

e [pombiiwneHHble npoTtokonbl: EtherNet / IP, ModbusTC, Profinet.

2. llonkJIr04eHue K yCTPOMCTBY

YCTPONCTBO MOXKHO HacTpanmBaTb OAHMM M3 YETbIPEX HUMKEMNEPEUMCNEHHbIX CNOCOH0B:
* yepes KOHCO/IbHbIN NopPT
* nocpeactsom Telnet
* cucnonb3oBaHnem WEB-untepdeiica
* Ccnomouwblo Nnporpammel Symanitron NMS
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2.1. BapuaHTbl NpOCMOTpPa 1 OTObparKeHmn

Korga nosb3oBatenb (agAMUHUCTPATOP CETM) NMOAKAYaeTca K ycTpokcTtey nocpeactsom CLI
yepes KOHCONbHbIM NopT nan Telnet, OH UMeeT BO3MOXKHOCTb, MCMO/Ib3YA Pa3/IMYHbIE KOMAHAbI,
noay4yatb MHGOPMaLNIO O COCTOAHNM YCTPOMCTBA U BbINOJIHATL HACTPONKM KOMMYyTaTOpa:

Tabn. 1
MoAackasKa Tun otobparkeHusa DYHKUMA KomaHpga
SWITCH # MpuBMNErnpoBaHHbIN | 3arpy3nTb/BbIrpy3unTb Besegute «Configure
pexum KOHOUIypaunoHHbI dann | terminal» ana

BepHyTbCA K 3aBOACKUM nepekntoYeHma ns3
HaCTpoMnKam NPUBUAErMPOBAHHOIO
OT06pa3unTb pesynbraThbl peXXMma B peXnm
KOMaHAbl ping HaCTPOMKM
MepesarpysnTb
KOMMyTaTop Beeaute «exit» ana
3anucaTtb TeKyLLyo BO3BpaTa B OCHOBHOM
KoHbUrypaumio peXnm
O6HoBUTL MO

SWITCH Pexkum Hactpoiku Hactpoutb BCe Beegute «exit» unu

(config) # bYHKLUMOHaNbHbIe «end» gns Bo3BpaTa B
BO3MOXHOCTH NPUBUAErMPOBAHHbIN
KoMmMyTaTopa pexxnm

Koraa BbIMOAHAETCA HAacTPOMKa KommyTaTopa nocpenctsom cepsuca CLI, cumBon «?» moxer
MCMNONb30BaTbCA ANA MOJAYYEHMA MOMOLM MO MCNOJAb3yeMblM KOomMaHAaam. [nA nonydeHuA
NOMOLLKN, HY)KHO BBECTW OMNWCaHMe napameTpos, Hanpumep, <1,255> o3HavaeT AmanasoH
yncen, <H.H.H.H> o3HauvaeT IP agpec, <xX:Xx:XX:XX:XX:Xxx> o3HayaeT MAC agpec, <word31>
O3HauyaeT AmanasoH cTpok 1~31. Takxke cumsonbl I M | Moryt ucnonbsosatbca ANnn
NPOCMOTPA HEAABHO UCMONb30BAaHHbIX KOMaHA,

2.2. [ogkntoyeHmne yepes KOHCOMbHbIM NOPT

Monb3oBaTeNb MOMET MNOAKNAKYUTBCA K YCTPOWMCTBY MNOCPEACTBOM KOHCO/IbHOrO nopTta C
nomouibto HyperTerminal onepaumoHHol cuctembl Windows uAM € NOMOLWBIO Apyroro
nporpammHoro obecneyeHus, KOTopoe NoAAEPKUBAET NOAKAKOYEHWNE NO NOC/eA0BaTeIbHOMY
nopty, Hanpumep HTT3.3. B npumepe HUXKe NOKa3aHO, KaK MCNO/b30BaTb KOHCO/IbHbIN MOPT U
HyperTerminal ana gocryna kK KommyTtaTtopy.
1. Moaknwounte USB Kabenb K MK M KoHconbHOMY WHTepdelicy ycTpolictBa (Kabenb
[0/1XKeH bbITb OCcHalWEH pasbémom DBI ¢ ogHoM cTopoHbl u RJ45 ¢ apyron).
2. 3anyctute HyperTerminal B ocHoBHOM oOKHe Windows, Haxmute [Start]—>[All
Programs]—>[Accessories] —>[Communications] —>[Hyper Terminal] (cm. Puc. 1).
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-

@ Co B o
@) Entertainment
i) System Tools

) Address Book
1:;., Administrator & calcustor

B Command Prompt

-

o\

@ Network Connections
% Network Setup Wizard
New Connection Wizard
< Wireless Network 5

é Internet __J My Documents » No.tepad
Internet Explorer e W Paint
@3 E-mail | ;h My Recent Documents ©) Program Compatibility Wizard
L&I Outlook Express @ Set Program Access and Defaults G Remote Deskiop Connection
v - : mm & Synchronize

. 3 Tour windows xp
@ Windows Media Play W oec it S Wrdovs Explores

[A wordrad

D Tour Windows XP @) Games »

@) Startup »
Files and Settings Tr. @
Wizard @ Intemnet Explorer

MSN
- Command Prompt: »
@ Outlook Express
¢~ Remote Assistance
e Windows Media Player

e
@! Log OFf l§| Turn OF

ctio

J start *a Network Co

Puc. 1. 3anyck HyperTerminal

3. Co3paiTe HOBOE NOAKAOYEHME, HANPUMEP, C UMeHeM «Switch» (cm. puc. 2).

info@symanitron.ru

", Mew Connection - HyperTerminal N =] 3

' Mew Connection
Enter a name and choose an icon for the connechion:

Marne:
|Switch |

lcon:

L OF. ” Caticel ]

Imnadld duto detect: Mo detect . UM

Puc. 2. Co3pgaHve HOBOro NOAKNHOYEHUSA
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4. Bbibepute COM nopT Ana nogKAo4eHus.

>
K

Connect To

Enter detailz for the phone number that pou want to dial:

Country/region:

frea code;

Phone number: | |

Comnect using: | T ~ |

L Q. J[ Cancel ]

Puc. 3. Bbibop COM nopTa 419 NoAKAoYeHuUn

/

Onsa noateepxkaeHns COM nopTta HaxkmuTe [My Computer]->[Property]->[Hardware]-
>[Device Manager]->[Port] 1 nposepbTe paboTy NopTa, KOTOPbIN UCNOMb3YeTCA KakK

KOHCONbHbIN.

5. Hactpoiite napameTtpbl COM nopta. CkopocTb (Baud rate): 115200, Butbl AaHHbIX (Data bits):
8, YétHocTb (Parity): None, CtonoBbie 6uTbl (Stop bits): 1, KoHTponb notoka (Flow control):

None.

info@symanitron.ru

COM1 Properties

Port Settings
Bitz per second: |115ZUU vl
Data bits: |8 vl
Earity: |None vl
Stap bits: |‘| vl
Bowcan
L QK ] [ Cancel ] [ Apply ]

Puc. 4. Hactpoitka napametpos COM nopTa
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6. Haxkmute <OK> ana Bxoga B KomaHgHyko cTpoky CLI. Haxmwute <Enter> ana Bxopa B
No/sb30BaTe/IbCKUI peXXnMm. Beegute Mma Nnonb3oBaTena no ymondaHuo «admin» M naposb
«123», yTObblI BOMTU B MPUBUAEIMPOBAHHbLIN pexum. B ganbHelwem Bbl TakKe moxKeTe
BBECTM MMA MONAb30BaTENA W NAPOJIb, CO34aHHbIE CAMOCTOATE/NbHO.

& Switch - HyperTerminal

File Edit Wiew Cal Transfer Help

D @ 5 DB &

Username: admin
Password:
SWITCH# _

Connected 0:00:03 Auto detect Auto detect | SCROLL CAPS | pM | Capture

Puc. 5. 3kpaH CLI

2.3. [logkntoyeHmne K KommyTaTopy nocpeactsom Telnet

1. NoakntoumnTe nobon RIA5 nopt KommyTaTopa K Ethernet nopty MK.
2. Otkpoiite <BbinonHutb> Ha MK, Tam BBeaute «telnet IP-agpecy», no ymonyaHuio IP-agpec -
192.168.0.2.

= Type the name of a program, Folder, document, or
E Internet resource, and Windows will open it For wou,

Open: |telnet 192 166.0.2 v|

L 0K ] [ Cancel ] [ Browse. .. ]

Puc. 6. octyn uepes Telnet

Mpu noaTeepxaeHuu |P-agpeca, noxanyiicra, obpatutecb K pasgeny «IP agpec»
HacToALWEro pykoBoACTBa gns noaydeHnn nipopmaumm o IP agpece.
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3. B untepoeliice Telnet BBegnTe Mma noab3osatensa «admin» n naponb «123» gna Bxoaa B
KommyTaTop. B panbHelwem Bbl TaKe MoOXeTe BBECTM MMA MONb30BaTeNA M NApPOSb,
CO3aHHble CAMOCTOATE/BbHO.

& Telnet 192.168.0.2 A=

Username: admin
Password:
SWITCHE

Puc. 7. UuTepdeiic TepmmHana Telnet

2.4. [octyn yepe3s WEB-uHTepdeic

1. Noakntoumnte nobon RIA5 nopt KommyTtaTopa K Ethernet nopty MK.
2. Beeaute IP agpec kommyTaTtopa B web-bpaysepe (IP agpec no ymonyaHuto - 192.168.0.2).
MosBUTCA AMANOroBOe OKHO aBTOPM3aLLMK, MOKA3aHHOe HUKe. BBeauTe:
JNlorvH - admin
MNaponb —123
Haxkmute KHonKy <Login>.

Mpu ncnonb3oBaHun Internet Explorer, pekomeHayeTcA WCMNOJ/ib30BaTb BEPCUIO HE
Huxe 8.0.
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Username
Password
Verification Toic
Login reset |

Copyright by Symanitron Lid

Puc. 8. AsTopusauma yepes WEB-mHTepdeiic

3. Mocne noakntoveHma Kk Web-uHtepdelicy KommyTtatopa Bbl yBUAMTE «HaBUraLMOHHOE
AepeBo» (MeH0) B IeBOM YaCTU SKpaHa:

SYMANITRON

 Basic Configuration

System Information Auto-refresh [

uCPU Load _ System _
aFirmware Upgrade Contact Symanitron Lid.. phone number +7 499 685 1750; symanitron.ru
 Firmware Application Name SWITCH
Activate Location 111674 Moscow Russia 17 Rudnevka strest
»IPC Hardware
» Clock System Device Type SEWM20GT-D-8GT
» Port Configuration Device MAC Address  45-ne—24-00-3d-70
» QoS IN S30U0039A210301522
» Security Time.
» Network System Date 1970-01-01703:13:50+03:00
i System Uptime 0d 00:13:50
» Loop Protection Software
» Industry Protocol Software Version R3002.P01
» Multicast Code Date Jan 15 2021 10:54:51
» LLDP Code Revision Build-24.0.116.81.1.3
» MAC Table Hardware Version V1o
»VLAN Logic Version V1.0.0
» Redundancy
»Alarm
» Link Check
»Log
» Mirror
» Diagnostics

Copyright by Symanitron Lid

Puc. 9. CtpaHnua WEB-uHTepoelica
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Y Bac ecTb BO3MOHOCTb CBOPa4MBaThb UAN Pa3BOPaAUMBaTh MEHIO HaBUraUumn. HaxmuTe KHOMKyY

o)

,a,nﬂ nepexoaa K OCHOBHOMY MEH0 Un KHonKyp,nﬂ Bbixoga 3 WEB-uHTepodeiica.
Kak nokasaHo Ha pucyHKe 10, cTpaHuua KoHdUrypaumm/npocmoTpa Kaskaoro Moayns
HAaCTPOMKN COOEPHKUT HECKONIbKO KHOMOK ynpasneHuA. Hanpumep, Bbl MOXKeTe HaxaTb
<Submit>, 4yTob6bl TeKywaa KoHdurypauma Oblna akTMBMpoBaHa. Haxmute <Reset>, 4TobbI
OTMEHUTb TEKYLLYID KOHOUIypaumio UM  MCNONb30BaTb KOHMUrypaumto, Kotopaa 6Oblnia
akTMBMpoOBaHa. Haxmute <Cancel>, 4ToObl 3aKpbITb CTPAHULY KOHOUrypauuu M BEepHYTbCs K
npeabiaywen ctpaHuue Hactpoek. Haxmute <Refresh>, ytobbl 06HOBUTH MHbOPMaLUIO Ha
TEeKyLleNn cTpaHuue. Bbl Takxe mokeTe BblbpaTb «ABTOOOHOBAEHME», 4yTOObl MHOpPMaUMA
obHOBAANACL AaBTOMATUYECKU C MHTEpBasoM B 4 cekyHAabl uau Haxmute <Clear>, ytobbl
OYUCTUTb U Nepe3anyCcTUTb CTAaTUCTUKY.

QoS Egress Port Tag Remarking Port3

| Tag Remarking Mode ||Default » ||

PCP/DEI Configuration

Default PCP (5~
Default DEI [0 ~|

’_ Submit ”_ Reset H Cancel ]

Access Management Statistics  Auto-refresh [ | Refresh | [ Clear |

Interface | Received Packets | Allowed Packets | Discarded Packets
HTTP 513 513 0
HTTPS 0 0 0
SNMP 0 0 0
TELNET 46 46 0
SSH 0 0 0

Puc. 10. UHTepdeiic cTaTUCTUKM N KOHOUTYpaLLUK

3. YpaBJjieHue yCTPOiiCTBOM

1. Mepesarpyska ycTponcTea.

Restart Device

Are you sure you want to perform a Restart?

Puc. 11. Nepesarpy3Ka ycTponcTea

Mepepn nepesarpyskol yCTPOMCTBA HEOHXOAMMO MOATBEPAUTD, HYXKHO /I COXPAHATb TEKYLLYIO
KoHdurypaumo. Ecnn Bbl BbibepeTe «Yes», nocne nepesarpyskM KOMMYTaTop 3anycTuT
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TEKyWyo KoHourypaumio. Ecnm Bbl Bbibepete «NO», KOMMYTATOp 3anyCcTuT nNpeablayLuyto
COXpPaHEHHYI0 KOHoUrypaumio. Ecam KoHpUrypauma He b6blna coxpaHeHa, nocse nepesarpysku
KOMMYTaTOP BOCCTAHOBUT KOHGUIYpaLMIO MO YMONYAHUIO.

2. BocctaHoBneHue 3aBOACKUNX HACTPOEK.

Factory Defaults

Are you sure you want to reset the configuration to
Factory Defaults?

Puc. 12. BoccTaHOBNEHME 3aBOACKMX HACTPOEK

HeobxoAMMO nepesarpysuTb YCTPOWCTBO A/A TOro, 4tobbl HOBble MNapameTpbl
BCTYNWAW B CUANY.

m lNocne TOro Kak Bbl USMEHUAN 3aBOACKME YCTAaHOBKM U 3aMnCann HOBblE NapaMeTpbl,

3. CoxpaHeHue TeKyleln paboyeit KOHPUrypauum.

Save Running Configuration to startup-config

Please note: The generation of the configuration file may be time consuming. depending on the amount of non-default configuration.

| Save Configuration |

Puc. 13. CoxpaHeHMWe TeKyLLMX HACTPOEK

4. BbirpysKka ¢aiina 3 KommyTaTopa Ha IOKa/bHbIN cepBep.

Upload From Switch

| Transport protocols | @ Hitp O Sfip |

Select file to save.

Please note: running-config may take a while to prepare for upload.

File Name

O ram-log

* running-config
O default-config
() startup-config

[ Upload From Switch ]

Puc. 14. Bbirpyska ¢anna c ucnonososaHmem HTTP
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Upload From Switch

Transport protocols | O Hitp ® Stp
User name admin

Password 123
Server IP address 192 168.0.23

Select file to save.

Please note: running-config may take a while to prepare for upload.

File Hame
O ram-log
(® running-config
@ default-config
() startup-config

[ Upload From Switch ]

Puc. 15. Bbirpy3Kka ¢aina c ncnonb3oaHmem SFTP

Mma nonb3osatens, naponb ({User name, Password})

JunanasoH 3HaveHunin: {1~63 cumsonos, 1763 cumBonos}

OnuncaHue: BBOA MMEHM NONb30BATENA M NAPOA, CO3A4aHHOro Ha cepsepe SFTP.
IP-aapec cepBepa (Server IP address)

®opmat: A.B.C.D

OnwucaHue: HacTtpoliika IP-agpeca cepsepa SFTP.

nonv3osaTena SFTP, naponb n IP-agpec cepsepa SFTP.
* B npouecce nepegayn ¢amnoB HyXKHO cnegutb 3a Tem, 4Tobbl cepsep SFTP
Haxoamca B paboyem coCToAHUM.

ﬂ * [na nepepaun ¢anos nocpeactsom SFTP HeobxoAMMO HACTpOUTb UMSA

B daiine «ram-log» 3anucbiBaetca MHbOpMaLMA KypHana, «running-config» - 3To TeKyLini
pabouunii daitn KoHoUrypaumm kommytatopa, «default-config» - 310 dpann KoHpUrypaumm no
yMoAn4YaHuio, a «startup-config» - aTo darin 3anycka KommyTtaTtopa. Beibepute daiin n Haxkmute
<Upload From Switch>, yTobbl coxpaHuTb ¢ain Ha IOKaNbHOM cepBepe.

5. 3arpyska ¢aiina KoHourypaumm c IOKabHOTO CEpBEpa B KOMMYTaTOp.
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Download To Switch

File To Download

Transport protocols | @ Hitp O Stp
Local File |D:‘nrunning-cunﬁg

Destination File

File Name
® startup-config

[ Download To Switch ]

Puc. 16. 3arpy3Ka ¢aina c ncnono3osaHmem HTTP

Download To Switch

File To Download

Transport protocols | O Http ® Sfip
User name admin
Password 123

Server IP address 192.168.0.23
Server file name running-config

Destination File

File Hame
® startup-config

[ Download To Switch ]

Puc. 17. 3arpy3Ka ¢aina c ucnonbsosaHuem SFTP

NokanbHbiN daiin (Local File)

OnucaHue: Bbibop daiina KoHPUrypaLmm, COXpaHEHHOTO Ha 1I0Ka/IbHOM CepBepe.
Mma nonb3osatens, naponb ({User name, Password})

JunanasoH 3HaveHunin: {1~63 cumsonos, 1763 cumBonos}

OnucaHue: BBOA MMEHM MNONb30BATENA M NAPOA, CO3A4aHHOr0 Ha cepBepe SFTP.
IP-aapec cepBepa (Server IP address)

®opmart: A.B.C.D

OnwucaHue: Hactpolika IP-agpeca cepsepa SFTP.

Mma ¢aitna Ha cepsepe (Server file name)

JnanasoH 3HayeHuin: 1763 cMmBONOB

OnucaHume: Bbib6op daiina, 3aNMcaHHOroO Ha JIOKaJIbHOM cepBepe.

| |+ [na nepepaun daiinos nocpeactsBom SFTP  HeoBX0AMMO HacTPOUTb MMA
nonv3osatena SFTP, naponb n IP-agpec cepsepa SFTP.
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* B npouecce nepegaun ¢annoB HYKHO cneguTb 3a Tem, 4YTobbl cepBep SFTP
Haxoawuncs B paboyem cocToaHUMN.

Bbl MorKeTe 3arpy3antb KOHPUrypaLMOHHbIN dalinl C IOKAaZbHOTO CEpPBEPA B KOMMYTATOpP Kak
HOBbIM 3arpy304HbIA dain. HoBbIlM 3arpy3o4Hblit Gaiin 3aMeHNUT OPUIMHANbHBIN dain «startup-
config»n. Haxkmute <Download To Switch> pns 3arpy3ku KoHdUrypaumoHHoro danna wus
NIOKaNbHOTO cepBepa.

6. Hactpoiika yepes nopt USB
Bbirpyska/3arpysKka ¢aninos KOHGUrypaLumm ¢ NOMOLLBIO BHELHEro ¢pa3Ww-HakonuTens.

Auto Configuration

Please note: USE download/upload config file is startup-config,

| Auto Configuration | ® Disable © Enable |

After the state is enabled, the device automatically downloads the configuration file and takes effect when the device boots.

[Index USB File List |

USE flash may not exist.

| USB File name || ']

To download or delete files, you need to enter the existing filename in the list of USE files.

Upload configuration file does not need to enter the file name.

[ Submit ” Configuration Dowload from USH ][ Configuration Upload to USEH ” Delete USE file ]

Puc. 18. Bbirpy3sKka/3arpyska ¢aiinos ¢ ucnonb3osaHmem USB

4. OCHOBHBbIE HACTPOMKHU

4.1. OcHOBHas MHPOPMaLUMA O KOMMyTaToOpE

OcHoBHaA MHpoOpMaLMA O KOMMyTaTope BKIHOYAET MMS YCTPOMCTBA, TUN ycTpolictBa, MAC-
aZlpec, CepUIMHbIA HOMEpP, CUCTEMHbIE ATy U BPEMS, BEPCUIO MPOLLNBKU.

System Information

System
Contact Symanitron Ltd., phone number +7 499 685 1790; symanitron.ru
Name SWITCH
Location 111674 Moscow Russia 17 Rudnevka street
Hardware
Device Type SEWM20GT-D-8GT
Device MAC Address 4E8-be=-2d-00-3d-70
SIN 330U0039A210301522
Time
System Date 1970-01-01T03:15:30+03:00
System Uptime 0d 00:15:30
Software
Software Version R3002 P01
Code Date Jan 15 2021 10:54:51
Code Revision Build-24.0.116.81.1.3
Hardware Version V1.0
Logic Version V1.0.0

Puc. 19. OcHoBHaa MHPOpMaLMA O KOMMyTaTope

info@symanitron.ru www.symanitron.ru




SEWM20GT-D

SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

4.2. HacCTpoWKM CUCTEMbI

HaCTpOl‘aKM CUCTEMbI BKAOYalOT B cebs KOHTaKTHYIO MHCbOpMaLI,MIO, MMA  CUCTEMDBI U
MeCTONONIOXKEHNE.

System Configuration

System Contact |Symanitr{m Lid., phone number +7 |
System Name | |SWITCH |
System Location |1115?4 Moscow Russia 17 Rudnevk|

[ Submit ][ Reset]

Puc. 20. HacTpoiku cuctembl

KoHTaKTbl (System Contact)

[unanasoH 3HauyeHni: 0~255 cumsonos (cumsosbl ASCII ot 32 go 126).

Mma cuctembl (System Name)

[Anana3oH 3HauyeHnin: 0~255 cumBonos (6ykebl A~Z/a~z, undpsbl 0~9, 3HaK MuHyca -. MNepBbIi
CMMBOA A0MKeH b6biTb BYKBOW, NPW 3TOM NEepBbIA UAN NOCAEAHUA CUMBO/I HE AO0MKHbI 6bITb
3HAaKOM MMUHyCa).

MecTtononoxeHue (System Location)

[unana3oH 3HayeHni: 0~255 cumsonos (cumsosbl ASCII ot 32 go 126).

4.3. 3arpy3ka CPU

Harpy3ka mamepseTca KaKk cpegHee 3HavyeHue 3a nocnegHme 100 mc, 1 ¢ u 10 cekyHa, Kak
NOKa3aHO Ha pUcyHke 21.

CPU Load
Running Time | CPU Load
100ms 2%
1sec 0%
10sec A%

Puc. 21. 3arpy3ka CPU

4.4. OBHOBNEHME NPOLLIMBKM

O6HOBNEHME MNPOLWIMBKM MOMKET MNOMOYb KOMMYTATOPy VYAydwuTb ero paboty. [ns
KOMMYTaTOPOB 3TOMN cepmumn 0O6HOBAEHNE NPOLLUMBKM BKAtOYAET 0OHOBEHME BEPCUMU 3arpy3ymnKa
(Boot) n obHOBNEHME BEPCUM CUCTEMHOIO MPOrPaMMHOro obecneyeHus. Bepcusa 3arpysumka
OO0MKHA ObiTb 0OOHOBNEHA [0 BEPCUM CUCTEMHOrO NporpaMmHoro obecneyeHus. Ecam sepcua
3arpy3yMka He MeHseTca, Bbl MoXKeTe OOHOBUTb TOJIbKO BEPCUIO CMCTEMHONO NPOrpaMmMHOro
obecneyeHus. Ana obHoBAeHNA NPOLWNBKN TpebyeTca noaaepxKka HTTP / SFTP.

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe

SEWM20GT-D

4.4.1. ObHOBNEHME NPOLWNBKKM Yepe3 HTTP

1. O6HOBNEHME NPOLINBKM.

Firmware Upgrade

Transport protocols | @ Hitp () Sfip

Upgrade Target ® Application O Bootloader
Upgrade Mode @ First O Second O All

Local File [ Bribepute daiin ] Dain He EnibpaH

Submit |

Puc. 22. ObHoBNEeHNE NpoWKNBKM Yepe3 HTTP

Llenb o6HoBneHuA (Upgrade Target)

Onuwmn: NO/3arpy3umnk (Application/Bootloader).

®PyHKUMA: BbibOp LEen 0OHOoBAEHUA.

Pexxum obHoBneHua (Upgrade Mode)

Onuwmu: Nepsbiii/BTopoii/Bce (First/Second/All)

OnucaHWe: B KOMMYTAaTOp MOXHO 3arpy3suTb [Be BepCcMM NPOrpaMmmHOro obecrneyeHus,
KOTOPble MOryT 6bITb OANHAKOBbIMM UK pa3HbiMU. «All» 3arpyxaet Bepcuio 1 1 Bepcuio 2.
NoKanbHbiK ¢aiin (Local File)

PyHKUMA: BbIOOP daliia 06HOBIEHUS, XPAHSALLLErOCS Ha JIOKAa/IbHOM cepBepe.

2. Korga obHoBneHne OyaeT 3aBeplleHo, NoXKaayihcTa, akTUBUPYMTE BEPCUD MPOTrPaMMHOro
obecneyeHua v nepesarpysurte yctpomcTtso. OTKponTe cTpaHuuy «System Information»,
4yTOb6bI NPOBEPUTH, YCNELIHO 1N BbINOJIHEHO 0BHOBAEHME N aKTUBHA 1N HOBAs BEPCUS.

Firmware update in progress

The uploaded firmware image is being transferred to flash.

During the process, do not reset or power off the device!

v

Completed!

Puc. 23. O6bHoB/IEHWE 3aBEPLLEHO

——

A' * [Mocne 3aBeplweHUA OOHOBNEHWUA HYXXHO aKTMBMPOBATb HOBYI Bepcuto MO. Ona
A 3TOro nepesarpysmte KOMMyTaTop.

WARKINE * B cnyyae cbos ob6HOBNEHUs He Mepesarpy)ante YCTPOMCTBO, 4TOOblI M3bexaTb
notepu daina c NO.
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4.4.2. ObHoBNEHME NpoWnBKK Yepe3 SFTP

MpoTokon 6esonacHon nepegaun ¢anmnos (SFTP) - 3To npoToKon nepeaaym GpasoB Ha OCHOBE
SSH. OH obecneunBaeT 3awmndpoBaHHYIO Nepeaady ¢ainos ana obecneyeHma 6esonacHoCcTH.

B cnepyrowem npumepe ucnonbsyetca MSFTP ans onucaHua KoHourypaummn cepsepa SFTP um
npouecca 06HOBNEHWNA NMPOLUNBKW.

1. JobaBneHune nonb3osaTena SFTP. BBeante nosnb3oBaTens U Naposab, Hanpumep admin n 123.

YcTtaHoBMTE HOMep nopTa Ha 22. Beegute nNyTb ANA COXpaHeHMA danna Bepcun
MUWKponporpammeol B none Root path.

ml:m:e FIP mini-sftp-server i?_l r?i

Passward: [ Options
Pait: |22 About

Root path: |

Connections:

address/IP | connected @ |

Puc. 24. NobaBneHue nonb3osatena SFTP
2. O6HOBNEHME NPOLUMUBKHK

Firmware Upgrade

Transport protocels | O Hitp @ Sfip

Upgrade Target ® Application © Bootloader
Upgrade Mode O First O Second @ All
User name admin

Password 123

Server IP address 192.168.0.23

File name FO002 bin

Submit

Puc. 25. lobaBneHue npowinskm Yyepes SFTP

info@symanitron.ru www.symanitron.ru




SEWM20GT-D

SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

Lienb o6HoBneHun (Upgrade Target)

Onuwmun: NO/3arpysumnk (Application/Bootloader).

®yHKUMA: BbIOOP LEenn obHoBAEHUA.

Pexxum obHoBneHus (Upgrade Mode)

Onuuu: Mepsbiin/BTopoit/Bcee (First/Second/All)

OnucaHWe: B KOMMYTAaTOp MOMHO 3arpysuTb [Be BeEpCMM NPOrpaMmMHOro obecrneyeHus,
KOTOpble MOTyT 6bITb OANHAKOBLIMM MM pa3HbiMU. «All» 3arpyxkaeT Bepcuio 1 1 Bepcuto 2.
Mma nonb3osatens, naponb ({User name, Password})

JunanasoH 3HaveHuin: {1~63 cumsosos, 1763 cumBonos}

OnucaHue: BBOA4 UMEHW NOSIb30BaTeNA U Napoad, CO34aHHOro Ha cepsepe SFTP.

IP-agpec cepBepa (Server IP address)

®opmart: A.B.C.D

OnwucaHue: HacTpolika IP-agpeca cepsepa SFTP.

Mma ¢daina (Server File name)

[dnanasoH 3HayeHuin: 1763 cumsonos

OnucaHue: BbI6Op dalina NPOLIMBKM, 3aNUCAHHOTO Ha IOKAZIbHOM CepBepE.

3. Korga obHoBNeHWe GyaeT 3aBeplueHO, MOXKaNymcTa, akTUBUPYNTE BEPCUIO MPOrPaMmMHOro
obecneyeHns u nepesarpysuTe yctpoicteo. OTKpolTe cTpaHuuy «System Informationy,
4yTOObI MPOBEPUTDL, YCNELIHO /Y BbINONHEHO OOHOB/IEHNE W aKTUBHA 1N HOBas BEPCUA.

Firmware update in progress

The uploaded firmware image is being transferred to flash.

During the process, do not reset or power off the device!

v

Completed!

Puc. 26. O6HOBNEHMNE 3aBEPLIEHO

—

A + B npouecce o6HOBNEHMA NPOLUNBKM HE OTK/o4alTe cepeep SFTP.

A » [locne 3aBeplueHNss 0OHOBNEHUA NepesarpysnTe yCTPOMCTBO, YTOObl aKTMBUMPOBATb

WARNING HOBYIO BEpCUIO.

+ B cnyyae cbosi ob6HOB/NEHUA He Mepesarpy)Kamte yCTPoMncTBO, 4Tobbl u3berkaTb
notepu ¢amna MNo.

4.5. AKTMBALMA BEPCUN NPUNOKEHUA NPOLLUNBKM

1. AKTMBaLMA COOTBETCTBYIOLLEN BEPCUM NPUIOKEHUSA NPOLLMBKMU.
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Fireware Application Activate

Select application file to activate.

Application Selected | Current Startup | Application Version | Version
® Vv App-1 R0002
O App-2 RO002

[ Activate Application ]

Puc. 27. AKTnsauma sepcum NpuaoKeHUA NPOLLNBKU

Bbibepute oaoHY M3 BEpPCUI M HaxXmuTe KHOMKy <Activate Application>, HacTpous Bepcuio,
KoTopas byaeT akTMBHOW, TO eCTb Caeaytollelt 3arpy3oyHoi Bepcuein. O4HOBPEMEHHO MOXKET
6bITb aKTUBHA TO/IbKO O4HA BepCUs.

5. Hacrpoiiku IP

5.1. HacTpownkKa IP-agpeca

1. OTobpaxeHue IP-agpeca, NCNONb3YsA KOHCO/bHbIM NOPT.
MoAKNoUMTECh K KOMMYTaTOPY Yepe3 KOHCOJbHbIA nopT. BBegute KomaHay «show interface
vlan 1» B npnBUAErMpoOBaHHOM pPeXMME pexmme 410 NnpoBepku IP agpeca KommyTtaTopa:

& Switch - HyperTerminal

File Edit Wiew Call Transfer Help

D& = 8 DB

Username: admin

Password:

SWITCH# show interface vlan 1

VLAN1
LINK: 00-B1-c1-00-08-00 Mtu:1508 <UP BROADCAST RUNNING MULTICAST>
[TPyh: 192 168.8.2/24 [192 .168.0.255
IPv6: fe80::201:clff:feBB:0/64 <UP RUNNING>

SWITCH#

Connected 0:00:31 Autodstect | geOD ge-1 | CCROLL | CAPS  MUM Caphure | Pk echo

Puc. 28. OTobparkeHue IP agpeca
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2. Co3paHue nutepodetica IP.

XocTbl B pa3Hbix VLAN He moryT cBA3bIBaTbCA APYr € ApYrom. MUX KOMMYHMKALMOHHbIE NaKeTbI
A0/IKHbI NMepechklIaTbCA MapLIPYTM3aTOPOM UIN KOMMYTATOPOM YypoBHA 3 yepes IP-nHTepodeiic.
KommyTaTopbl 3TON cepuu nopaepxuBatoT |IP-uHTepdelicbl, KoTopble NpeacTaBAAlOT coboin
BUPTYaNbHble MHTepdeNcbl YypoBHA 3, ucnonblyemble gna ceasum mexagy VLAN. Bbl moxeTte
co3gatb oaunH IP-nntepdennc gna kaxgont VLAN. UHTepdeic ncnonbsyerca gna nNepecbiikm
nakertos ypoBHA 3 B VLAN.

3. Hacrtpoiika IP-agpeca
IP-agpec KoMMyTaTOpa MOMKHO HAaCTPOUTb BPYUHYIO UM MOAYYNTb aBTOMATUYECKMU.

IP Configuration

[Mode |[Host ]

IP Interfaces

DHCPv4 [ 1Pvd [ IPv6
Fallback  [Current Address| Address | Mask Len Address | IMask Len

O 1 10 192.168.0.100/Z | 192.165.0.20 24
[ 2 al 0 192.168.1.20 24
O 3 0

Add Interface
IP Routes

[ Delete [ Network | Mask Length | Gateway | Next Hop VLAN |

Delete ‘ VLAN I Enable |

Puc.29. Hactpoitka IP agpeca

VLAN

®dyHKUMA: HacTpolika atpubyta VLAN IP-uHTepdeica; noptbl B 310 VLAN cmoryT nonyymntb
poctyn K IP-uHtepdeiicy.

BknoueHne DHCPv4 (DHCPv4-Enable)

Onuuu: Bkaountb/BbikntounTs (Enable/Disable)

dyHKuMA: oTkaovyeHne DHCPv4, HacTpolika IP-agpeca 1 Mmacku Bpy4dHyto; BKAoYeHne DHCPv4,
npu sTom KommyTtatop (Kak DHCP-KnueHT) aBTOMaTuyeckn nonydaet IP-agpec yepes DHCP. B
cetn gosnxkeH bbiTb DHCP-cepBep A1a HasHauyeHun IP-aapecoB 1 MacoK KANEHTaM.
OTcpoueHHblit DHCPv4 (DHCPv4-Fallback)

Ovana3oH 3HayeHuin: 074294967295 cek.

PYHKUMA: ecnn 3HaYeHMe He PAaBHO HYJ/H0, KOMMYTAaTOP NOAyYaeT onpeaeneHHoe BpemMs AN
nonydvyenus IP-agpeca no npotokony DHCP. Ecnm no ncreyeHnn spemeHn NONbITKM 3aKOHYATCA
HeygayHo, IP-agpec HeobxoaMMO HAcTPOUTb BPY4YHYt0. Ecim 3HaYeHue pasHo 0, KOMMyTaTop
HEOAHOKpPATHO nbiTaeTca nonyymTb IP-agpec, noka He nony4ut ero Yyepes DHCP. B atom cnyyae
HeT Heob6XxoAMMOCTU HacTpaumBaTb IP-agpec BpyyHyto.
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Tekywuit agpec DHCPv4 (DHCPv4-Current Address)

®dyHKuMA: oTobpaxkeHune IP-agpeca u ANMHBI MACKK, aBTOMATMYECKM NOAyYaeMblX OT cepBepa
DHCP. Ecan KommyTaTtopy He ypaetca nonyyumtb IP-agpec 4yepes DHCP, 8 none «Current
Address» otobpakatotca IP-agpec 1 g/MHa MacKu, HACTPOEHHbIE BPYYHYIO.

IP-agpec IPv4 (IPv4-Address)

®opmart: A.B.C.D

®yHKUMA: HacTpolika IP-agpeca Bpy4HYHo.

OnviHa mackum IPv4 (IPv4-Mask Length)

PyHKUMA: MacKa NOACETU - 3TO YNCNO AJIMHOM 32 BMTA, COCTOALLEE M3 CTPOKU «1» 1 CTPOKKN «O».
«1» cOOTBETCTBYET NOAAM HOMEPA CETU N NMOAAM HOMepa NoAceTH, a «0» COOTBETCTBYET NOMAM
Homepa XocTa. 2 AMHA MacKK - 3TO YMCN0 «1» B MacKe noaceTu.

Haxkmute <Add Interface>, utobbl £06aBUTb HOBbLIN IP-MHTEPENC; NOAAEPKMBAETCA MAaKCUMYM
8 nHTepdencos.

« IP-appeca pa3HbIX CEFMEHTOB CETU AOJ/IKHbl ObiTb HACTPOEHbl ANA pa3Hbix IP-
nHTepdelcos.

ﬂ + Kaxgpbiin IP-uHTEepdeiic nogaepknueaeT oguH IP-agpec.

4. NMpocmoTp IP-uHTEepdeicos

IP Interfaces
Interface | Type | Address | Status
05:lo LINK. 00-00-00-00-00-00 <UP LOCPBACK RUNMING MULTICAST=
0S:lo IPvd  127.0.0.1/8
0%lo IPv6 11128
0S:lo IPvE  fed0:1/64
WLANT - LINK 00-01-c1-00-00-00 <UP BROADCAST RUNMING MULTICAST=

WLANA IPvd 192 168.0.100/24

WLANA IPvE  feg0:201:c1fffe00:0/64

V0LANZ  LINK 00-01-c1-00-00-00 <BROADCAST MULTICAST=
WLANZ IPvd 192 168.1.20/24

VLANZ IPve  feB0::201:c1fife00:0/64

WVLANZ  LINK  00-01-c1-00-00-00 <BROADCAST RUNMING MULTICAST=
WVLANI  IPve  feB0::201:c1fffe00:0/64
IP Routes

Metwork | Gateway [  Status
127.0.0.1/32 127.001 <UP HOST>
224.000/4 127001 <UP=
S1M28 A <UP HOST=

Neighbour Cache

IP Address | Link Address

192 168.0 184 VLAN1:44-37-26-88-6e-90
feB0:-201-c1fff200:0  VLAN1:00-01-c1-00-00-00
feB0-201-c1fffa00:0 VLAMZ:00-01-c1-00-00-00
feB0:-201-c1fffe00:0  VLAN3:00-01-c1-00-00-00

Puc.30. NpocmoTp IP-uHTEpdelicoB
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5.2. [lpotokon ARP
5.2.1. BeegeHue

Mpotokon ARP pa3spewaer conoctasneHne mexay IP-agpecammn un MAC-agpecamu
nocpeacTBOM MexaHUM3Ma 3anpoca M oTBeTa aapecoB. KommyTaTop nosiyyaet nHbopmaymio o
cooTBeTcTBUM MexXay IP-agpecamn n MAC-agpecamn Apyrux XoCTOB B TOM *Ke CEermeHTe CeTwu.
[aHHbIA  MexaHM3M TaKXe Mnoafep)KuBaeT craTudeckne 3anmcu ARP  ana  ykasaHua
conocrasneHma mexay IP-agpecamm u MAC-agpecamun. [AuHamuuyeckme 3anucm  ARP
nepuvogMyeckm yctapeBaloT, obecneuymBas cornacoBaHue mexay 3anucamm  ARP  u
baKTUYECKMMU MPUNONKEHNAMM.

KommyTaTopbl AaHHOM cepun obecneynmBatoT He TONIbKO QYHKLMIO KOMMYTaLMWU YPOBHA 2, HO
Takxe ¢yHKumio ARP ans paspelwieHuns IP-agpecoB Apyrmx XOCTOB B TOM K€ CErMeHTe CEeTH,
obecneuunsasn cBasb mexay NMS n ynpasiaembiMn XOCTaMMU.

5.2.2. HacTtpoiika yepe3 WEB-nHTepdeic

1. HacTtpolika BpemeHu ctapeHns ARP.

Dynamic ARP timeout

timeout{min) | |5

Puc.31. HacTpoiKa BpemeHu cTapeHus

TaiimayrT (timeout)

OunanasoH 3HayeHuin: 0760 MuH.

3HayeHue No YMONYaHUIO: 5 MUH.

dyHKUMA: HacTpolka BpemeHM yctapesaHus ARP; ecam ana BpemeHM ycTapeBaHuA
yCTaHOBNEHO 3HayeHue 0, ycTapeBaHWe 3anpeLleHo.

OnucaHue: Bpema yctapeBaHuAa ARP - 3TO NpoAo/IKUTENbHOCTb C MOMeEHTa AobasneHua
AMHammnyeckon 3anncu ARP B Tabanuy A0 MOMEHTA yaaeHns 3anucK ms Tabanubl.

2. [lobaBneHue cTtatmyeckomn 3anmcu ARP.

Add/Del Static ARP

Delete | IPv4 Address | MAC Address
O 192.168.1.23  00-01-01-01-01-02
] 192.168.023  00-01-01-01-01-01

Add

[ Submit H Reset ]

Puc.32. JobasneHune ctatmyeckoi 3anmncu ARP
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ARP

HacTtpoika 3HaueHui: {IP address, MAC address}

®opmar: {A.B.C.D, HHHHHHHHHHHH} (H - wecTHaguaTepuyHoe 4ncno)
PyYHKUMA: HACTPOMKa cTaTMyeckom 3anmcn ARP.

( | Kak npaBWi0, KOMMYTaTOp aBTOMaTUYeCKM u3yyaeT 3anucu ARP. PyuHas HacTpoiika He
TpebyeTca.

\ e/

Haxmute <Add>, u4Tt06bl [06aBMTb HOBYIO CTaTM4yeckyto 3anuce ARP; nopaeprkusaetcs
MaKcMmym 128 ctaTuyeckux sanmncen ARP.

5.3. Hactpownka DHCP

C NOCTOAHHbBIM pacluMpeHnem MacliTaboB ceTelt 1 POCTOM UX CIOXKHOCTK, a TaKXKe B YCNOBUAX
YyacToro nepemeLLeHnss KOMMbOTepoB (TakMX, Hanpumep, Kak HOYTOYK) M UX KO/JMYecTBa,
NpeBbIWAKOWNX KOAMYecTBo Bbigenaemblx IP-agpecos, npoTokon BootP, cneunanbHoO
npegHasHayeHHbIM ANA KOHOUIypaunmn CTaTUYECKOro XocCTa, MOCTOAHHO TepsieT CnocobHOCTb
YA0BNETBOPATL peasbHblie noTpebHocTn B IP-agpecax. Ana 6bICTpOro AOCTyna K CETU, a TaKxke
nosbllleHnss Ko3pdMUMEHTA MUCMONb30BaHMA pecypcoB |P-agpecoB pencTsutenbHo 6bisio
HeobxoaMmo pas3paboTaTb aBTOMATUYECKUIA MEXaHN3M 415 Ha3HadyeHuA IP-aapecoB Ha ocHoBe
BootP. inAa peleHuna sTux npobaem 6bin co3gaH npotokon DHCP (Dynamic Host Configuration
Protocol, MpoTokon AMHaMUYECKO HaCTPOMKKN XOCTOB).

MNpotokon DHCP ucnosb3yeT mogenb B3aMMOAEWNCTBUA KAMEHT-cepBep. KnmneHT oTnpasnser
3aNpoc O KOHUrypaumm cepBepy, a CepBep OTBeYaeT Ha napameTpbl KOHUrypaumm,
obecneumBaa puMHaMu4YecKytlo KoHdurypauuio IP-agpecoB. Cxema TUMNUYHOTO BapMaHTa
MCNoab30BaHMA NPoToKosa DHCP noKa3aHa Ha pUCYHKe HUMKe.

Kauent DHCP Kauent DHCP
Cepeep DHCP

~——
3 ~2

Kanent DHCP Kauent DHCP

Puc. 33. TunuyHaa cxema DHCP

( | B npouecce AMHaMMUYECKOro NosyyeHusa IP-aapecoB coobLeHNA paccbinaloTca nyTem
LUMPOKOBELLATENBHOW PACCbIIKU, No3ToMy Tpebyetcs, ytobbl DHCP-knneHT u DHCP-
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cepBep HaxXoAWAUCb B OAHOM cermeHTe. EcamM OHM HaxoaATCcA B pa3HbIX CErMEHTaX, KANEHT
MOXET cBA3aTbcA ¢ cepBepom 4yepe3d DHCP Relay, 4tobbl nonyuntb IP-agpeca n napameTpsol
KoHbUrypauum.

MNpoTtokon DHCP nogaeprkuBaeT ABa mexaHM3mMa pacnpegeneHus IP-agpecos.

CraTnyeckoe  pacnpegenieHve:  CeTeBOM  aAMWHMUCTPATOP  CTAaTMYHO  MPUBA3bIBAET
¢dunKcupoBaHHble IP-agpeca K HECKONbKMM KOHKPETHbIM KAMEeHTaM, TaKMM KaK, Hanpumep,
WWW-cepBep, U OTCblnaeT npuBAsaHHble IP-agpeca KaveHTam u4epe3 npotokon DHCP.
OnHamunyeckoe pacnpegeneHue: DHCP-cepsep npon3soguT oMHaMKUYECKYo pa3gady IP-agpeca
KAWMEHTY. DTOT MexaHU3M pacnpeneneHua MOXKeT Ha3HauuTb NOCTOAHHbIN IP-agpec waun IP-
agpec C OorpaHMYeHHbIM CPOKOM NOJIb30BaHUA ANA KaneHTa. Korga sBpemsa apeHAabl agpeca
NCTEeKaeT, KAMEHT AO/IKeH MOBTOPHO 3anpocuTb IP-agpec. CeTeBOM agMWHUCTPATOP MOXKET
BbIOUPATb A4N1A KaXKA0ro KAMEHTa CBOM MexaHM3M pacnpeaeneHns no npotokony DHCP.

5.3.1. Hactpowka cepsepa DHCP
5.3.1.1. BeaeHwue

Cepsep DHCP aBnaetca noctasumkom ycayr DHCP. OH ucnonbsyet coobuieHna DHCP ans ceasu
¢ kKnveHtom DHCP, ans Toro 4tobbl HaszHauuTb noaxoaalmii IP agpec KANEHTY, a TaKKe, Nno
mepe Heobxo4MMOCTH, Ha3HauYNTb ApPyrMe ceTeBble NnapameTpbl KaneHTy. Cepsep DHCP obbiuHO
ncnonb3yeTca ana pacnpegeneHus IP agpecos nNpu caegyowmx ycnoBmax:
* bBonbwon macwTtab cetu. CAUWKOM CNOMKHO BPYYHYHO OCYLLECTBUTb KOHUrypauuio
CeTU, CI0XKHO YNPaBAATb TaKOM CeTbHO.
* KonmuyectBo XOCTOB MNPEBbIWAOT YUCAO HasHavaemblx IP agpecoB U HEBO3MOMKHO
Ha3HauMTb GUKCUPOBaAHHDbIN IP aapec AnAa KaXkaoro xocTa.
*  TONbKO HECKONIbKO XOCTOB B CETU HY»KAatoTcA B PUKCMPOBAHHDLIX IP aapecax.

5.3.1.2. T[ynagpecos DHCP

DHCP-cepsep Bbibupaet IP agpec “3 nyna agpecoB U nepeAaer ero BMecTe C ApYyrumu
napameTpamu KaneHTy. locnegosatenbHOCTb BblaeneHns IP agpecos cneaytowasn:

1. IP agpec, cTtatMyeckn cBasaHHbIM K MAC agpecy KavMeHTa uUauM naeHtTMduKaTop nopTa,
NOAKNIOYEHHbIN K cepBepy.

IP agpec, KoTopblit 3anncaH Ha cepsepe DHCP, koraa-nm6o 6bin BblAENEH KINEHTY.

IP appec, KOTOpbIM YKa3aH B 3anpoce, NOJy4EHHOM OT K/IMEHTa.

MepBbIn AOCTYNHbIN IP agpec, HalMAEHHbIV B Ny/e aapecos.

Ecnn HeT gocTtynHoro IP agpeca, nposepaetca IP agpec, cpok AeNCTBUS KOTOPOro UCTEKAET,
Ny KOoToporo 6b11mn KOHPAKMKTBI B NpoLecce ncnonb3oBaHua. Ecnum takon IP agpec HalaeH,
OH npuceamBaeTca KANeHTy. Ecam HeT, To He NPonCXoAnT HUKAKOTo npoLiecca.

vk wnN

5.3.1.3. Hactpolika yepe3 WEB-untepdeic

1. BkntoyeHue cepsepa DHCP
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DHCP Server Mode Configuration
Global Meode

| Mode | Enabled v/ |

VLAN Mode
[ VLANRange |  Wode
1-2 Enahbled
6-20 Enabled
[ Cancel ] | || | |Enahled V|

| Add VLAN Range || Delete VLAN Range |

L Submit ” Reset ]

Puc. 34. BkntoueHue cepsepa DHCP

Crartyc cepsepa DHCP (Global Mode)

Onuuu: Enable/Disable (Bkntountb/BbIKA0U4MTD)

3HayeHue no ymonyaHuto: Disable (BbikntoueHo)

OnucaHue: BbIBOP AaHHOro KOMMyTaTopa B KavecTBe cepBepa DHCP gns HazHayeHUA KAUEHTY
IP apgpeca.

Pexkum paboTbl cepsepa u aguanasoH VLAN ({VLAN Range, Mode})

[nana3oH HacTpouku: {1~4095, Disabled/Enabled} ((BkntounTb/BbiknounTb)

dyHruMA: ecnm gna KknnenTa VLAN, Kotopbin obpaulaetca 3a |IP-agpecom, ycTaHOB/IEHO
3HayeHne «Enable», DHCP-cepBep Bblaendaet IP-agpec knneHTy. B npotnsHom cnydae DHCP-
cepBep He BblaenaeT KAneHTy IP-agpec.

2. Co3paHue nyna agpecos DHCP

DHCP Server Pool Configuration

Pool Setting
Subnet .
Delete Name Type IP Mask Lease Time
[ pool1 - - - 1 days 0 hours 0 minutes

Add Mew Pool

’, Submit ” Reset l

Puc. 35. CosgaHune nyna agpecos DHCP
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Mma (Name)

HactpauBaemblii AnanasoH: 1~32 cMMBO/IOB;

OnwucaHue: HacTpolika MmeHn nyna IP-agpecos.

Haxmute <Add New Pool> ans cosgaHua Hosoro nyna agpecos DHCP.

3. Ons HacTpoikn nyna IP-agpecos DHCP Heobxoaumo HaxaTb Ha ero uma (<Name>, cm.
puc.35). Mocne aToro NOABUTCA OKHO HAacCTPOWMKM (puc. 36).

DHCP Pool Configuration

Pecol
[Rama] [oooi 1 9]
Setting
Pool Name pool-1 |
Type Host v|
IP 192.168.0.6
Subnet Mask 255 255 2550
1 days (0-365)
Lease Time 0 hours {0-23)
0 minutes (0-59)
Domain Name domain.com
Broadcast Address
192.168.0.201
Default Router 0000
0.0.0.0
0000
192.168.0.202
DNS Server 0.000
0.0.0.0
0.0.0.0
192.168.0.203
NTP Server 0000
0.0.0.0
0.0.0.0
NetBIOS Node Type Ione v
NetBIOS Scope
0.0.0.0
NetBIOS Name Server 0.000
0.0.0.0
0.0.0.0
NIS Domain Name
0.0.0.0
NIS Server 0000
0.0.0.0
0.0.0.0
Client Identifier MAC v|
00-11-22-3344-55
Hardware Address 00-11-22-3344-55
Client Name
Vendor 1 Class ldentifier
Vendor 1 Specific Information
Vendor 2 Class ldentifier
Vendor 2 Specific Information
Vendor 3 Class ldentifier
Vendor 3 Specific Information
Vendor 4 Class ldentifier
Vendor 4 Specific Information

Puc. 36. CozgaHune nyna agpecos DHCP
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Mma (Name)

®yHKUMA: BbIGOP CO34aHHOTO MMEHU Nyna.

Tun (Type)

Onuwun: None/Network/Host (Het/CeTb/XocCT).

3HayeHue no ymonyanuio: None (Her)

®yHKumA: Hactpolika TMna nyna agpecos. «Network» - KommyTaTop AMHAMUYECKN BblaenaeT
IP-agpeca HecKkonbkMm DHCP-knmeHTam. «Host» - KOMMyTaTop noagep)KuBaeT cTaTuveckoe
Ha3Ha4yeHue IP-agpecos cneunanbHbim DHCP-KaneHTam.

IP-agpec, macka nogcetu ({IP, Subnet Mask})

dyHKruma: «Network» o3HayaeT, YTO Bbl MOKETe HacTpouUTb Auanas3oH nyna IP-agpecos, a
OMana3oH afpecoB onpeaensaeTca Mackou nogcetn. Macka nogcetu - 3TO YMCNO AJIMHON 32
6uTa, coctosawee M3 CTPOKM 1 1 cTpokm 0. «1» cOOTBETCTBYET MOAAM HOMEpPA CETM U MOAAM
HoMepa noaceTn, a «0» COOTBETCTBYET NOJIAM HOMEpa XOCTa. ITO 3Ha4YeHne 0B6bIYHO HACTPOEHO
KaK 255.255.255.0.

«Host» 03Ha4aeT, YTO Bbl MOMETe HACTPOUTb OrpaHMYEHHbIA cTaTudeckMn IP-agpec KnveHTa.
PacnpeneneHue ctatnyeckmx IP-agpecos ocyuwectsasetca nytem orpaHuyeHna MAC-agpeca u
IP-agpeca knneHTta. Korga knmeHt ¢ atTum MAC-agpecom 3anpawmsaet IP-agpec, DHCP-cepsep
HaxoauT IP-agpec, cootBetcTByloWwMin MAC-agpecy KAvMeHTa, U BblaensaeT |IP-agpec KAMEHTy.
MpuoputeT 3TOro pexmma pacnpegeneHua Bbille, Yem y AMHAMKUYECKoro pacnpegeneHua IP-
a4pecoB, U CPOK AeNCTBUA agpeca ABNAETCA NOCTOAHHbIM.

Bpemsa geicteusa IP agpecos (Lease Time)

Hactpausaembiit ananasoH: 0 gHelr, 0 yacos, O MuHYT ~ 365 aHelt, 23 yaca, 59 MUHYT.
3Ha4veHMe no ymonyaHuio: 1 geHb, 0 yacos, O MUHYT.

OnucaHuMe: HAcTpoMKa Talim-ayTa AMHAMWUYECKOro BblaeneHus agpecoB. [ns pasHbIX Nynos
appecos DHCP-cepBep MOXET yCcTaHaBAMBaTb Pa3HOE BpeMs AelCTBUA agpecoB, HO ajpeca B
oaHom nyne agpecos DHCP nmetoT oaMHaKoBOE BpemMsa AeNCTBUA.

Mma gomeHa (Domain Name)

HacTpavBaemblit gnanasoH: 1 ~ 36 cMMBO/IOB.

®PyHKUMA: HACTPOMKA AOMEHHOTO MMeHU nyna IP-agpecos. MNpu HasHayeHUn IP-agpeca KAneHTa
HY>XHO MPUCBOUTbL eMY TaKKe JOMEHHOe NMSA.

LLnpoKoBewatenbHblii agpec (Broadcast Address)
®opmat: A.B.C.D

PYHKUMA: HACTPOMKA LWMPOKOBELLLATENBHOMO aapeca KANeHTa.

PoyTtep no ymonuaHuio (Default Router)

®opmart: A.B.C.D

®PYHKUMA: HACTPOMKA aZpeca KIMEHTCKOro LWo3a.

OnucaHue: Korga DHCP-KAMEHT noOAKNO4YaeTcA K XOCTy, KOTOPbIM HaxoAuTCcA B APYrom
CermeHTe, AaHHble AO0MXKHbI nepecbinatbca Yepes wato3bl. Koraa DHCP-cepsep BbliaensaeT IP-
agpeca KAueHTam, OH MOMKeT OAHOBpPEeMEHHO YyKasaTb ajpeca wat308. [na nyna agpecos
DHCP morKeT HacTponTb MakcMmym 4 wntosa.

Cepsep DNS (DNS Server)

®opmat: A.B.C.D

PyHKUMA: HAaCTPOKKa aapeca KnneHTckoro DNS-cepsepa.
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OnucaHMe: NpyM NOAKNHYEHUN K XOCTy 4Yepe3 AOMeHHoe MmA, TpebyeTca npeobpasoBaHue
OOMEHHOro umeHnun B IP-agpec. 3To AencTBne peanmsyetca C NOMOLLbI CUCTEMbI LOMEHHbIX
nmeH DNS (Domain Name System). Y1o6bl paspewnts DHCP-KAMEHTY NOAKNIOUYUTLCA K XOCTY
yepes gomeHHoe mmA, DHCP-cepeep MOXKeT He TOAbKO BblaenaTb IP-agpeca KaMeHTam, HO U
O4HOBPEMEHHO YyKasbiBaTb IP-agpeca cepBepoB gomeHHbIX nmeH. Nyn DHCP-agpecos moxet
HacTpamsaTtb A0 4-x DNS-cepBepoB.

Cepep NTP (NTP Server)

®opmart: A.B.C.D

®PyHKUMA: HAaCTpOMKa agpeca cepsepa DNS.

Tun y3na NetBIOS (NetBIOS Node Type)

Onuwuun: None/B-node/P-node/M-node/H-node (B-y3en/P-y3en/M-y3en/H-y3en).

3HayeHue no ymonyanuio: None (Her)

PyHKUMA: HacTpolika Tuna KaneHtckoro y3na NetBIOS. Koraa knneHt DHCP gnsa csasum no cetn
ncnonbayet npotokon NetBIOS, He06x0AMMO YCTAHOBUTb COOTBETCTBME MEXKAY MUMEHEM XOCTa
n IP-agpecom, T.e. HACTPOMUTb MNOPALOK W MeToAd, KOTOpPble WCNOAb3YeT KAWEHT npu
npeobpasosaHnn mmeH NetBIOS B IP-agpeca. PasnuyHble TMNbl y3710B 3Ty MHbOpMaUUIO B
Pa3HbIX peXXumax.

B-y3en ncnonb3yeT WHpoKoBeLLaTebHble paccblKK. P-y3en ncnonbsyet cepsep nmeH NetBIOS,
OTNpaB/AA oAHOoaApecHbIn naket ansa cesasm ¢ WINS-cepsepom. M-y3en obveauHaet B-ysen u
P-y3en, HO nNo ymonyaHuio OYHKUMOHMPYET Kak B-ysen w  oTnpasnseTr nepsbii
WMPOKOoBeLWATENbHbIN nakeT. Ecnn M-y3en He MOXeT paspewntb MMS € MNOMOLLbHO
LWMPOKOBELLATENbHOM PACCbINKK, OH ucnonb3lyeT P-y3en cepsepa mmeH NetBIOS, otnpasnas
ofHoaapecHbI nakeT ana ceasm ¢ WINS-cepsepom Bo BTOpoi pas. H-y3en obbeanHset P-y3en
n B-y3en, HO No ymonyYaHuto GYHKUMOHUPYET KaK P-y3en. Ecan H-y3en He MoXKeT paspeLlumnTb
MMA € nomouwbto cepsepa uMmeH NetBIOS, mcnonb3yetca wWMpoKoBewaTenbHaa PaCCbi/Ka
UMEHM.

KoHTteKcTt NetBIOS (NetBIOS Scope)

Hactpausaembiii ananasoH: 1 ~ 36 cumBoNOB.

®PyHKUMA: HacTpolKa nmeHu NetBIOS.

Mma cepsepa NetBIOS (NetBIOS Name Server)

®opmart: A.B.C.D.

®PyHKUMA: HacTpolika agpeca WINS-cepsepa.

OnucaHue: anAa KauveHta, paboTtawowero nog ynpasieHMEM onepauuoHHoin cuctembl (OC)
Microsoft Windows, cepsep Windows Internet Naming Service (WINS) npeaocrasnsaet ycayry
npeobpasoBaHns MMeHM xocTa B IP-agpec Toro XxocTa, KOTOpPbI WUCMO/b3yeT ANA CBA3M
npotokon NetBIOS. MosTtomy 60/bLIMHCTBY KaMeHTOB Ha 6ase OC Windows Tpebyertcs
HacTpoiKa WINS. Y1obbl paspewnTts DHCP-knneHTy npeobpa3oBbiBaTb MMA xocTa B IP-agpec,
yKaxkute agpec WINS-cepsepa, korga DHCP-cepep sbigensaet IP-agpec knneHty. lNyn agpecos
DHCP no3ssonset HacTpouTb A0 4 cepsepos WINS.

DomeHHoe umsa NIS (NIS Domain Name)
HactpanBaemblii ananasoH: 1 ~ 36 cumBonoB.

®PyHKUMA: HACTPONKA AOMeEHHOro umeHu NIS.
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Cepsep NIS (NIS Server)

®opmar: A.B.C.D.

®yHKUMA: HacTpoliKa agpeca cepsepa NIS.

Npaentudukarop Knuenrta (Client Identifier)

Onuuun: None/FQDN*/MAC.

3HayeHue no ymonyanuio: None (Her)

®yHKUMA: ecAn TUN NyNa - XOCT, HEOBXOAMMO YKa3aTb YHUKaNbHbIN UAEHTUDUKATOP KANEHTA.

* FQDN - nonHoe gomeHHoe ums (aHra. «Fully Qualified Domain Name» nnu FQDN, gocnosHo:
NOJIHOCTbIO ONpeAeneHHOe UMA AOMEHA) — UMA, OAHO3HAYHO ONpeaensiolLee y3en B CeTu.
AnnapaTHbii agpec (Hardware Address)

®opmart: HH-HH-HH-HH-HH-HH (H - wecTHaauaTepuyHoe 4ncno).

®yHKUMA: ecAn TUN NyNa - XOCT, HEOBXOAMMO HACTPOUTb OrPaHMYEHHbIN cTaTudecknin MAC-
afpec KAneHTa.

Mma knueHTa (Client Name)

Hactpausaembiii ananasoH: 1 ~ 36 cumBon0B.

®YHKLMA: HACTPOMKA MMEHM NOJIb30BaTeNA KMEHTA.

NaeHTnduKartopbl Knacca seHgopa (Vendor N Class Identifier)

Hactpausaembiii ananasoH: 1 ~ 64 cumBooB.

PyHKUMA: HacTpPOMKa naeHTMdPUKaTopa Knacca BeHA0pPa.

NaeHTuduKkatopbl Knacca seHgopa (Vendor N Class Identifier)
HacTpanBaemblii AnanasoH: 1 ~ 64 cMMBONOB (LWeCTHaALaTEPUYHbIE YMCNa).

®YHKUMA: HacTponKa MHGopMaL MM 0 BeHZ0peE.

4. HacTtpolika ucKkntoudeHuit IP-agpecoB (IP-agpeca He BblAenAlTCA AMHAMUYECKU B nyne
aapecos DHCP).

DHCP Server Excluded IP Configuration
Excluded IP Address

Delete | IP Range
O 192168 0.1 - 192 168.0.10

| Add IP Range |

[ Subrnit ” Reset ]

Puc. 37. Hactpoiika nckntouenmi IP-agpecos

Ovana3oH IP-agpecos (IP Range)

®PyHKUMA: HACTPOMKa Anana3oHa IP-agpecos, KOTOpble He BblAENATCA AMHAMUYECKU B nyne
agpecos DHCP. Mpu HasHayeHuun IP-agpecos DHCP-cepBep A0MKEH UCKAOYUTL 3aHATbIN |IP-
aapec (Hanpumep, IP-agpeca wnto3a n DNS-cepsepa). B npoTMBHOM cnyyae oauH U TOT e IP-
afpec moxeT 6bITb Ha3HaYeH ABYM KAMEHTaM, YTO NpuBeAeT K KOHOANKTY IP-agpecos.
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YT106bl HacTpoWTb AMana3oH IP-aapecos, KoTopble He BbIAENANTCA AMHAMUYECKM, HAKMUTE
<Add IP Range>.

5. OTobparkeHue cTaTucTuKkm cepsepa DHCP.

DHCP Server Statistics

Database Counters

Pool | Excluded IP Address | Declined IP Address
1 1 0

Binding Counters

Automatic Binding | Manual Binding | Expired Binding
1 0 0

DHCP Message Received Counters

Discover | Request | Decline | Release | Inform
20 9 0 0 40

DHCP Message Sent Counters

Offer | ACK | NAK
5 5 2

Puc. 38. Cratuctnka cepsepa DHCP

6. MpocmoTp nHdopmaumm ob IP-agpecax, BblaeneHHbix DHCP-cepBepom.

DHCP S3erver Binding IP
Binding IP Address

Delete | P | Type | State | PoolName | ServerID
O 1892 168.0.11  Automatic Committed pool-1 192 165.0 223

Puc. 39. MHbopmauma ob IP-agpecax

7. NpocmoTp IP-agpecos, oTKAOHeHHbIX DHCP-KnneHTamm

DHCP Server Declined IP
Declined IP Address

Declined IP
192.168.0.11

Puc. 40. Nudopmauma ob IP-agpecax
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Koroa knAneHT obHapyxkuBaeT, uyto IP-agpec, BblgeNeHHbl CepBepom, KOHGAWMKTYeT co
ctaTuyeckum |P-agpecom B TOM e CermMeHTe ceTW, OH OTMNpaBAseT Ha cepsep MnakeT
OTKNOHEHMSA, YTObbl OTKNOHUTLb 3TOT IP-agpec. CepBep 3anucbiBaeT IP-afpec, OTKJAOHEHHbIM
KAMEHTOM, U He ByaeT BblaenaTb 3ToT IP-agpec g4pyrum KAnMeHTam B TeYeHue onpeaeneHHoro
nepuoaa BpemeHMu.

5.3.1.4. [lpumep TMNOBOM HACTPOMKN

Kak nokasaHo Ha pucyHke 41, kommyTtaTtop A paboTaeT kak DHCP-cepBep, a kKommyTaTop B - Kak
DHCP-knneHT. lMopT 3 KommyTtaTopa A coeamHAeTca ¢ noptom 4 KommyTtaTtopa B. KnmeHT
oTnpasnseT coobuweHna ¢ 3anpocom IP-agpeca, n cepBep MOXKET Ha3zHAuUTb IP-agpec KAneHTy
ABymA cnocobamu. [lnanasoH UCKNOYeHHbIX IP-agpecos coctaBnaeT 192.168.0.1~192.168.0.10,
B TOM cnyyae, ecam DHCP-cepsep anHammyeckm sblgenset IP-agpec.

DHCP
DHCP
Cepsep @ 3 4 @nuem
Kommyrarop A Kommyratop B

Puc. 41. NMpumep TMNoBoM HacTpoikn DHCP

Cratnueckue IP-agpeca:
1. HacTpolika KommyTaTopa A:
e ycTaHoBuMTe cTatyc cepBepa DHCP B coctoAaHue «Enable» (BknawoueHo) B
cootsetcTByOLWMX VLAN (cm. puc. 34);
e cospanite nyn IP-agpecos DHCP: pool-1, cm. puc. 35;
* yCTaHOBWUTE TMN Nyna Kak «Host»; IP-agpec 192.168.0.6; macka 255.255.255.0; Ceaxute
MAC-aapec KommyTaTtopa B: 00-11-22-33-44-55 (cm. puc. 36);
2. HacTtpoika KommyTaTopa B:
* HacTtpoiTte KommyTaTOp Ha aBTOMaTU4YeCKoe nosiydyeHue IP-agpeca yepes DHCP;
*  Kommytatop B nonyumt IP agpec 192.168.0.6 u macky nogcetm 255.255.255.0 ot
cepsepa DHCP (cm. puc. 42).

IP Configuration

[Mode [ [Host ]|

IP Interfaces

DHCPv4 [ 1Pvd I 3
Fallback  [Current Address| Address [ Mask Length | Address [ Mask Length

O 1 |5 |[192.168.0.6/24 |[192.168.0222 | [24 | | | ] |

Add Interface
IP Routes
[ Delete | Network | Mask Length | Gateway [ Next Hop VLAN |

Delete ‘VLAN I Enable |

Puc. 42. DHCP-knueHT nony4aet IP-agpec-1
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OvHamuueckue IP-apgpeca:
3. Hactpownka KommyTaTtopa A:
e ycTaHoBuTe cTatyc cepBepa DHCP B coctoaHue «Enable» (BknwoueHo) B
cootBeTtcTBytoWwmx VLAN (cm. puc. 34);
* co3pgaite nyn IP-agpecos DHCP: pool-1 (cm. puc. 35);
* ycTaHoBMTe TN nyna Kak «Network»; IP-agpec 192.168.0.6; macka 255.255.255.0;
Ceaxkute MAC-agpec kommyTtaTtopa B: 00-11-22-33-44-55 (cm. puc. 36);
4. HacTtpoiika KommyTaTopa B:
* HacTpoiTte KOMMYyTaTOpP Ha aBTOMATUYECKOe nosyvyeHue IP-agpeca yepes DHCP;
*  DHCP-cepBep no nopAaKy BbINOAHAET NOMCK Ha3HAYaembIx IP-aapecos B nyse agpecos
N BblgenaeT NepBbl HarMAeHHbIN IP-agpec, a TakKe gpyrue cetesBble napameTpbl ANnA
KomMmyTaTopa B; macka noacetn 255.255.255.0 (cm. puc. 43).

IP Configuration

[Mode [[Host ]

IP Interfaces

[ DHCPv4 [ 1Pvd [ IPvE
TeE ‘ VLAN I F able | Fallback [Current Address| _ Address | Mask Length | Address [ Wask Length

O 1 |5 [[192.168.0.11/24 [192168.0222 | [24 | | | ] |

Add Interface
IP Routes
[ Delete [ Network | Mask Length | Gateway [ Next Hop VLAN |

Puc. 43. DHCP-knuneHT nony4vaet IP-agpec-2
5.3.2. DHCP Snooping
5.3.2.1. BsepeHue

DHCP Snooping - 310 ¢yHKLUMA MOHUTOPUHra cepBncos DHCP Ha 2-m ypoBHe, KOTOpas TaKXke
asnaetca  ¢OyHKumMen 6HesonacHoct DHCP, obecneumBatowein 6e30nacHOCTb  K/AMEHTa.
MexaHusm 6e3onacHocT DHCP Snooping ocywecTBAAET KOHTPO/b 3@ TeM, YTOObl TO/bKO
OOBEPEHHbIA NOPT MOr nepeHanpaBuTb coobuweHne ¢ 3anpocom KameHta DHCP Ha
aenctButesnbHbi cepBep. Kpome Ttoro DHCP Snooping MOMKEeT KOHTPO/MPOBaTb WCTOYHUK
OTBETHOro coobuieHua cepsepa DHCP, rapaHTupya KaveHTy nosydyeHue [P agpeca ot
OENCTBUTENbHOIO cepBepa, NpeaoTBpaliaA HasHayeHua [P agpecoB WAM  NapameTpoB
KOHOUIypauum gpyrmm XocTam oT NOAAENbHbIX NN HeAoNyCTUMbIX cepBepos DHCP.
MexaHu3am 6e3sonacHocTn DHCP Snooping AenvTt nopTbl Ha AOBEPEHHbIE U HE AOBEPEHHbIN (He
HaAeXHbIN).
* J[loBepeHHbIt MOpT: 3TO MOPT, KOTOPbIA MOAKAOYAETCA K AENCTBUTE/IbHOMY cepBepy
DHCP. floBepeHHbI NopT 06bIMHO NepeHanpasaseT coobuweHna ¢ 3anPOCOM KANEHTOB
DHCP u oTBeTHble cooblueHunsa cepsepos DHCP, 4To6bl KameHTbl DHCP mornu nonyyatb
aencreutenbHble IP agpeca rapaHTMPOBaAHHO.
* He pgoBepeHHbIN NOPT: 3TO NOPT, KOTOPbIA NOAKAIOYEH K HEAEeNCTBUTENIbHOMY cepBepy
DHCP. He poBepeHHbIi NOPT He nepeHanpaBasaeT COObLWEHUA C 3aNpPOCOM K/IMEHTOB
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DHCP un oTtBeTHble coobuieHns cepsepoB cepBepoB DHCP, ytobbl KaneHTbl DHCP He
nonyyanun HegenctTeuTenbHble IP agpeca.

5.3.2.2. Hactpolika yepe3 WEB-nHTepdelic
1. BkntoueHune pyHKumm DHCP Snooping.

DHCP Snooping Configuration

| Snooping Mode ||Enabled V| |

Puc. 44. Cratyc DHCP Snooping

Pexxum DHCP Snooping (DHCP Snooping Mode)
Onuuu: Enable/Disable (BknatoueHo/BbiKkatoueHo)
3HayeHue no ymonyanuto: Disable (BbikntoyeHo)
OnucaHue: BknoyeHne/BbikntoyeHne ¢pyHKumMmn DHCP Snooping.

| | Y KomMmyTaTopa, KOTopblii paboTaeT M Kak cepsep DHCP M KaK KAWEHT, Henb3s
BKAOUNTL yHKUMo DHCP Snooping.

2. Hactpoiika AoBEPEHHbIX MOPTOB

Port Mode Configuration

Port | Mode
S e v
1
2
;
'
5 |Trusted |+
6 |Trusted %
7 |Trusted
g |Trusted #
9 |Trusted |+
10 | Trusted
11 |Trusted »
12 |Trusted #

Puc. 45. Cratyc DHCP Snooping

Pexxum (Mode)
Onuwmn: Trust/Untrust (JosepeHHbl/He aoBepeHHbIN)
3HavyeHune no ymondanuio: Untrust (He nosepeHHbIN

~
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OnucaHue: HacTpoiKa nopTa B pexumbl [osepeHHbliii/He poBepeHHbI. MopTbl, KOTOpbie
NOAK/OYAKOTCA K AencTBuTeNbHbIM cepBepam DHCP Hanpamylo uauM KOCBEHHO, SABAANOTCA
[OBEPEHHbIMW NMOPTaMM.

Trunk) sBnAlTCA B3aMMOMUCKAOYAOWMMKU. [lopT, NpUHAZNEKAWMA TPAHKOBOW
rpynne, HeNb3s HaCTPOUTb KaK AOBEPEHHbIN NOpT. JoBEePEHHbIM NOPT HE MOXKET BbITb
NnpUcoeanHeEH K TPaHKOBOWM rpynne.

ﬂ HacTpoika nopTa Kak [0BEpPEeHHOro M HasHayeHuWe ero TpaHKkoBbiM noptom (Port

5.3.2.3. [pumep TMNOBOM HACTPOMKN

Kak nokasaHo Ha puc. 46, knneHt DHCP 3anpawwusaet IP agpec y cepsepa DHCP. B cetun
NpUCyTCTBYET HeaencTeuTenbHbi cepBep DHCP. Hactponte nopt 1 Kak [AoBepeHHbI ¢
nomoupbto ¢yHKumMmn DHCP Snooping, 4Tobbl MOXHO 6bIN0O NepecnaTb coobLieHME C 3aNPOCOM
knneHTa DHCP Ha cepsep DHCP 1 HanpaBuTb oTBeTHoe coobueHue cepsepa DHCP kaueHTy
DHCP. YctaHoBMTe NOPT 3 KaK He A0BEPEHHbIN (He HaAeKHbIN), KOTOPbIN HE CMOXKET NepecnaTb
coobuieHune c 3anpocom kaneHta DHCP 1 nonyunTb 0TBETHOE COOBLEHNE HEAENCTBUTENBHOIO
cepsepa DHCP, ytobbl rapaHTMpoOBaTb K/JAMEHTY MNoJiydeHune paeincteutenbHoro IP agpeca ot
aenictButenbHoro cepsepa DHCP.

DHCP Cepeep

Moprl

DHCP Snooping
MopT 3

H%HE,E.E)-HHbIﬁ

HeaBTOpM30BaHbIM
DHCP Cepsep

—» DHCP otgeT

DHCP KnueHnr

* DHCP sanpoc
Puc. 46. Mpumep TMNoBon HacTponkm DHCP Snooping

HacTpoika kommyTtaTopa B:
e Bknatounte pyHKuuto DHCP Snooping, cm. puc. 44;

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

SEWM20GT-D

* Hactpounte nopt 1 KommyTaTopa B Kak gosepeHHbIn (Trust), a nopT 3 HacTpouTe Kak
HeHageHbil (Untrust), cm. puc. 45.

5.3.3. ®yHKuma Option 82 DHCP

®dyHKumAa Option 82 (Relay Agent Information Entry) obecneumBaet 3anucb MHboOpmauum o
kKnueHTe. Korga DHCP Snooping ¢ noaaep»koin Option 82 nonyyaeT coobuieHume ¢ 3anpocom oT
kKnneHTa DHCP, oH pob6asnaet cootBeTcTBylowee none Option 82 B coobuieHWe, a 3atem
nepeaaet coobueHne Ha cepsep DHCP. Cepsep, nogaeprumeatowmin Option 82, moxeT rmbKo
pacnpefenAtb agpeca B COOTBETCTBUM € coobuweHnem Option 82. Mocne Toro, Kak GyHKUMA
Option 82 6blna BKAOYEHa, B coobueHne Heobxoammo aobasuTb none Option 82. Mone Option
82 KOMMYTaTOPOB AAHHOW CEpUM COAEPKUT ABA NoAMapameTpa: BCMOMOraTenbHyo onuuio 1
(Circuit ID, npgeHTMdMKaTOop nopTa 3anpoca) U BcnomoratenbHyio onuumio 2 (Remote ID,
naeHtnoumkatop camoro DHCP). HuxKe npepacraBneHbl popmaTbl STUX ABYX NOANAPAMETPOB:

* Mognapametp 1 cogepxut ngeHtudukatop VLAN n Homep nopta, KOTOPbIA NoayyaeT

coobueHne ¢ 3anpocom oT KnmeHTta DHCP.

Tabn. 2
dopmat nonent nognapametpa 1:
Tun nognapameTtpa OnnHa (0x04) VLAN ID Homep noprta
(0x01)
OauH 6ant OauH 6ant [Ba balita [Ba 6alita

Tun nognapameTpa: TMn nognapametpa 1-n us 1-ro;

OnvHa: Konnyectso 6anToB, KOTOpbie 3aHUMatoT naeHTuduKatTop VLAN 1 Homep nopTa;

VLAN ID: Ha ycTpoicTtBe ¢ BKAoYeHHOU ¢yHKumner DHCP Snooping - naeHtudpukatop VLAN

nopTa, KOTOPbIN NOYYaeT COObLIEHME C 3aNPOCOM OT KimeHTa DHCP;

Homep nopTa: Ha ycTpomcTBe € BKAOYeHHOW ¢yHKumelr DHCP Snooping - Homep nopTa,

KOTOpPbIM Nosy4aeT cooblieHne ¢ 3anpocom oT KameHta DHCP.

* Copepxumbim noanapameTpa 2 ssnsetca MAC-agpec yctpoictBa ¢ ¢yHkumen DHCP
Snooping, KoTopoe nonyyaeT coobuieHne ¢ 3anpocom oT KameHta DHCP wam cTpoky
CMMBO/IOB, HAaCTPOEHHYIO NoNAb3oBaTeNAMM (cm. Taba. 3).

Tabn. 3

dopmat nonent MAC agpeca nognapameTpa 2:

Tun noanapameTtpa (0x02) OnuvHa (0x06) MAC agpec
OauH 6anT OauvH 6anT 6 6anT

Tun nognapameTpa: TMN noanapameTpa 2-n us 2-x;

OnvHa: KonnyecTBo 6aliTOB, KOTOPbIE 3aHUMAIOT coZep:kumoe noanapametpa 2; MAC-agpec
3aHMMaeT 6 6alToB, a CTPOKa CMMBOJIOB 3aHUMAET 16 baliT;

MAC-agpec: cogepumoe nognapametpa 2 asasetca MAC-agpecom ycTpoiictBa ¢ GyHKUMEN
DHCP Snooping, koTopoe nony4yaeT coobuieHme ¢ 3anpocom oT KaneHta DHCP.

5.3.3.1. DHCP Snooping ¢ noaaepxKkon ¢pyHKuUnm Option 82

1. BeBepeHue
Ecnn yctpoictso ¢ ¢yHKumennt DHCP Snooping noaaepskusaeT ¢yHKumuio Option 82, To Koraa
DHCP Snooping nony4aet coobuieHune c 3anpocom DHCP, oHo obpabaTbiBaeT 370 coobuleHne B
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COOTBETCTBMM C TeM, COLEPKMUT M coobuieHne Option 82 M NOAUTUKY KAMEHTa, a 3aTem
nepeHanpasnseT obpaboTtaHHoe coobueHne Ha cepep DHCP. MeTtog o06paboTKkmM noKasaH B

Tabnuue 4:
MNonyyeHue coobuieHuUn c KoHdurypaumoHHan O6paboTtka coobuieHuns ¢
3anpocom ot KameHta DHCP | noauTtuka 3anpocom YCTPOMCTBOM C
DHCP Snooping
OTt6pacbiBaHMe OT6pocKuTb 3anpoc
CoobuieHure c 3anpocom YaepxaHue CoxpaHuTb popmart
copeput nosne Option 82 coobuleHnsa 6e3 nsmeHeHumn
W nepecnatb
3ameuieHune 3ameHuTb none Option 82 B
coobuieHnm nonem Option
82 ycTpoliictea Snooping u
nepecnatb HoBoOE
coobleHne
CooblLueHMe ¢ 3aNnpocom He Ot6pacbiBaHne/ CoxpaHeHune/ | Job6aBuTb B coobuieHme
cogeput none Option 82 3amelleHmne none Option 82 ycTpolicTsa
Snooping u nepecnaTb ero

Korpa yctpoicteo ¢ ¢pyHKkumen DHCP Snooping nonyyaeTr oTBeTHoe coobuleHne oT cepsepa
DHCP, u ecnn coobuieHne coaep*uT nose Option 82, none Option 82 yaanserca, oTBeTHoe
coobuieHne 0bpabaTbiBaeTCA M HANPaBAAETCA KAUEHTY.

2. Hactpoiika yepe3 WEB-nHTepdeic
HacTtpoika DHCP Snooping Option 82:

Option82 Configuration

Option82 Status | & Enabled O Disahbled
Client Policy O Replace ® Keep O Drop

[ Submit H Reset ]

Puc. 47. Hactpoiika pyHKumm Option 82 Ha ycTpoictee ¢ DHCP Snooping

CraTtyc Option 82 (Option 82 Status)

Onuuun: Enable/Disable (BkntoueHo/BbikatoueHo)

3HavyeHue no ymondaHuio: Disable (BbikntoueHo)

®yHKUMA: BraoyeHne/BbikatoueHne ¢pyHKummn Option 82 Ha ycTpoictee ¢ DHCP Snooping.
Nonutuka knmenta (Client Policy)

Onuwuun: Drop/Replace/Keep (OT6bpacbiBaHne/3amelteHme/CoxpaHeHue)

3HavyeHue no ymonyanuio: Replace (3ameleHne)
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®PyHKUMA: HacTpoMKa nNOAUTMKM KaueHTa. YctponctBo ¢ ¢yHKumerr DHCP  Snooping
obpabaTtbiBaeT coobuieHWe C 3anpocom, OTMNPaBNEHHOE OT K/AWEeHTa B COOTBETCTBUM C
NONUTUKOM KNneHTa (cm. Tabn. 4).

6. Cucrema CHHXPOHU3 AU

6.1. HacTtpowKka yacos

1. HacTtpolika 4yacoBoro nosca

Time Zone Configuration

Time Zone Configuration
Time Zone | (GMT+03:00) Moscow, St. Petersburg, Volgograd w
Acronym | | ( 0-16 characters )

Puc. 48. Hactpoiika yacoBoro nosica

Yacoso# nosac (Time Zone)

dyHKUMA: Bbibop YacoBoro nosca.
AKpoHum (Acronym)

®yHKuMA: ONncaHMe YacoBOro nosca.

6.2. [lpoTtokon SNTP

Mpotokon SNTP (Simple Network Time Protocol) obecneuynBaeT CMHXPOHWU3ALUIO BPEMEHMU
MEXAy CEepBEepoOM WM KAMEHTOM MyTEM 3anpocoB M OTBETOB. ECIM KOMMyTaToOp BbICTynaeT B
KauyecTBe K/IMeHTa, OH CUHXPOHU3MPYET CBOE BpemMsA CO BpeMeHeM cepBepa.

SNTP.
* Bcsa mHbopmauma o BpemeHu, nepegaBaemas B npoTokone SNTP, asnsetcs
CTaHAAPTHOM MHPOpMaLMeEN 0 BpeMeHu ans Yacosoro nosca 0.

ﬂ e [AnAa cuHxpoHmsaumm BpemeHn no SNTP gonxKeH Cyl,ecTBOBaTb akTUBHbIN cepBep

SNTP Configuration

Mode Enabled v
Server Address | (192 165.0.184 |

L Submit ” Feset ]

Puc. 49. HacTtpoiKka yacoBoro nosca

Cratyc SNTP (Mode)
Onuwuun: Enable/Disable (BkatounTb/BbIKNHOUNUTD)
3HavyeHue no ymondyanuio: Disable (BbikntoyeHo)
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®PyHKUMA: BKNtoueHme nam soikatoveHne SNTP.

Appec cepsepa (Server IP)

®opmart: A.B.C.D

OnucaHune: Hactpoika IP agpeca cepsepa SNTP. KnaneHTbl 6yayT CMHXPOHM3MPOBATb CBOE
BPEeMA B COOTBETCTBUM C COOBLLEHMAMM 3TOFO CepBepa.

MpoBepbTe, CUHXPOHU3UPYIOTCA M BPEMA.

Haxmute [Basic Configuration] - [System Information], 4To6bl NpocmoTpeTb MHPOPMaUUo o
BpemeHu (cm. puc. 52).

System Information

System
Contact Symanitron Ltd., phone number +7 499 685 1790, symanitron.ru
Name SWITCH
Location 111674 Moscow Russia 17 Rudnevka street
Hardware
Device Type SEWM20GT-D-8GT
Device MAC Address 48-be-2d4-00-34-70
SN 530U0039A210301522
I Lima. '
[System Date 1970-01-01T03:20-25+03:00 |
system Uptime Ud 0020025
Software
Software Version R3002 P01
Code Date Jan 15 2021 10:54:51
Code Revision Build-24.0.116.B1.1.3
Hardware Version V1.0
Logic Version V1.0.0

Puc. 50. MpocmoTp nHdopmauum o gaTe U BpEMEHMU

6.3. [lpotokon PTP
6.3.1. BeegeHue

MpoToKon TouHoro BpemeHu (PTP) cMHXpPOHM3MPYET He3aBMCMMblE Yacbl Ha pacnpefenieHHbIX
y3/1aX CUCTEMbl WM3MEPEHUA M YNpPaBAEHUA C BbICOKOM CTeneHbld TOYHOCTU. [lpoToKon
CUHXPOHM3NPYET Pasy 1 YacTOTy C TOYHOCTbIO A0 + 100 Hc.

KoHuenuusa PTP:

1. JomeH PTP.

CeTb, B KOTOpOM Ucnonb3yetcsa PTP, asnaetca aomeHom PTP. B gomeHe PTP moryT 6bITb TONbKO
oAHM rnasHble Yacbl (Master Clock). Bce ocTanbHble YCTPOMCTBA CUHXPOHM3UPYIOT CBOE Bpems
no HUM.

2. Nopt PTP.

MopT c nogaep»kkon PTP Ha3biBaeTcA nopTom PTP.

3. PeXumbl 4acos.

Y3nbl 8 gomeHe PTP - 3710 TaKktoBble y3nbl. [lpoTokon PTP onpegenseTr cnepytouwme ysibl
CUHXPOHMU3aLUMN:

* Ordinary Clock (OC, Obbl4Hble Yachbl)
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B nomeHe PTP y3en OC nmeeT TONIbKO OANH NOPT, Y4aCTBYHOLWMIN B CUHXPOHKU3aLUmMn Yacos. MNopT
CUHXPOHU3UPYET BPEMA OT TAKTOBOro y3na Bocxoasuwero KaHana (Uplink) mam po Takrosoro
y3/1a HucxogAuwero KaHana (Downlink).

* Boundary Clock (BC, l'paHM4YHbIe Yachbl)

B pomeHe PTP ysen BC umeer oguMH wuam Heckonbko noptos PTP, y4yacTtBylowmx B
CUMHXPOHM3aLUNKM YacoB. Ecan Tonbko oamH nopT PTP yyacTByeT B TAKTOBOM CMHXPOHM3ALWMK,
NOPT CUHXPOHU3MPYET BPEMA OT TAKTOBOro y3na BocxogdAwero KaHana (Uplink) wan pgo
TAKTOBOro y3na Hucxogauwiero kaHana (Downlink). Echv Heckonbko noptoB PTP npuHuMmatot
y4yacTMe B CMHXPOHM3AUMKU 4ACcoB, O4UH U3 STUX NMOPTOB CUMHXPOHU3IUPYET BPEMA C TaKTOBbIM
Y310M BOCXOZALLEro KaHasa, a Apyrue nopTbl CUHXPOHU3MPYIOT BPEMA C TaKTOBbIMM Yy3/1amMu
HMUCXoAALWero KaHana. Korga BC CayUT MCTOYHUKOM CUHXPOHM3ALMKU, OH MOXKET O0CTaBAATb
BPEMSA Y3/1aM CUHXPOHM3aLMM HUCXOOALLErO KaHala Yepe3 HeCKobKo noptos PTP.

* Transparent Clock (TC, Mpo3payHble Yacbl)

Y3ny TC He HYXHO OTCNeXuBaTb BpemAa C APYrMMWU y3namum CUHXpOHM3aumu. OH umeer
HeCcKobKO noptoB PTP. 3T nopTbl TONLKO nepecbinatoT nakeTol PTP 1 npoBepatoT 3aaepKKy
nepecbisiKM, HO He BbINONHAKT CUHXPOHM3AUMIO YacoB. Yacbl Npo3payHOM nepegayn genatca
Ha cnegytowme TUnbl:

— npo3payHble 4acbl End-to-End (End-to-End Transparent Clock, E2ETC): Hanpsamyto
nepecbinatoT He PTP-nakeTbl M y4acTBYHOT B BbIYMC/IEHMM 33a4EPXKKM OANA BCEro KaHasna
CBA3MN.

— npo3payHble Yacbl Peer-to-Peer (Peer-to-Peer Transparent Clock, P2PTC): Hanpamyto
nepecbinatoT nakeTbl Sync, Follow_Up u Announce, orpaHnymnsatoTt gpyrme naketbl PTP u
YYaCTBYIOT B BbIYUCIIEHUN 3a4EPKKN KAXKO0ro CermeHTa KaHana.

B3anMmocBaA3b MeXKay Napomn y3/10B NPU CUHXPOHM3ALMM YaCoB:

— y3e/, OTNPaBAAWMA MHGOPMALMIO O BPEMEHU MPU CUHXPOHMU3AUMM, ABNAETCA MacTep-
y3nom (Master Node), B To Bpemsa KaK y3nbl, nonyyatowme MHPopMaLmio, ABAAIOTCA
BegomMbiMK y3namu (Slave Node).

— 4acbl MacTep-y3na - 3To BeAyLLMe 4acbl, a Yacbl BEAOMOrO y3/1a - 3TO Be40Mble Yacbl.

— nopT, OTNpasBAAlWMA WMHOOPMAUMIO O BPEMEHM MPU CUHXPOHM3ALUKM, SBNAETCA
rNaBHbIM NOPTOM, B TO BpPemsA KaK MOpTbl, nony4yatowme WHOGOPMAUMIO, ABAAKOTCA
NOAYUHEHHBIMW NOPTAMM.

6.3.2. [TpMHUMN CUHXPOHM3ALMN

1. Bblibop rpoccmenctepckux Yacos (Grandmaster Clock)

Bce y3nbl CMHXpPOHM3aLMKN BbIOMPAIOT raBHble Yacbl B gomeHe PTP, obmeHMBanAcb NakeTamu
Announce ¢ uHPopmaumehn O KosmyecTBe TakToBbiXx nepexomoB (Clock Stratum) m 06
naeHtnudumkatope 4acos (Clock ID). 3atem onpeaensaoTca OTHOWEHMA TNaBHbI/BEAOMbIN
(master/slave) mexay ysnamu u nopTamu rnasHbiii/Begomblii (master/slave) Ha ysnax. C
NMOMOLLBID 3TOr0 npouecca BO Bcem gomeHe PTP ycTtaHaBauBaeTcA cBA3ylollee AepeBo C
rNaBHbIMM YacaMM B Ka4yecTBe KOPHA. 3aTeM [/1laBHble Yacbl MEePUOANYECKN OTNPABAAIOT MNaKeTbl
Announce BeZoOMbIM Yacam. Ecnm Begomble Yacbl He NOay4YatoT NakeTbl Announce OT F1aBHbIX
4acoB B TeYeHMe onpeaesieHHOro Nepnoaa, BeayLime Yacbl CHMTAOTCA HeAEeNCTBUTEIbHBIMU, U
Ha4YMHaeTCcs HOBbIM BbIGOP r1aBHbIX YACOB.
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MakeTbl Announce cogeprkaT cneaywowyo MHbopmauuio ans Bblbopa rPOCCMENCTEPCKUX

4yacoB: NMPUOPUTET rpoccmeiictepa 1, KONMYECTBO TaKTOBbIX MEPEexoAoB, YPOBEHb TaKTOBbIX

MMMNYNbCOB, TOYHOCTb YacoB, MPUOPUTET rpoccmencTepa 2 U UAEHTUOMKATOP Yacos.

NHbopmauma cpaBHMBaAETCA MO CaeAyloWen npoueaype: Yacbl C CAMbIM HU3KUM NPUOPUTETOM

rpoccmerictepa 1 BblIOMpalOTCA B KayecTBe TPOCCMEMCTEPCKMX YacoB; €C/IM 4Yacbl MMerT

OAMHAKOBOE 3HayeHMe MnpuopuTeTa rpoccmenctepa 1, B KayecTBe rpPOCCMENCTEPCKUX 4YacoB

BbIOMPAtOTCA Yacbl C HAUMEHbBLUMM KONMYECTBOM TaKTOBbIX NEPEXOA0B; aHA/IOMMYHO, eCNM Yacbl

MMEeOT OAMHAKOBbIE 3HAYEeHUA NpuUopuTeTa rpoccmencrtepa 1, TOYHOCTM YacoBs, NpuopuTeTa

rpoccmenictepa 2, Yacbl C HAUMEHbLUMM MAEHTUOUKATOPOM TAKTOBbLIX NepexoaoB BbibupatoTca

B KQYecTBe rpOCCMENCTePCKMX HYacoB.

2. MPUHLUN CUHXPOHU3ALNM

Beaywue v Beaomble Yacbl 0OMEHMBAOTCA MaKeTamMu CUHXPOHM3aLMW, 3anNUCbiBalOT Bpemsa

OTNPaBKM W MOJIYYEHUA NAKETOB M BbIYUCAAIOT OOLLYID 33a4EPXKKY MeXay Beaywumu W

BEAOMbIMM YacaMW Ha OCHOBE pasHWULblI BO BpemMeHW. Ecnm ceTeBoM NyTb CUMMETPUYHDIN,

OAHOHaNpaB/feHHasA 3a4ep)KKa COCTaBAseT MNONOBUHY o6LWen 3aaepKu. Beaomblie yachl

pPeryanpyoT MecTHoe Bpema B COOTBETCTBMU C PasHULEN BO BPEMEHM MeXAy Beayumu U

BEAOMbIMM YaCaMM WU OAHOHANPaB/AEHHOW 3aEPKKOM, peannsys CUHXPOHU3aALMIO BPEMEHU OT

rNaBHbIX YaCoB.

PTP nogaep»unBaeT ABa MeXaHU3MA N3MEPEHUA 3a4EPKKN:

— MexaHu3m 3anpoca-otBeTa (Request-response): wucnonblyerca [Aa  MU3MepeHuA
CKBO3HOW 3aZ1ePrKKMN BCErO KaHana.
— OpHopaHroBbln mMexaHu3m (Peer-to-peer): UCNonb3yeTca AN U3IMEPEHUs 3a4eprKKu

MeXAyY ABYMA TOYKaMU. [0 CpaBHEHMIO C MEXaHM3MOM 3aMNpoca-o0TBETA, OAHOPAHIOBbIM
MeXaHM3M U3MepPAET 3a4EPKKY KaXKA0ro CermeHTa KaHana cBA3Mn.

6.3.3. HacTpoiika yepe3 WEB-uHTepdeinc

1. HacTtpoika yacos PTP

PTP Clock Configuration

Delete | Clock Instance | Device Type | Profile
[l 0 Crd-Bound 1585

Puc. 51. HacTtpoiika PTP yacos

MHcTaHc yacos (Clock Instance)

Hactpansaemblii gnanasoH:: 0~ 3

®PyHKUMA: HACTPOMKA MHCTaHca PTP.

Tun yctpoiictea (Device Type)

Onuwuun: Ord-Bound/P2pTransp/E2eTransp/Masteronly/Slaveonly
®PyHKUMA: HAaCTpoOMKa TMna Yacos PTP.

Npodunb (Profile)

Onuwun: No Profile/1588

®yHKumA: BbIbop Nnpoduns PTP.
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ﬂ‘ Mpodunb 1588 Henb3A ncnonb3osaTtb ¢ E2e Transp.

2. Haxkmure <Instance No.>, 4TO6bl BbINONHUTb AEeTaNbHble HACTPOMKK

PTP Clock's Configuration

Port Enable and Configuration

Port Enahble Configuration
1 | 2 [ 3 ] a [ 5 | & | 7z | 8 [ 9 | 10 Ports Confiaurati
o onfiguration
| & [ ] ] ] ] ]
Lecal Clock Current Time
. Clock Adjustment System Clock Sync to PTP PTP time Sync to System
PTP Time .
method time Clock
1970-01-01T01:01:02+00:00 :
765 491 480 Internal Timer False |E| False |E|
Clock Current DataSet
stpRm | Offset From Master | Mean Path Delay
1] 0.000,000 000 0.000,000 000

Clock Parent DataSet
Parent Port Identity | Pnrt| PStat | Var | ChangeBRate | Grand Master Identity | Grand Master Clock Quality | Pri1 | PriZ

00:1e:cd:ff.fe: 1o ef: el 1] False 0O 1] 00:1e:cd:fffelcieliel Cl251 Ac:Unknwn WaB5535 100 125
Cleck Default DataSet
Clockld | Device Type | 2 StepFlag | Ports | Clock Identity | Dom | Clock Quality
] Ord-Baund False E 10 00:1e:cd:fffe: el el 0 Cl2581 Ac:Unkmwn %a:B5535
Pril |  Priz | Protocol | OneWay | VLAN Tag Enable | VvIANID | PCP | DSCP
110 128 IPydtdulti [=] False [~ True =] 1 al~] o
Zlock Time Properties DataSet
UTC Offset | Valid | Leap5 | Leapfl | TimeTrac | FreqTrac | PTP Time Scale | Time Source
] False E False E| False |z| False |z| False E True |z| 160

Puc. 52. [letanbHana HacTPOMKa UHCTaHca PTP

2.1. BKAoYeHUE U HACTPOMKa nopTa
PyHKUMA: BbIOOP 04HOro NopTa ANa BKAYeHusA PTP.
Haxmute <Ports Configuration> (cm. puc. 53).

PTP Clock’s Port Data Set Configuration

Port [ Stat | MDR | PeerMeanPathDel [ Anv | ATo | Syv [ Dim | MPR [ Delay Asymmetry | Ingress Latency | Egress Latency | Version
5 lstn 0 (.000,000,000 ] 3 0 el E ] 0 0 0 2

Puc. 53. Hactpolika nopTa

Anv

HactpauBaemblii ananasoH:: -3~ 3

PYHKUMA: MHTEPBAN BPEMEHM A5 BblAa4yM COOOLLIEHNIA aHOHCA B COCTOAHMM MacTepa.
ATo

HactpauBaembit agnanasoH:: 1~ 10
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®yHKUMA: Tanm-ayT ANA npuema NnopTom coobLLeHMI aHOHCA.

Syv

HactpauBaembit aManasoHn:: -7 ~ 4

®PYHKUMA: MHTEPBAN BpeMeHU ANA BblAaun COOOLWEHMI CUHXPOHU3aLMN MacTepa.

ATo

Hactpansaemblii ananasoHn:: 1~ 10

®PyHKUMA: TaM-ayT 4NA NpMema NopPTOM COObLLEHMI aHOHCA.

Dim

PYHKUMA: HACTPOMKA MEXaHM3Ma 3a4ePKKN; MEXaHN3M 3a4ePKKM, UCNOAb3YEMbIM A5 NOPTa:
E2E — onpegenexue 3agepKkm End-To-End;

P2P — onpegeneHune 3agepkkmn Peer-To-Peer;

MexaHM3M MOXeT ObiTb onpegeneH Mo  KaxXaomy nopty B 06blYHbIX/TPaHMUYHbIX
(Ordinary/Boundary) yacax.

B npospauHbix (Transparent) 4yacax Bce NOPTbl MCNONbL3YIOT OAMH U TOT e MexaHU3M
334€epPrKKM, onpeaensiemblii TMNOM 4acos.

MPR

HacTpanBaemblit aManason: -7~ 5

®PyHKUMA: MHTepBan oTnpaBkM coobuweHnin «Delay Req» ana nopta B pexume E2E. 370
3HayeHMe obbsABAAETCA BeAyLMM BEeAOMOMY B COODOLLEHMM aHOHCA. 3HAYeHMe OTpaXKaeTca B
none MDR y Begomoro yctpoictsa. MHTepBan oTnpaBKM coobuieHMin ans nopTa B pexmme P2P
— «Pdelay_Req».

Delay Asymmetry

Hactpausaembiii ananasoH:: -100000 ~ 100000 Hc

PyYHKLUMA: KOMNEHCAUMA 3a8ePKKN ONA aCUMMETPUYHbBIX aCCMMETPUYHbIX KaHA0B CBA3W.
Ingress latency

Hactpausaembiii aAnanasoH:: -100000 ~ 100000 Hc

dyHKUMA: 3a4€epKKa Ha BXo4e U3MEpPSIETCA B HC, KaK onpeaeneHo B pasaene 7.3.4.2 ctaHaapTa
IEEE 1588.

Ingress latency

Hactpausaembiii aAnanasoH:: -100000 ~ 100000 Hc

dyHKUMA: 3a4epKKa Ha BbIXOoAe W3MepPSIeTCA B HC, Kak onpegeneHo B pasgene 7.3.4.2
cTaHpgapTa IEEE 1588.

2.2. Habop AaHHbIX TEKYLLMX YacoB

OTtobpaxkaeT ¢akTnyeckoe Bpema PTP ¢ HaHOCeKyHAHbIM pa3peweHunem. CyuiectByeT ABa
MeTo4a: CUHXPOHU3UPOBATb CUCTEMHbIE 4Yacbl co BpemeHem PTP uAM CUHXPOHU3MpPOBATbL
Bpema PTP ¢ cuctemHbimu Yacamn. O4HAKO OHU ABAAKOTCA B3aUMOUCKNOYAOLWMMN U HE MOTYT
6bITb BbIOPaHbl 04HOBPEMEHHO.

2.3. Habop AaHHbIX YacoB MO YMO/IHAHUIO

2 Step Flag

®PyHKUMA: BKAtOYeHUe dnara «2 step».

Domain

®PyHKUMA: HACTPOMNKA naeHTUPUKATOpa OMEHA MHCTaHca PTP.

Pril

®yHKumA: npnopuTeT Yacos 1 [0..255], ncnonbayemoin anroputmom Bbibopa mactepa BMC.
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Pril

®dyHKUMA: npuoputeT Yacos 2 [0..255], ncnonbyembln anroputmom Bblibopa mactepa BMC.
Protocol

Onuuu: Ethernet/IPvAMulti

®yHKLMA: BbIBOP TPAHCMOPTHOIO NPOTOKO/1A, UCMONb3YEMOFO MEXaHU3MOM NpoToKoaa PTP.
OnucaHue: Ethernet PTP yepe3s mHoroagpecHyto paccbliky Ethernet/IPv4

One-Way

Ecan npumeHaeTca 3HavyeHue «True», MCNONL3YIOTCA OAHOCTOPOHHME onpeaeneHua. ITOT
napameTp npUMeHAETCA TO/JIbKO K BeAOMOMY YCTPOMCTBY. B 0OAHOCTOPOHHEM pexunme
onpegeneHua 3afepKKU He BbIMOAHAKTCA, T.€. 3TO NPUMEHUMO TO/NIbKO B TOM Cayyae, eciu
TpebyeTcA CMHXPOHU3aLMA YaCTOTbl.

VLAN Tag Enable

dyHKumMA: BKAOYeHMe TernposaHma VLAN gna kagpos PTP.

MNpumeyaHue. [lakeTbl TeruvpylTcAa TOAbKO B TOM C/yvae, eCAM NOPT HaACTpoeH AnA
TernpoBaHHbIXx VLAN ana ckopurypmpoBaHHbix VLAN.

VlanID

HacTpansaembit ananasoHn:: 1 ~ 4094

PCP

Hactpausaemblii ananasoH:: 0~ 7

OnuncaHune: 3Ha4YeHMe TOUYKN KoAa NPUOPUTETA, UCNosb3yemoe AnAa Kagpos PTP.

DSCP

Hactpausaembiii ananasoH:: 0~ 63

OnucaHue: 3HaYeHMe TOYKM Koga anbddepeHUMPOBAHHBIX YCIYr, UCNONb3yemoe ANA KaapoBs
PTP.

2.4. Habop AaHHbIX CBOMCTB BPEMEHU

UTC Offset

Hactpausaembit ananasoH: 0 ~ 10000

Valid

Onumun: TRUE/FALSE (MctnnHa//Toxb)

Leap59, Leapb1

OnucaHue: 4ONONHUTENbHAA (BUCOKOCHAA) CEKYHAA KOOPANHAL MM,

Time Trac, Freq Trac

Onuuun: TRUE/FALSE (McTtnHa//ToxKb)

PTP Time Scale

Onuuun: TRUE/FALSE (McTtnHa//ToxKb)

Time Source

OnucaHue: Habop AaHHbIX CBOMCTB BpeMeHM onpeaeneH B craHgapte |EEE 1588. Habop
OAHHbIX ABNAETCA KaK HAaCTPaMBaeMbIM, TaK U AUHAMUYECKMM, TO €CTb MOTYT BbiTb HAaCTPOEHbI
napameTpbl AAa rpoccmencrepa. B Begombix 4Yacax napameTpbl  NepesanucbiBatoTCA
BPEMEHHbIMW CBOMCTBAMWU rpoccmerictepa. [lapameTpbl He WCNONb3YIOTCA B TeKyLlen
peanusauumn PTP.

[onycTumblie 3HaYeHUn gnsa napametpa «McToyHuK BpemeHu» (Time Source):

16 (0x10) ATOMIC_CLOCK

32 (0x20) GPS

48 (0x30) TERRESTRIAL_RADIO
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64 (0x40) PTP

80 (0x50) NTP

96 (0x60) HAND_SET

144 (0x90) OTHER

160 (OxAO) INTERNAL_OSCILLATOR

3. Cratyc PTP
OTobpakeHne HacTpoeK PTP:

PTP Clock Configuration

Port List
Clock Instance | Device Type [1[2[3[4]5]6]7[8]9]10
1] Crd-Bound

Puc. 54. HacTtpolika yacos PTP

OTobpakeHune noapobHoM KoHbUrypaumm nHcTaHca PTP:

PTP Clock's Configuration Auto-refresh

Local Clock Current Time
PTP Time [ Clock Adjustment method | Ports Page |
|19?D-D1-01Tﬂd 50:22+410:00 152,357 520 Internal Timer Pors

Clock Default DataSet
[ Clockld | Device Type [ 2 Step Flag [ Ports | Clock Identity | Dom | Clock Quality [ Pri1 | Pri2 | Protocol [ One Way [ VLAN Tag Enable [ VID [ PCP [ DSCP |
| 1] Ord-Baound False 10 00:ecdfffeicieSiel 0 CL251 AcUnknwn Wa:B5635 100 128 IPwdbdulti False True 1 1] 1] |

Clock Current DataSet
| stpRm | Offset From Master | Mean Path Delay | Slave Port | Slave State \ Holdoveripph) \
| 0 0.000 000,000 0.000 000,000 0 FREERUN A, \

Clock Parent DataSet
[ Parent Port Identity [ Port | PStat | ar | ChangeRate | Grand Master Identity | Grand Master Clock Quality [ Prif [ Pri2 |
|DD:1e:cd:fffe:1c:eB:e1 0 False 0 1] 00:Tercd:fffeclcieliel  CL251 AcUnkmen VaB5536 100 128 \

Clock Time Properties DataSet
[ UTC Offset | Valid | Leap59 | Leap61 | Time Trac | Freq Trac | PTP Time Scale | Time Source |
| 1] False  False False False False True 160 |

Puc. 55. [leTanbHaa HacTpOMKa MHCTaHca PTP

6.3.4. Mpnumep TMNOBOWN HACTPOMKM

KaK nokasaHo Ha puc. 56, nopt 1 kKommyTaTopa A NOAKAIOYEH K NOPTY 2 KOMMmyTaTtopa B, a nopTt
3 kommyTatopa B nogkntoueH K nopty 4 kommyTtatopa C. KommyTtatop A ABasetca macrtep
yacamu (tun BC). KommyTtaTop B asnaetca Tunom P2PTC. KommyTtatop C ABasieTca BeAOMbIMU
yacamu (tun BC) M CUHXPOHM3MPYET CBOE BpPEemMA C KOMMYTaTOpOmM A C WMCNO/Ib30BaHMEM
npoTtokonos PTP.

KommyTtaTtop A KommyTtaTop B KommyTtaTtop C
FpaHgmacTep Yackl P2PTC Begomele yacel

Puc. 56. Mpumep TMNoBOMN HacTponku PTP
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HacTpoikn KommyTtatopa A:

1. Bkntounte PTP Ha nopTty 1 KommyTaTopa A.

2. YcTaHOBUTE TMN 4YacoB Kak «paHuYHble» (Boundary). Mockonbky KommytaTop A sBnsetca
MacTep 4acamu, OH AO0/KEeH WMMeTb BbICLIMA NpuopuTeT rpoccmenctepa 1. Ona gaHHoro
npumepa yctaHosuTe npuoputer 1 rpoccmenictepa Kak 200, a mexaHU3m onpeaeneHua
33€epPKKM Kak peer-to-peer (cm. puc. 51, 52).

HacTponkn KommyTaTtopa B:

3. Bkntounte PTP Ha nopTtax 2 1 3 KommyTtaTopa B.

4. YcTtaHoBMTE TUN 4acoB Kak P2PTC, npuoputet rpoccmeirictepa 1 Kak 210 n mexaHusm
onpeaeneHnn 3a4epKKM Kak peer-to-peer (cm. puc. 51, 52).

HacTtpoikn kommyTaTtopa C:

5. Bkntounte PTP Ha nopTty 4 kommyTaTtopa C.

6. YcTaHOBMTE TUM YacoB Kak «paHuyHble» (Boundary), npuoputeT 1 rpoccmerictepa Kak 200, a
MexXaHW3M onpeaeneHnn 3a4epKKN Kak peer-to-peer (cm. puc. 51, 52).

/. HacTpoiika nopToB

1. Mpy nomowm GYHKUMM KOHPUrypaumm NopTOB MONKHO HACTPOWUTb CKOPOCTb MopTta (port
speed), crtatyc nopTta (port status), Tun ynpasneHus notokom (flow control) n gpyrue

napameTpbl:
Port Configuration
Port ‘ Link | Speed | Adv Duplex | Adv Speed | Flow Control [ Maximum | Excessive |
| Current | Configured | Fdx [ Hdx | 10M [ 100M | 1G | Enable | Curr Rx [ Curr Tx | Frame Size | Collision Mode
. < v 9600 <« v |
1 0 100fdx Auto v v v 9600 Discard » O
2 0 100fdx Auto v v v 9600 Discard » O
3 0 100fdx Auto v v v 9600 Discard » O
4 . Down 10Mbps HDX v O O O Il O O bl X 9600 Discard » O
5 . Down 10Mhbps FDX v O O O O O v v 9600 Discard » O
G . Down 100Mbps HDX ~ » O O O O O v v 9600 Discard » O
7 . Daown 100Mbps FDX = v O O O O O v v 9600 Discard » O
8 @ Down Auta v \,f \,f 9600 Discard ¥ ¥
9 @ Down Auta v v v 9600 Discard O
10 . Down Auto v O b bd 9600 Discard » O
11 @ Down Auto v v v 9600 Discard v ]
12 @ Down Auto v 9600 Discard v O

Puc. 57. HacTtpoliika nopTtos

Cratyc coeguHeHums (Link)

®yHKUMA: 0TOBpaXKEeHNe TEKYLLEro CTaTyca COeAMHEHMA HA NOPTY.

Green (3eneHbli): nopT HaxoguTca B cocToAaHuM LinkUp, T.e. B cOCTOSIHMM coeanHeHus.

Red (KpacHbIi): nopT HaxoauTcs B cocToAHMM LinkDown, T.e. Ha NOPTY COeANHEHMUSA HeT.
CKopocTb 1 TUN nogkntoueHus (Speed-Current)

®yHKLUMA: OTOOparKeHNE TEKyLen CKOpoCTU MOpPTOB B cOCTOAHMM LinkUp, T.e B COCTOAHWUM
COoeAMHEHUA, a TaKKe oTobpaxkeHne cnocoba ceasun Ha nopTty (Full-duplex nnu Half-duplex).
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CkopocTb nopra (Speed-Configured)

Onuwun: Disabled/Auto/10Mbps HDX/10Mbps FDX/100Mbps HDX/100Mbps FDX/1Gbps FDX
(OtkntoueH/ABT0/10M6/Cc, nonyaynnkec/10Mbps, FDX/100M6/c, nonyaynnekc/100M6/c,
aynnekc/1r6/c, aynnekc).

3HayeHue no ymonyaHuio: Auto (ABsTo)

®DyHKUMA: HAaCTPOMKa CKOPOCTU U pexkuma paboTbl nopTos. Disabled (OTkNtoueH) 03HavaeT, uTo
NOPT OTK/OYEH U Nepesaya AAaHHbIX HEBO3MOXKHA. ITOT 3HaYeHMe GU3MYECKM OTKAYAET NopT
1 BblAAETCA aBapuiiHan CUrHaAn3aLma Ha nopTy.

OnucaHune: CKOPOCTb N PeXMM paboTbl NOPTOB MOTYyT BbITb COrNacoBaHbl aBTOMaTUYECKM UK
YyCTaHOB/IeHbl NPUHYAUTENbHO. Koraa yctaHoB/AeHO 3HayeHune Auto (ABTO), CKOpPOCTb MopTa m
pexum paboTbl 6yayT cornacoBaHbl aBTOMaTMYECKM B COOTBETCTBUM C COCTOSIHUEM
NOAKNIOYEHMA MOPTA K UCTOYHUKY AaHHbIX. PEKOMEHAyeTCcA BKIOYUTL aBTOCOr1acoBaHMe gns
Kakaoro nopra, Ytobbl nsbexatb Npobsiem ¢ NOAKAOYEHMEM, BbI3BaHHbIX HECOOTBETCTBYHOLLEM
KOHUrypaumein nopta. Ecam Bbl XoTUTE NPUHYAUTENBHO YCTAHOBUTb CKOPOCTb MOPTa U PEKUM
paboTbl, ybeautecb, 4YTO Ha MOAK/IIOYEHHbIX MOPTAX Ha 06OWUX CTOPOHAX JIMHUM CBA3M
0AMHaKOBas KOHOUIypaLuusa CKOPOCTU N pexnuma.

ﬂ * Moptbl 10/100Base-TX moryT 6biTb HacTpOeHbl B pexume Auto, a TaKke B
. peXmmax 10M6wuT/c, nonyaynnekc/10Méut/c, aynnekc/100M6éurt/c,
nonyaynnekc/100M6éut/c, aynnekc.
* MopTbl 10/100/1000Base-TX moryT 6biTb HAaCTPOEHbl B pesknume Auto, a TakxKe B
peXxmmax 10M6uT/c, nonyaynaekc/10Méut/c, aynnekc/100Méurt/c,
nonyaynnekc/100M6éwut/c, aynnekc/1 6/c, aynnekc.

ABTOCOrnacosaHue pexkuma pa6otbi (Adv Duplex)
Onuwmun: Fdx/Hdx (Qynnekc/Monyaynnekc).

®yHKUMA: HAaCTPOIKa aBTOCOrNacoBaHMA pexxmnma paboTbl NOpToB.

OnucaHue: Fdx 03HayaeT, YTo NOPT MOXKET NPUHMMATL U NepenaBaTb AaHHbIE OAHOBPEMEHHO;
Hdx o3HauaeT, 4yTo oflHOBpPEMEHHO MopT AMbOo NpuHMMmaeT, NMbo nepepaet AaHHble. Koraa
PEeXXMM MopTa yCTaHOBAEH B Auto, AYyN/JEKCHbIM pPeXum nopTa onpenensaetca nocpeacTsom
COr/IacoBaHMA C yAANEHHbIM Y3/1I0M MO YyMOJYaHMIO. COrNacoBaHHbIN AYN/IEKCHbIA PEeXUM
MO3KeT bbITb Anbo Fdx, nnbo Hdx.

ABsTocornacosaHue ckopoctu (Adv Speed)

Onuuun: 10M/100M/1G (10M6wuT/c / 100M6ut/c/ 1 T6/c).

®YHKUMA: HAaCTPOMKa aBTOCOrNacoBaHUA CKOPOCTM paboTbl NOPTOB.

OnucaHue: ecnn ANA pexuma nopta YCTaHOBNAEHO 3HayeHue Auto, CKOpoCTb nopTa no
YMONYAHUIO ONpefenserTca MNyTeM COrNacoBaHUA C yAaneHHbiM y3nom. CornacoBaHHas
CKOPOCTb MOKET 6bITb 060 B Npeaenax AoNycTMMOro AnanasoHa CKOpocTu nopTa. MapameTp
MOKHO HaCTPOMTb TaK, YTOObl MOPT COrNACOBbLIBA/I TO/IbKO HEKOTOPbIE CKOPOCTU, TEM CaMbIM
yNpPaBAATb COr1acoOBaHMEM CKOPOCTMU.

( | KoHdurypauma «Adv Duplex» n «Adv Speed» paboTaloT TONbKO B aBTOMaTUYECKOM
pexnme.

\ A
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YnpasneHue notokom (Flow Control)

Onuuu: Enabled/Disabled (BbikntoueHo/BKao4yeHo).

3HayeHue no ymonyaHwuto: Disabled (BbikntoueHo).

OYHKUMA: BKAOUYNTL/BbIKNOUNTL PEXKMM YyNpPaBAEHUA NOTOKOM ANSA ONpeaeNeHHOro nopra.
OnucaHue: MNocne Toro, Kak PpyHKUmMA ynpasneHma notokom (Flow Control) 6yaeT BkatoueHa,
NnopT COOOLNT OTMNPABUTENID O 3amMenNieHUMM CKOPOCTU nepepayun, 4Tobbl u3berkaTb noTepu
NMakeToB B COOTBETCTBMM C KaKMM-AMBO anropuTMOM WMAW NPOTOKO/SIOM, B TOM Cay4yae, ec/u
MOTOK, MOJIy4YeHHbIA MNopTOomM 6onblue, 4Yem pasmep Kiwa nopTa. HacTpoiKa pexumos
ynpaB/ieHns MOTOKOM ANnA YCTPOMCTB, paboTalowmx no pasHbiM TuUnam cnocoba cBA3M
(mynnekc/nonyaynnekc) BbiNONHAETCA pasHbIMK cnocobamu. Ansa ycTpoincts, paboTtalowmx B
NOJIHOAYMN/NIEKCHOM peXKMMeE, NMPUHUMAIOLLAA CTOPOHA AO/IXKHA OTNPaBUTb CNeumanbHbIi Kagp
(Pause frame), uTObbl COOBLWINTL OTNPABUTENIO O NMPEKPALLEHUN OTNPaABKU coobuieHni. Koraa
oTnpasuTenb nNoay4ymt Pause frame, OH AO/IKEH NPEKPATUTb OTNPaBKY COOOLEHNI Ha Nepuoa,
«BPEMEHU OXuaaHua» (wait time), ykasaHHoro B Pause frame u NpogonXuTb OTNPaBKy
COOOLLEHNIM NOC/NE OKOHYaHMA «BPEMEHWU OXuAaHua». [na ycTpoikcts, paboTawowmx B
noayayniekCHOM pexume, obecneuymBaeTca NOAAEP)KKA PEXMMA YNpaBAeHMA MNOTOKOM
MmeToAoM obpaTHOro aasneHus. [leno B Tom, YTO NPMHUMAOLWAA CTOPOHA HAMEPEHHO co3aaeT
KOHONMKT MAM BblgaeT curHan Hecywei. CooTBETCTBEHHO, KOrga oTnpasuTenb o6HapyKumBaeT
KOHQAMKT MU CUTHAN Hecyllen, HeobxoaMma 3a4epKKa nepegadym AaHHbIX.

Curr Rx/Curr Tx

®PyHKUMA: 0TOOpaXKeHne cTaTyca ynpaBaeHMa NOTOKOM Ha NopTax.

MakcumanbHblii pasamep Kagpa (Maximum Frame Size)

HacTtpanBaemblit gnanasoH: 1518 ~ 9600 6aiT.

3HayeHue no ymonyaHuto: 9600 6aliT.

®PyHKUMA: HACTPOMKA MaKCMMaA/NbHOrO pasmepa MNakeTa, NPUMHUMaAemMoro nopTom. [lakeTsbl,
pa3mep KOTOpbIX NPeBbILIAET yKa3aHHOe 3Ha4yeHne, oTbpacbiBatoTCA.

Cépoc (Reset)

Onuuu: Enabled/Disabled (BbikntoueHo/BKao4YeHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoueHo).

®yHKumA: COpOCUTb MOPT UK HET.

2. OTobparkeHne CTaTUCTUKM NOPTOB

Port Statistics Overview

[ Packets T Bytes T Errors
[Pt [ Rel:eivedﬁ itted | Received | Tr itted | Received | Ti
1275387 11523 98799397 2629135

184535 1092883 17294542 80989316
227 183345 26332 16672027
0 0 0 0

[ Drops [ Filterad
| Received [ Tr i | Received
869612
1226

0

[ 1eo 19 14 e e M oo [ha

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

cocoococooo
cocoococooo
cocococoooo
cocoocoooo
cooocooocooooo
cocoococoooco

<]

Puc. 58. Ctatuctnka noptos
MNoprT (Port)
HaxkmuTe <port> ana BbIBOAA CTPAHULbI C AeTaIN3aLMeEN CTaTUCTUKN MO KOHKPETHOMY NOpPTY.
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Naketbl (Packets)

OTobparkeHne KoNMYecTBa NakeToB, KOTOPbIe OTNPABAAET M NOMYYaET KaxKabli NopT.

BaiiTbl (Bytes)

OTobparkeHune Konyectsa 6anT, KOTopble OTNPABAAET M MOJIyYaeT Kaxkablit NopT.

Ownbku (Errors)

OTobparkeHne KonmMyecTBa MaKeToB C OWMOKaMM, KOTOpble OTNPaBAAET M MOJyYaeT KarKablh
nopr.

OT16poc (Drops)

OTobpaxkeHne KOAM4YecTBa MaKeToB, KoTopble O6blM  OTOpPOWEHbl UM3=3U KOHGAMKTOB
npuema/nepeaayn gaHHbIX.

MonyuyeHo otdpunbrpoBaHHbIX (Filtered Received)

OTobparkeHne KoNmMyecTBa NakeTos, KOTopble OblI OTPUALTPOBAHbI MPY NPUEME AAHHDIX.

3. OTobparkeHune AeTanbHOM CTaTUCTMKM NopTa
HaxmunTe <port> gns BbiBOAA CTPAHWULbI C AeTaNM3aLUMEN CTAaTUCTUKN NO KOHKPETHOMY MOPTY.

Detailed Port Statistics Port 1 [Port 1 v | Auto-refresh ()
Receive Total [ Transmit Total
Rx Packets 2081 Tx Packets 3607
Rx Octets 405707 Tx Octets 639551
Rx Unicast 760  Tx Unicast 633
Rx Multicast 1161 Tx Multicast 2973
Rx Broadcast 160 Tx Broadcast 1
Rx Pause 0 TxPause 0
Receive Size Counters | Transmit Size Counters
Rx 64 Bytes 696 Tx 64 Bytes 79
Rx 65-127 Bytes 398 Tx 65-127 Bytes 26
Rx 128-255 Bytes 566 Tx 128-255 Bytes 3351
Rx 256-511 Bytes 350 Tx 256-511 Bytes 26
Rx 512-1023 Bytes 61 Tx 512-1023 Bytes 49
Rx 1024-1526 Bytes 10 Tx 1024-1526 Bytes 76
Rx 1527- Bytes 0 Tx 1527- Bytes 0
Receive Queue Counters [ Transmit Queue Counters
Rx Q0 2081 Tx Qo0 0
Rx Q1 0 TxQl 0
Rx Q2 0 TxQz 0
Rx Q3 0 TxQ3 0
Rx Q4 0 TxQ4 0
Rx Q5 0 TxQ5 0
Rx Q6 0 TxQ6 0
Rx Q7 0 TxQ7 3607
Receive Error Counters | Transmit Error Counters

Rx Drops 0 TxDrops 0
Rx CRC/Alignment 0 Tx Late/Exc. Coll. 0
Rx Undersize 0

Rx Oversize 0

Rx Fragments 0

Rx Jabber 0

Rx Filtered 1048

Puc. 59. letanbHaA cTaTUCTUKA NopTa

8. Hactpoiika Q0S

8.1. BeeneHwne

®yHKuuA QoS (Quality of Service) no3sonset audpdpepeHUMpoBaTb CEPBUCHI, B 3aBUCUMOCTU OT
pa3HbIx TpeboBaHMI B YCNOBUAX OFPaHUMYEHHOM MPOMYCKHOM CNOCOBHOCTM MYTEM KOHTPOAA
TpaduKa n ynpasneHma notokom Tpaduka B IP cetax. QoS nbiTaeTcAa y[0BAETBOPUTL 33434M
nepefayn [aHHbIX Pa3/INYHbIX CEPBUCOB, CHU3UTb 33a4EPXKKUM B Nepefayn [AaHHbIX U
MWHUMU3NPOBATb IPPEKT OT 3a4epPKeK, B 3aBUCMMOCTU OT NPUOpUTETA CepBuCa.
Knaccudumkauma Tpaduka, KoHTponb Tpaduka, opmupoBaHue TpaduKa, ynpasneHue
neperpyskomn u NnpeaoTBpaLLeHme neperpysKkn ABNAKTCA OCHOBHOM KoHuenumen QoS.
Knaccudumkauma Ttpadumka: umaeHtTuduumpyeTr O6BEKT Ha OCHOBE onpegeneHHbIX NpasBun
conocrtasneHua. Knaccuoumkauma Tpadmka - ocHosononaratowasa pyHkuma QoS.
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KoHTponb TpadurKa: KOHTPOIMPYET CKOPOCTb TpaduKa NaKeToB, NepesaBaeMbix HA YCTPOMCTBO.
Korga ckopocTb Tpadumka npesbilaeT yKa3aHHYH CKOPOCTb, YCTPOMCTBO MPUHUMAET Mepbl
OrpaHMYeHMA WU 3almTbl ceTeBbIX pecypcoB. KoHTposnb Tpaduka noagpasgenserca Ha
KOHTPONb TPaduKa Ha OCHOBE MOPTOB U KOHTPO/Ib TPadMKa Ha OCHOBE ovepesent.
®opmupoBaHue TpadurKa: peryampyet cKopocTb paduka. PyHKLMA HanpaBaeHa Ha aganTauumio
TpaduMKa K AOCTYNHbIM CETEBbIM PECYpCaM HUCXOAALLEro YCTPOMCTBA ANA NPeaoTBpalLeHMA
HeHY)HOro oTbpacbiBaHMA MaKeTOB U neperpyskn. PopmuposaHue Tpaduka noapasgenaerca
Ha ¢opmupoBaHMe TpaduKa Ha OCHoBe NOPTOB M QopmupoBaHMe TpadMKa Ha OCHOBE
oyepegen.

YnpaBsneHne neperpyskoin: 3To 06M3aTeNbHO ANA peweHua npobnembl KOHKYpeHUMW 3a
pecypcbl. YnpaBneHue nNeperpyskor KIWWMpyeT MaKeTbl B oO4vepessx W onpegenset
NnocnenoBaTeNIbHOCTb  NEPECbIIKM  MAKETOB Ha OCHOBE  ONPEeAEeNIeHHOro  aaroputma
NNaHNpPOBaHUsA, obecneynBas NPeanoYTUTENbHYIO NEPECBIIKY A1A KAOUYEBDLIX CNYHKO.
MpeaoTBpaleHNe Neperpysok: YpeamepHOe KOIMYECTBO 3a4EPKEK Mepenayn AaHHbIX MOryT
nospeguTb AaHHbIM, MepegaBaeMbiM 4yepe3 ceTb. PyHKUMA NpesoTBPALLEHUSA Neperpysok
CNeAuT 3a UCMNONb30BAaHUEM BCEX CETEBbLIX pecypcoB. MNpu obHapyKeHUN NOBbILWEHHOFO YMCAa
3afepKeK, [AaHHaa O YHKUMA 3anycKaeT MexaHWsm npeaynpeauTenbHoro otbpacbiBaHuMA
MaKeToB U U3MEHAET KOIMYECTBO NepeaaBaemMbIX AaHHbIX ANA M36aBAEHMA OT NeperpysKku cetu.

8.2. [MpuHUmMn paboTbl

Kaxkablh NOpT KOMMYTaTOPOB 3TOM CeEpPUM NoAAEpPKUBAET 8 odyepenei KawmposaHusa ot 0 go 7
B NopAfKe BO3pacTaHUA NpuopuTteTa.

Korga Kagp pgocturaet nopta, KOMMYTaTop onpeensaeT ovepedb A4 Kagpa B COOTBETCTBUU C
nHbopmaumer o Kagpe M AaHHbiXx nopta. KommyTtatopbl 3TOM cepuu NoaAaeprKUBAKOT
KnaccupuKkaumio TpadurKa B cregyowmnx pexxmmax otobpakeHma ovepeam: nopt, MHGopmaums
3aronoBka 802.1Q, KogoBas Touka auddepeHumpoBaHHbiX ycnyr (DSCP) M KOHTPO/bHbIN
cnucok QoS (QCL) c npnopuTeTom B NopsaKke Bo3pacTaHus.

Mpu nepecbisike AaHHbIX MNOPT UCMOJb3YET PEXMM MNNAHMPOBAHMA OAHHbLIX B 8 ovepegsax B
COOTBETCTBMM C MPOMYCKHOM CNOCOOHOCTBbIO Kaxaon o4vepean. KommyTtatopbl 3TOM cepumn
NOAAEPKMBAIOT ABa PeEXMMa MNJIaHMPOBaAHMA: 6 B3BELIEHHbIX o4yepesenn u SP (cTporui
npuopwuTteT, Strict Priority).

WRR (Weighted Round Robin) nnaHupyeT noTokn AaHHbIX Ha OCHOBE BECOBOrO OTHOLUEHMUA.
Oyepeayn MoAyYatOT MPOMYCKHYH CMOCOBHOCTb B 3aBUCMMOCTM OT MX BECOBOFO OTHOLLEHMUSA.
WRR oTgaetr npuoputeT ouyepensam C BbICOKMM COOTHOWeHuem Beca. bonbwyto nonocy
NPONYCKaHUA BbIAENAOT o4yepesam c 6onee BbICOKUM KO3ddULMEHTOM Beca.

B pexume SP npeanoyTuTenbHO nNepecblnaloTcA MnakeTbl C BbICOKMM npuoputetom. OH B
OCHOBHOM MCMOJ/b3yeTcA ANA nepefayn AaHHbIX C MaKCMManbHbIM npuoputetom. Ecnm kagp
nonagaeTr B oyepelb C BbICOKMM MNPUOPUTETOM, KOMMYTATOp MpeKpallaeT MnaaHUpoBaHUe
oyepeen C HU3KUM MPUOPUTETOM M HauMHaeT 0BpPabOTKy [aHHbIX oyepean C BbICOKMM
npuoputeTom. Korga oyepeab C BbICOKMM NPUOPUTETOM HE COAEPKUT AAHHbIX, KOMMYTaTOP
HauMHaeT obpabaTbiBaTbh AaHHblE ovepeam ¢ bosee HU3KMM NPUOPUTETOM.

6-A B3BeweHHaa ouyepeab (Queues Weighted) o3HauyaeT, 4yto oOuepeab 6 WM oyepeap 7
UCNO/b3YIOT PeXUM MAAHUPOBAHUA CO CTPOrMM npuoputTeTom, a odepegm 0 ~ 5 ucnonbsyroTt
pexxum nnaHmposaHma WRR. [aHHble B ouepeam 7 obpabatbiBaloTca A0 AaHHbIX B ovepeam 6.
Korga ouepesb MaKCMManbHOrO npuopuTeTa MycTa, YCTPOMCTBO MNepexoauT K nepegave
[AaHHbIX ClefyioLLel No BaXXHOCTM oYepean 1 Tak aanee.
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8.3. HacTtpoika yepe3s Web-nHtepdeitc

1. HacTpolika perrMma conoctaBneHua oyepeseit Ha OCHOBe NOPTOB.

QoS Ingress Port Classification

Port | CoS | DPL [ PCP | DEI | Tag Class. | DSCP Based | Address Mode
1 0 Disabled O
2 0 Disabled O
3 0 Disabled O
4 0 Disabled O
5 0 Disabled O
6 0 Disabled O
7 0 Disabled O
8 0 Disabled 0
g 0 Disabled O
10 0 Disabled O
11 0 Disabled O
12 (0= |0 0% |0/»| Disabled IFl Source w

[ Submit ” Reset ]

Puc. 60. Hactpoika QoS

CoS

Hactpansaemblii ananasoH: 0 ~ 7

3HauyeHue no ymonyaHuto: 0

PyHKUMA: HacTpolKa 3HayeHuaA nopta CoS Mo yMmon4aHuio.

OnucaHue: 3HauyeHune CoS onpenensert ovepeab XxpaHeHMA NnakeTos. 3HadeHne CoS HaxoauTcAa B
ananasoHe ot 0 go 7, 4TO COOTBETCTBEHHO cOOTBETCTBYET ovepeamn ot 0 go 7. lNocne Toro, Kak
nakeT nepefaetca Ha KOMMYTAToOp, KOMMYTaTop NpucBavsaeT nakeTty 3HayveHune CoS. Ecaum
NMONIYYEHHbI TErMPOBAHHbLIM MNaKeT, a KnaccuduKauma TEeroB OTK/OYEHA, MO0 MOSYyYEeHHbIN
NnakeT He TerMpoBaHHbIN, 3HaYeHne CoS B nakeTe asaseTca 3HadyeHnem CoS nNo ymonyaHuoo ans
nopTa, KOTOPbI NOAyYaeT NakerT.

PCP

HactpavBaembit amanasoH: 0 ~ 7

3Ha4yeHue no ymonyaHuto: 0

®PyHKUMA: HacTpoMKa 3HayeHusa napametpa PCP (Priority Code Point) no ymonyaHuio Aana
nopra.

OnucaHMe: ecnn NakeT He TerMpoBaHHbIN, NPUopUTET B Tere Aob6aBNAETCA K NaKeTy, KOTOPbIN
ANA nopTta Aaaaetca 3HavyeHmem PCP no ymon4vaHuio.

DEI

HactpanBaembit ananason: 0~ 1

3Ha4veHue no ymonyanumio: 0

®yHKLMA: HACcTpOMKa 3HavyeHnsa napametpa DEI (Drop Eligible Indicator) no ymonyanuto pns
nopra.
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OnucaHue: ecnn nakeT He TerMpoBaHHbIN, CFl B Tere gobaBnseTcs K MaKeTy, KOTopbi Ans
nopta asnaeTca 3HayeHnem DEI no ymonvaHuto.

2. HacTpoiKa pexunma conocTtaBaeHUsa o4epean Ha OCHOBE 3aronoBKa Kagpa 802.1Q.
Haxmute <Tag Cliass> (cm. Ha puc. 60), 4Tobbl OTKPbITb CTPAHMLY HACTPOEK peXMma
COMNOCTaB/IeHMA o4Yepeamn 3aronoBka Kagpa 802.1Q (cm puc. 61).

QoS Ingress Port Tag Classification Port 2
Tagged Frames Settings

| Tag Classification | Enabled |

(PCP, DEI) to (QoS class, DP level) Mapping

PCP | DEI | Qo5 Class | DP Level
. . B
0 0 [z & [0
0 1 EEE
1 0 0 M [0 &
1 1 0+ [1 ¥
2 0 [z & [0 &
2 1 B
3 0 [3 » [0 &
3 1 (3 = [1 |+
4 0 (2 v [0 ¥
4 1 (1 > [T ¥
5 0 5 M [0 i~
5 1 5 | (1 I~
6 0 (6 | [0 &
6 1 6 | [1 I~
7 0 1 M [0 &
7 1 17 M (1 ™

[ Submit ][ Feset ”_ Cancel ]

Puc. 61. HacTpoiiKa perknma ConocTaB/ieEHUsA oyepeamn 3arosioBka Kagpa 802.1Q

Knaccudukauyua tera (Tag Classification)

Onuwuun: Enabled/Disabled (BbikntoueHo/BkatoueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®yHKUMA: BKAOYEHWNE U BbIK/IOYEHUE PeXXMMa OTObpaXKeHUs ouepean Ha OCHoBe MHPOopMaLUM
3aronoBKa 802.1Q. ITOT perkum oTobparkeHua oyepean umeet 60Jiee BbICOKUI MPUOPUTET MO
CPaBHEHMIO C PEXMMOM OTOBpParKeHMA oyepeamn Ha OCHOBE NOPTOB.

( | PeXXMM CcOMOCTaBNeHMA oyepeauM Ha OCHOBe WHpopmMaumuu 3aronoska 802.1Q
NPUMEHNM TOJIbKO K TETMPOBAHHbIM MakeTam, MPUHUMAEMbIM NOPTOM.

\ e/

ConocrasneHue (PCP, DEI) k (knacc QoS, yposeHb DP) ((PCP, DEI) to (QoS class, DP level)

Mapping)
Hactpansaemobii gnanasoH: 0~ 7 (QoS class), 0 ~ 1 (DP Level).
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3HayeHMe NO YMOJIMaHUIO: AManasoH 3HadyeHuit PCP - 0, 1, 2, 3, 4, 5, 6 n 7, KoTtopble
COOTBETCTBEHHO cONOCTaBAATCA ¢ Knaccamm QoS 1,0, 2, 3,4, 5, 6 n 7. 3HayeHne ananasoHa
DEI coctaBnaet 0 1 1, KOTOpble COOTBETCTBYIOT ypoBHAM DP O u 1.

®PyHKUMA: HacTporKa conoctasneHua (PCP, DEI) k (CoS, DPL) Ha ocHoBe 3HayeHuit PCP u DEI B
nakeTax AaHHbIX.

Onucanue: kKnacc QoS akBMBaneHTeH 3HadeHuto CoS. 3HavyeHne CoS onpependaeTt oyepenb onA
XpaHeHUA NaKeToB, a 3Ha4yeHnsa CoS 0-7 cooTBeTcTBYOT ovepeaam 0-7. [ocne Toro, Kak naket
nepegaH KOMMYTATOpPy, KOMMYTaTOP Ha3Ha4yaeT nakety 3HavyeHue CoS mn DPL. 3HaveHune CoS m
3HayeHne DPL naketa (CoS, DPL) conocrtasnstotca c¢ (PCP, DEI), ecnn npuHATbIA nNaKkeT
TErMpoBaHHbIN N BKAIOYEHA KNnaccudUKaLma Teros.

Bbl moxeTe BblbpaTb MOPT ANA HACTPOWMKM PEXMMA COMNOCTAB/NEHMA O4Yepeau Ha OCHOBe
nHpopmaumm 3aronoska 802.1Q B NpaBOM BEPXHEM YTy CTPAHULbI.

3. Hactpoitka TernposaHua 802.1p.

QoS Egress Port Tag Remarking

Port| Mode
Classified
Mapped
Default
Clazsified
Classified
Clazsified
Classified
Classified
Classified
Classified
Classified
Classified

—s | — | —
|Nl |_. |D o 20 ==t [ i = o RS —

Puc. 62. Hactpolika TermpoBaHua 802.1p

Pexxum TernpoBaHua (Mode)

Onuuu: Classified/Mapped/Default (Knaccudpmumposan/ConocrasneH/MNMo ymonyaHuio)
®OyHKUMA: perum cmeHbl TeroB 802.1p, Korga MCXoAAwMin NOpPT nNepecbiiaeT NaKeTbl.
N3meHeHne TeroB 802.1p ucnonb3yetca ana obHoBneHusa 3HayeHuss PCP u 3HauyeHusa DEIl B
nakeTax, Koraa Ucxoaalmii NopT NepecbliaeT NaKkeTbl.

( | Ec/n nakeTbl, nepecbliaeMble UCXOAALLMM NOPTOM, He TerMpoBaHbl, PYHKLUMA CMEHbI
Teros 802.1p HeaoOCTyNHa.

\ )

Haxkmute <Port>, yto6bl NepeinTn Ha CTpaHULY HAacTPOMKM TernposaHua 802.1p.

3.1. HacTtpo#ka perxmnma TermpoaHua 802.1p kak «KnaccudpuumposaHo» (Classified):
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QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode | Classified v |

[ Submit ][ Eezet ][ Cancel ]

Puc. 63. 802.1p Kak «KnaccuodumumpoaHHbiii» (Classified)

Pexxum o6HoBneHus Teros (Tag Remarking Mode)

Onuuu: Classified/Mapped/Default (Knaccudpmumposan/ConocrasneH/Mo ymonyaHuio)
3HayeHue no ymonyanuto: Classified (KnaccuoumumposaH)

®yHKLMA: HACTPOMKA pexkuma TermposaHua 802.1p Kak 3HayeHue «KnaccupuumpoBaHO»
(Classified): PCP u DEI B nakeTax He 0OHOBAAIOTCA, KOr4a UCXOAAWMIA NOPT NepechliaeT NaKeTbl.
Bbl moxkeTe BbI6paTb NOPT A/1A HACTPOMKKU pemMma cmeHbl Teros 802.1p B NpaBOM BEPXHEM
Yry CTPaHULBbI.

3.2. HacTpoiiKka pexkmma TermpoBaHuma 802.1p «Mo ymonyaHuto» (Default):

QoS Egress Port Tag Remarking Port 3

| Tag Remarking Mode | Default |

PCPI/DEI Configuration

Default PCP |5~
Default DEI |0 |

[ Submit ][ Eezet ][ Cancel ]

Puc. 64. 802.1p B peskume «Mo ymonuaHuto» (Default)

Pexxum obHoBneHua Teros (Tag Remarking Mode)

Onuuu: Classified/Mapped/Default (Knaccupmumposan/ConocrasneH/MNo ymonuaHuio)
3HayeHue no ymonyanutio: Classified (KnaccuduumposaH)

®PyHKUMA: HAacTpolKa pexmum TermpoBaHua 802.1p Kak 3HadyeHue «Mo ymonyaHuio» (Default):
PCP v DEI B nakeTax 06HOBAAKOTCA A0 3HAYEHUI MO YMONYAHUIO (CM. 3HAUYEHUS B HUMKHEN YacTU
CTPaHMUbI), KOTAa UCXOAALLMIN MOPT NepecbiiaeT NaKeTbl.

PCP no ymonuaHuio (Default PCP)

HactpavBaembit amanasoH: 0 ~ 7

3Ha4yeHue no ymonyaHuto: 0

®PyHKUMA: HACTPOMKA 3HaYeHMA napameTpa PCP no ymon4aHMIO oA UCXOAALLErO MOpPTa.

DEI no ymonuanuio (Default DEI)

Hactpausaembit amanasoH: 0~ 1

3Ha4veHue no ymonyanumio: 0

®PyHKUMA: HACTPOMKA 3HaYeHMA napameTpa DEI no ymonyaHuio ana ncxogdAuLero nopra.

Bbl moKeTe BbIGpaTb NOPT ANA HACTPOMKMU pexuma cmeHbl Teros 802.1p B NpaBOM BepxHEM
yray cTpaHuubl.
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3.3. HacTpoiiKka pexkmuma TermposaHuma 802.1p kak «ConoctasneH» (Mapped):

QoS Egress Port Tag Remarking Port 2

| Tag Remarking Mode | Mapped ~

(QoS class, DP level) to (PCP, DEI) Mapping

QoS Class [ DP Level [ PCP_| DEI
® ® O M e
0 0 1 (|0 w
0 1 1 w1 w
1 0 i (|0 »
1 1 i (1 W
2 0 3 w0 "
2 1 2 w1 -
; :
3 1 4 w1 w
4 0 4 w0 w
4 1 4 ~[1 -
5 0 ] w0 w
] 1 5 w1 »
6 0 f vl 0 v
B 1 3] w1 “
7 i] T (|0 -
7 1 T w1 “
[ Submit ” Reget ][ Cancel ]

Puc. 65. 802.1p B pexkume «ConoctasneH» (Mapped)

Pexxum o6HoBneHun Teros (Tag Remarking Mode)

Onuuu: Classified/Mapped/Default (Knaccupmnumposan/ConocrasneHo/MNo ymonyaHuio)
3HayeHue no ymonyanutio: Classified (Knaccuounumposan)

®PyHKUMA: HAcTpolKa pexum TermpoBaHusa 802.1p Kak 3HayeHue «ConoctaBneH» (Mapped):
PCP n DEl B naketax obHosnstotca ao (PCP, DEl), conoctasneHHoro ¢ (CoS, DPL), Korpa
ncxo4AWMM nopT nepecbinaeT naketbl. ConocTaBneHMe HaCTPaMBAETCA B HUMKHEM 4acTu
CTPaHMLbI.

ConocraBneHme (knacc QoS, yposeHb DP) k (PCP, DEI) ((QoS class, DP level) to (PCP, DEI)
Mapping)

HacTtpauBaembliit guanasoH: 0 ~ 7 (PCP), 0 ~ 1 (DEI).

3HayeHMe NO yMOAYaHMIO: Auana3oH Knaccos QoS - 0, 1, 2, 3, 4, 5, 6 n 7, KoTOpble,
COOTBETCTBEHHO, COMOCTaBAAKTCA CO 3HayeHumamm PCP 1, O, 2, 3, 4, 5, 6 n 7. AnanasoH
3HayeHui DP coctanaet O n 1, KoTopble, COOTBETCTBEHHO, CONOCTAaBAAOTCA CO 3HaYeHnAmMmK DEI
Onl.

dPyHKUMA: HacTpolika conocTtasneHus (CoS, DPL) k (PCP, DEI) Ha ocHoBe 3Ha4yeHuit CoS u DPL B
nakeTax AaHHbIX.

Bbl MoKeTe Bbl6paTb NOPT ANA HACTPOMKM pexkrMma cmeHbl TeroB 802.1p B NpaBoM BeEpPXHEM
yrny cTpaHuupl.
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4. BknroYeHWe pexnuma conocTaBieHma ovepeneit Ha ocHose DSCP.

Qo3 Ingress Port Classification

Port | CoS | DPL [ PCP | DEI | Tag Class. | DSCP Based | Address Mode
R B [ < A
1 [0iv] [0~ [0« [0/%] Disabled O Source
2 [o~] 0| [o~] [0~] Disabled O
3 [0~ 0| [0%] [0+ Disabled
4 o> 0+|[o~]| [0%] Disabled O
B |0 |0 0| |0*| Disabled Source A
6 (0= (O 0w |0 Disabled Il Source v
7 [0 0] [0 [0 Disabled O
g8 [0 |0 0| |0%| Disabled IF] Source hd
9 |0 |0 0% |0 Disabled O Source hd
10 [0| 0| [0~] [0 Disabled O
11 [0+] 0] [0~ [0»] Disabled O Source ||
12 [0/v| 0 ~| [0»| [0»] Disabled O Source v

Puc. 66. Pexxnum conocrtas/ieHns oyepeaen Ha ocHose DSCP

ConocrasneHue Ha ocHoBe DSCP (DSCP Based)

Onuwuun: Enable/Disable (BkatounTb/BbiKntounTb)

3HayeHue no ymonyaHuio: Disable (BbikntoueHo)

PyYHKUMA: BKIIOYEHNE U BbIK/IOYEHNE PEXMMA COMOCTaBAEHUA oyepeaen Ha ocHose DSCP. 3ToT
DPpexknm conoctaBneHns odepean umeetr 6osiee BbICOKMM NPUOPUTET MO CPABHEHUIO C
pexMmMOM COMOCTaB/IEHNA ouyepean Ha ocHoBe MHpopmaumm 3arosioska 802.1Q.

5. BkawouyeHne npeobpasoBaHua DSCP BxopgdAuiero nopta u GyHKumMm nepesanucu DSCP
NCXoaALWero nopra.

QoS Port DSCP Configuration

Port Ingress Egress

Translate Classify Rewrite
* ] <= v |z v
1 ] Disable *| |[Disahkle b
2 ] Disable +| |Disahble v
3 All * | [Enable b
4 ] Disable +| |Disahble v
5 ] Disable % | |Disahble b
) ] Disable +| |Disable v
7 ] Disable % | |Disahble b
] ] Disable +| |Disable v
] O Disable *| |Disable v
10 ] Disable +| |Disable v
b O Disable *| |Disable v
12 ] Disable | |Disable v

Puc. 67. Hactpoika ¢yHKunn nopta DSCP
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MpeobpasoBaHue (Translate)

Onuwuun: Enable/Disable (BkatounTb/BbIKNHOUUTD)

3HauyeHKWe no ymonyaHuto: Disable (BbikntoueHo)

®PyHKUMA: BKAOYEHME U BbIKNOYEHWE Npeobpa3oBaHms 3HavyeHMa DSCP B nakeTe, NoNy4eHHOM
BXOAALWMM NopToM. Ecnm ycTaHoBneHO 3HayeHue «Enable», 3HaueHne DSCP npeobpasyetca B
CoOoTBETCTBMMU € Tabanuen npeobpasosaHna DSCP (KonoHKa «Translate» Ha puc. 69).
Knaccudukarop (Classify)

Onuwmu: Disable/DSCP=0/Selected/All (Bbikntounts/ DSCP=0/BbibpaHo/Bce)

3HayeHue no ymonyaruto: Disable (BbikntoueHo)

®OyHKuMA: ecan ana  napametpa «Rewrite» 3agaHo 3HadyeHue «Enable» Bbibupaetcs
nepesanuncaHHoe 3HayeHne DSCP ucxogaulero nopTa.

OTkntoumnThb (Disable): 3HaueHne DSCP B nakeTax He nepe3anmncbiBaeTca, Koraa UCXoasaLmii nopT
nepecblnaeT nakeThbl.

DSCP = 0: ecnu 3Ha4yeHma DSCP B nakeTax pasHbl 0 M MCXO4AWMI NOPT NEPECHINAET NAKEThI,
3HauyeHuMA DSCP B nakeTax nepes3anuncbiBalOTCA B COOTBETCTBUM C Knaccudmkaumen Ha puc. 70.
BbibpaHo (Selected): ecnn 3HayeHus DSCP B naketax sBAAKOTCA BblOpaHHbIM 3HayeHUEM
(konoHka «Classify» Ha puc. 69) M McxoaaWwMIA NOPT NepecbinaeT nakeTtbl, 3HavyeHna DSCP B
nakeTax nepesanucbiBatoTcs.

Bce (All): korma wucxogawmiti nopT nepecbifaeT nakeTbl, 3HayeHua DSCP B naketax
3anMCbIBAOTCA B COOTBETCTBUM C Knaccudukaumen (cm. puc. 70).

MNepe3anucb (Rewrite)

Onuuu: Disable/Enable/Remap DP Unaware/Remap DP Aware

3HayeHue no ymondaHutio: Disable (BbikntoueHo)

PyHKUMA: HAaCTPOIKa perknma nepesanucu 3HadyeHnsa DSCP B nakeTax, Korga ucxogawmm nopt
nepecbinaeT nakeTbl.

OtknoumnTb (Disable): 3HaueHmMa DSCP B nakeTax He Mepe3anucbiBaloTCA, KOrda WUCXoAALLUM
nopT NnepecbinaeT NakeThbl.

Bkntountb (Enable): Koraa ucxogawmii NnopT nepecbinaeT NakeTbl, BOSMOXHOCTb Nepesanucu
3HavyeHuit DSCP B nakeTax onpeaenserca Ha ocHoBe HacTpoek Knaccudumkatopa (Classify).
Remap DP Unaware: 3HayeHuna DSCP B naketax nepe3anmncbiBatoTCA Ha OCHOBE COMNOCTAaB/IEHMA
(ctronbeu, «Remap DPO» Ha puc. 69) ns (DSCP, DPL=0) 8 DSCP, kKoraa ucxogsawmii nopT
nepecblnaeT nakeTbl.

Remap DP Aware: 3HayeHua DSCP B makeTax nepe3anuncbiBalOTCA HA OCHOBE COMNOCTaBJIeHMA
(KonoHkM «Remap DPO» n «Remap DP1» Ha puc. 69) n3 (DSCP, DPL) B DSCP, kKoraa ncxoaslumia
nopT nepecbinaeT NakeThbl.
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6. HacTpoiKa pexxuma conocraBneHusa oyepeaen Ha ocHose DSCP.

DSCP-Based QoS Ingress Classification
DSCP [ Trust [ QoS Class [ DPL

< W <=

&

0 (BE)
)

(CS1)

OO0O00OO0O0REBOOOOO

ol [al e e [a] [ m] e el el a2
0 100 0 S 0 5 0 .4 9

10 (AF11)

Puc. 68. Hactpolika perknma conocTaBieHns odepeneit Ha ocHose DSCP

[oBepeHHblit pexkxum (Trust)

Onuuu: Enable/Disable (Bkntountb/BbIKAOYMTD)

3HayeHue no ymonyaruto: Disable (BbikntoueHo)

®PYHKUMA: BKAOYEHUE U BbIKHOYEHWE AOBEPEHHOIO perknma 3HauyeHns DSCP.

( | Pexkmm conocTasBieHusa oyepegeit Ha ocHoBe DSCP NpMMEHMM TONbKO K 3HaYeHUAM
DSCP B nakeTax, NOAy4eHHbIX MOPTOM, KOTOPbLIN ABNAETCA LOBEPEHHbIM.

2 =

Knacc QoS (QoS Class)

Hactpausaemblii aAnanasoH: 0~ 7

3HauyeHue no ymonyaHuto: 0

PyHKUMA: HacTpoliKa conocTtaBneHnAaDSCP k CoS.

OnucaHune: Knacc QoS skeuBaneHTeH 3HadeHuto CoS. 3HaueHne CoS onpependeTr odepenb
XpaHeHMA nakeTos, a 3HayeHua CoS 0 ~ 7 cooTBeTcTBYIOT ovepeaam 0 ~ 7. [locne Toro, Kak
nakeT co 3HayeHnem DSCP, apnstowminca goBepeHHbIM, NepegaH KOMMYTAaToOpy, KOMMyTaTop
BblaensieT 3HadeHue CoS B nakeTe B COOTBETCTBUKN C oTobparkeHnem ot DSCP k CoS.

( | Ecn pnis BXOAALLEro MopTa BK/OYEH pexum «Translate», KOMMmyTaTop Bbligenser
m 3HayeHne CoS Ha ocHoBe npeobpasoBaHHOro 3HayeHua DSCP. B npoTMBHOM cny4yae
KOMMyTaTop BblgenseT 3HayeHMe CoS Ha OCHOBe uMcxogHOro 3HayeHua DSCP B
nakeTax.
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7. Hactpowka pexunmos npeobpasoBaHua n nepesanmcm DSCP.

DSCP Translation

Lotk TramIL':gresT Classify | Remap DPIEgieszemap DPA
: <> v | v o v
0 (BE) 0 GE) v [0 6B |
1 [ vl i v
2 DT 2 v 2 v
; 0[5 vl [5 v
4 O [s sy~ |4 v|
s SRNE v 5 v
; O e v [s v
7 O [ v| [ v
3(CS1) O |8 s~ [8 wsy v
9 O o vl [5 vl
10 (AF11) |10 (4F11) » [0 |10 (4F11) | |10 (4F11) |

Puc. 69. Hactpoiika perknmoBs npeobpasoBaHusa 1 nepesanucu DSCP

Mpeo6pasosaHue (Translate)

Hactpausaembiii ananasoH: 0 ~ 63

PyHKUMA: HacTpOMKa Tabaunubl npeobpasoBaHMa 3HaYeHnn DSCP.

Knaccudukarop (Classify)

Onuwuun: Enable/Disable (BkatounTb/BbIKNHOYUTD)

3HayeHue no ymondanuio: Disable (BbikntoueHo)

®yHKUMA: 3TOT MapameTp WUCNo/b3yeTca ANsA YCTaHOBKW BblibpaHHOro 3HayeHua DSC, ecnu
3HauyeHune Knaccudukatopa (Classify) yctaHoBneHo KaK «BbibpaHo» (Selected).

DSCP saBnsetca 3HadyeHnem DSCP nocne npeobpas3oBaHus. B npoTMBHOM ciyyae
BblbpaHHOe 3HayeHne DSCP sBnsetca ncxogHbim 3HavyeHMem DSCP B nakeTax.

m Koroa ans Bxogsulero noprta BKAOYeH pexkum «Translate», BbibpaHHOe 3HayeHue

L =

Remap DPO/ Remap DP1
HacTpansaemblii ananasoH: 0 ~ 63
®PyHKUMA: HacTpoMKa cornacoBaHus ot (DSCP, DPL) K 3HauyeHuto DSCP.
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8. Hacrpoiika knaccudmkauymm DSCP.

DSCP Classification

QoS Class | DSCPDP0 | DSCPDP1
* r w L v
0 0 (BE) w 0 (BE) e
1 0 (BE} v |0 (BE}
2 0 (BE}  ~| |D (BE}
3 0 (BE) w 0 (BE) e
4 0 (BE} v |0 (BE}
L | w ] w
6 0 (BE}  ~| |0 (BE}
T 0 (BE}  ~| |0 (BE}

[ Submit ][ Eezet ]

Puc. 70. Hactpoiika perknmoBs npeobpasoBaHusa 1 nepesanucu DSCP

DSCP DPO/DSCP DP1

Hactpausaembiii ananasoH: 0 ~ 63

®dyHKUMA: ycTaHoBUTe conoctaBneHne oT (CoS, DPL) Kk 3HauveHuwo DSCP. Knacc QoS
3KBMBaneHTeH 3HadeHuto CoS. 3HaueHue CoS onpegenaeT odepenb XpaHEeHMA MNAKETOB, a
3Ha4veHma CoS 0-7 cooTBeTcTBYIOT ovepeaam 0-7.

9. Hacrpoiika 3anucen QCL.

QoS Control List Configuration

ace ‘ Port | DMAC ‘ SMAC | T;‘:i ‘ VD ‘ PCP ‘ DEI ‘ F{:;"ee I =T Dsc:TﬁT;::P T

1 2 Unicast  Any Any Any  Any  Any  Any 5 Default Default Default Default Default

2 3 Any Any Any 10 45  Any Any 6 Default Default 6 0 Default g+g @

3 4 Any 00-00-00-00-00-23  Any Any  Any  Any 1P 7 1 9 Default Default Default

5 Any  Any Any Any Any  Any  Any  Any 1 Default Default Default Default Default

4 Any  Any Any Untagged Any  Any  Any  Any 4 Default Default Default Default Default
©)

Puc. 71. Hactpoika 3anucein QCL

ConocTtaB/iieHWe o4yepean NaKeToOB peanmnsyeTcs nytem conoctaBneHua 3anuceit QCL. Kaxkgan
3aMuCcb COCTOUT U3 HECKOJIbKMX YCNIOBUIA B OTHOLIEHUM nornyeckoro «M» (AND). Cuntaetcs, 4To
nakeT, MOAYYEHHbIA nopToM, cooTBeTcTByeT 3anucn QCL TonbKo TOrga, Korga naket
yaosneTsopAaeT Bcem ycnosmam. 3anucm QCL HesasmMcHMMbl 4pyr OT gpyra.

Koraa nmeetca Heckosibko 3anucent QCL, yCcTpoicTBO cpaBHMBAET nakeT ¢ 3anucamu QCL (ogHy
3a apyron, cBepxy BHM3). Kak TONbKO coBMageHWe HalAeHOo, BbINOJIHAETCA AeNCTBUE, U
Ja/nbHellee cpaBHeHMe He nposoanuTtca. Haxkmute <@>, ytobbl A06aBMTb HOBYHO 3anuck QCL;
HaxkmuTe <@>, yTobbl pegakTMposaTh 3anuch QCL; Haxmute <®>, yto6bI yaaNUTL 3anucs QCL;

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

SEWM20GT-D

Haxkmute <O>, yTOBbI MEpPemecTUTb TEKYLyH 3anucb BBepx; Haxmute <O>, 4TOb6bI
nepemecTUTb TEKYLLYIO 3aMUCb BHU3.

QCE - 310 uaeHTMduKaTop 3anucu QCL, KOTOpbIM HymMepyeTcs Ha OCHOBE BPEMEHHOM
nocnenoBaTeIbHOCTM CO34aHMA 3aMUCH.

10. HacTpolika napameTtpos 3anucen QCL.
10.1. Bbibop NopTa-y4acTHUKA, Ha KOTOPOM AeNCTBYeT TeKywan 3anmcb QCL.

QCE Configuration

Port Members
12345678910
OO00OFMOOOOO O

Puc. 72. Bbibop nopta

NopTt (Port members)
dyHKUMA: BbIBOP MNopTa, Ha KOTOpOM pAelctByeT Tekywas 3anucb QCL. Bce noptbl no
YMONYAHUIO ABAAKTCA NOPTAMU-YYaCTHUKAMMU.

10.2. HacTpolika napameTpos 3anucein QCL.

Key Parameters

DMAC iny v

SMAC Specific w |DU—DD—DD—DD—DD—23
Tag Arey L

VID by W

PCP Ay W

DEI iny v

Frame Type | | IPvd v|

Puc. 73. Hactpolika napameTtpos 3anucei QCL

DMAC

Onuwmun: Any/Unicast/Multicast /Broadcast

3Ha4yeHue No ymonyaHuto: Any

PyHKUMA: ycTaHOBKa ycnosuit ana MAC-agpeca HasHauyeHus. Echv MAC-agpec HasHayeHun B
nakeTte, MNONY4EHHOM MOPTOM-Y4aCTHMKOM, COOTBETCTBYET HACTPOMKaM 3TOro napameTpa,
yCN0BME BbINOJIHAETCA YCNELHO.

SMAC

Onuwmn: Any/Specific

3Ha4yeHue No ymon4yaHuto: Any

®PyHKUMA: ycTaHoBKa ycnosuin gna MAC-agpeca MCTOYHMKA. Ecam ycTaHOBNEHO 3HayeHue
«Specificy, HeobxogMmo HasHauuTb MAC-agpec. Korga wucxogHbin MAC-agpec B nakeTe,
Nosly4EHHOM MOPTOM-Y4AaCTHUKOM, COOTBETCTBYET HACTPOMKAm 3TOro napameTpa, ycnosue
BbIMOJIHAETCA YCNELWHO.
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Tag

Onuwun: Any/Untagged/Tagged

3Ha4veHue no ymonyanumio: Any

®PyHKUMA: YCTAHOBKA YCNOBWIM TErMpoBaHHbIX MakeToB. Koraa nakeT, MOJyY4eHHbI NMOPTOM-
YY4aCTHMKOM, COOTBETCTBYET HAaCTPOMKAM 3TOro napameTpa, YC/I0BUE BbINOHAETCA YCMNeLHO.
VID

Onuwmn: Any/Specific (1 ~ 4095)/Range (1 ~ 4095)

3HayeHune no ymonyaHuio: Any

®dyHKuMA: ycTaHoBKa ycnosuit ans VID. Ecam yctaHoBneHo 3HadyeHue «Specific», Heobxoanmo
ycTaHoBMTb 3HayeHune VID. Korga ero 3HayeHue ycTaHOB/NEHO Kak «Range», Heobxoaumo
ycTaHoBuTb AaunanasoH VID. Korga VID B nakete, nNo/sy4eHHOM MNOPTOM-YYACTHUKOM,
COOTBETCTBYET HACTPOMKaM 3TOro NapameTpa, yCA0BMe BbINOAHAETCA YCNewHo. ITOT napameTp
HeAoCTYMNeH, ecnu Ansa napametpa «Tag» ycTaHOBAEHO 3HaveHne «Untagged».

VID

Onuwun: Any/0/1/2/3/4/5/6/7/0-1/2-3/4-5/6-7/0-3/4-7

3HayeHne no ymonyaHuio: Any

PyHKUMA: ycTaHOBKa ycnosuit ana PCP. Koraa 3HayeHue PCP B nakeTte, nosiyYyeHHOM NOPTOM-
YY4aCTHMKOM, COOTBETCTBYET HACTPOMKaM 3TOro napameTpa, yC/10BMe BbIMONHAETCA YCMNeLWHo.
3TOT NapameTp HeAoCTyNeH, ecin Ana napameTtpa «Tag» ycraHoBeHO 3HadyeHne «Untagged».
DEI

Onuwnn: Any/0/1

3HayeHue No ymonyaHuto: Any

dPyHKUMA: ycTaHoBKa ycnoBuit ana DEI. Korga 3HayeHue DEl B nakete, nonyyeHHOM MOPTOM-
YYaCTHMKOM, COOTBETCTBYET HACTPOMKaM 3TOr0 NapameTpa, YCNOBME BbINMOJHAETCA YCMeLHO.
3TOT NapameTp HeAoCTyNeH, ecin Ana napameTtpa «Tag» ycraHoBeHO 3HadyeHne «Untagged».
Frame Type

Onuwun: Any/EtherType/LLC/SNAP/IPv4/IPv6

3Ha4yeHue No ymonyaHuto: Any

®yHKuMA: BbIOOP TMNA Kagpa.

10.3. HacTpolika napameTpos EtherType.

EtherType Parameters

| Ether Type  [Specific v| Value 0x0g0s | |

[ Submit ][ Eezet H Cancel ]

Puc. 74. Hactpolika napameTtpos EtherType

Ether Type

Onuuu: Any/Specific (0x0600 ~ OxFFFF)

3Ha4veHue no ymonyanumio: Any

®PyHKUMA: ycTaHoBKA ycnosui gna DEIL. Ecam yctaHoBneHo 3HaveHue «Specific», Heobxoammo
yKaszaTtb Tvn Ethernet. Koraa naket Ethernet, nony4yeHHbIN NOPTOM-y4aCTHUKOM, COOTBETCTBYET
HACTPOMKaM 3TOro NapameTpa, yCN0BUE BbIMOIHAETCA YCNELHO.
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10.4. HacTpolika napameTpoB Kagpa LLC.

LLC Parameters

DSAP Address | | Specific + | Value: 0x|A0
SSAP Address | | iny w
Control Specific »| Walue: 0x85

[ Submit H Eezet H Cancel

Puc. 75. Hactpoika napameTpoB Kagpa LLC

DSAP Address/SSAP Address/Control

Onuwmun: Any/Specific (0x00 ~ OxFF)

3Ha4yeHMe no ymonyaHuio: Any

PyHKUMA: yCTaHOBKa ycnoBuMin anAa napameTpoB naketa LLC. Ecam gna napametposB «DSAP
Address», «SSAP Address» unu «Control» 3agaHo 3HauyeHue «Specific», Heobxoanmo BBeCTH
KOHKpeTHoe 3HayeHue. Korga naket LLC, moay4yeHHbI NOPTOM-YY4aCTHUMKOM, COOTBETCTBYET
HACTPOMKam 3TUX NapamMeTpPOB, YC/IOBME BbINOIHAETCA YCNELLHO.

10.5. HacTpoiika napameTtpos Kagpa SNAP.

SNAP Parameters

| PID | | any v |

[ Submit H Eezet H Cancel ]

Puc. 76. Hactpolika napameTtpoB Kagpa SNAP

PID

Onuwmn: Any/Specific (0x0000 ~ OxFFFF)

3Ha4yeHue No ymonyaHuto: Any

PyHKUMA: yCcTaHOBKA yc/ioBUM Aana napameTtpoB naketa SNAP. Ecam ycTaHOB/NEHO 3HauyeHue
«Specificy, Heobxoanmo BeecTn 3HadyeHue PID. Korga PID B nakete SNAP, nosiy4ueHHOM NopToOM-
YYaCTHMKOM, COOTBETCTBYET HAaCTPOMKAM 3TOr0 NapameTpa, YC/I0BME BbINOHAETCA YCMeLHo.

10.6. HacTpoWka napameTtpos Kagpa IPv4/ IPv6.

IPv4 Parameters UDP Parameters

Protocol WP v Sport | [Specific v| Valusl4154 |
sip Specific v| Value [162.16%.1.100| Mask: |255. 265. 255. 0 | Dport | | iny v

IP Fragment | | iny v |

DsSCP b v|

[ Submit ][ Rezet ” Cancel ]

Puc. 77. Hactpoika napameTtpos Kagpa IPv4
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Protocol

Onuuu: Any/UDP/TCP/Other (0 ~ 255)

3Ha4veHue no ymonyanumio: Any

®PyHKUMA: YCTAHOBKA YCNOBUIM ANA TMNA NPOTOKOA naketa IPv4. Ecnm ycTaHOBNEHO 3HayeHue
UDP nnam TCP, Heob6xo4MMO YyCTaHOBUTb MAEHTUPUKATOP NOpTa UCTOYHMKA U naeHTUdMKaTop
nopta HasHayeHuAa. Ecam  yctaHoBneHo 3HauveHue «Other», HeobxoAMMO YCTAaHOBUTH
naeHtudumkaTtop npoTtokona. Korga TvN NpPOTOKONA B MNakeTe, MNO/JYyYEHHOM MNOPTOM-
YY4aCTHMKOM, COOTBETCTBYET HAaCTPOMKAM 3TOro napameTpa, YC/I0BME BbINOHAETCA YCMNeLWHO.
Sport/ Dport

Onuwmun: Any/Specific (0 ~ 65535)/Range (0 ~ 65535)

3HayeHune no ymonyaHuio: Any

®yHKLUMA: YCTaHOBKA YyCcNOBUM aAna uaeHtuoukatopa (ID) nopta uctouyHmka u ID nopta
HasHayeHuAa. EcnmM ana HUX ycTaHOBAEHO 3HayeHuwe «Specificy, HeobxoguMmo yKasaTb
naeHTuduKkaTop nopta. Ecam ana HUX yctaHOBAEHO 3HavyeHue «Range», HEO6X0AMMO yKasaTb
AvanasoH upeHTudukatopos noptoB. Korga wuaeHtudukatopbl noptos B IP-nakete,
Nnosly4eHHble MOPTOM-y4aCTHUMKOM, COOTBETCTBYHOT HACTPOMKAM 3TOro napameTpa, YyCnosue
BbIMOMHAETCA YCMELHO.

SIP

Onuwun: Any/Specific

3Ha4yeHue No ymonyaHuto: Any

PyHKUMA: ycTaHOBKA ycioBuin ans IP-agpeca MCTOYHMKA M macku IP-agpeca ucTtoyHuKa. Ecam
ANA HEero ycraHoB/eHO 3HayeHue «Specificy, HeobxogMmo HasHauutb IP-agpec n macky IP-
agpeca. Koraa SIP B IP-nakeTe, no/iy4eHHbIM MOPTOM-YY4ACTHUKOM, COOTBETCTBYET HAaCTPOMKam
9TOro napameTpa, yCc10BMe BbINOJIHAETCA YCNeLHO.

IP Fragment

Onuwmn: Any/Yes/No

3Ha4yeHue No ymonyaHuto: Any

dyHKUMA: YyCTaHOBKa YCN0BUIA Ana nakeTa IP-pparmeHTa. Ecnm pparment (fragment) B nakete
IPv4, nony4yeHHbIM MNOPTOM-YYaCTHUKOM, COOTBETCTBYET HACTPOMKAamM 3TOro napameTpa,
yCcnoBme BbINOJIHAETCA yCNeLHo.

DSCP

Onuwmn: Any/Specific (0 ~ 63)/Range (0 ~ 63)

3HayeHue No ymonyaHuto: Any

®PyHKUMA: ycTaHOBKa ycnoBuid ana 3Hadyenus DSCP. Ecnu yctaHoBneHo 3HauveHue «Specificy,
Heobxoammo BBecTM 3HavyeHue DSCP. Ecnm ycTaHOBAEHO 3HauyeHue «Range», Heobxoammo
ycTtaHosuTb aunanaszoH DSCP. Korga DSCP B IP-nakeTe, noay4yeHHbIM MOPTOM-YYACTHUKOM,
COOTBETCTBYET HAaCTPOMKaAM 3TOro nNapameTpa, YCI0BUE BbINMOAHAETCA YCMeLWHO.
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10.7. Hactpolika napameTtpos aenctauii QCL.

Action Parameters

CoS 5 v
DPL Default »
DSCP g h
PCP Default »
DEI Default »
Policy

Puc. 78. Hactpoika napameTtpos gencrteuin QCL

CoS

Onuuu: 0 ~ 7/Default

3HauyeHune no ymonyaHuto: 0

dyHKumMa: 3HadeHme CoS onpepenseT o4yepedb AN XpaHeHUA naketoB. 3HauyeHue CoS
HaxoauTca B AnanasoHe ot 0 Ao 7, 4yto cooTtBeTcTBYeT odyepeaun oT 0 Ao 7. 3HayeHne «Default»
O3HayaeT, 4yto 3HavyeHne CoS paBHo 0. Koraa nakeT, MoAy4YeHHbIN MNOPTOM-YYACTHUKOM,
cosnagaert ¢ 3anucbto QCL, KommyTaTop BblgenAeT 3HadeHmne CoS gna naker.

DPL

Onuuu: Default/0/1

3HayeHue no ymonyaHuto: Default

PyHKUMA: nameHeHue 3HavyeHnA DPL B nakeTe, NONy4EHHbIM MOPTOM-YY4ACTHUKOM, Ha 3Ha4YeHune
3TOro nMapameTpa, ecnu naket comep*ut 3anucb QCL. 3HayeHune «Default» yKasbiBaeT, yTo
3HayeHue DPL B nakeTe He M3MEHUNNOCh.

DSCP

Onuuu: Default/0 ~ 63

3HayeHue no ymonyaHuto: Default

PyHKUMA: M3MeHeHMe 3HadeHma DSCP B nakeTe, MOAY4YEHHbIM MOPTOM-YYACTHUKOM, Ha
3HaYeHMe 3TOro napameTpa, ecan naket cogaep*kut 3anmcb QCL. 3HauveHue «Default»
yKasblBaeT, 4To 3HayeHue DSCP B nakeTe HE U3SMEHWUNOCh.

PCP

Onuuu: Default/0~ 7

3HauyeHue no ymondaHuio: Default

PyHKUMA: n3MeHeHMe 3HavyeHunA PCP B nakeTe, No/ly4eHHbIM MOPTOM-Y4ACTHUKOM, Ha 3HAYEHNE
3TOro napameTpa, ecnv naker coaepxut 3anmcb QCL. 3HaveHme «Default» ykasbiBaeT, 4To
3HayeHne DSCP B nakeTe He M3MEHMNOCh.

DEI

Onuuun: Default/0/1

3HavyeHue no ymondaHuio: Default

PyHKUMA: n3meHeHme 3HaveHuAa DEI B nakeTe, Noay4YeHHbIM NOPTOM-Y4aCTHMKOM, HA 3HAYEHME
3TOro MapameTpa, ecnu nakeTt comeput 3anucb QCL. 3HayeHune «Default» yKasbiBaeT, yTo
3HayeHne DSCP B nakeTe He U3MEHMNOCD.
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( 3HauyeHne PCP un 3HayeHue DEI B nakeTe He moryT ObITb MU3MEHEHbl oTAeNbHO. TO ecTb
3HayeHua PCP u DEl gonkHbl 6bITb U3MEHEHbI OAHOBPEMEHHO W/IM COXPAaHUTb CBOWU
k UCXOZHble 3HAYEHWS.

10.8. MpocmoTp 3anmcen QCL.

QoS Control List Status

Frame Action .
User | QCE | Port | "y 0 [CoS| DPL | DSCP | PCP | DEl | Policy | CO™ict
Static 1 2 Ay a5 Default Default Default Default Default Mo
Static 2 3 Ay ] Default Default 6 0 Default Mo
Static 3 4 P4 7 1 9 Default Default Default Mo
Static & Any  Any 1 Default Default Default Default Default Mo
Static 4 Any  Any 2 Default  Default Default Default Default Mo

Puc. 79. NMpocmoTp 3anmcen QCL

Conflict

Onuuu: No/Yes (Het/Aa).

®yHKuMA: oTobparkaeT cTaTyc KoHPAMKTOB 3anuceit QCL. Ecim pecypcoB Ans co3gaHua 3anmcu
QCL HegocTaTouHO, 3HaveHue nona «Conflict» yctaHaBnnBaetca B «Yes» ansa 3Tok 3anucu. B
NPOTUBHOM C/ly4ae A/1A 3TOW 3anucK yCTaHaBIMBaeTCs 3HauyeHme «No».

Haxkmute <Resolve Confilct>, u4T06bI OCBOG6OANTL pecypcbl, Heobxogumbie  AnA
KOHpAMKTYoWMX 3anucei QCL.

11. HacTpolika orpaHu4eHnit ana BXxodALLero nopra.

QoS8 Ingress Port Policers

Port | Enable | Rate | Unit | Flow Control
* F] 00| == W ]
1 0O 500| |kbps v O
2 2| [Mbps
3 200| |fps | FI
4 O 500| |khps ¥ ]
5O 500| |kbps v O
6 O 500| |kbps v m
70O 500| |khps v m
g O 500 |kbps & ]
s O 500| |kbps v O
10 O 500| |kbps v m
1 O 500| |khps v m
12 O 500| | kbps | |

L Submit ” Reset ]

Puc. 80. HacTpolika orpaHu4eHui BXoaALLLEro nopTa
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Enable

Onuwuun: Enable/Disable (BkatounTb/BbIKNHOUUTD)

3HauyeHKWe no ymonyaHuto: Disable (BbikntoueHo)

®PyHKUMA: BKAOYEHME U BbIK/IIOYEHME OFpaHMYeHN ana Bxogdawero nopta. KoHTponb Tpaduka
nopta peanu3yeTca C MOMOLLbID OrpaHMYEHUs CKOPOCTM MopTa MM YHKLMWU ynpaBaeHua
NMOTOKOM.

Rate, Unit

HactpamBaemsblii ananasoH: 100 ~ 3276700 Kéut/c / 1 ~ 3276 M6éut/c / 100 ~ 3276700 Kap/c /
1~ 3276 Kkap/c

3HauyeHKne no ymonyaHuio: 500 KéuTt/c

®PyHKUMA: OrpaHUYEeHMEe CKOPOCTM MaKeToB, Mojlyd4aemMbiX NOPTOM. [lakeTbl CO CKOPOCTbIO,
npesbllWatoLLen 3HaYeHMe, oTbpacbIBatoTCA.

Flow Control

Onuuu: Enable/Disable (Bkatountb/BbikNo4nTb)

3HayeHue no ymonyaHuto: Disable (BbikntoueHo)

®PyHKUMA: BKAOYEHME W BbIKAOYEeHWE OYHKUMKM ynpaBneHWs NoToKom Aana nopta. [locne
BK/tOYEHMA 3TOM OYHKUMKM B c/aydae, Korga TpaduK, MNosyvyeHHbId NOPTOM, MpeBblwaeT
npegenbHoe 3HayeHue, OTNPaBUTENb C MOMOLLbIO a/IrOPUTMOB WM NPOTOKONOB MNOAy4YaeT
yKa3aHue 3amegnunTb nepeaayy, Ytobbl NpeaoTBpaTUTb NOTEPHO NAKETOB.

BCTYMWAA B CUAY, ABNSAETCA BK/OYEHME YMpaBAeHWA MOTOKOM MOpTa Ha CTpaHuue

m MpesBapUTENbHBIM YCIOBUEM ANA TOTO, UTOBbI (YHKLMA YMNpaBAeHUA MOTOKOM
“ KOHPUrypaLmm nopra.

12. HacTpolika orpaHUYeHnit ana BXodalmnx oyepeae.

Qo3 Ingress Queue Policers

Port Queue 0 | Queue 1 Queue 2 : Quevue 3 | Queve 4 | Queue 5 | Queue 6 | Queue 7
Enable Enable |E Rate Unit | Enable Enable Enable Enable Enable
" | O O 500|<= +| ] ] ] ]
1 0 O O 500 kbps | O O O O
2 0 O 20{Mbps | O O O O
30 O O 500 kbps | O O O O
40 O O 500 | kbps | O O O O
5 O O O 500 kbps | O O O O
6 O O O 500 | kbps | O O O O
70O O O 500 kbps | O O O O
8 [ O O 500 | kbps | O O m m
s O O O 500| kbps | O O O O
10 O O O 500 kbps | O O O O
1 O O O 500 | kbps | O O O O
12 0 O O 500 kbps ¥ |[] O O O O
L Submit ” Reset l

Puc. 81. HacTpolika orpaHU4eHnin Ana BXodAwmx odepeaen
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E

Onuwmun: Enable/Disable (BkatounTb/BbIKntounTb)

3HauyeHKWe no ymonyaHuto: Disable (BbikntoueHo)

®YHKUMA: BKAKOYEHNE AN BbIKNKOYEHME OrPaHUYEHUIA ANs BXOAAWMX ovepenen. Heobxoaumo
YCTaHOBUTb NapamMeTpPbl CKOPOCTM NOCAE BKAOYEHMA KOHTPOAA TpaduKa gns ovepeaen.

Rate, Unit

HactpanBaemsbiii gnanasoH: 100 ~ 3276700 Kéut/c / 1~ 3276 MbéuTt/c

3HauyeHKne no ymonyaHuio: 500 KébuTt/c

®YHKUMA: OrpaHUYEeHne CKOPOCTU MaKeToB, Mosy4aemblx ovyepenamu. MakeTbl CO CKOPOCTbIO,
npeBbilaloLLel 3HaYeHMe, oTbpacbIBatoTCA.

13. HacTpolika perkMma NNaHMpoBaHUA ANA oYepesen.

Qo3 Egress Port Schedulers

Weight
Q [ @1 [aez Q3| Q4] Qs

Port Mode

Strict Priority
Strict Priority - - - = - -
Strict Priority
Strict Priority - - - = - -
Strict Priority - - - - - -
& Queues Weighted 13% 25% 25% 13% 13% 13%
Strict Priority - - - - - -
Strict Prionity - - - = - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - -
Strict Priority - - - = - -

— | — | —
|I\J |—- |C= (= (== R e = R [ Y R [ (S R P

Puc. 82. MpocmoTp perknma NaaHMpoBaHUS 4Na ovepenei

Haxkmute <Port>, 4To6bl BOWTU Ha CTPAHWULY KOHPUIYpaLUKM «peXrrMma NAaHMpoBaHMA ovyepeamn
nopToB».

QoS Egress Port Scheduler and Shapers Port 6

| Scheduler Mode ||E Queues Weightad V”

Queue Shaper Queue Scheduler
Queue | Enable | Rate | Unit [ Excess | Weight | Percent
Qv " 500 kbps = =
Q6 I 5 kbps - -
s O kbps 13%
O kbps 13%
3 O kbps 13%
Q2 O kbps 25%
Qi O kbps 25%
Qo I kbps 20 13%

Puc. 83. Pexkum nnaHMpoBaHMA o4yepeam nopTos
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Scheduler Mode

Onuwu: Strict Priority/6 Queues Weighted (Ctporuit npuopuTeT/6 B3BeLleHHbIX oyepeaeit)
3HauyeHWe no ymonyaHuto: Strict Priority (Ctporuit npuopwureT)

®YHKLMA: HACTPOIKa pexnuma Ucxoasallen oyepean Ana BbibpaHHOro nopTa.

B3BelweHHan oyepeab (Queue Weight)

Hactpansaemblii gnanasoH: 1~ 100

3Ha4vyeHMe No ymonyauumio: 17

@PYHKLUMA: HACTPOMKA BECOBbIX 3HAUYEHWUI oYepeau.

Bbl MorKeTe BbI6paTb NOPT AN HACTPOMKM pexkMMa NaHMPOBAHUA OYepean B MPAaBOM BEPXHEM
YFNy CTPaHULBbI.

14. HacTpolika dopmmpoBaHua TpaduKa ncxogallero nopra.

Port Shaper
Enable | Rate | Unit | Excess

4 Mbps |-

L Subrnit ” Reset H Back ]

Puc. 84. HacTpoliika dopmmpoBaHua Tpaduka ncxoaaero nopTa

Enable

Onuuu: Enable/Disable (Bkntountb/BbIKA0UYMTD)

3HayeHue no ymonyaHuio: Disable (BbikntoueHo)

®PyHKUMA: BKAKOYEHWE W BblKAOYeHWE GOpMUMpPOBaHMA TpaduKa ANAa mUcxogAwero nopra.
dopmumpoBaHue TpadmKa NopTa peanmsyeTca orpaHMYeHMEeM CKOPOCTM NopTa.

Rate, Unit

HactpanBaembit agnanasoH: 100 ~ 3281943 Kéut/c / 1~ 3281 Mbut/c

3HauyeHune no ymonyaHmio: 500 Kbut/c

®PyHKUMA: OrpaHUYeHMe CKOPOCTM MAKeTOB, nepesaBaeMbiX MOPTOM. [MaKeTbl CO CKOPOCTbIO,
npeBsblllaoLEen 3HaYeHne, OTOpacbIBatOTCA.

Haxmute <Back>, u4TOObl 3aKpbiTb TEKYyLYK CTPAHULY KOHOUIypauuum W BepHyTbCA K
npeablayuein CTpaHuLe.

Bbl moxkeTe BbibpaTb NOPT A8 HACTPOUKK PopmMpoBaHUA TpadUKa B NPaBOM BEPXHEM YIy
CTPaHMLbI.
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15. HacTtpolika dopmmpoBaHuMa ovepeei.

Queue Shaper Queue Scheduler
Queue | Enable | Rate Unit | Excess Weight | Percent
ar | 500 kbps - —
Qs 4 [Mbps (v O . .
Qs E [Mbps (v ] 13%
Q4 O kbps 13%
Q3 O kbps 13%
Q2 O kbps 25%
Q1 O kbps 255,
Qo 4 500 kbps 20 13%

Puc. 85. Hactpoiika popmupoBaHus oyepeen

Enable

Onuwmun: Enable/Disable (BkatounTb/BbIKNHOYNUTD)

3HayeHue no ymondaHutio: Disable (BbikntoueHo)

®YHKLMA: BKAOYEHME U BbIK/HOYEHME peXXMMa GOPMUPOBaAHMA ouepesen.

Rate, Unit

HactpanBaemblit agnanasoH: 100~3281943 Kéut/c / 1~3281 MbuTt/c

3HauyeHue no ymonyaHuio: 500 Kbut/c

®YHKLMA: OrpaHNUYEeHNEe CKOPOCTM NAKeToB, NepeaaBaemblx oyepenbto. MakeTbl CO CKOPOCTbIO,
npeBsbillaoLWEen 3Ha4YeHne, OTOpPacbIBatOTCA.

Haxmnte <Back>, u4TOObl 3aKpbiTb TEKYyLWYK CTPAHULY KOHOUIypauunm W BepHyTbCcA K
npeablayuein CTpaHuLe.

Bbl moxkeTe BbiObpaTb NOPT A1 HACTPOUKU PopmMpoBaHUA TpaduKa B NPAaBOM BEPXHEM YI/y
CTPaHULBbI.

16. HacTpolika ynpaBaeHus WTopmamm Ha nopTy.

Global Storm Policer Configuration

Frame Type | Enable | Rate | Unit

Unicast 1| |kfps =
Multicast L] 1| |fps »
Broadcast Ol 1| [fps |

[ Submit H Eezet ]

Puc. 86. YnpasneHue wropmamum

PeXxum ynpasBneHus WTOpMamMM NpegHasHayeH ANA OrpaHUMYeHMA MPUHMMAEMbIX MNOPTOM
broadcast/unknown multicast/unknown (WwnpokoBelLaTenbHbIX/HEN3BECTHbIX MHOTOaAPECHbIX
/Hen3BecTHbIX 0AHOaAPECHbIX NakeTos). Korga cCKOpoCTb AaHHbIX NAaKeTOB, NOJIYYEHHbIX Yepes
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NopT, MPEeBbIlIAeT HACTPOEHHbIM Nopor, cuctema oTbpacbiBaeT nakeTbl, YTOObl COXPaHWUTb
TpadumK B AONYCTUMOM AMnanasoHe ans obecrneyeHna HOpMmasibHOM paboTbl ceTu.

Enable

Onuuu: Enable/Disable (BkntounTb/BbIKAOUYMTD)

3HayeHue no ymonyaruto: Disable (BbikntoueHo)

®PYHKUMA: BKAOYEHWNE U BbIKIOYEHME PEXKMMA YNPABAEHUA LUTOPMAMU.

Rate, Unit

HactpanBaemsblit gnanasoH: 1~1024000 Kap/c / 1~1024 Kkap/c

3HauyeHKne no ymonyaHuto: 1 Kap/c

®PyHKUMA: HACTpOMKa nopora AN OrpaHMYeHWs MPONYCKHOM crnocobHocTM nopTa. lakeTsl,
npesbllwatoLme nopor, byayT oTopoLeHbl.

Haxmute <Back>, u4TOObl 3aKpbITb TEKyLWYH CTPaHWULY KOHPUrypaumMm W BepHYTbCA K
npeablaywen ctpaHuue.

Bbl MoKeTe BblOpaTb NMOPT AN HACTPOMKM GopMMpoBaHMA TpadMKa B NPaBOM BEPXHEM Yray
CTPaHMULbI.

17. NMpocmoTp cHEeTYMKOB oyepeam.

Queuing Counters

Port Qo [ Q2 Q3 Q4 Q5 Q6 ai
Rx | Tx |Rx|[Tx|Rx|Tx|[Rx|Tx|Rx|[Tx|Rx|Tx|[Rx|[Tx|[Rx[ Tx
1 1328270 897 0 0 0 0 0 0 0 0 0 0 0 0 0 G852
2 236399 1092247 0 0 0O O O 0 0O O 0O 0O 0O 0 0 693
3 284 222112 0 0 0 0O 0 0 0 0 0O 0 O 0 0 1309
4 0 ¢ 0 0 0 0 0 0 0 0 0O 0 0 0 © 0
5 0 ¢ 0 0 0 0 0 0 0 0O O 0 0 0 0O 0
6 0 ¢ 0 0 0 0 0 0 0 0 0O 0 0 0 © 0
7 0 ¢ 0 0 0 0 0 0 0 0O O 0 0 0 0O 0
3 0 ¢ 0 0 0 0 0 0 0 0 O 0 0 0 © 0
3 0 ¢ 0 0 0 0 0 0 0 0O O 0 0 0 0O 0
10 0 ¢ 0 0 0 0 0 0 0 0 O 0 0 0 © 0
" 0 ¢ 0 0 0 0 0 0 0 0O O 0 0 0 0O 0
12 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Puc. 87. lMpocmoTp cueTunkoB ovepeam

OTobparkeHne KoMYecTBa NaKeToB, KOTOPbIe OTNPaBAAET/NoNyYaeT KaxKaan odepeab.
Haxmute <port>, 4tobbl nepenTn Ha cTpaHuLy OTOOpaxKeHUs NoApobHOM CTaTUCTUKKM NopTa
(cm. puc. 59).

8.4. lpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha pwuc. 92, noptbl 1-5 nepecbinatot coobuweHna B nopT 6. [lakeTol,
npUHMMaemble NOPTOM 1, ABNAOTCA HE TErMPOBAHHbIMM N COOTBETCTBYIOT ovepeam 2.
3HavyeHue PCP naketoB, nNpuvHMMaembix noptom 2, paBHo «0», 3HayeHune DEI paBHO «1».
MakeTbl, NpUHMMaemMble MOPTOM 2, COOTBETCTBYIOT ovepeam 3.

3HayeHne DSCP naketoB, npuHMmaemblx noptom 3, paBHO «4». [lakeTbl, NPUHUMaAEMble
nopTom 3, COOTBETCTBYIOT ovepean 6.
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MopT 4 conoctaBnAeT BCe NOAyYeHHble NaKeTbl OT UCTOYHMKA ¢ MAC-agpecom 00-00-00-00-00-

23 c ouepeapto 5 1 ana nocneayroleit nepecbiikn 3ameHsaeT 3HadyeHne DSCP B 3TMxX nakeTax Ha

«9».

3HayeHne DSCP naketoB, npuHMmaemblx noptom 5, paBHo «5». lakeTbl, NpuUHUMaemble

NOPTOM 5, COOTBETCTBYIOT o4yepeam 2.

LLJarn HacTpomKmM KommyTaTopa:

1. Hactpoiite 3HaueHue CoS nopTta 1 paBHbIM «2» (cm puc. 60).

2. BkAawounTe pexxum KnaccuduKkaumm tera nopta 2 n conoctasbte (PCP=0, DEI=1) c CoS=3 (cm.

puc. 61).

Bkntounte conocraBneHme Ha ocHoBe DSCP nopTtoB 3 1 5 (cm. puc. 66).

4. YctaHoBuTe 3HadeHMa «4» n «5» DSCP Kak «[JoBepeHHblie» M CONOCTaBbTe 3HaYeHne «4»
DSCP c oyepeablto 6, a 3HaueHue «5» DSCP c ouepeabto 2 (cm. puc 68).

5. Bkawouute 3anucu QCL ans nopta 4 (cm. puc. 72).

6. HacTtpoiTe napameTpbl 3anuceit QCL: yctaHoBUTe 3HavyeHne SMSC Kak 00-00-00-00-00-23, a
TUN Kagpa Kak IPv4 (cm. puc. 75).

7. Hactpoite napametpbl gercteua 3anmcen QCL: yctaHoBuTe 3HaveHme CoS Kak «5», a
3HayeHue DSCP KakK «9» (cm. puc. 78).

8. HacTtpoitTe pernMm nnaaHUMPOBAHMA oyepean nopTa 6 Ha 6 B3BELWEHHbIX o4Yepenen, Bec
ouepeaun ot QO ~ Q5 Kak 20, 40, 40, 20, 20, 20 (cm. puc. 83).

w

Mopt 1

MopT B
RommyTaTtop >

MopT 5

Puc. 88. Mpumep HacTponkmn QoS

MakeTbl nopToB 1 1 5 BXOAAT B ouepeab 2, NakeTbl NOPTa 2 BXOAAT B ovepedpb 3, NaKeTbl nopTa 3
BXO4AT B ovepeab 6, NakeTbl NOpTa 4 BXOAAT B ovepeap 5.

Ouepenb 6 1 oyepesib 7 UCNONb3YIOT PEXKUM MIAHUPOBAHUA CO CTPOrMM npuopuTeTom (Strict
priority), a ouepeau ¢ 0 no 5 Mcnonb3ytT pexxum nnaHnposaHma WRR. [aHHble B oyepean 6
obpabaTbiBatoTcA nepsBbimU. Korga odepeab 6 nycrta, AaHHble B odepegax ¢ 0 no 5
NAAHUPYIOTCA NO BECOBOMY COOTHOLLEHUIO.

Bec ouepeau - 20, 40, 40, 20, 20, 20. Takum obpasom, 40AA NOAOCHI NPONYCKaHWA, BblaeNeHHas
naketam Bxoadllei oyepeam 2, coctasnset 40 / (20 + 40 + 40 + 20 + 20 + 20) = 25%, nakeTam
BxoAaALlen ovepean 3: 20 / (20 + 40 + 40 + 20 + 20 + 20) = 13%, a nakeTam BXoAAlLe oyepeam
5:20/ (20 + 40 + 40 + 20 + 20 + 20) = 13%. MakeTbl nopToB 1 1 5 BXOAAT B o4epeapb 2, N0O3TOMY
OHW MepecbiNatoTca B cooTBeTCTBMU ¢ npasuiom FIFO (First In, First out «nepsBbim npuwen -
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nepsBbiM ylen), ogHako obuwaa [onAa nponyckHoM cnocobHocTn noptoB 1 M 5 A0nKHA
cocTtaBnATb 25%.

9. BezomacHocThb (Security)
9.1. ¥YnpasneHue Nosib30BaTeENAMM

9.1.1. BeeageHune

Bo wu3berkaHne npobnem c 6e30MacHOCTbIO, BbI3BaHHbIX MOAKAOYEHMEM HE3aKOHHbIX
nosb3oBaTesiell, KOMMYTATOpPbl AAHHOM cepun obecnevymBaloT Mepapxmyeckoe ynpasieHue
nosb3oBatenamu. KommyTaTop npeaoCTaBAseT pas/iMyHble NpaBa MO MNOAK/IYEHUIO B
3aBMCUMMOCTM OT YPOBHA NoJsib3oBaTens. JOoCTynHbl TPU YPOBHSA NOJIb30BaTeNs:

Tabn. 5
YpoBeHb MpuBuAerMpoBaHHbIN OnucaHue
nonb3oBaTens pexxum

Guest 5~9 CaMbli1 HU3KWUIA YPOBEHb, KOTOPbIN MNO3BOMSIET TOMBKO
npocMaTpMBaTh KOHUIrypaLumio KOMMyTaTopa

System 10 ~ 14 CpeaHuii ypoBeHb, N0SIb30BaTENN CUCTEMBI UMEIOT
onpefeneHHble NpaBa AOCTyNa U HaCTPOMNKM.
Monb3oBaTeNn CUCTEMbI HE MOTYT MOYYUTb
[OCTYN K cneayowmM QyHKUMaM: ynpaBneHue
nonb3oBaTensMu, 06HOBMEHNE NPOrPaMMHOro
obecrneyeHus, nepesarpyska, 3arpyska no
YMOI4aHWIO 1 Nepeaada dannos.

Admin 15 CaMbli1 BbICOKMIA YPOBEHb, aAMUHUCTPATOPbl UMEOT
npaBa Ha BbINONHEHWE BCeX YHKLMNA.

9.1.2. Hactpownka yepe3 WEB-uHTepdeinc

1. Co3HaHMe HOBbIX NOAb30BaTeNen.

Users Configuration

User Name | Privilege Level
admin 15

[ Add Mew User ]

Puc. 89. CosgaHue HOBbIX NONb30BaTeENEN

Haxkmute <Add New User>, 4t0bbl p[06aBuMTb HOBOro nosb3osBatend. KommyTtatop
nogaep*knsaet makcumym 20 nonb3oBaTenen.
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2. HacTtpoiika ypoBHA 40OCTyna nosib3oBaTenen.

Add User
User Settings
User Name aaa
Password . |

Password (again) |||| |
Privilege Level | 10

L Submit ” Feset H Cancel ]

Puc. 90. HacTpoiiKka ypoBHA A0OCTyna nosb3oBaTtenein

Mma nonb3zosartena (User Name)

HacTpansaembit ananasoH: 1~31 cumBoOB.

®PyHKUMA: HACTPONKA MMEHM NONb30BaATENSA.

Maponb (Password)

HacTpansaembit ananasoH: 1~31 cumBoOB.

®yHKLMA: HAaCTPOMKA NaponsA, KOTOPbIN ByaeT MCNONb30BaTb NO/Ib30BaTeNb ANA MNOAKAOYEHUA
K KOMMYTaTOpY.

NoarteeppeHue naponsa (Password (again))

Hactpausaembiit ananasoH: 1~31 cumBo/IOB.

PyHKUMA: noaTBEPKAEHME Napona JOCTyna.

YpoBeHb aocryna (Privilege Level)

Hactpausaemblii ananasoH: 1~15.

®yHKLMA: HACTPOMKA YPOBHA NONb30BaTenA. PasHble ypOBHU A0OCTyna No/ab30BaTeNen MmetoT
pas3Hble NpaBa AocTyna.

3. MNMpocmoTp cnMcka nosb3oBaTeneii.

Users Configuration

User Name | Privilege Level
333 3

555 ]

888 g

aaa 10

ddd 13

admin 15

L Add MNew User ]

Puc. 91. Cnucok nonb3oBaTtenen

Haxkmute <User Name>, 4Tobbl UISMEHUTb TEKyLLME HACTPOMKM NOIb30BaTENS.
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4. VlameHeHMe HaCTpoeK Nosib3oBaTtens.

Edit User
User Settings
User Name aaa
Password Y |

Privilege Level

|
Password (again) ||“ |
1

L Submit ” Reset H Cancel ]

Delete User

Puc. 92. Cnucok nonb3osaTtenemn

Bbl MOrKeTe M3MEHUTb Mapob NOb30BATENA U €r0 YPOBEHb AOCTYNa.
Haxxmute <Delete User> gna yaaneHua nonb3osaTtens.

* [onb3oBatenb «Admin» He MOMKeT 6bITb yaaneH.
* YpoBeHb npusBuaernii ana nonb3osatenda «Admin» no ymondyaHuto: 15 un He
MOXKeT BbITb M3MeHeH. MOXHO M3MEHUTb TO/IbKO Mapoab NoAb3oBaTena «Admin».

5. Hactpoiika ypoBHS NpUBUJIETNIA ANA TPYNN NOJib30BaTeNe.

Privilege Level Configuration

Privilege Level
C ion/Execute | StatusiStatistics
Read/write Read-only

Group Name | C ation
Re;

ig Status/Statistics
-only Ri i

o|@

o[ en[n][en[en][ n][en][n|[en|fen|[en] en] e[ s en[ en][en][ en][en [en[en]fen] e[ en[en [ en][ s [ en
Sl el €<l €l €l <l <l <l e[l sl <ll<l[ €<l <l <] <]l <][«]«

Aggregation
ALARM

Debug

DHCP
DHCPv6_Client
Diagnostics
ETHERNETIP
GMRP

P

IPC
IPMC_Snooping
LACP
LINKCHECK
LLDP
Loop_Protect
MAC_Table
Maintenance
MODBUS
Operate_Log
PNIO_DEV
Ports

QoS

RMirror
Security

SNTP
Spanning_Tree
Sy2-Ring
Sy2-RP
System

VLANs

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Puc. 93. YpoBeHb npusunernii gna rpynn nonb3osatenemn
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Korga YpoBEHb anvaerMﬁ NoNb30BaTeENA TaKOM XKe Man BblllEe, 4eEM YpPOBEHDb I'IpVIBVII]GFVIVI
rpynnbl, NO/Ib30BATE/Ib MOXET MOAYYUTb A0CTYN K rpynne nanm HaCcTpouTb ee. I'IpaBo AocCTtyna
nnn HaCTpOVIKM 3aBUCUT OT YPOBHA npmamnermﬁ nonb3oBaTenAa.

9.2. HacTpoikKa ayTeHTudmnKaLmm

1. HacTpoiika pexunma focTyna K KOMMyTaTopy, PeXKMMa 1 NopagKa ayTeHTUOMKaLUM.

Authentication Method Configuration

Client | Method

consale  |no ¥ |no no

telnet tacacs #| |local | no

ssh radius |%| |tacacs ¥ |I|:|t:al V|
http local [#| no no

Puc. 94. Hactpolika perknuma ayTeHTUPUKaLnm

Pexxum poctyna (Client)

Onuuun: console/telnet/ssh/http.

®dyHKUMA: BbIOOP perkmMma A0CTyNa K KOMMYTaTopy.

Metoa 1/Metoga 2/Metog 3 (Method 1/Method 2/Method 3)

Onuuu: no/local/tacacs/radius.

3HauyeHune no ymondaHuio: local

PyHKUMA: meToabl B Tabsuvue NoKasaHbl ciesa Hanpaso: Metog 1, Metog 2 n Metog 3.
CHayana BbINONHAETCA MeToZ ayTeHTuduKaumm 1. Ecam  ayTeHTMdMKAUMA He yaanach,
npMMeHaeTca MeTod ayTeHTudukaumum 2. Ecanm mn meton, ayTeHTUdMKaumm 1, n metop
ayTEHTUPUKALUUM 2 HeyAauHbl, BbINOAHAETCA MeTo4, ayTeHTUPUKauum 3.

OnucaHuMe: «no» 03HaAYaeT, YTO ayTEHTUPUKALMNA OTKAKYUYEHA U BXOL B CUCTEMY HEBO3MOXKEH;
«local» nopgpasymeBaeT, 4YTO AAA BbINOJAHEHMA ayTeHTUPMKAUMM  UCNONb3YIOTCA UMA
Nnonb3oBaTeNs W Napo/b, YCTAaHOBJIEHHble Ha JIOKAJIbHOM YpPOBHe; «tacacs» o0O3Ha4vaeT
MCMNO/Ib30BaHME MMEHW NO0/b30BaTeNA W MaponA, YCTAaHOBAEHHbIX Ha cepsepe TACACS +;
«radius» O3Ha4yaeT WCNo/sb30BaHME MMEHM MO0/b30BaTeNA WM NAPOASA, YCTAHOB/MEHHbIX Ha
cepBepe RADIUS ans ayteHTUPUKaLUK.

HacTpouTb MeToA, 3 Kak «local». 3To MO3BOAWUT BbINOAHUTL BXOA B CUCTEeMYy ANS
JIOKaNbHOroO Mo/ab30BaTeNA, €CAM HM OAUH M3 HAaCTPOEHHbIX YAaNeHHbIX CepBepoB
ayTeHTUdMKaumnmn He paboTaer.

m Ecnm ans metoga 1 n metoga 2 BbibpaHbl pexkumbl «tacacs/radius», pekomeHayeTca
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9.3. HacTtpowka npotokona SSH

9.3.1. BeegeHue

SSH - 37O ceTeBOI NPOTOKOA An1A 6e30nacHoro yganeHHoro sxoga B cucremy. OH wndpyeT Bee
nepefaBaemble AaHHble, 4TOObl NpPeaoTBPaTUTL pacKkpbiTe MHPopmauun. Korga paHHble
wudpyroTca ¢ nomowbio SSH, Nonb3oBaTeENN MOTYT UCMO/Ib30BATb TO/IbKO PEXMM KOMaHAHOM
CTPOKM AN HACTPOMKM KOMMYTATOPOB.

[aHHaA cepua KOMMyTaTOpOB noagep:kusaet GpyHKUnMio cepsepa SSH 1 gaeT BO3MOXKHOCTb
NOAKNOYATLCA MHOXECTBY KAMeHTOB SSH, KOoTopble MOryT MNOAKAOYUTLCA K yAaneHHOMY
KOMMYyTaTOpy NocpeacTBOM NpoTokona SSH.

9.3.2. Peanusauma

Ytobbl ocyuiectBuTb 6e3onacHoe SSH noakntoyeHune, cepBep W KAWEHT AO0JIXKHbI MPONTU
cnegyrowme nNATb 3Tanos.:

e Craausa cornacoBaHuA Bepcuit: B HacToswee Bpema SSH coctonTt 13 asyx Bepcuin: SSH1 m
SSH2. O6e cTOpOHbI A0/IXKHbI COr1acoBaTb BEPCUIO A8 UCMOb30BaHUS;

e Cragusa cornacoBaHuA Kawueh u anroputmoB: SSH noaaeprknBaeT HECKOJIbKO TUMOB
anroputmos WwunodposaHmsa. Obe CTOPOHbI A0JMKHbI COr/1acoBaTb, KaKOM anroputm byaer
MCNo/Ib30BaTbhCA;

e Cragua ayTeHTUdMKaumn: KameHT SSH oTnpaBnseTr Ha cepBep 3anpoc Ha
ayTEHTUPUKALMIO, NOC/IE YEro CEPBEP AO0/KEH ayTEHTUDMUMPOBATb KAMEHTA;

 CraguAa 3anpoca ceaHca: KAMEHT OTMpPaBAAET 3amnpoC Ha CeaHC K cepBepy nocne
NPOXOXKAEHNA ayTEHTUPUKALNK;

e CTagma ceccuun: KAMEHT U cepBeEP HAaYMHAKOT CBA3b NOCAE NepenaYm 3anpoca Ha CeaHc.

1. BkntoyeHue npoTtokona SSH.

S53H Configuration

| Mode | | Enabled v/ |

L Submit ” Feset ]

Puc. 95. BkntoueHune npoTtokona SSH

Pexxum (Mode)

Onuuu: Enable/Disable (BkatoueHo/BbikntoyeHo)

3HayeHWe no ymonyaHuto: Enable (BkatoueHo)

PyHKUMA: BKAOYEHME U BbIKAOYEHWEe npoTokona SSH. Ecan pexmm paboTbl NpoTOKona
BK/ItOYEH, KOMMyTaTop paboTaeT Ka cepsep SSH.
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9.3.3. Mpnmep TMNOBOWN HACTPOMKM

XocT paboTaeT Kak KnneHT SSH ana ycraHOB/IEHUS TOKa/IbHOIO COeANHEHUSI C KOMMYTaToOpPOM,
KaK MOKa3aHO Ha pUCyHKe 102.

SSH Knuenr SSH Cepsep

192.168.0.23 192.168.0.2

Xoct KommyTtatop

Puc. 96. BkntoveHue npoTtokona SSH

1. Bknatoumte npotoKon SSH.

2. YctaHoBuTe coegunHeHune ¢ SSH-cepsepom. CHavana 3anyctute nporpammy PuTTY.exe, Kak
nokKasaHo Ha puc. 97; seegute IP-agpec SSH-cepsepa «192. 168.0.2» B nosie UMEHM XOCTa
(nnun IP-agpeca).

f{ PuTTY Configuration

Categony:
=l Session | Baszic options for pour PUTTY session |
F Llngglng Specify the destination pou want to connect to
[= Terminal
Haost Mame [or IP address) Part
- Keyboard
Bl |192.168.0.2 | [22 |
- Features Connection type:
(=) i () Baw O Telnet O Rlogin &2 55H (O Senal
oy
ppealrance Load, zave or delete a stored zession
- Behaviour
- Translation Saved Sessions
- Selection | |
 Colours Default Settings Load

[=)- Connection ;]
o
< Prosy
- Rlogin
[+ 55H
- Senal

Cloze window on exit;
O &ways (O Mever (3 Only on clean exit

L Open J [ Cancel

Puc. 97. BkntoueHune npoTokona SSH

3. Haxmute KHonKy <Open>, nocne 3TOro MOSBUTCA npeaynpexaatoulee cooblieHue,
NOKasaHHoe Ha puc. 98. Haxkmunte KHoNKy <[a>.
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The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1040 1d:24:76:38:72:9b:c5:45:50:54:b2:3d:82:95:62:9
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit MNo.

If you do not trust this host, hit Cancel to abandon the
connection,

| B || He || Omews || Copasxa

Puc. 98. Mpeaynpeskaatouiee coobuieHme

4. Beegute umsa KaveHta «admin» M naponb «123», ans Toro 4tobbl BOMTM B MHTEepdeic
HacTpoek KommyTaTopa (puc. 99).

£ 192. 168.0.2 — PullY

Puc. 99. NHTepdodeiic aBTopm3saumm

9.4. HacTtpowka npoTokona SSL

9.4.1. BeegeHue

SSL (Secure Socket Layer) - 3To NnpoTOKo/ 6€30NacHOCTU, KOTOPbI obecneynBaeT 6e3onacHyto
CBA3b Ha YypOBHE NpPOTOKONOB npunoxkeHuns TCP, Hanpumep, HTTPS. SSL wudpyet cetesoe
coeguHeHMe Ha TPAHCMOPTHOM YPOBHE U UCMOJIb3yeT CUMMETPUYHbIA anropuTm WndposBaHua
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ans obecneyeHns 6e3onacHOCTM AaHHbIX. MpoTokon SSL ucnonb3yeT Kog ayTeHTUGUKaLMM Ha
6a3e CEeKPeTHOro K/ak4a A5 COXpaHeHMA nepegaBaemMon U NnpuHMmaemon nHoopmaumm. 1ot
NPOTOKOAN LWMPOKO NpUMeHaeTcs B Beb-Opay3epax, 3/1€KTPOHHOW MoyTe, U T.4., UCMO/b3ys
NPOTOKO/bl WKdpPOBaHUS ANa 6e3onacHo nepeaaym MHGoOpMaLnmM No CETU.

Ona poctyna K KOMMYTATOpy C BKAKOYEHHbIM NpoTOKonAom SSL, nonb3oBaTtenn AOXKHbI
ucnonb3oBaTb  HesomacHoe  MOAKAOYEeHMEe C  ucnosnb3oBaHMem  https, Hanpumep
https://192.168.0.2.

9.4.2. Hactpoiika yepe3s WEB-mHTepdeic

1. BkntoueHue npotokona HTTPS.

HTTPS Configuration
lMode Enahled b
Automatic Redirect | | Disabled i
Certificate Maintain | IMone b
Certificate Status Switch secure HTTP certificate is presented

[ Subrmit ” Reset ]

Puc. 100. BkntoyeHume npoTokona HTTPS

Pexxum (Mode)

Onuuun: Enable/Disable (BkatoueHo/BbikioUyeHO)

3HayeHue no ymonyaHuto: Enable (BkntoueHo)

DyHKUMA: BKAOYEHME W  OTKAYeHMe npoTokona HTTPS. [lMocne BKawoudeHma HTTPS
no/sib3oBaTenu ANs A0CTyNa K KOMMYTaTOpy MOryT MCMoAb30BaTb ccbiiky http://ip-address u
3alMLLLEHHYIO ccbinky https://ip- address.

ABTOMaTMuecKoe nepeHanpasneHue (Automatic Redirect)

Onuwuun: Enable/Disable (BkntoueHo/BbikioueHO)

3HayeHue no ymonyaHuio: Enable (BkntoueHo)

®yHKumMA: Enable (BkntouyeHo) o3HayaeT, YToO MOJIb30BaTENM LO/KHbI MCMO/b30BaTb TO/ILKO
3alMLLEHHYIO CCbinKy https://ip-address ana aoctyna K Kommytatopy. Disable (BbikntoueHo)
O3HayaeT, 4YTO MONb30BaTe/IM MOFYT WMCMNO/b30BaTb KaK cCcbiaky http://ip-address, Taku u
3aWMlLeHHY0  ccbinky  https://ip-address ana  goctyna K KommyTtatopy. [apameTtp
«ABTOMaTMYECKOE NepeHanpaB/ieHMe» MOXHO HACTPOUTb, TONIbKO E€C/AN BK/KOYEH PEXKUM
HTTPS.

YnpasneHue ceptudpukarom (Certificate Maintain)

Onuwuun: Enable/Disable (BkatoueHo/BbikatoueHo)

3HavyeHue no ymondanuio: Enable (BknoueHo)

®yHKuMA: ynpasneHue ceptudmkatom HTTPS. Mapametp «Certificate Maintain» moXKHO
HaCTPOUTb, TO/NIbKO €CnM OTKAlouYeH pexum HTTPS. «Delete» (yaanutb) mcnonb3yetca ans
yoaneHus cyuectsytoulero ceptudukata HTTPS wm3 kommytatopa. «Upload» (3arpyska)
ncnonb3yeTca ANA 3arpysku npaBuabHoro ceptudumkata HTTPS Ha KommyTaTop C NOMOLLbHO
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Beb-6bpaysepa wuam URL-agpeca. «Generate» (reHepaums) ykasbiBaeT, 4YTO KOMMYTaTop
aBTOMATMYECKM FEHEPUPYET NPaBUAbHbIN cepTudmkat HTTPS.

Cratyc ceptudukara (Certificate Status)

Onuwun: Switch secure HTTP certificate is presented/Switch secure HTTP certificate is not
presented/Switch secure HTTP certificate is generating (Ceptudukar npeacrasneH/Ceptudpukar
He npeacTasneH/CepTudukaT co3gaerca).

®dyHKumMA: oTobpaxeHne cratyca ceptudmkata HTTPS ana kommytaTopa. «CepTuduKaT
npeAcTaB/ieH» 03HAYaeT, YTo CepTUPMKAT AOCTyneH. B sTom cnyyae Bbl MOXKeTe BOMTU Ha BeO-
CTpaHuuy KommyTaTopa 4depe3s HTTPS. «CepTuduKaT He npeactaBieH» O3HA4YaeT, 4YTo Ha
KOMMyTaToOpe HeT AOCTYMHbIX CepTUPUKATOB. B 3TOM cnyyae Bbl HE MOXKeTe BOWTM Ha Beb-
cTpaHuuy 4Yepe3 HTTPS. Co3gaHue ceptudmrata 6esonacHocTn KommyTtatopa HTTP o3Hauvaer,
yto cosgaetca ceptudurat HTTPS.

2. TeHepauusa ceptnudmkata HTTPS.

HTTP3 Configuration

Mode Disabled v
Automatic Redirect Disabled

Certificate Maintain Generate A
Certificate Algorithm | RS3A b
Certificate Status Switch secure HTTP centificate is not presented

L Submit ” Reset ]

Puc. 101. l'eHepauus ceptndmkata

Cratyc ceptudukara (Certificate Status)

Onuun: RSA/DSA.

3HayeHue no ymonyaHuto: RSA.

®yHKuMA: BbIbOp anropmuTtma ans Bbibopa ceptudmkata HTTPS.

3. 3arpyska ceptudukata HTTPS.

HTTPS Configuration

Mode | Disabled
Automatic Redirect Disabled
Certificate Maintain Upload
Certificate Algorithm | | R3A

<< <|¢

PassPhrase

Certificate Upload Web Browser A
File Upload Bribepute dhaiin ] Daiin He exibpaH

Certificate Status Switch secure HTTP certificate is presented

Puc. 102. 3arpy3ka cepTuduKaTa yepes Beb-b6paysep
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HTTP S Configuration
Mode | Disabled v
Automatic Redirect | [izabled
Certificate Maintain | Upload v
PassPhrase e |
Certificate Upload | | URL |
URL |
Certificate Status Switch secure HTTP certificate is not presented

Puc. 103. 3arpy3Kka ceptudukata Yepes URL

Naponb (PassPhrase)

®yHKUMA: ncnonbayetcsa ans wudposaHMa cepTudmKara.

3arpy3Ka ceptudukara (Certificate Upload)

Onuuun: Web Browser/URL.

3HavyeHue no ymondaHuo: Web Browser.

®yHKUMA: BbIOOp MeToga AN 3arpyskn ceptnudmkata HTTPS.

3arpy3kKa ¢aina (File Upload)

®yHKuMA: BbIBOp daiina c cepTudmkatom HTTPS 3anncaHHOro Ha IoKanbHOM cepBepe.
URL

PyHKUMA: HacTpoMKa nyTm xpaHeHusa danna ceptudumkata HTTPS. [MNoaaeprknsaemoble
npotoKkosbl: HTTP, HTTPS, TFTP n FTP. ®opmaT HacTpOMnKK cieayounii:
http://10.10.10.10:80/new_image_path/new_image.dat nnu
FTP://username:password@10.10.10.10/new_image_path/new_image.dat.

4. Echn ceptudunkat HTTPS npeactaBneH B KommyTaTope, BBeAMTE MMA MO/b30BaTeNa U
naponb ANA YCrewHoro Bxoga B KommyTtaTtop vyepes HTTPS.

9.5. ¥YnpasneHue 4OCTYNOM

9.5.1. BeegeHue

[na ynpaBneHua AOCTYNOM K KOMMYTaTOpy MOXHO CO34aTb CMMCOK A0CTyna Aaa Toro, 4tobbl
OrPaHUYUTb KOZIMYECTBO XOCTOB, KOTOPbIE MOFYT MOAYYUTb AOCTYN K KommyTaTtopy. Cnucok
[OCTYNa MOXKeT coAeprKaTtb A0 16 3anuceit. XocCT, KOTopblii cCOOTBETCTBYET Nt060N M3 3anuceit B
CMMCKe A0CTYNa, MOXKET YCMNELWHO NoAyYMTb AOCTYN K KOMMYyTaTopy.

1. HacTpoiika cnmcka goctyna

Haxmute <Add New Entry>, 4To6bl HACTPOUTL CMMCOK yNpaBAeHMA A0CTynom. KommyTtaTop
noaAep»K1BaeT CNUCOK ynpaBaeHNsa AOCTYNOM MaKCMmym u3 16 3anucei.
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Access Management Configuration

[t [Exeied <]

Delete | VLANID | Start IP Address [ End IP Address [HTTP/HTTPS [ SNMP | TELNET/SSH
O 1 192.168.0.10 192 168.0.250
@ 2 192 16815 192 168 1 50 i @

Puc. 104. HacTpoWKa cnucKka goctyna

Pexxum (Mode)

Onuuu: Enable/Disable (BkntoueHo/BbikntoyeHo)

3HayeHue no ymondaHuio: Disable (BbikntoueHo)

®PYHKUMA: BKAKOYEHME U BbIKNKOYEHNE PEXMMA YyNpaBAeHMA AOCTYyNnoM K KommyTaTtopy. Disable
(BbIK/IHOYEHO): AOCTYN K KOMMYTaTOPY HE OrpaHMYeH.

Naentudpukarop VLAN (VLAN ID)

HacTpansaembit ananasoH: 1 ~ 4094

PyHKUMA: HacTpolKa naeHtTudukaTopa VLAN ans cnmcka ynpaBneHma gOCTYNOM.

HauanbHbi IP-agpec/KoHeuHblit IP-agpec (Start IP Address/End IP Address)

PyHKUMA: HAaCTPOMKa AMana3oHa IP-agpecoB 4na cnucka ynpaBaeHUa gOCTYNOM.

HTTP/HTTPS

dyHKUMA: ecnn BbibpaH pexxknum HTTP/HTTPS, XOCT, KOTOPbIN COOTBETCTBYET UAEHTUPUKATOPY
VLAN u IP-agpecy B cnmcke Ao0CTyna, MOXeT MO/yYMTb AOCTYN K KOMMYTATOpy 4epes
HTTP/HTTPS.

SNMP

®dyHKUMA: ecnn BbibpaH pexkum SNMP, xocT, KOTopbIn cooTBeTcTBYeT naeHTudumkatopy VLAN un
IP-agpecy B cnncKe A0CTYNa, MOXKET NOAYYMTb AOCTYN K KOMmmyTaTopy Yepe3 SNMP.
TELNET/SSH

®yHKumMA: ecnm Bbl6paH TELNET/SSH, xocT, KoTopbliii cooTBeTcTBYeT uaeHTudukatopy VLAN u
IP-afpecy B cnMcKe AOCTyNa, MOXET Moy4nTb A0CTYyN K KommyTaTopy Yepe3 TELNET/SSH.

2. NPOCMOTP CTAaTUCTUKM yNPaBAEHUS JOCTYNOM.

Access Management Statistics  Auto-refresh [J | Refresh | | Clear |

Interface | Received Packets | Allowed Packets | Discarded Packets
HTTP 513 513 0
HTTPS 0 0 0
SNIMP 0 0 0
TELNET 46 46 0
SSH 0 0 0

Puc. 105. MpocmoTp CTaTUCTUKKU YNPaBAEHUA AOCTYNOM
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3. HacTpoliika TalmayToB A4/1A PEXKMMOB AOCTYNa K KOMMYTATOpPY.

Login Timeout

Service Type | Timeout
Command Line |10 rrin 0 SEC
WEB 5 min| 0 SEC

[ Submit H Feset ]

Puc. 106. Hactpolika TanmayToB

Pexxum (Mode)

HacTtamBaemblit agnanasoH: (0~1440) muH. (0~3600) cek.

3HavyeHue no ymonyauuo: 10 muH. ana CLI, 5 muH. ansa web-nnHtepdeitca.

®YHKUMA: HACTPOMKA BPEMEHN OXWAAHUA BXOAA MONb30BaTENs U BPEMEHWU €ro OTKAOYEHMA.
OTcyeT BpEeMEHM HauMHaeTcs, Korda no/ib30BaTeNb 3aBepLUT BCe HaCTPoWKu. Cuctema
aBTOMATUYECKWN OTKIHOUUT PEXMM A0CTYNa, KOraa Bpems 3akoHUnTcA. Ecnm Bpems ycTaHOBAEHO
Ha 0, byHKUMA Talim-ayTa OTK/AloUYeHa. B 3Tom cnyyae cepsep He ByaeT npoBepsATb, UCTEKNO K
Bpemsa paboTbl No/Ib30BaTeNs B CUCTEME, U, CNEeA0BaTe/IbHO, NO/Ib30BaTe b He ByAeT OTKAOYEH
OT CUCTEMBbI.

9.6. MpoTtokon SNMP v1/SNMP v2c
9.6.1. BeegeHue

Simple Network Management Protocol (SNMP) - npoToKon ynpaBieHUs CeTeBbIMU
yCTpOMCTBAaMM C UCNOb30BaHMeM npotokona TCP/IP. Bnarogapa ¢yHKunnm SNMP,
aAMUHUCTPATOP MOMKeT 3anpawimBatb WMHPoOpMaLMIO 06 YCTPOMCTBE, MEHATb HACTPOWMKM,
CNeAuTb 3a COCTOAHMEM YCTPOMCTBA U OOHAPYKMBATb HEMOIALKM CETH.

9.6.2. Peanunsauus

[Ona ynpasneHua ycrponcteamu, SNMP ucnonb3yeT apxuUTekTypy «manager/agent»
(MeHenskep/areHT). Takum 06pasom, Mo GYHKLMOHANLHOCTM OH BKAOYAET ABE COCTaBAAOWME:
«NMS» n «AreHT».

* Network Management Station (NMS) - 310 pabouas cTaHuUMA, Ha KOTOpoi paboTaeT
SNMP-npunoxKeHne gna ynpaBneHWA CeTblo KAMEHTOB, Urpalol,eda OCHOBHYH POJib B
ynpasaeHnmn ceTbio C NOMOLLbIO NPoTOKoAa SNMP.

* AreHT - 3TO MPOrpPamMMHbIN Mpouecc Ha ynpasnsemom yctpouctse. OH oTBe4vaeT 3a
npuem M obpaboTky 3anpocos ot NMS. Mpn BO3ZHUMKHOBEHUM aBapPUMHOM CUTYyaL MM
areHT aBTomaTuyeckn nHpopmupyet 06 stom NMS.

NMS asndaetca cpeacteom ynpasneHua cetbto SNMP, a AreHT ynpasnsetca cetbto SNMP.
O6bmeH nHpopmaunen ynpasneHna mexgy NMS n AreHToM ocyLLLecTBAAETCA Yepes NPOTOKON
SNMP. SNMP obecneunsaeT BbINONHEHNE 5 OCHOBHbIX ONepauuii:

* Get-Request
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* Get-Response

* Get-Next-Request

* Set-Request

e Trap
NMS otnpasnaet naketbl «Get-Request», «Get-Next-Request» n «Set-Request» ana 3anpoca
OAHHbIX, HAaCTPOMKM M ynpaBAeHUA YCTPOMCTBOM. lMocne nonyyYyeHusa 3TUX 3anpocoB, AreHTbl
oTBeyvatoT naketamum «Get-Response». [pn BO3HUKHOBEHMW TPEBOrM areHT aBTOMAaTU4YECKM
oTnpaBuT coobueHne «Trap» B NMS, 4TOob6bI COOOWMUTL O BO3HUKHOBEHWM AHOMAJIbHbIX
cobbITUN.

9.6.3. OnwuncaHune

JaHHaa cepua kKommyTaTtopos nogaeprkusaet sepcnum SNMPv2c n SNMPv3. Mpu atom SNMPv2
cosmectum ¢ SNMPv1.

SNMPv1 ucnonb3yeT NpUHUMN ayTeHTUPUKauMm no umeHm coobuwectsa (Community Name
Authentication). ma coobuwectBa paboTaeT Kak Naposib M UCNOAb3YETCA AN OrpaHUYEHUs
poctyna AreHta SNMP Kk SNMP NMS. Ecam uma coobuiectsa SNMP-coobuieHnss He MOXKeT
NPONTK ayTEHTUDMKALMIO YCTPOMCTBA, OTNPaB/eHHOe coobuieHme byaeT yaaneHo.

SNMPv2 TakKe uCcnonb3yeT ayTeHTUPUKaAUMo nNo umeHn coobulectea. OH He npocTo
coBmectum ¢ SNMPv1, Ho u pacwmpseT ¢dyHkumMm SNMPv1. KoppeKTHas coBmecTHas paboTa
NMS 1 AreHTa OCHOBbIBAeTCS Ha coriacoBaHHoM Bepcun SNMP. AreHT MOXKeT ObiTb HacTpoeH
Ana paboTbl C HECKONbKMMU BEPCUAMU OL4HOBPEMEHHO M MCNO/Ib30BATb Pa3Hble BEPCUMU ANA
€BA3K C pasHbimn NMS.

9.6.4. OnucaHne MIB (Management Information Base)

Jlloboit ynpaBnsiemblt pecypc MOMKHO paccmaTpuMBaTb KaK OOBEKT, COOTBETCTBEHHO OH
Ha3blBaeTCA YNpaBAaeMbiM 0ObEKTOM.

MIB (Management Information Base) - 3T0 COBOKYNHOCTb BCex ynpaBasemMbix ob6bekToB. MIB
onpeaenseT MepapXMyeckMe OTHOLWIEHWUS MeXay ynpaBasembiMu obbekTamu u onpegenser
OCHOBHble aTpMbyTbl 06BLEKTOB, Hanpumep, UM 06beKTa, NpaBa AOCTyna, TUNbl AaHHbIX U T.4. Y
Kaxgoro AreHTa ectb cBoAa MIB. NMS moxeT 4uMTatb WMAM 3anucbiBaTb 06beKTbl B MIB B
COOTBETCTBMMU CO cBOMMM npaBamu. CBasb NMS, AreHTa n MIB nokasaHa (cm puc. 107).

Npuem/nepenaya
3anpocos

4—

I'Ionyqewegmeray
i@ »

NMS Trap» coobleHMK

AreHt

Puc. 107. Bsaumocsasb NMS, AreHTa 1 6asbl MIB

MIB onpeaenseT ApeBOBUAHYIO CTPYKTYpPY, rAe KaxKabli y3en AepeBa ABAseTcA ynpaBasemMbim
obbektom. Kaxkapin y3en aepesa coaepkut OID (MaeHTUdUKaTop 06beKTA), KOTOPbIA MOXKET
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YKasblBaTb NO3MuUMIO y31a B CTpyKType aepesa MIB. OID ynpaBnsemoro obbekta A paBeH
1.2.1.1 (cm. puc. 108).

KopeHs

Yaen (2)

¥3en (1)
MNanyyatens (2)

Nonyuarens (1)
Monysarens (1)

Puc. 108. CtpyKTtypa gepesa MIB

9.6.5. HacTpoliika ¢ nomoubto WEB-nHTepdeica

1. BkatouyeHue npotokosna SNMP n Bbibop Bepcum.

SNMP System Configuration

Mode Enahled A
Version SHMP v2c v
Read Community | |public

Write Community | |private

Engine ID 80000725017100000

L Subrnit ” Reset ]

Pwuc. 109. BkntoyeHme SNMP

Pexxum (Mode)

Onuwmun: Enable/Disable (BkatounTb/BbiKntounTb)

3HayeHue no ymondaHuio: Enable (BkntoueHo)

OnucaHue: BrkatoYeHME 1 BbiKAoYeHUe npoTokoaa SNMP.

Bepcumsa 2 (Version)

Onuumn: SNMP v1/SNMP v2¢c/SNMP v3

3HayeHue no ymonyaHuto: SNMP v2c

Onwucanue: Bbibop Bepcun SNMP. Bepcna SNMP v2c coBmectuma ¢ Bepcuennt SNMP vl. Bepcusa
SNMP v3 coBmecTtuma ¢ sepcuamm SNMP v2c u SNMP v1.

Coobuwectso «Tonbko ureHne» (Read-Only Community)

Hactpausaembiit ananasoH: 0 ~ 255 cumsonos

3HauyeHne no ymonvaHuto: Public (OTKpbITbIN)

®PyHKUMA: HAaCTPOMKa MMeHU coobuectBa «TonbKo uTeHne» (Read-only community).
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Onucanue: nHpopmauma MIB KommyTaTopa MOXKET HbITb MPOYNTAHA TONILKO B TOM C/ly4ae, eCNU
nma coobuiectsa, nepesaBaemoe naketom SNMP, coBnafaetr ¢ MMeHeM, HAaCTPOEHHbIM Ha
KommyTaTope.

CoobuwectBo «YteHne&3sanucb» (Read&write Community)

Hactpansaembii ananasoHn: 0 ~ 255 cumsonos

3HauyeHne No ymosyaHuto: Private (3aKpbITbiit)

®YHKLMA: HACTPOIMKa MMeHM coobuiecTBa «TonbKo yteHne» (Read-only community).

OnucaHune: nHdopmayma MIB KommyTaTopa MoXKeT BbiTb MPOYMTaHa M 3anNMcaHa TO/IbKO B TOM
cnyyae, ecinm uma coobuiectsa, nepepasaemoe B nakete SNMP, coBnagaeT Cc MMEHEM,
HaCTPOEHHbIM Ha KOMMYyTaTope.

2. Hactpoiika rnobanbHOro pexxmnma coobieHnin «Trap».

Trap Configuration

Global Settings

| Mode | [Enabled v/ |

Trap Destination Configurations

Delete | Name [ Enable | Version | Destination Address | Destination Port
[] 111 Enabled SHMPvZc 192.168.0.23 162

| Add New Entry |

L Submit ][ Feset ]

Puc. 110. HacTtpoWka rnobanbHOro pexunma coobueHnin «Trap»

Pexxum (Mode)

Onuuun: Enable/Disable (BkntoueHo/BbikatoueHo)

3HayeHue no ymondanuio: Disable (BbikntoueHo)

OnucaHue: BKIOYEHUE U BbIKNOYEHKE r106a/1bHOro peskmnma cooblueHnin «Trap».

Haxkmute <Add New Entry>, u4tobbl HacTpouTb CNMCOK coobueHnin «Trap». KommyTtaTtop
noaaep>KnBaetT makcumym 4 3anucu. Haxkmute <Name>, 4Tobbl UISMEHUTb CMUCOK COObLLEeHUI
«Trap».
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3. HacTpoi#iKa cnmcka coobuieHnin « Trap».

SNMP Trap Configuration

Trap Config Name 1M
Trap Mode Enabled b
Trap Version SHMP v2c “
Trap Community Fublic
Trap Destination Address 192 168.0 23
Trap Destination Port 162
Trap Inform Mode Enabled v
Trap Inform Timeout (seconds) | |3
Trap Inform Retry Times a
Trap Probe Security Engine ID | “rob/es
Trap Security Engine ID | |
Trap Security Name MNone

SNMP Trap Event
System [¥]* ] Warm Start M Cold Start

Link up O none O specific @ all switches

Interface *Link down O none O specific @ all switches

LLDP © none O specific @ all switches
Authentication * ¥ SHMP Authentication Fail
Switch V] ¥ sTP M RMON

[ Submit H Reset l

Puc. 111. HacTpo#Ka cnmcka coobuieHnin «Trap»

HacTpoiika umeHu cnucKa coobweHuii «Trap» (Trap Config Name)

HactanBaembin agnanasoH: 1 ~ 255 cusonos.

PyYHKLUNA: HACTPOMKA MMEHM CNUCKa COObLLLEHNI «Trap».

Bbi6bop pexxuma coobweHnii «Trap» (Trap Mode)

Onuuu: Enable/Disable (BkntoueHo/BbiKito4eHO).

3HayeHue no ymonyaHutio: Disable (BbikntoyeHo).

PYHKUMA: BKOYEHNE U BbIK/IIOYEHUE pPeXMMA co0bLLeHNn «Trap». MNocne BKAOYEHUA AaHHOTO
pexrma KOMMYTaToOpP MOKET OTNPaBAATb cooblueHnsa «Trap» 8 NMS.

Bepcua coobuenuii «Trap» (Trap Version)

Onuumn: SNMP v1/SNMP v2¢/SNMP v3.

3HayeHue no ymonyaHuto: SNMP v2c

®PyHKUMA: HAcTpOMKa BepcuM npoToKona ¢ coobuweHnamn «Trap», OTNPaBAAEMbIX
KOMMYTaTOPOM Ha cepBep.

CoobuwectBo coobweHuit «Trap» (Trap Community)

Hactansaembiii AnanasoH: 1 ~ 255 cMmBOJIOB.

3HavyeHue no ymondanuio: Public (OTKpbITbIN).
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®yHKUMA: HaCTpOlKa WMMeHM coobliecTBa, KoTopoe 6yaeT nepeaaBaTbCcA MOCPEACTBOM
coobuieHunin «Trap».

Appec HasHaueHUa ana coobweHui «Trap» (Trap Destination Address)

®opmart: A.B.C.D

®yHKUMA: HAacTpPOMKa agpeca cepBepa gns npuema coobuieHmin «Trapy.

MNopT Ha3HaueHue ana coobweHunit «Trap» (Trap Destination Port)

HactanBaembin gnanasoH: 1 ~ 65535,

3HayeHune No ymonyaHuio: 162.

®yHKLMA: HAacTpOMKa HoMepa nopTa gNs nepegayn coobueHun «Trap».

Pexxum nHpopmuposaHua coobweHuii «Trap» (Trap Inform Mode)

Onuwuun: Enable/Disable (BkntoueHo/BbikAo4YeHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

®yHKUMA: HacTpOlKa PYHKLMM OTBETA KOMMYTATOPY NOCAE TOro, Kak CEPBEpP MOAYYMUT NaKeT C
coobuieHnem «Trap».

Tavmayt gna pexkuma uHpopmuposaHus coobueHnii «Trap» (Trap Inform Timeout)
HactanBaembin Agnana3oH: 1 ~ 2147 cek.

3Ha4yeHMe No yMON4YaHUIO: 3 Cek.

®YHKLMA: HACTPOMKA BPEMEHM OXMAAHMA AN OTNPABKM MAKeToB C coobuweHuamn «Trap».
Mocne oTNpaBKM MaKeTa Ha CepBep KOMMYTATOp MOBTOPHO NepesaeT NakeT € COObLeHUAMM
«Trap», ecCnu OH He MoJly4YaeT OTBETa OT cepBepa B TEYEHUE AaHHOTo nepuoaa.

Konunuectso TaiimaytoB gna pexkmma uHopmuposaHua coobuweHun «Trap» (Trap Inform
Retry Times)

HactanBaembin gnanasoH: 0 ~ 255.

3HayeHne No yMmoYaHuio: 5.

PyHKUMA: HACTPOMKA KONMYECTBA TaMMayTOB MOBTOPHOM OTNPaBKM MaKETOB C COOOLLIEHUAMMU
«Trap». EcnM KonAnyecTBO NOBTOPOB MPEBbIWAET 3HAYEeHWe 3TOro napameTpa U cepsep He
OTBEYaeT, CYNTAeTCA, YTo Nepeaaya NakeTa He yaanachb.

«lFopsauwnii ctapt»/»XonogHbi» crapt (Warm Start/Cold Start)

Onuwuun: Enable/Disable (BkntoueHo/Bbikato4eHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

®yHKUMA: HAacTpoMKa GYHKUMM nepeaaym naketos C coobuweHnamn «Trap» Npu BbINOJHEHUM
«lopAadero cTapT»/»XonogHoro» ctapta KOMMyTaTopa.

CeAasb ectb/CBA3M HeT (Link up/ Link down)

Onuuun: none/specific/all switches.

3Ha4yeHWe No YMOJIYAHUIO: hone.

®yHKUMA: HAacTpOMKa GYHKUMM Mepenayn naketoB C coobuieHUAmMM «Trap» MNpu M3MEHEHUM
cTaTyca nopra.

LLDP

Onuun: none/specific/all switches.

3HauyeHne No yMOIYaHUIO: none.

®yHKLMA: HacTpOMKa GYyHKUMM Mepenayn nakeToB C CoobueHnamM «Trap» Mnpu U3MEHEHUU
cTaTtyca «cocena.

OwnbKa ayteHTUPUKauum SNMP (SNMP Authentication Fail)

Onuwuun: Enable/Disable (BkntoueHo/BbikAo4YeHO).
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3HauyeHKWe no ymonyaHuto: Disable (BbikntoyeHo).
®YHKUMA: HacTpoMKa GYHKUMM OTNpaBKKM coobuieHui «Trap» npu OWKbKe ayTeHTUPUKaL MM
SNMP.

STP

Onuwuun: Enable/Disable (BkntoueHo/BbikAo4YeHO).

3HauyeHKne no ymonyaHuto: Disable (BbikatoueHo).

®yHKUMA: HacTpoliKa GYHKLUMM OTNPaBKM coobuieHnin « Trap» npu u3smeHeHum ctatyca STP.

9.6.6. Mpnmep TMNOBOWN HACTPOMKM

Ynpasnatowuii cepsep (NMS) SNMP nogkntouaetcs K KommyTaTopy 4yepes ceTb Ethernet. IP
agpec ynpasnatouwero cepsepa: 192.168.0.23, a IP agpec KommyTatopa: 192.168.0.2. NMS
ynpasaseT u KOHTpPoAupyeT AreHTa ¢ MomoLbto NpoTokosna SNMPV2, KOTOPbIN MOXKET YUTaTb U
3anucbiBaTb MHGopMaLmo MIB AreHTa. AreHT aBTOMaTUYECKKN OTMNpaBasAeT coobuieHns «Trap» B
NMS, Koraa y AreHTa NnpoucxoauT aBapuitHas cutyauma (cm. puc. 112).

192.168.0.23

AreHT

192.168.0.2

NMS

Puc. 112. NMpumep HacTponkm SNMPv2

HacTtpoika AreHra:
e Brkaounte npotokon SNMP Bepcum v2; HacTponTe npasBa AO0CTyna, YCTaHOBMB PEXUM

CoobulectBa Tonbko Ana uyteHua (Read-only Community) Kak «Publicy n pexum
Coobulectsa uteHus 1 3anmcu (Read&write Community) Kak «Private» (cm. puc. 109);

*  BKntounTe rnobanbHbIli pexkmum coobueHnin «Trap» (cm. puc. 110).

* Cospgaunte 3anucb ana coobuweHuit «Trap» Kak 111, BKAOUUTE pexXMm coobueHui
«Trap»; HacTpolTe Bepcuto Ana coobuweHuit «Trap» Kak SNMP v2c u IP-agpec
Ha3HayeHuMA Kak 192.168.0.23. Bbibepute cuctemy, MHTepdenc, ayTeHTUdMKaLumio 1 Bce
coobueHuns «Trap» A8 KOMMYTATOpPa, a TaKKe YCTaHOBUTEE HAaCTPOMKM MO YMOJIHaHUIO
ONs Apyrux napameTpos (cm. puc. 111).

Echv nonb3oBatento HeobXxoAMMO yNpaBAATb M KOHTPO/AMPOBaTb AreHTa, Heobxoammo
MCNoab30BaTb COOTBETCTBYHOLLEE NpOrpaMmHoe obecneyeHune (NMS).

9.7. Tpotokon SNMP v3
9.7.1. BeegeHue

SNMPv3 npegocTaBnset coboit mexaHnsm ayteHTUuduKaumm USM (User-Based Security Model).
Monb3oBaTeNb MOXET HAacTPOUTb QYHKUMKN WKMdPOBaHMA U ayTEHTUPUKAUNKN. AyTeHTUdUKaLMA
NCNONb3yeTcA A/1A MPOBEPKU NeraibHOCTU OTNPaBUTENA COOBLLEHMA A4 TOro, YTOObI M36eXKaTb
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A0CTyNa HeneranbHblX nosnb3oBaTeneii. SNMPv3 obecneumBaeT wundpoBaHMe nepenaBaemblix
coobuweHnit mexagy NMS un areHTom, 4yTO6bl M36€XkaTb WX HE3aKOHHOro MPOCMOTpa.
KombuHauua ayteHTUOMKaumm n wmndposaHua ynyywaet 6e3onacHocTb cBaAsn mexay SNMP
NMS n AreHtom SNMP.

Ona obecneyenusa cesasmn mexay NMS u areHtom ux Bepcun SNMP gomkHbl coBnagaTb. Ans
areHTa MOXKHO HacTpPouUTb pasHble Bepcun SNMP, 4Tobbl OH MOT UCMOJ1b30BaTb PasHble BEPCUN
ANA cBA3mn ¢ pasHbimmn NMS.

9.7.2. Peannsauma

SNMPv3 umeeT 4 T1abanubl KoHOUrypauuu, ONA KaxKAoM M3 KOTOPbIX MOXHO co34atb 16
3anucen. T Tabamubl onNpeaenatoT, MOryT JIM YKa3aHHble No/b30BaTeIM Noay4aTb AOCTYN K
nHpopmauymmn MIB.

Bbl Mo)KeTe co34aTb HECKO/IbKO MoJsib3oBaTenei B Tabnuue nonb3oBatenei. Kaxabin
Nnosb3oBaTe/ib MOXET MWCMO0/Ib30BaTb pPasHble MNOJUTUKU 6e30nacHOCTU ANs  peanmnsauunu
OYHKLUMIA ayTeHTUDUKAUNK, WKdPOBAHUA U APpYrMX GyHKUMI Be3onacHOCTH.

Tabnvua goctyna moxkeT obpawartbes K uHdopmaumm yana MIB, conoctaBaas Mmsa rpynnbl,
KOHTEKCTHOE UMS U YCTaHAaBAMBaTb COOTBETCTBYHOLWMIA YPOBEHb 6€30MacHOCTM.

lpynnosas Tabavua - 3TO COBOKYMHOCTb HECKONbKMX nonb3osatenen. [pasa p[ocTyna
YyCTaHaBAMBAKOTCA ANA TPynnbl MoAb3oBaTenei M NPUMEHUMbl AN BCeX MNONb3oBaTenel B
rpynne. KoHTeKCTHaa Tabauvua - 3TO 4YMTaemMble CTPOKWM CMMBO/IOB ANA MAEHTUUKauUmM
nosb3oBaTesieil. ITO HE UMEET HUKAKOIro OTHOLIEHWUA K KOHKPETHOM moaenm 6e3onacHoCcTy.

9.7.3. HacTpoliika ¢ nomoubto WEB-nHTepdeica

1. BkntoyeHume npotokona SNMP u Bbibop Bepcuu.

SNMP 3ystem Configuration

Mode Enabled v
Version SHMP w3 b
Read Community || 0000

Write Community | |private

Engine ID 800007e5017f000001

[ Submit ” Reset ]

Puc. 113. BkntoyeHme SNMP

Pexxum (Mode)

Onuwmun: Enable/Disable (BkatounTb/BbiKntounTb)
3HavyeHue no ymondyanuio: Enable (BknoueHo)
OnucaHue: BKAOYEHMNE M BbIKIOYEHKE NpoToKoaa SNMP.
Bepcusa (Version)

Onumn: SNMP v1/SNMP v2¢c/SNMP v3

3HaueHue no ymondaHuto: SNMP v2c
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OnucaHue: Bblbop Bepcum SNMP. Bepcna SNMP v2c coBmectuma ¢ Bepcueit SNMP v1. Bepcusa
SNMP v3 cosmectma ¢ sepcuamm SNMP v2¢ n SNMP v1.

NaeHTudukartop aapa (Engine ID)

[nanasoH KOHPUrypaumm: 4eTHOEe KONIMYECTBO LECTHAALATUPUYHDBIX YNCEN, KOTOPOE HE MOXKET
cogeprKaTb TO/NIbKO BCe cMMBOAbI «0» nam Bce cMmBOAbI «F»; AManasoH yeTHoro umcna umdp
[0/1KeH bbiTb oT 10 g0 64.

®PyHKUMA: HACTPOMKA naeHTudPUKatTopa agpa ana cuctembl SNMPv3. Ecnn ngeHtndukatop agpa
6bl1 M3MEeHeH, MONb30BaTeNMn, COOTBETCTBYHOWME MAEHTUPUKATOpPaM YCTPOMCTB B Tabauue
nosb3oBaTenen, yaAanatTCa.

2. Hacrtpoiika rnobanbHoOro pexmma coobweHnn «Trap».

Trap Configuration

Global Settings

| Mode | [Enabled +| |

Trap Destination Configurations

Delete | Name | Enable | Version | Destination Address | Destination Port
] 222 Enabled SMMPv3 192.168.0.23 162

| Add New Entry |

L Subrmit ” Reset ]

Puc. 114. HactpoiKa rnobanbHOro pexunma coobuieHnin «Trap»

Pexxum (Mode)

Onuuu: Enable/Disable (BkatoueHo/BbiKkntoueHo)

3HayeHue no ymonyaHuto: Disable (BbikntoueHo)

OnuncaHue: BKAKOYEHME U BbIKIOYEHME r106abHOTo perknma coobuieHmnn «Trap».

Haxkmute <Add New Entry>, 4to6bl HacTpouTb CAMCOK coobleHnin «Trap». KommyTtaTtop
NoAAepXu1BaeT makcumym 4 3anucu. Haxkmute <Name>, 4To6bl U3MEHUTb CMIUCOK COOBLLLEHNI
«Trap».
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3. HacTpoi#iKa cnmcka coobuieHnin « Trap».

SNMP Trap Configuration

Trap Config Hame 222

Trap Mode Enabled b
Trap Version SHIMP v3 A
Trap Community Public

Trap Destination Address 192.165.0.23

Trap Destination Port 162

Trap Inform Mode Enabled V|
Trap Inform Timeout (seconds) | |3

Trap Inform Retry Times h

Trap Probe Security Engine ID | |Enakled b |
Trap Security Engine 1D Probe Fail

Trap Security Name Maone V|
SNMP Trap Event

System * [¥1\Warm Start Cold Start

Link up O none O specific @ all switches

Interface *Link down O none O specific @ all switches

LLDP O none O specific ® all switches
Authentication | [¥]* [#] SNIMP Authentication Fail
Switch = [¥]sTP RIMON

[ Submit H Reset ]

Puc. 115. HacTtpolika cnncka coobulieHuin «Trap»

HacTpoiika umeHu cnucKa coobweHuii «Trap» (Trap Config Name)

HactanBaembin gnanasoH: 1 ~ 255 cusonos.

®PyHKUMA: HACTPOMKA MMEHM CNUCKa cooblieHnn «Trap».

Bbi6bop pexuma coobweHuii «Trap» (Trap Mode)

Onuwuun: Enable/Disable (BkntoueHo/Bbikao4eHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

PYHKUMA: BKOYEHUE U BbIK/IIOYEHUE peXnMMa cooblieHni «Trap». MNocne BKAOYEHUA AaHHOTO
peXXnMma KOMMYTaToOpP MOXKET OTNPaBAATb coobuweHuna «Trap» B NMS.

Bepcua coobueHuii «Trap» (Trap Version)

Onuumn: SNMP v1/SNMP v2¢c/SNMP v3.

3HayeHue no ymonyaHuto: SNMP v2c

®PyHKUMA: HAcTpOMKa BepcuM NpoTOKona ¢ coobuweHnamn «Trap», OTNPaBAAEMbIX
KOMMYTaTOPOM Ha cepBep.

Coobuiectso coobeHui «Trap» (Trap Community)

HactanBaembin gnanasoH: 1 ~ 255 cumsosios.

3HayeHWe no ymonyaHuto: Public (OTKpbITbIN).

®PyHKUMA: HaACTpoMKa WMMeHM coobliectBa, KoTopoe 6yaeT nepepaBaTbCA NOCPEACTBOM
coobueHunin «Trapy.
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Appec HasHaueHUa ana coobweHui «Trap» (Trap Destination Address)

®opmart: A.B.C.D

®PyHKUMA: HAaCTPOMKA aapeca cepBepa ANa npuema coobuieHnn «Trap».

MNopT Ha3HaueHue ana coobweHunit «Trap» (Trap Destination Port)

HactanBaembin gnanasoH: 1 ~ 65535,

3HayeHue No ymonyaHuio: 162.

®PyHKUMA: HAaCTPOMKa HOMepa NopTa ANa nepeaaydm coobuweHui «Trap».

Pexxum nHpopmuposaHua coobweHuii «Trap» (Trap Inform Mode)

Onuwuun: Enable/Disable (BkntoueHo/BbIkAo4YeHO).

3HauyeHKne no ymonyaHuto: Disable (BbikntoyeHo).

®PyHKUMA: HAaCTpOMKa GyHKUMM OTBETa KOMMYTATOPYy MOC/Ee TOro, KaK cepBep NOAYYUT NakeT C
coobuieHnem «Trap».

TaimayT gna pexkuma uHpopmupoBaHua coobeHmii «Trap» (Trap Inform Timeout)
HactanBaembit gnanasoH: 1 ~ 2147 cek.

3Ha4yeHMe N0 YMON4YaHUIO: 3 CeK.

®PyHKUMA: HACTpOMKa BPEMEHU OXWAOAHWA ONA OTNPaBKM MAKeToB C coobueHuamu «Trap».
Mocne oTnpaBKK MaKeTa Ha cepBep KOMMYyTaTOp MOBTOPHO MepeaaeT MakeT ¢ coobueHMaAMM
«Trap», eCnv OH He NoJly4aeT OTBETa OT CepBepa B Te4eHUe AaHHOTo Nepmoaa.

KonuuectBo TaiimaytoB Ana pexxmma uHpopmupoBaHua coobueHun «Trap» (Trap Inform
Retry Times)

HactanBaembin agnanasoH: 0 ~ 255.

3HayeHue No ymon4yaHuio: 5.

PyHKUMA: HACTPOMKA KONMYECTBA TaMMayTOB MOBTOPHOM OTNPaBKM MaKETOB C COOOLLEHUAMMU
«Trap». EcnM KonmnyecTBO MOBTOPOB MpEBbIWAET 3HAYeHMe 3TOro MapameTpa U cepBep He
OTBEYAET, CYNTAETCA, YTO Nepesaya NakeTa He yaanach.

MpoBepKa 6e3onacHocTH uaeHTUdPUKaTopa Agpa coobweHuii «Trap» (Probe Security Engine
ID)

Onuuu: Enable/Disable (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

PyHKUMA: HACTPOMKa NPOBEPKM 6e30nacHoCTU uaeHTUdPUKaTopa Aapa, NepenaBaemoro B
coobuieHnax «Trap» SNMP v3. Ecau yctraHoBneHo 3HadyeHue «Enable» (BkatoueHo),
KOMMYTaTOp aBTOMAaTMYECKM Mo/y4aeT M npoBepseT 6e3onacHocTb naeHTUdUKaTopa Agpa.
Echm  ycraHosneHo 3HauveHue «Disabled»  (BbikatouyeHo), waeHTUPUKATOP  CUCTEMBbI
6e3onacHocTn popmupyeTca ns 3HaveHua Trap Security Engine ID.

be3sonacHbI ngeHtTupuKaTop agpa coobuweHuii «Trap» (Trap Security Engine ID)
HacTamMBaemblit AMana3oH: YeTHOE KOJIMYECTBO LWECTHAALATUPUYHBIX YACEN, KOTOPOE HE MOXKET
coAeprKaTb TONbKO BCE CMMBOJbI «0» MAM BCE CMMBOAbLI «F»; AManasoH YeTHOro ymMcna undp
J0/1XKeH bbiTb oT 10 g0 64.

dPyHKUMA: HacTpoMKa 6GesonacHoro uaeHTudMKaTopa Agpa, NepenaBaemoro B coobLeHMU
«Trap».

«lFopsauwnii ctapt»/»XonogHbin» crapt (Warm Start/Cold Start)

Onuwuun: Enable/Disable (BkntoueHo/BbikAo4YeHO).

3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).
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®PyHKUMA: HacTpolKa GYHKUMKM nepenaym nakeTos C coobuieHMaMmmn «Trap» npu BbIMNOJHEHUN
«lopsayero cTapT»/»XonoAHOro» cTaptTa KOMMyTaTopa.

CBAa3b ecTb/CBA3M HeT (Link up/ Link down)

Onuuun: none/specific/all switches.

3HayeHne No yMOIYaHUIO: none.

®PyHKUMA: HacTpoMKa GYHKUMM nepesaynm NakeToB C coobuweHnamn «Trap» Npu U3MeHeHUU
cTaTyca nopra.

LLDP

Onuuun: none/specific/all switches.

3HayeHne No YyMOJIYaHUIO: none.

®PyHKUMA: HacTpoMKa GYHKUMM Nepesaynm NakeToB C coobuweHnamn «Trap» Npu U3MeHeHUU
cTaTyca «cocega».

OwunbKa ayreHTUPUKaumm SNMP (SNMP Authentication Fail)

Onuuu: Enable/Disable (BkntoueHo/Bbikao4eHo).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

PyHKUMA: HAacTpoMKa OYHKUMM OTNPaBKM coobuieHnin «Trap» npu owmnbke ayTeHTUdMKauum
SNMP.

STP

Onuuu: Enable/Disable (BkntoueHo/BbiKkao4eHo).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

PyHKUMA: HAaCTPOMKa PYHKLUMM OTNPaBKM coobLieHuin «Trap» npu U3MeHeHnmn ctaTtyca STP.

4. Hactpolika Coobuects SNMP v3.

SNMPv3 Community Configuration

Delete | Community | Source IP | Source Mask
. public 0000 0.0.0.0
O] private 0000 0.0.00

[ Add Mew Entry ] L Submit ” Reset ]

Puc. 116. Hactpoiika coobuiects SNMP v3

Coobuwecrsa (Community)

HactanBaembin gnanasoH: 1~ 32 cumMBONOB.

®dyHKUMA: co3gaHme umenun CoobuiecTtsa.

Koraa BblbpaH npoTtokon SNMP v3, moxHO 3agatb uma CoobuiecTtBa, 4TobObl paspelunTb
cucteme ynpasneHus cetbto (NMS) nonyuntb goctyn K KommyTtatopy yepes SNMPv1 n SNMPv2.
B stom cnyvae mma Coobuwectea B8 NMS gonxHO cooTBeTcTBoBaTb MMeHM CoobuiectBa Ha
KommyTaTope. lpaBa goctyna Kaxporo CoobuwectBa 3aBUCAT OT KOHUrypauum rpynnoBbIX
Tabauu 1 Tabaunubl goctyna.

IP-aapec ucrouHuka (Source IP)

®opmart: A.B.C.D

PyHKUMA: HacTpomKa IP-agpeca NMS.
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MackKa nogcetu UcTouHMKa (Source Mask)
®opmart: A.B.C.D
®YHKUMA: Bbl MOXKETe HacTpouTb nNyn pAmanasoHa IP-agpecos. [lManasoH aapecos

onpeaenaeTca mackon noacetn. Macka nogcetu - 3To YMCAO AMHOW 32 6uTa, cocToAlee M3
CTPOKM 1 1 cTpoku 0. «1» COOTBETCTBYET NOASIM HOMEpPA CETU U NOMAM HOMepa noacetu, a «0»
COOTBETCTBYET M0/IAM HOMEpPA XOCTa.

Haxkmute <Add New Entry>, ytobbl HacTpouTb CoobuiectBa. KommytaTop noageprkusaet
Makcumym 16 CoobuecTs.

Mo ymonyaHuto cywectsytoT umeHa Coobuects «Publicy n «Private». B NMS HeT
orpaHunyeHnit no IP-agpecy.

5. Hactpoliika Tabaumubl nonb3oBaTenei.

SNMPv3 User Configuration

. User Security Authentication | Authentication | Privacy Privacy
Delete Engine ID Name Level Protocol Password Protocol | Password
O 800007e5017f000001  default_user MNohuth, NoPriv Maone Mane Mane MNaone
O 80000725017f000001 1111 Auth_ Priv MD5 eensenee DES |esssenee
F 800007e5017f000001 2222 Auth, Priv SHA LI AES | eessnnne
[ Add Mew Entry ] L Submit ” Reset ]

Puc. 117. Hactpoika coobuiects SNMP v3

NpaeHtudukartop saapa (Engine ID)

[nanasoH KoHUrypaLmm: YeTHOE KOIMYECTBO LUECTHAALATUPUYHBIX YNCEN, KOTOPOE HE MOXKET
cogep’kaTb TONIbKO BCe CMMBOAbI «0» MAN BCe CMMBOJIbI «F»; AManasoH YyeTHoro Ymcna umdp
Jo/XKeH bbiTb oT 10 g0 64.

®yHKUMA: HacTpoliKa uaeHTUdMKaTopa sApa nonb3osatena. Ecam wmaeHtTuduKatop sapa
nonb3oBaTens OT/AMYaeTcs OT uaeHTUduMKatopa agpa cuctembl SNMPv3, nonb3osartesnb
ABNAETCA HEAEWUCTBYIOLUM.

Mmsa nonb3zosartena (User Name)

HactanBaembin gnanasoH: 1~ 32 cMMBOOB.

®yHKUMA: CO34aHNE UMEHW NONb30BaTeNs.

LLDP

Onuwmn: none/specific/all switches.

3HauyeHne No yMOJIYaHUIO: none.

®PyHKUMA: HacTpoMKa GyHKUMM Mepesaynm NakeToB € coobuweHuamu «Trap» Npu U3MEHEHUM
cTaTyca «cocefan.

YpoBeHb 6e3onacHocTu (Security Level)

Onumn: NoAuth,NoPriv/Auth,NoPriv/Auth,Priv

®YHKLMA: HACTPOMKa YPOBHA 6€30MNacHOCTM AN1A TEKYLLEro Noab30BaTens.
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OnucaHune: NoAuth,NoPriv 03HayaeT, 4To HM ayTeHTUPUKauMA, HM WrdpoBaHMe He TpebytoTca.
Auth,NoPriv o3HauaeT, yto TpebyeTca ToNbKO ayTeHTUdUKauma, 6e3 wndposaHma. Auth,Priv
03HAy4aeT, YTo TPebytoTCA KaK ayTeHTUdMKaLmA, Tak 1 WndpoBaHue.

MpoTtoKkon ayteHTUdMKauum (Authentication Protocol)

Onuun: MD5/SHA

®dyHKUMA: BbIbOP NpPOTOKONA ayTeHTUPUKaumMn. HeobxoAuMMO BbINOJAHUTb  HACTPOMKK
NPOTOKONA ayTeHTUPUKALMM M NaponA, Koraa anAa yposHA 6e3onacHoCTM BbibpaHbl pexumebl
Auth,NoPriv/AuthPriv.

Maponb ayreHTUPUKaumm (Authentication password)

[dunana3oH HacTpoek: 840 cumBosos (npoTokon MD5), 8~32 cumeonos (NnpoTokon SHA)
dyHKUMA: co3gaHne napons.

MpoTtokon KoHpuaeHumanbHoctu (Privacy Protocol)

Onuun: DES/AES

®PyHKUMA: Bblbop npoToKoNa KoHbuaeHuuanbHocTU. HeobxoAMMO BbINMOJMHUTE HACTPOMKM
NPOTOKOMa KOHOMAEHLUNANBHOCTM U Nap0oJiA, Koraa BbibpaH pexxkum Auth,Priv.

MNaponb koHPMaeHuymanobHocTu (Privacy Password)

[JnanasoH HacTpoek: 832 cMMBO/10B

®PyHKUMA: co34aHMe Napona KOHOUAEHLMANbHOCTH.

~ Mo ymonuyaHMio B KOMMYTaTOpe CyllecTByeT nonb3osatesnb default_user, a ypoBeHb
.., 6e3onacHoctu - NoAuth,NoPriv. Mogaep»kusaeTca makcumym a0 16 nonbsoBaTeneu.

6. HacTpoiika rpynnosoi Tabamupl.

SNMPv3 Group Configuration

Delete | Security Model | Security Name | Group Hame
F v public default_ro_group
o v private default_rw_group
F v2c public default_ro_group
"] v2c private default_rw_group
F usm default_user default_rw_group
o usm 1111 group
F usm 2222 group

[ Add MNew Entry ] [ Submit ][ Reset ]

Puc. 118. Hactpowka rpynnosoi Tabamubl SNMP v3

Mogaenb 6e3onacHocTu (Security model)
Onuuu: vl/v2/usm
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®dyHKumMA: Bblbop mopenn 6e3onacHocTM Ana Tekywen rpynnbl (Homep Bepcum SNMP).
Mpotokon SNMPv3 wucnonb3syetr TexHonormto USM, uTo ABnseTca o6s3atenbHbIM  ANA
peanusaunm mogenn SNMPv3.

Mma 6e3onacHoro nonb3oBartens (Security Name)

[lnanasoH HaCTpOeK: Bce cyliecTaylowme coobliectsa/MmeHa nonb3osartenen, 1 ~ 32 cumsona.
®PyHKUMA: HaAcTpolka WMMeHW 6e3onacHoro nosb3oBaTena. Ecan  ucnonb3yetca moaenb
6esonacHocT Vv1/v2, uma [O0AXHO coBnagath ¢ umeHem Community. Ecam mogenb
6e30nMacHOCTM - usm, WMMA [AO/PKHO COBMaZaTb C MMeHemM nosb3oBaTtens B Tabavue
nosb3oBaTenien.

Mma rpynnbl (Group Name)

Jnana3oH HacTpoek: 1 ~ 32 cumBoNOB

®PyHKUMA: HACTpPOMKa MMeHWM rpynnbl. [Monb3oBaTeNM C OAHUM U TEM Ke MMEHeM rpynnbl
npMHagnexaT K O4HOM M TOM e rpynne.

- Mo yMONYaHUIO B KOMMYyTaTOpe CYLLECTBYIOT caeaytowme rpynnosbie Tabanypbl: {vi,

.., public, default_ro group}, {v1, private, default_rw _group}, {v2c, public,
default_ro_group}, {v2c, private, default rw _group} wu {usm, default_user,
default_rw_group}. Mogaep»knusaeTtcs makcumym Ao 16 rpynn.

7. HacTpoiika Tabanubl oTobparkeHums.

SNMPv3 View Configuration

Delete | View Name | View Type | OID Subtree
L default_view |included A
r view1 |included »| 13612111

[ Add MNew Entry ] [ Submit ” Feset ]

Puc. 119. HacTtpoliika Tabanubl otobpakeHma SNMPv3

MpocmoTp umenu (View Name)

JnanasoH HacTpoikn: 1732 cmumBosioB

PyYHKLUMA: HACTPOMKA OTODPArKEHNA UMEHN.

Tun otobpakeHus (View Type)

Onumu: Included/Excluded (go6asneH/ncknoueH)

dyHKrumA: onumsa Included obecneunBaeTr otobparkeHne Bcex y3noB nogaepesa MIB. Onuus
Excluded He oTo6paxKaeT HMKaKol 13 y3noB noaaepesa MIB.

NnaentTudukarop obvekra (OID)

PyHKUMA: HacTpoMKa nopgepesa MIB, npeactaBneHHOro wnAaeHTUPUKaTOpom o0bObeKTa
KOpHeBOro y3na. MoXHO HacTpouTb A0 16 BapuaHTOB.

» Mo ymonuyaHuio B KommyTatope otobparkaetcs default view, n 3to oTobpaxeHue
u’ OXBaTbIBAET BCe y3/1bl B Noaaepese. Noaaepkneaetca makcumym Ao 16 3anucein.
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8. Hactpoiika Tabaunupl goctyna.

SNMPv3 Access Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name
] default_ro_group any  MNoAuth, MoPriv default_view Mone b
F] default_rw_group any MNoAuth, MoPriv default_view + default_view
O group usm Auth. MaPriv default_view + Mone hat

[ Add Mew Entry ] [ Submit H Reset l

Puc. 120. Hactpoiika Tabanubl goctyna SNMPv3

Mma rpynnbl (Group Name)

[JnanasoH HacTpoek: 1732 cMmBO/10B

OnucaHue: Bce Nonb3oBaTeNn rpynnbl 0613a4a0T 04MHAKOBbIMU NOJIHOMOYMAMM A0CTYMA.
Mogaenb 6e3onacHocTu (Security model)

HacTpoliku no ymonuyaHuio: any/vl/v2/usm

®dyHKUMA: BbIbOp Moaenn 6esonacHocTh (T.e. Homep Bepcun SNMP), KoTopas ucnonb3lyeTcs,
Ans pocrtyna kK KommyTtatopy. SNMPv3 nogaeprkuBaeT TexHonormo USM. «Any» 03Ha4aeT, 4to
NPUMEHATBLCA MOXKeT ntobas moaenb 6e3onacHOCTU. Mima rpynnbl U MoAeNb 3aWMTbl AOKHbI
COOTBETCTBOBATb MMEHM Fpynnbl U MOAENN 3aLUNTbI B TPyNnoBoM Tabanye.

YpoBeHb 6e3onacHocTu (Security Level)

Onuuun: NoAuthNoPriv/AuthNoPriv/AuthPriv

®PyHKUMA: HAaCTPOMKa YpoBHA 6€30MacHOCTM AN1A TeKYLLEN rpynnbl.

Onucanue: [Ona NoAuth,NoPriv He wucnonb3yoTca HWM MNPOTOKOA ayTEHTUPUKAUUMK, HU
wudposaHue. Auth,NoPriv o3HauyaeT, 4to TpebyeTca NPOTOKON ayTeHTUDUKaLMK, a WWNPPOBaAHMU
He Tpebyetcsa. Auth,Priv o3HauyaeT, 4To TpebyeTcs KakK MPOTOKOA ayTeHTUdMKauUW, TaK U
wudposaHue. Monb3oBaTeNb MOMXKET NONYYNTb AOCTYN K YKa3aHHOM MHopmaumm MIB, TonbKo
€CNM NPOTOKON ayTeHTUdUKauumn / wudposaHma U naposb ayteHTUuduKaumm / wndposaHus
WMAEHTUYHbI TEM, KOTOPbIE HAaCTPOeHbI B TabaumLe nonb3oBaTenen.

NoAuth,NoPriv, Auth,NoPriv, Auth,Priv: ypoBHM 6e30MacHOCTM YyKas3aHbl B nopAgKe
BO3pacTaHWA. BbICOKOMY ypOBHIO 6€30MacHOCTM paspellaeTca AOCTYN K HU3KOMY YPOBHKO
6e3onacHocTU. Hanpumep, ecnm ypoBeHb 6e30MacHOCTM rpynnbl ycTaHoBeH Kak AuthNo,Priv,
nonb3oBaTeNn B rpynne ¢ ypoBHAMM 3awmtbl AuthNo,Priv n Auth,Priv moryT ycnewHo nonyunts
AOCTYM K KOMMyTaTopy, ecnu oba npoTokona ayTeHTUdUKauumn/KoHOUAeHUMaNbHOCTU |
naponun Ana ayTeHTUdUKaunmn/3awmTbl KOHPUAEHUMANBHOCTU COOTBETCTBYIOT npasuaam. Mpu
3TOM NoJib30BaTenu ¢ yposHAMM 6e3onacHocTM NoAuth,NoPriv goctyna He nmetor.

Mpuopurtet gocryna «TonbKo uteHue» (Read View Name)

Onuuu: default_view/None/all existing view names

®PyHKUMA: BbIBOP MMEHM Ana npuopuTeTa Aoctyna «TonbKo YteHne» (ReadOnly).

Mpuopurtet gocryna «YreHune-3anucob» (Write View Name)

Onuuun koHdurypaumu: default_view/None/Created view name

®dyHKUMA: BbIBOP MMEHM ANa NpuopuTeTa Aoctyna «4YteHme-3anmcb» (ReadWrite).

info@symanitron.ru Www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

SEWM20GT-D

~ Mo ymMoNn4YaHMIO B KOMMYTATOpe CyLLecTBYlOT cnegyowme Tabauupl poctyna:
.., {default_ro_group, any, NoAuth,NoPriv, default_view, None} and {default_rw_group,
any, NoAuth,NoPriv, default_view, default_view}. Nogaep»knsaetcs makcumym go 16
3anucen.

9.7.4. TMpnmep TMMNOBOWN HACTPOMKM

Ynpasnatowuii cepsep (NMS) SNMP nogkntouaeTcs K KommyTaTopy 4yepes ceTb Ethernet. IP
agpec ynpasadwowero cepsepa: 192.168.0.23, a IP-agpec KommyTtaTopa: 192.168.0.2
Monb3zosaTtenb 1111 n nonb3osaTenb 2222 ynpasnatoT AreHTom 4vepe3s SNMP v3. YposeHb
6e3onacHoCTM ycTaHoBeH Ha AuthNoPriv, 1 KOMMYTaTOp MOXKET BbINONHATb ONepaLmio TObKO
ANA yTeHus gns Bcen nHPopmauumn ob y3nax AreHTta. Npr BOSHUKHOBEHMM aBAPUMHOTO CUTHANA
areHT 3apaHee oTnpasnseT B NMS coobuieHus trap v3, Kak NoKa3aHo Ha pucyHKe 123. (cm. puc.
112).

192.168.0.23

AreHT

192.168.0.2

NMS

Puc. 121. NMpumep HacTponkn SNMPv3

HacTtpoika AreHra:
e  Brknawounte npotokon SNMP v3;

* HacTtpouTte Tabnnuy nonbzosatenen SNMP v3;

Mmsa nonbsosaTtens: 1111. YposeHb 3awmtbl Auth,Priv. MpoTtokon ayteHTndmMKauum: MDS5.

Maponb ayTeHTUOMKaLUMN: aaaaaaaa. [NpoTokon 6esonacHocTn: DES. Maposib 6e3onacHoOCTH:

XXXXXXXX.

Mma BTOoporo nonb3osatena: 2222. YpoBeHb 3awwutbl:  Auth,Priv. [poTtoKon

ayTeHTUdUKaumm: SHA. Maponb ayteHTUdUKaumn: bbbbbbbb. MpoTokon 6e3onacHocTu:

AES. Maponb 6e3onacHocTu: yyyyyyyy. (cm. puc. 117).

e CospgauTe rpynny, HacTpoiTe moaenb 6e30nacHOCTM Kak usm, AobaBbTe NoJsib3oBaTenem
1111 n 2222 B rpynny (cm. puc. 118);

e HacTtpoiTe Tabanuy aoctyna SNMPv3.

Mma rpynnbl: group, mogenb b6HesonacHoctn: USM, yposeHb 3awmtbl: Auth,NoPriv,

npuoputeT goctyna «Read View»: default_view, npuoputetr gocryna «Write View»: None

(cm. puc. 120);

*  BKntounTe rnobanbHbll pexum coobueHnin «Trap» (cm. puc. 114).

* Cospalite 3n1eMeHT Tabauubl cooblieHnit «Trap» Kak 222, BKAOUYUTE PEXKUM CO0bLLEeHUI
«Trap», HacTpolTe Bepcuio ans coobuleHMn «Trap» Kak SNMP v3 u IP-agpec
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Ha3HayeHuMA Kak 192.168.0.23. Bbibepute cuctemy, MHTepdenc, ayTeHTudMKaLumio 1 Bce
coobuenuns «Trap» ANA KOMMYTATOPa, a TaKKe YCTAHOBUTE HAaCTPOMKMU MO YMOYAHUIO
ONA Apyrux napameTpos (cm. puc. 115).
Echv nonb3oBaTento HeobxoAuMMO ynpaBAATb W KOHTPOAMpOBaTb AreHTa, Heobxogmmo
MCcnonb30BaTb COOTBETCTBYOLWEe NporpammHoe obecneyeHne (NMS).

9.8. [MpoTtokon RMON (Remote Network Monitoring)
9.8.1. BeegeHue

MpoTtokon RMON (Remote Network Monitoring) ocHoBaH Ha apxuTtektype SNMP n nossonser
ceTeBbIM YCTPOMCTBAM YyNpaBNeHUs 6Gosee WHTEHCMBHO KOHTPO/AMPOBATb YCTPOMCTBA.
peanusauua npotokona RMON ocHoBaHa Ha mogenun KnueHt/cepsep u BkAodaeT NMS
(Network Management Station, CTaHUMA ynpaBieHMA CeTbio), NO CYTU ABNAIOLLENCA CEPBEPOM
M cneumnanbHoro AreHta (Agent), KoTopbiii aBnseTca KameHTom. NMS ynpasnaet AreHTom,
KOTOPbIM BbINO/HAET CO0P CTaTUCTUKKN O TpaduMKe Ha NopTy.

OcHoBHble ¢yHKUMM RMON — cbop CTaTUCTUKKU M CUTHanM3auma o Tpesorax. PyHKuua cbopa
CTAaTUCTMKM NpeanoaaraeT, YTo areHT MOXKET NepUoANYECKM BbIMONHATL COOP CTAaTUCTUKM BCEX
BMA0B MHPopmaummn o TpaduKke Ha NopTe, Hanpumep, noayvyeHme MHGOPMaLMN O KONUYecTse
COOOLLEHNIM, MONYYEHHbIX B KOHKPETHOM CErMeHTEe CETU B TeYEeHWEe KOHKPETHOro nepuoaa
BpemeHu. PyHKUMA curHanmsaumm o Tpesorax obecneynsaeT BbINOJHEHME areHTOM GYHKUUN
KOHTPONS 3@ 3HAYEeHUAMMU YKasaHHbIX nepemeHHbix MIB (Management Information Base)
darinos. Korga 3HauyeHue [OCTMraeT onpefesieHHOro nopora (Hanpumep, KOAMYECTBO
COOOLEHNIN MNpeBbIWAET YKAa3aHHOE 3HayeHMe), areHT MOXKEeT aBTOMATMYEeCKM 3amnucbiBaTb
cobbiTMa TpesBorn B KypHan RMON wam oTnpaBnsaTb crneuuanbHble Trap-coobuieHne Ha
YCTPOMCTBO yNpaBAeHUA.

9.8.2. I'pynnbl RMON (RMON Group)

Mpotokon RMON (ctaHgapT RFC2819) noapasgenserca Ha HECKO/IbKO Tpynn, KoTopble
BK/IOYAIOT: FPynny cTaTucTMkm (Statistics Group), rpynny wctopum (History Group), rpynny
cobbiTn (Event Group) u rpynny Tpesor (Alarm Group) oTkpbiTbix MIB. Kaxgaa rpynna
noaAepKnBaeT MakcMmym 32 3anucu.

» [pynna cTtatucTukm (Statistics Group)

Hannume paHHOM rpynnbl NogpasymeBaeT, YTO CUCTEMA MOXKET BecTu cbop CTaTUCTUMKM BCex
BMAOB MHPOpMauum o Tpaduke Ha nopty. CTaTucTuyeckaa MHPOpmaLUA COAEPKUT MHOrO
pasHoOM MHGOPMALMKU: KONMYECTBO KOAIM3UA B CceTu, coobuieHna o6 owunbkax CRC,
MHPOPMALMIO O COOBLLEHMAX CO CAULIKOM MAZIEHbKMM MU CAUWKOM 6O/IbLUMM pasMepamu
OaHHbIX, MHOOPMALMIO O LWIMPOKOBELLATE/IbHbIX U MHOFOAApPeCHbIX COODOLLEHMAX, KOANYECTBO
NONYYeHHbIX 6aNT, KOAMYECTBO MPUHATbIX coobuweHuin u T1.4. Mocne ycnewHoro cos3gaHus
3aMucK CTAaTUCTMKKU MO yKa3aHHOMY MHTepdelicy, AaHHaA rpynna NoAcYMTbIBAaeT KOINYECTBO
coobLeHnin Ha Tekyllem uHTepdeice, a pe3ynbTaTOM ABNAETCA HenpepbiBHOE HaKonaeHue
3HAYEHUW CTAaTUCTUKM.

e [pynna uctopumn (History Group)
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Cuctema nepuoamyeckm npocmaTtpuBaeT BblOOpPKY Bcex BMAOB MHPopmaumm o Tpaduke Ha
NnopTy M COXpaHAeT 3HayeHMA BblOOPKM B Tabauue 3anucel MUCTOPUM, CAeAOBaATENbHO
YCTPOMCTBO YyMNpaB/JeHUs MOKeT npocmaTpmBaTb 3Ty MHbopmauymio B ntoboe Bpems. Mpynna
MUCTOPUM YYUTbIBAET 3HAYEHWUS CTATUCTUKM BCEX BMAOB LOaHHbIX B WHTEpPBasie BbIOOPKM
COOBLLEHUI, NONYYEHHDBIX MOPTOM B KaXKAOM UMKAE npuema/nepenayv uHGopmaumm, npuyem
NepMoANYHOCTb AaHHbIX LMK/IOB MOXKHO HacTpauBaThb.

* [pynna cobbiTuii (Event group)

lpynna cobbiTUii Ucnonb3yeTcs Aas onpeaeneHmMa MHAEKCoB cobbiTuii n metonoB 06paboTkM
cobbiTn. CobbiTA, 06paboTaHHble B rpynne CcobbITUI, WCNONL3YKOTCA B 3NEMeEHTe
KoHbUrypauum rpynnbl Tpesor. [leiicTBMEe COObITUA HaYMHAeTCA, Korga KOHTpo/aupyemoe
YCTPOMCTBO AOCTUIAeT COCTOAHMA TPEBOTM.

CyLecTByeT HECKOJIbKO cnocoboB 06paboTKu cobbITHit:

*ypHan (Log): BeaeHue KypHana cobbITUA 1 CBA3AHHOM C HUM MHPOpPMaLNK;

MpepbiBaHne (Trap): otnpasKka Trap-coobuieHna B NMS u aanbHeinee MHGOPMUPOBAHUE O
cobbITUK;

Log-Trap: 3anucb 1 oTnpasKka Trap-coobuieHus;

HeT (None): He BbINO/IHATb HUKAKMX AEACTBUMN

* [pynna TpeBoOXKHOM curHanmsaymm (Alarm Group)

®yHKUMA yNpaBAeHUA TPEBOXKHOM cUrHanmsaumeint npotokona RMON obecneumBaeT KOHTPO/b
33 onpegeneHHbiMM TpeBoramu. ocsie Toro, Kak No/sib3oBaTelb OOHAPYKUT 3anncK TPEBOTH,
cuctema 6yaeT NoAyy4aTb 3HAYEHUA KOHTPOAMPYEMbIX MNEpPeMEeHHbIX CUrHana TPeBOrn 3a
onpeaeneHHbit nepuog. Koraa 3HayeHMe NepemMeHHOM CUrHasia TPeBoru 60/bllie UAK PaBHO
NoporoBOMy 3Ha4YeHWto, Mosib3oBaTenb byaer MHbOpmMpoBaH O BaxHoi Tpesore. Korpa
3HaYeHMe nepemMeHHON TPEeBOrM HUKEe MNOPOroBoro 3Ha4yeHuda, Mosb3oBaTenb bOyaer
MHbOPMMPOBAH O BTOpOCTeNeHHOM TpeBore. Tpesorn 6yayT o6pabaTbiBaTbCA B COOTBETCTBUM C
onpeaeneHneM KOHKPETHOro cobbiTus.

ﬂ Ecnv  BblbOpOYHOE 3HaYeHMe nepemeHHOM aBapUMHOro CWUrHana npeBsblwaeT

. NoporoBoe 3HAaYeHMEe HEeCKONbKO pa3 B OAHOM W TOM e HanpasieHuM,
MHULMMPOBaHNE CODBbLITUA O TPeBOre BO3MOMKHO TONIbKO MEPBbIN pas. ITO 03HaYaerT,
4TO YBE/IMYEHME KOIMYECTBA TPEBOT U YMEHbLUEHME KONMYECTBA TPEBOT YepeayoTcs.

9.8.3. HacTtpowka yepe3 WEB-uHTepdeic

1. HacTtpoiika Tabnumubl CTaTUCTUKK.

RMON Statistics Configuration

Delete | ID | Data Source
] 1 1361212211 1000002

[ Add Mew Entry ] [ Submit ” Reset ]

Puc. 122. HacTtpolika ctatuctukn RMON
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NaeHtudpukarop (ID)

HactpauBaemblii ananasoH: 1765535

OnucaHue: HacTpoMKa HOMepPa 3anucK CTaTUCTMKK. Tpynna cTaTUCTUKK nogaepusaeTt o 128
3anucen.

UcTouHUK pgaHHbIX (Data Source)

HacTtpanBaembiit guanasoH: 100000portid

OnucaHue: Bbibop nopTa ana cbopa CTaTUCTUKM.

2. OTtobparkeHue cTaTyca CTaTUCTUKM Fpynnbl.

RMON Statistics Overview

Start from Control Index l:lwith entries per page.

Data - 65 | 128 ] 256 | 512 | 1024
iD | Source | Drop | Octets | pias | Broad-| Multi Efl'tfs ”;:':2" (::'fe’ Frag. | Jabb. | Con. | .5 = === =
(ifindex) cast | cast Bytes | 127 | 255 | 511 1023 | 1588

1 1000002 1024 6445055 29080 23081 965 0 0 0 0 0 0 7393 17565 756 631 181 2494

Puc. 123. Hactpoliika ctatuctukn RMON

Drop: KOANM4ecTBO NAaKeToB, OTOPOLUEHHbIX MOPTOM.

Octets: Konnyectso 6aliTOB, MONYYEHHbIX NOPTOM.

Pkts: KonnyecTBO NAaKeTOB, NONYYEHHbIX MOPTOM.

Broadcast: KonnyecTBo WNMPOKOBELLATENbHbIX NAKETOB, NONYYEHHbIX MOPTOM.

Multicast: KonnyecTBo MHOroaApeCcHbIX MAKETOB, NONYYEHHbIX MOPTOM.

CRC Errors: Konnyectso naketoB ¢ ownbkammn CRC gnmHol ot 64 go 9600 6aiT, NONYyYEHHbIX
NopTOM.

Undersize: KonnMyecTBo NakeToB pasmepom meHee 64 6alT, NONYYEHHbIX MOPTOM.

Oversize: KOINYECTBO NaKeToB pasmepom 6osiee 9600 6alAT, NOSYYEHHbIX MOPTOM.

Frag: KonuyectBo nakeTtoB ¢ owwnbkoi CRC, cogepkawmx meHee 64 6aMTOB, NONYYEHHbIX
NopTOM.

Jabb .: Konnuectso naketoB c owunbkoi CRC, cogeprkawmx 6onee 9600 6aiT, NONYYEHHbIX
NopTOM.

Coll .: KonnyecTBo KOHPIMKTOB, NONYYEHHbIX MOPTOM B NOAYAYNAEKCHOM PeEXUME.

64 Bytes: KOnMYecTBO NakeToB ANNMHOM 64 6aliTa, NO/IYYEHHbIX MOPTOM.

65 ~ 127: KONIMYECTBO MNAKETOB AJMHOM OT 65 A0 127 6aiT, NO/Yy4EHHbIX MOPTOM.

128 ~ 255: KoAn4ecTBo NakeToB A/MHOM oT 128 g0 255 6alAT, NONyYEeHHbIX NOPTOM.

256 ~ 511: KONMYECTBO NAKETOB A/IMHOM OT 256 Ao 511 6alAT, NONYYEHHbIX MOPTOM.

512 ~ 1023: KoAn4yecTBO NakeToB AsnHoM ot 512 ao 1023 6ai1TOB, NOAYYEHHbIX MOPTOM.

1024 ~ 1588: KoM4ecTBO NakeToB AAnHOM oT 1024 o 1588 6aliT, NoNy4eHHbIX MOPTOM.

3HaueHune Oversize (MpeBbllleHME pa3mepa) 3aBUCUT OT napameTpa «Maximum
Frame Size» (MaKCMManbHbIN pasmep Kagpa) B KOHGUrypauum nopra.
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3. Hactpoliika Tabaumubl uctopun.

RMON History Configuration

Delete | ID Data Source Interval Buckets Buckets
Granted
0 2 1361212211 1000002 | 1800, | 50 50

[ Add MNew Entry ] [ Submit ” Reset ]

Puc. 124. Hactpoliika nctopmn RMON

NaeHTudpukarop (ID)

HacTpaneaembit ananasoH: 1 ~ 65535

®yHKLMA: HACTPOMKA KOAM4YecTBa 3anuceit uctopuu. MNoaaeprkmBaetcs Makcumym go 256
3anucen.

McTouHUK pgaHHbIX (Data Source)

Onumun: 100000portid

®YHKLMA: HAaCTPOIMKa NopTa A1a 3anucei UCToOpUMN.

MHTepBan Bbl6bopkHM (Interval)

HacTpanBaembliit guanasoH (cek.): 1 ~ 3600 cek.

®YHKLMA: HACTPOIKa MHTepPBaa BbIGOPKK.

KonunuectBo 3HaueHuit (Buckets)

HacTpansaembit ananasoH: 1 ~ 65535

®YHKLMA: HACTPOIKa KONMYECTBA NOCAEAHUX 3HAYEHUI 3aMUCEN UCTOPUMN.

4. MpocMmoTp nHboPMaLIMKM 3annceit UCTOPUN.

RMON History Overview

Start from Control Index l:l and Sample Indexlﬂ |with |2[] | entries per page.
R Sgg‘r't'e‘ Drop ‘ Octets ‘ Pkts ‘ Broad. | Huld | Efr'ﬁs‘ Under- | Over| Frag. ‘ Jabb. ‘ Coll. ‘ Utilization
2 3T 21052 0 23497 223 198 25 0 0 0 0 0 0 0
2 38 21062 0 28051 304 293 11 0 0 0 0 0 0 0
2 39 21072 0 17795 200 183 17 0 0 0 0 0 0 0
2 40 21082 0 30623 329 315 14 0 0 0 0 0 0 0
2 41 21092 0 28780 317 298 19 0 0 0 0 0 0 0
2 42 21102 0 24672 272 243 29 0 0 0 0 0 0 0
2 43 21112 0 129168 437 304 13 0 0 0 0 0 0 1
2 44 2122 0 2179 238 224 14 0 0 0 0 0 0 0
2 45 21132 0 39616 398 351 47 0 0 0 0 0 0 0
2 46 21142 0 32v98 337 308 23 0 0 0 0 0 0 0

Puc. 125. UHdopmauusa 3anucei nctopum RMON
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5. HacTpoiika Tabanybl cobbiTuii.

RMON Event Configuration

Delete [ 1D | Desc | Type | Community [ Event Last Time
F 1 aaa| |logandtrap v public 71339
1 2 bbhk| |logandtrap v public 71319

[ Add Mew Entry ] [ Submit ][ Reset ]

Puc. 126. UHbopmauma Tabaumubl cobbITUIA

naentudukarop (ID)

HacTpansaembit ananasoH: 1 ~ 65535

®PyHKUMA: HAacTpOMKa NOpPALKOBOro HoMepa 3anucK cobbitnaA. Mpynna cobbITU NnoaaepmMBaeT
no 128 3anuceit.

OnucaHue (Desc)

HacTpansaembiii ananason: 1 ~ 127 cumsonos

®PyHKUMA: onncaHme cobbITUN.

Tun cobbiTna (Event Type)

Onuuun: none/log/snmptrap/logandtrap

3Ha4yeHne No YMOIYAHUIO: hone

PyHKUMA: HAcTpOMKa Tuna cobbiTUA NpuM BO3HUKHOBEHWM TPEBOr, T.e. METod 06paboTKu
CUTHANOB TPEBOTM.

Coobuwectso (Community)

Hactpausaembiii ananasoH: 1 ~127 cumBonos

3HavyeHne no ymondaHuio: public

PyHKUMA: HACTPOMKa MMEHW coobulectBa Aas OTNPaBKU cobbITUIM coobueHna «Trap».
3HayeHue A0/IKHO bbITb NAEHTUYHO 3HaYeHnto B SNMP.

Bpemsa nocnegHero cobbitna (Event Last Time)

®dyHKUMA: oTobparkaeT 3HaYeHue sysUpTime, ecnm cobbiTue MUCMOb3yeTcsa B NoCaegHUN pas.

6. MpocmoTp cTaTyca cobbITUiA rpynnbl.

RMON Event Overview

Start from Control IndexlCI and Sample Index |0 |with |2EI |entriea per page.
F:::; Logindex | LogTime LogDescription
1 1 71179 Rising:ise.3.6.1.2.1.2.2.1.11.1000006=172 == 50 11,1
1 2 71339 Rising:ise.3.6.1.2.1.2.2.1.11.1000006=186 == 50 :1, 1
2 1 71159 Falling:is0.3.6.1.2.1.2.2.1.11.1000006=0 <= 20 1, 2
2 2 71319 Falling:ise.3.6.1.2.1.2.2.1.11.1000006=0 <= 20 :1, 2
2 3 71419 Falling:ise.3.6.1.2.1.2.2.1.11.1000006=0 == 20 1, 2

Puc. 127. UHdopmauma Tabamubl cobbITmi
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7. HacTpoiika Tabanubl Tpesor.

RMON Alarm Configuration
- Sample Startup Rising Rising Falling Falling
Lk ‘ D ‘ e a ‘ Leniile ‘ Type ‘ "“'”e‘ Alarm ‘ Threshold Index Threshold Index
o 1| 10 136121221 111000006 [Dsta v 186 [RisingOrFaling | | 50| | 1 | 20| | 2
[ Add New Entry ] [ Submit ][ Reset ]

Puc. 128. HacTpoika Tabamupl Tpesor

NaeHtudpukarop (ID)

HacTpaneaembit ananasoH: 1 ~ 65535

PyHKUMA: HACTPOMKA KONMYEecTBa 3anucelt Tpesor. pynna noaaep»ueaet Ao 256 3anucen.
MHTepsan (Interval)

HacTpavBaemblit AMana3oH (cek.): 1 ~ 2147483647 cek.

3HauyeHune no ymonyaHuto: 30 cek.

PyHKUMA: HACTPOMKA MHTepPBana BbIOOPKMU.

MHTepsan (Interval)

dopmart: A.100000portid

HacTpansaembit ananason: A: 10 ~ 21

PyHKUMA: BbIOGOP MHPOpMaLmm nopTa MIB, KOTOpPYIO HYXKHO OTCNIEXKUBATD.

InOctets: A=10, KosinyecTBo 6aNTOB, NOIYYEHHbIX MOPTOM.

InUcastPkts: A=11, KonM4YecTBO OAHOAAPECHbIX MAKETOB, MO/IYYEHHbIX MOPTOM.
InNUcastPkts: A=12, KOAMYecTBO LWIMPOKOBELLATENbHbIX W  MHOTOaApPEeCHbIX TaKeToB.,
NONYYEHHbIX NOPTOM.

InDiscards: A=13, KOIM4ECTBO NaKeTOB, OTOPOLUEHHbIX MOPTOM.

InErrors: A=14, KOANYECTBO NAKETOB C OLUMOKaMM, MOTYYEHHbIX MOPTOM.
InUnknownProtos: A=15, KOAIM4EeCTBO HEN3BECTHbIX MAKETOB, NOYYEHHbIX NOPTOM.
OutOctets: A=16, KonnyecTso 6aNTOB, OTNPABAEHHbIX MOPTOM.

OutUcastPkts: A=17, KoIM4ecTBO 0AHOAZPECHbIX MAKETOB, OTMNPAB/IEHHbIX MOPTOM.
OutNUcastPkts: A=18, KO/NMYeCTBO LIMPOKOBELIATE/IbHbIX M MHOTOaApecHbIX MaKeTos,
OTNpPaBJ/IEHHbIX MOPTOM.

OutDiscards: A=19, KoNN4eCcTBO OTOPOLLEHHbIX NAKETOB, OTNPaBAEHHbIX MOPTOM.
OutErrors: A=20, KOANYeCcTBO NAaKEeTOB C OLUMOKaMM, OTNPABAEHHbIX MOPTOM.

OutQlen: A=21, ganHa NakeToB B ovepeam ucxogAawiero nopra.

Tun Bbi6opKM (Sampling Type)

Hactpansaemblie onuun: Absolute/Delta

3HaueHune no ymonyaHuto: Delta

®yHKUMA: BbIBOp MeToaa CpaBHEHMA 3HaYeHMA BbIBOPKK 1 nopora.

Absolute: npamoe cpaBHeHMe KaXA0ro 3Ha4yeHUs BbIBOPKM C NOPOrom;

Delta: TeKkywee 3HayeHuMe BbIOOPKM MUHYC npeablayliee 3HayeHWe BbIOGOPKM, 3aTem
MCNONb3yeTcA pasHULA AN1A CPaBHEHWUA C MOPOroOM.

Tun aBapuiiHoM curHanusaumm (Startup Alarm)

HactpauBaemsbie onuuu: Rising/Falling/RisingOrFalling

3HayeHue no ymonyanuto: RisingOrFalling
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®yHKUMA: BbIOOP TMNA aBapUMHON CUTHANM3ALMN.

BepxHee noporosoe 3HaueHue (Rising Threshold)

Hactpausaemblii ananasoH: 1 ~ 2147483647

®YHKLMA: HAaCTPOIMKa BEPXHEro MOpPOroBoro 3HadyeHua. Ecam 3HauveHne BbIGOPKM NpeBbiwaeT
NMOpPOroBoe 3HaYeHWe, a TUN CUrHaNa TPEBOMN YCTaHOBAEH Kak RisingAlarm mnu RisOrFallAlarm,
TpeBora byaeT akTUBMPOBaHA, KPOMeE TOFO aKTUBUPYETCA MHAEKC POCTa COOLITUIA.

MHpeKc pocTa (Rising Index)

HacTpanBaembit ananasoH: 1 ~ 65535

®yHKLMA: HAaCTPOIMKa BO3pacCTaloLLero MHAeKca cobbiTvii. 3To mMeToa nepesayn BO3pacTaHUA
TpeBor.

HukHee noporosoe 3HaueHue (Falling Threshold)

HacTpausaemblii ananason: 1 ~ 2147483647

®yHKUMA: HACTPOMKA HUMKHEro NOporoBoro 3HavyeHuA. Korga 3HaueHue BbIGOPKU HUKe

MOpOroBOro 3Ha4YeHWsi, a TWUMN CUrHajsa TpeBOorn YycTaHosneH KaKk FallingAlarm  wau
RisOrFallAlarm, TpeBora 6yaeT akKTMBMpPOBaHa, KPOME TOrO aKTUBUPYETCA UHAEKC CHUMKEHMUA
cobbiTuA.

MHpeKc cHmxkeHua (Falling Index)
Hactpausaembiii ananasoH: 065535
®YHKUMA: HAaCTPOIMKa MHAEKCA CHUMKEHUA COBbITUI. ITO MeToA nepesayn CHUNKEHMA TPEBOT.

8. OTobpakeHune cTaTyca rpynnoBbIX TPEBOT.

RMON Alarm Overview

Start from Control Index |0 |with |20 |entries per page.
- Sample Startup Rising Rising | Falling | Falling
e s Type | V2lue Alarm Thresheld | Index | Threshold | Index
1 10 1.36.1.2.1.2.2.1.11.1000006 Delta 195 RisingOrFalling 50 1 20 2

Puc. 129. OTobparkeHue cTaTyca rpynnoBbiX TPEBOT

9.9. Hactpomnka TACACS+
9.9.1. BeegeHue

CeaHcosblit npoTokosn TACACS+ aBnsetca MPUIOXKEHWEM Ha OcHoBe npoTtokona TCP. OH
NOAAEPXKMBAET PEXUM KAMEHT/cepBep ANA peanusaumm coeguHeHua mexay Cepsepom
CeteBoro floctyna (NAS) n TACACS+ cepsepom. KnueHT pabotaeT Ha cepsepe NAS, a cepsep
OCYLLEeCTBNAET LUEHTPaIM30BaHHOE ynpaBaeHne nHbopmaumeir o nonb3osaTtene. Cepsep NAS
CNYXKUT CEPBEPOM A1 NO/Mb30BaTENEN U KAMEHTOM AnA cepBepa. CTPYKTypa NoKasaHa Ha puc.
130.
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Cepaep TACACS+

Puc. 130. CtpyKtypa TACACS+

MpoToKkon ocywecTsnaeT ayTeHTUMOUMKAUUIO, aBTOPU3aUMIO M ONpPaALIMBAET  KOHEYHbIX
no/sib3oBaTesiei, KOTOPbIM HEOBXOAMMO BOMUTU B CUCTEMY. YCTPOMUCTBO NO/Ib30BaTeNA AENCTBYET
Kak TACACS+ KnuMeHT U oTnpaBaseT umAa nosab3osatena u naponb Ha TACACS+ cepsep ans
ayTeHTUdUnKaumn. Cepsep nonyyaet TCP 3anpocbl 0 NOAKAKOYEHUN OT NOJIb30BaTeNel, oTBeYaeT
Ha 3anpocbl 06 ayTeHTUdMKaLMM M NpoBepseT npaBa nosb3osaTenein. Ecam nonbsosatenb
NPOXOANT NPOLLEeCC ayTEHTUPUKALLMK, OH NOSyYaeT JOCTYN B cUCTEMY ANA paboTbl.

9.9.2. HacTtpowka yepe3 WEB-uHTepdeinc

1. HacTtpoiika rnobanbHbix napameTtpoB TACACS+

TACAC S+ Server Configuration

Global Configuration

Timeout 5 seconds
Deadtime | |0 minutes
Key 111

Puc. 131. HacTtpowka rnobanbHbix napameTtpos TACACS+

TaiimayT (Timeout)

HacTpauBaemblit AMana3oH (cek.): 1 ~ 1000 cek.

3HayeHWe N0 YMOYAHUIO: 5 CeK.

PyHKLUMA: HACTPOMKaA BpemMeHn TanmayTa an1a oteeTa oT cepepa TACACS +. Ecnam ycTpolicTBO He
nonyumt otseTa OT cepBepa TACACS+ nocne yKasaHHOro BpemeHMu, ayTeHTUdMKauuA He
BbIMO/IHAETCS, U YCTPOMUCTBO byaeT cuntaTb, 4To cepBep TACACS+ He pabounii.

Hepabouee Bpemsa (Deadtime)

Hactpausaemblii AnanasoH (cek.): 1 ~ 1440 muH.

3Ha4veHuMe nNo ymonyaHuio: 0 MUH.
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®PyHKUMA: HACTPOMKA nepuoaa, Korga cepsep ABNAETCA HedencTeBylowumm. B TeyeHue 3toro
nepuoaa ycTpomcTBo He otnpasnseT Ha cepsep TACACS+ coobuieHua ¢ 3anpocom. Mapamertp
«0» - oTKNoYeHUe GyHKUMK. Bbl moxKeTe BKAUUTb 3Ty PYHKUMIO, TONbKO €ClM HAacTpOeHOo
6onee ogHoro cepsepa TACACS +.

Kniou wudpposaHua (Key)

Hactpansaembiii ananasoH: 0 ~ 63 cumsoo0B

PyHKUMA: HAaCTPOMKA 3HaAYyeHMA Kaw4va WKdpPoBaHMA A0S NOBblWeHUA 6e30MacHOCTU CBA3MU

mexay KaveHtom wu cepsepom TACACS+. [1na npoBepKUM AOCTOBEPHOCTM MepesaBaemMblx
OaHHbIX, ABa YCTPOWMCTBA AO/IKHbI MMETb OAMH U TOT XKe KN4 WndpoBaHuA. Takum obpasom,
Heobxoammo ybeamnTbca B TOM, YTO KAKOY KAMEHTA COOTBETCTBYET K4y, 3aNMCAaHHOMY Ha
cepBepe TACACS+.

2. Hactpoiika cepsepa TACACS+.

Server Configuration

Delete hostname Port | Timeout Key
(1 [192.168.0.23 45 5 aaa
[] [192.168.0.32 45 5

[ Add Mew Server ]

L Subrmit ” Reset ]

Puc. 132. Hactpoliika cepeepa TACACS+

Mma xocta (Hostname)

PyHKUMA: HacTpoiKa IP-agpeca uan umeHu xocta cepsepa TACACS+. MaKkcMManbHO MOXKET
6bITb HacTpoeHo 5 cepsepoB TACACS+.

MNoprT (Port)

HacTpanBaemblit AMana3oH (cek.): 1 ~ 65535.

3Ha4yeHue No ymonyaHuto: 49.

®PyHKUMA: HacTpolika nopTta TCP cepepa TACACS+ ans ayTeHTUPUKALNK.

TaiimayT (Timeout)

HacTpauBaemblit AMana3oH (cek.): 1 ~ 1000 cek.

3Ha4yeHMe N0 YMOYaHUIO: 5 CeK.

PyHKUMA: HaCTPOMKA BpeMEHM TanmayTa Ana oteeTa oT cepepa TACACS +. Ecam ycTpoiicTBO He
nonyumt otseTa OT cepBepa TACACS+ nocne yKasaHHOro BpemeHMu, ayTeHTUdMKauuAa He
BbIMO/IHAETCS, U YCTPOMUCTBO byaeT cuntaTb, 4To cepBep TACACS+ He pabounii.

Kniou wudpposaHua (Key)

Hactpausaembiii AnanasoH: 0 ~ 63 cumBo10B

PYHKUMA: HAaCTPOMKA 3HAYEHMA KoYa WKMPPOBAHUA ANA MNOBbiWEHMA 6e30MacHOCTU CBA3M
mexay KaveHtom u cepsepom TACACS+. [1na npoBepKM AOCTOBEPHOCTU MNepesasaemblX
OaHHbIX, ABa YCTPOWMCTBA AONXKHbI MMETb O4MH U TOT e KN4 WwndppoBaHMa. Takum obpasom,
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Heobxoanmo ybeamuTbcA B TOM, YTO KAKOY KAMEHTA COOTBETCTBYET KAHOYY, 3aNMCAaHHOMY Ha
cepBepe TACACS+.

- HacTpoikn npuoputeTta 3HauyeHun “Timeout” un “Key” pns cepsepa TACACS+ B
.., [AHHOM pa3je/ie Bbille, YeM HAaCTPOIKM B r1obanbHoM KoHdurypaumm TACACS+.

9.9.3. Mpumep TMNOBON HACTPOMKM

CepBep TACACS+ obecneumBaeT ayTeHTMOMKAUMIO a aBTOpPM3aLMIO MOJb30BaTeNnen npwm
nogKN4YeHMn K kKommyTtaTopy. IP-agpec cepeepa 192.168.0.23, a 06Kt KNKOY, UCMOIb3YEMbI
npu obMeHe NakeTamm mexxay KOMMYTaTOPOM U CEPBEPOM — Kaaa.

TACACS+ Ceparep
192 168.0.23

192.168.0.2
.;

Monssosatens KomyTatop

Puc. 133. NMpumep ayteHTUdPUuKaumm TACACS+

1. Hactpoite cepsep TACACS+. IP-agpec cepBepa HacTponTe Kak 192.168.0.23, a K04 KakK
«aaa» (cm. puc. 132).

2. Mpu BxoAe B KOMMyTaTop 4Yepe3 UHTepHeT Bblibepute «Local», npu Bxoge B KOMMyTaTop
yepes telnet Bbibepute «Tacacs+» (cm. puc. 94).

3. HacTpoitTe nma nonb3osBaTena u naponb «bbb», 3awndpyihite Knoy «aaa» Ha cepsepe
TACACS+.

4. MNpu BXoAe Ha KOMMYTaTop Yepes MHTepHeT BBeAUTE MMA Nob3oBaTena «admin» 1 naponb
«123», 4yTOObI NPONTM NOKANbHYIO ayTEHTUDUKALMIO.

5. Mpu Bxope B KommyTaTop 4Yepes Telnet BBeguTe MmA nonb3oBaTena u naponb «bbb» gna
NPOXOXKAEHNS ayTEHTUPUKaLUMM Ha cepBepe TACACS+.

9.10. HacTtpowka RADIUS
9.10.1. BsepgeHue

RADIUS (Cny»xba yganeHHoi ayTeHTUGMKaLMK NONb30BaTeNeN) ABAAETCA PacnpPOCTPAHEHHbIM
NPOTOKO/IOM nepefadun AaHHbix. OH onpeaensetr ¢opmaTt RADIUS Kagpa Ha ocHose UDP u
MeXaHU3M nepesayvyn AaHHbIX, rapaHTMPYA 3alWUTY CeTeM OT HECAHKLMOHMPOBAHHOIO A4OCTyna.
Kak npasuno, RADIUS ucnonb3yeTcs B CeTAX C BbICOKMMKU TpeboBaHuMsmM BesonacHocTu wu
yAaNeHHbIM AOCTYNOM NO/Ib30BaTeNEN.
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RADIUS noagep:kMBaeT pexum KnueHT/cepBep, obecneumBas coeguHeHue mexay NAS
(Cepsepom ceteBoro goctyna) u RADIUS cepsepom. RADIUS knueHT paboTtaeT Ha NAS cepsepe.
RADIUS cepBep oOcywecTBAsAeT LEHTPaAM30BaHHOe ynpaBaeHMe MHpopmaumen o
nonb3osaTene. NAS cepBep BbINosHAET GYHKUUM cepBepa ANs NoJsib3oBaTenen u GyHKUUK
KnneHta gna RADIUS cepsep. Ha PucyHKe 92 noKasaHa CTPyKTypa.

3

Cepeep RADIUS

Puc. 134. CrpykTypa RADIUS

MPOTOKON NPOBOAUT AYTEHTUDMKALMIO KOHEYHbIX MNONb30BaTesIel, KOTOPbIM Heobxogumo
aBTOPM30BaTbCA B CUCTEMe yCTpoicTBa AN1a paboTbl. [elicteya Kak RADIUS KnMeHT, ycTpoMncTBO
oTnpasnaseT MHbopmaumio o nonb3oBatene Ha RADIUS cepsep ana ayteHTUPUKauUM U
paspelwaeT uan 3anpellaet nosib3oBaTeNsmM BOWTU B CUCTEMYy YCTPOWMCTBA MO pe3y/bTaTam
npouecca ayTeHTUPUKaLuunu.

9.10.2. HacTtpoka yepe3 WEB-uHTepoeiic

1. HacTtpoiKa rnobanbHbix napameTpos npoTokona RADIUS

RADIUS Server Configuration

Global Configuration

Timeout & seconds
Retransmit 3 times
Deadtime 0 minutes
Key 111

MAS-IP-Address 192.165.0.220
MAS-IPvE-Address
HAS-ldentifier 222

Puc. 135. HacTtpoliika rnobanbHbix napameTtpos RADIUS
TaiimayT (Timeout)
HacTpausaembit ananasoH (cek.): 1 ~ 1000 cek.
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3HayeHWe N0 YMONYAHUIO: 5 CeK.

®PyYHKUMA: HACTPOMKa BpemMeHW TamayTa ansa oteeta oT cepsepa RADIUS. MNocne otnpasku
3anpoca Ha cepsep RADIUS ycTponcTBo NOBTOPHO OTNPaBAAET 3anpoc Ha cepeep RADIUS nocne
YKa3aHHOro BpemeHHu, B cayyae, ecam ot cepsepa RADIUS oTseTa Her.

Konuuectso nosTopos (Retransmit)

HactpanBaemblit gnanasoH (cek.): 1 ~ 1000.

3HayeHne No YMOoYaHUIo: 3.

®PYHKUMA: HACTPOMKA MAaKCMMANbHOTO KOIMYECTBA NOMbITOK NOBTOPHOM nNepeaayn 3anpocoB Ha
cepsep RADIUS. Ecaun ycTponcTBO NO-NpexKHeMy He MoayyaeT OTBETHbIX NMAKETOB OT cepBepa
RADIUS nocsiie MakcMmasibHOro KO/AIMYecTBa MOMbITOK MOBTOPHOW nepegaudn, ayTeHTudumKkauma
He BbINOJ/IHAETCA, U YCTPOMCTBO cunTaeT, 4yTo cepsep RADIUS He pabouunit.

Hepabouee Bpems (Deadtime)

HacTpavBaembliit guanasoH (cek.): 1 ~ 1440 muH.

3Ha4vyeHMe No ymonyaHuto: 0 MUH.

®yHKUMA: HACTPOMKA nepuoaa, Koraa cepBep ABNAETCA HeAeUCTBylWMM. B TeyeHue 3aToro
nepuoaa ycTpomncTso He oTnpasnneT Ha cepBep RADIUS coobuieHua c 3anpocom. MapameTtp
«0» - oTKNoYeHUe GyHKUMK. Bbl moxKeTe BKAKOUUTb 3TY PYHKUMIO, TONbKO €CAM HAcTPOeHOo
6onee oaHoro cepsepa RADIUS.

Kniou wudpposaHua (Key)

Hactpausaembiii aAnanasoH: 0 ~ 63 cumBo10B

®YHKLMA: HACTPOMKa 3HAYEHUA KAtoYa WudpoBaHMA ANA NoBblweHMA 6e30macHOCTM CBA3M
MexXay KnmeHTom u cepsepom RADIUS. [1na npoBepKn A4OCTOBEPHOCTU NepegaBaemMbiX AHHbIX,
[Ba YCTPOMCTBA [AO/KHbI MMETb OAMH W TOT e K4 lwndposBaHMa. Takum obpasom,
Heobxoanmo ybeauTbcA B TOM, YTO KAHOY K/AMEHTa COOTBETCTBYET K/OYY, 3aMMCAHHOMY Ha
cepsepe RADIUS.

IP-agpec NAS (NAS-IP-Address)

PyHKUMA: HacTpoiKa |P-agpeca WMCTOYHMKA, KOTOPbIA MCMOJb3yeTcs obopyaoBaHMEM ANs
oTnpaBKu 3anpocoB Ha cepsep RADIUS. Ecnm agpec MCTOYHMKA He YyKasaH, Kak agpec
MCTOYHMKA A5 OTNPABKM COOBLWEHNIN ByaeT paccmaTpuBaTbCA agpec nHTepdeiica.

Naentudukarop NAS (NAS-Identifier)
Hactpausaembiit ananasoH: 0 ~ 253 cumsonos
®PyHKUMA: HacTpoMKa wuaeHTUdMKaTopa, MCnonb3yemoro obopyaoBaHMEM ANA  OTNPABKU

coobuieHnit Ha cepsep RADIUS.

2. Hacrtpoiika cepsepa RADIUS.

Server Configuration

Delete | Hostname [ Auth Port [ Acct Port | Timeout | Retransmit | Key
O [192.188.0.23 [[1312 1813 |5 | |3 | [aaa |

] 192.168.0.134 1812 1813 |5 | 3 | bbb |

Puc. 136. Hactpolika cepsepa RADIUS
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Mma xocta (Hostname)

®PyHKUMA: HacTpoKa IP-agpeca nnm nmenun xocta cepsepa RADIUS. MaKcMmanbHO MOXKeT 6bITb
HacTpoeHo 5 cepsepos RADIUS.

Mopt ayteHTMdMKaumm (Auth Port)

HacTpavBaemblit AnanasoH (cek.): 0 ~ 65535.

3HayeHue No ymonyaHuto: 1812,

®PyHKUMA: HacTpolika nopta UDP cepsepa RADIUS ans ayteHTUdPUKaLUK.

Mopt aBTOopU3auum (Acct Port)

HacTpavBaemblit AManasoH (cek.): 0 ~ 65535.

3HayeHue No ymonyaHuto: 1813.

®PyHKUMA: HacTpohka nopta UDP cepsepa RADIUS pgna astopmsaumun. MockonbKy RADIUS
ncnonb3yeT pasHble nopTbl UDP gna npuema v oTnpaBKM cOOBWEHNIN Npu ayTeHTUdUKaLMK U
aBTOPM3aLMM, HACTPOUTb Pa3Hble HOMepa NOPTOB.

TaiimayT (Timeout)

HacTpanBaemblit guanasoH (cek.): 1 ~ 1000 cek.

PyHKUMA: HAaCTPOIKa BpeMeHM TaMmayTa ansa oteeTa oT cepsepa RADIUS. Ecam ycTponcTBO He
nonyynut orteeta oT cepsBepa RADIUS nocne yKa3aHHOro BPEMEHMW, YCTPOMCTBO MOBTOPHO
oTnpasAaAeT 3anpoc Ha cepsep RADIUS.

Konuuectso nostopos (Retransmit)

HacTpavBaemblit gnanasoH (cek.): 1 ~ 1000.

®yYHKLMA: HACTPOMKA MaKCMMaNbHOrO KOIMYEeCTBa NOMbITOK NOBTOPHOW Nepeaayn 3anpocoB Ha
cepsep RADIUS. Ecan ycTpoircTBO NO-npexKHemMy He MoayyaeT OTBETHbIX NMAKETOB OT cepBepa
RADIUS nocne maKcMmManbHOroO KOAMYeCcTBa MOMbITOK NOBTOPHOW nepegaydn, ayTeHTUdMKauma
He BbINOJIHAETCA, M YCTPOMCTBO cunTaeT, 4yto cepsep RADIUS He pabouunit.

Kniou wudpposaHua (Key)

Hactpausaembiii aAnanasoH: 0 ~ 63 cumBo10B

®YHKLMA: HACTPOMKa 3HAYEHUA KAtoYa WudpoBaHMA AaA NoBblweHMA 6e30MacHOCTM CBA3M

mexay KnmeHtom u cepsepom RADIUS. [1nAa npoBepKu A0CTOBEPHOCTM NepeaaBaemMblX AaHHbIX,
[Ba YCTPOWCTBA JO/IKHbI MMETb OAMH W TOT e K4 lndpoBaHMa. Takum obpasom,
Heobxoammo ybeamTbca B TOM, YTO KAKOY KAMEHTA COOTBETCTBYET K4y, 3anMCaHHOMY Ha
cepsepe RADIUS.

HacTpoikn npuoputeTa 3HauyeHun «Timeout», «Retransmit» n «Key» gna cepsepa
RADIUS B gaHHOM pa3aesne Bbille, YeM HACTPOMKWU B rnobanbHON KoHPUrypauum
RADIUS.

3. NpocmoTp cTatyca cepsepa RADIUS.

RADIUS Server Status Overview

# | IP Address | Authentication Port | Authentication Status |  Accounting Port | Accounting Status
1 192.168.0.23 1812 Ready 1813 Ready

2 192.168.0.184 1812 Ready 1813 Ready

3 Disabled Disabled

4 Disabled Disabled

5 Disabled Disabled

Puc. 137. OTobpaxkeHue ctaTyca cepsepa RADIUS
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Ha)kmuTe COOTBETCTBYIOWMI HOMEP B NEPBON KONOHKEe, 4TOObl NepenTM Ha CTpaHuuy C

noapo6bHOM CTaTUCTUKOMN.

4. MpocmoTp noapobHoM ctaTucTUKKN cepBepa RADIUS.

RADIUS Authentication Statistics for Server #1

Receive Packets

Transmit Packets

Access Accepts
Access Rejects
Access Challenges

[ e e e e e

Access Requests

Access Retransmissions

Pending Requests

oo oo

lMalformed Access Responses Timeouts
Bad Authenticators
Unknown Types
Packets Dropped
Other Info
IP Address 192 168.0.23:1812
State Ready
Round-Trip Time 0 ms

RADIUS Accounting Statistics for Server #1

Receive Packets

Transmit Packets

Responses 0 Requests 0
Malformed Responses 0 Retransmissions 0
Bad Authenticators 0 Pending Requests 0
Unknown Types 0 Timeouts 0
Packets Dropped 0
Other Infa

IP Address 192.168.0.23:1813
State Ready
Round-Trip Time 0 ms

Puc. 138. OTobparkeHune nogpobHoi cTaTUcTUKM cepBepa RADIUS

Bbibepute cepsep 1 NnpocmoTpuTe NoApobHYH0 CTaTUCTUKY COOTBETCTBYIOLLErO CepBepa.

9.10.3. [Mpumep TUNOBOM HACTPOMKMN

Kak nokasaHo Ha puc. 139, Ha nopTy 1 KomMmyTaTopa BKAtoYeHa paboTa npoTokona (ctaHaapTa)
IEEE802.1X. COOTBETCTBEHHO, NO/Ib30BATE/IN MOTYT BOUTU B KOMMYTaToOp 4Yepe3 nopt 1 nocne
NpoxXosKaeHuns ayTeHTUdUKaumMm Ha cepsepe RADIUS. IP-agpec cepBepa 192.168.0.23. Knou
AN 06MeHa NakeTamm MeXKay KOMMYTaTOPOM U CEPBEPOM: «aaay.

Cepeep RADIUS

192.168.0.23
IEEEBD2.x
Mopt 1 192.168.0.2
MNone3ceaTenk KommyTatop

Puc. 139. Mpumep ayteHTnduKauymm RADIUS
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1. Hactpouite IP-agpec cepBepa ayTeHTUPUKauMm Kak 192.168.0.23 1 naposb Kak «aaa» (cm.
puc. 136).

2. Hactpoiikn IEEE802.1x: BkatoumTe IEEE802.1X rnobanbHo. HacTpoite TN ayTeHTUdMKaumm
Kak «radius», cocToAHMe agMMHUCTpaTopa nopTa 1 Kak nopT Ha ocHoBe 802.1X. OcTtaBbTe
HAaCTPOMKM MO YMOANYAHUIO ANA APYyrMx napameTtpoB. [logpobHocTM cm. B pasgene
«KoHourypauma IEEE802.1X».

3. Hacrtpoiite nms nonb3osBaTens U naponb Ha cepsepe RADIUS Kak «ccey», a Kawod wndpoBaHus
KaK «aaa».

4. YCTaHOBWUTE WM 3anycTUTE KIMEHTCKoe nporpammHoe obecneveHue 802.1x Ha [K. Beegute
«CCC» B KayecTBe MMeHM nosb3osatensa v naponn. CoOoTBETCTBEHHO MO/b30BaTe/lb CMOXKET
NPONTN ayTEHTUOUKALMNIO M NONYYUTb AOCTYN K KOMMyTaTopy Yepes nopt 1.

10. Cetp (Network)

10.1. be3onacHoOCTb NopTa

10.1.1. BsepeHue

Pexxmum 6e30nacHOCTM nopTa OrpaHUYMBAET MaKCMMa/NbHOE KOAMYEeCTBO MNO/Mb30BaTesen Ha
nopT, KoTopble naeHtTupuumpyotca no MAC-agpecam un naeHtudukatopom VLAN. Ecnn gns
nopTa BK/AKOYEHO orpaHndeHne MAC-aapecoB, TO MaKCMMaJibHOE KOJIMYECTBO MOJ/ib30BaTenel
Ha nopTty - 3TO0 orpaHunyeHme MAC-agpecoB. Ecan Konundectso MAC-agpecos Ha nopTty
npeBbIWaeT MAaKCMMA/bHbIN Npeaen, BbIMOJIHAETCA COOTBETCTBYIOLLEE AENCTBUE.

10.1.2. Hactpolika yepe3 WEB-uHTepdeic

1. HacTtpoiika orpaHuyeHua MAC-agpecoB A1a 6€30nacHOCTU NopTa.

System Configuration

Mode | Enabled =]
Aging Enabled

Aging Period 3600 seconds

Puc. 140. HacTpoiiku cuctemMbl

Pexxum (Mode)

Onuwuun: Enable/Disable (BkntoueHo/Bbikao4eHO).

3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).

®PyHKUMA: BKAOYEHWNE U BbIKAOYEHME TN06aNBHOIO permnma orpaHnyeHma MAC-aapecos.
®dyHKumA ctapeHus (Aging Enable)

Onuwuun: Enable/Disable (BkatoueHo/BbIKNOYEHO).

3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).

®PyHKUMA: BKAOYEHWNE U BbIKAOYEHME TNobanbHOM dyHKUMK cTapeHna MAC-aapecos.
Nepuop crapeHus (Aging Period)

Hactpausaembit ananasoH: 10 ~ 10000000 cek.
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3HayeHune no ymonyaHuto: 3600 cek.
®dyHKUMA: MAC-agpeca MOryT ycTapeBaTb B TEYEHME AAaHHOIO nepunoaa.

2. Hactpoiika orpaHmnyeHmna MAC-agpecos Ha NopTy.

Port Configuration

Port | Mode | Limit | Action | State | Reopen
o O 4 o =l
1 | Dizabled :l f1| |N|:|ne v| Disabled | Feopen
ﬂ 4| |N|:|ne v| Disabled Feopen
Disabled :l f1| |N|:|ne v| Disabled | Feopen
ﬂ 4| |N|:|ne EI Ready Feopen

|

|
2 |
3 |
4 |
5 | Disabled :l | f1| |N|:|ne v| Disabled | Feopen
5 [Disabled[+]
? |
8 |
; |
0 |

4| |N|:|ne v| Disabled Feopen
Disabled :l f1| | Maone v| Disabled | Feopen
ﬂ 4| |N|:|ne v| Disabled Feopen
Disabled :l f1| | Maone v| Disabled | Feopen
1 ﬂ 4| |N|:|ne v| Disabled Feopen

Puc. 141. Hactpoliku nopta

Pexxum (Mode)

Onuwuun: Enable/Disable (BkntoueHo/Bbikao4eHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

PYHKUMA: BKAKOYEHNE U BbIK/IIOYEHME peXXuma orpaHndeHmsa MAC-agpecoB Ha nopry.

Nepuogp crapeHus (Aging Period)

HactpavBaembit amanasoH: 1 ~ 1024.

3Ha4yeHue No ymonyaHuto: 4.

PyYHKUMA: HACTPOMKA MaKcMmasibHOro Konmdectsa MAC-agpecos.

Deiicteue (Action)

Onuwuun: None/Trap/Shutdown/Trap&Shutdown.

3Ha4yeHue no ymonyaHuio: None.

dyHKuma: ecam npegen MAC-agpecoB AOCTUTHYT, KOMMYTAaTOP MOMKET BbINOJHUTb O4HO M3
cneayrowmx AencTBUmn:

None: He pa3pewaTb MNOAKAOYEHME K MopTy Oosblue YyCTaHOBAEHHOro Mmakcumyma MAC-
a4pecoB M He NPeAnPUHMUMATDL AaNbHENLIMX AeACTBUNA.

Trap: ecnv nopt Bugut MAC-agpeca ¢ orpaHuyeHmem + 1, To otnpasnsetca coobueHue «Trap»
Ha cepBep SNMP. Ecnu ycTapeBaHMe OTKAKOYEHO, OTNPABAAETCA TOIbKO OAHO cooblieHue
«Trap» Ha cepep SNMP. Mpu BKAOYEHHOM yCTapeBaHUM HOBble cooblieHue «Trap» Ha cepsep
SNMP 6yayT oTnpaBAATbCA KaxAblA pa3 Nnpu npeBblweHnn ammmta MAC-agpecos.
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Shutdown: ecan nopt sugut MAC-agpeca c orpaHuyeHnem + 1, nopT oOTKAO4YaeTcA. ITO
03HauvaeT, YTo Bce 6e3onacHble MAC-agpeca 6yayT yaaneHbl M3 nNopTa, a HOBbIA afapec He
6yaeTt npuHAT. [ake ecnm coeguMHeHue ¢ NopTom GU3MYECKU OTKIKYEHO M 3aTeM MOBTOPHO
NOAKNIOYEHO (NyTem OTCOeAMHEHMUA Kabend), MOpPT OCTAaHETCS BbIKAKOYEHHbIM. AKTMBMPOBATL
NOPT MOXKHO Tpema cnocobamu:

1) Mepe3arpy3sunte NOAKNOYEHHbI KOMMYTaTOP;

2) OTKAouUTE M CHOBa BKAoUMTe «Limit Control» Ha NOpTy MKW NOAKNIOYEHHOM KOMMYTATOpE,
3) HaxkmuTte KHONKy «Reopen».

Trap&Shutdown: ecan nopt BuauT MAC-agpeca c orpaHuyeHmem + 1, 6yayT BbINONHEHbI Takne
OENCTBUA KaK OTNpaBKa coobueHns «Trap», Tak n «Shutdown», onucaHHble BblLLE.

CocTtosAHue (State)

Onuuu: Disabled/Ready/Limit Reached/Shutdown.

Reopen
®PyYHKUMA: ecnn NOPT OTKAKYEH AaHHbIM METOA0M, Bbl MOXeTe CHOBA BKNOUYUTbL €ro, HaxKkaB 3Ty
KHOTKY.

~ Ona Toro, uTobbl ynpaBNeHWE OrpaHUYEHUAMWU [eNCTBOBANO, Heobxoanmo
.., YyCTaHOBUTb pexum «Enable» Kak ana rnobanbHOro pexuMma, Tak M gns

NNOKANbHOTO.
e ObpaTuTe BHMMaHME, YTO HaXKaTWe KHOMKKM «Reopen» npuBoguT K 06HOBAEHMIO
CTPaHULbl, NO3TOMY He3aBepLUeHHble U3MEHEHUA He ByayT aKTUBUPOBAHbI.

3. CraTyc 6e30onacHbIx MOPTOB KOMMYyTaTOpa.

FPort Security Switch Status

User Module Legend

User Module Name | Abbr
Lirnit Caontral L
802, 1% g
“oice WLAN i
Port Status
MAC Count
Port | Users | State e IR
1 —— Disabled - -
2 —— Disabled - -
3 —  Disabled - -
4 L— Ready 1] 4
5 ———  Disabled - -
E —— Disabled - -
7 —— Disabled - -
8 — Disabled - -
9 - Disabled - -
10 —-—  Disabled - -

Puc. 142. Cratyc 6e3onacHbIX MOPTOB KOMMYyTaTopa
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4. CTaTyc KOHKpeTHoro 6e3onacHoro nopTa KOMMyTaTopa.

Port Security Status Port5

MAC Address | VLANID | State | Time of Addition | Ageing Timeis)
54-g6-fo-Ga-Te—al 1 Forwarding  1970-01-01707:19:41+00:00 3597

Puc. 143. CraTtyc nopta

10.2. Hactpomka IEEE802.1X
10.2.1. BsepeHue

[na obecneveHunsa 6esonacHoct WLAN komuTteT IEEE802 LAN/WAN npennoskua npoToKON
802.1X. B KayecTBe CTaHAAPTHOrO MexaHW3Ma ynpasneHus goctyna K noptam LAN B Ethernet
cTaHgapT 802.1X obecneuymBaeT ayTeHTUOMKaumio. CraHgapt 802.1X - 3TO ynpasneHue
OOCTYNOM K CEeTU Ha OCHOBE NOPTOB.

YnpasneHne [OCTYNOM K CETUM Ha OCHOBE MOPTOB MpeAHa3HayeHOo ANA ayTeHTUdMKaumm u
ynpasaeHna NopTamm yCTPOMCTB Npu AOCTYNE K IOKanbHOM ceTu. Ecnm nonb3osaTteib NpoxoauT
ayTEHTUOMKALMIO, OH MOXKeT MOJyYnTb AOCTYN K pecypcam B JIOKanbHOM ceTu. Ecnm oH He
MOXET NPONTU ayTEHTUPUKALMIO, OH HE CMOXKET MONYYMTb AOCTYN K pecypcam B JIOKA/NbHOM
cetu.

CraHgapt 802.1X wuMeeT CTPYKTYpy KAWEHT/cepBep, Kak MOKa3aHO Ha pwuc. 144.
AyTeHTUMKAUMA NONb30BATENA M aABTOPU3aLUMA ynNpasBAeHUMA AOCTYMOM Ha OCHOBe nopTa

TpebyeT cneayroLmX 3N1EMEHTOB:
"

KaweHT YeTpoiicTeo Cepsep

EAPOL RADIUS

Puc. 144. Ctpyktypa IEEE802.1X

KnueHT: 06bI4HO 0603HAYaeT No/b30BaTeIbCKMIN TepMUHaN. Korga nosib3oBaTteslb XO4eT BbINTH
B MIHTEPHET, OH 3anycKaeT KAMEHTCKYI Nporpammy M BBOAUT Tpebyemble MMA NO/b30BaTENA U
naponb. KAMEeHTCKas nporpamma OTNPaBMT 3aMnpoc Ha noakauveHue. KAneHT [o/KeH
noaaep*unsatb EAPOL (pacluMpeHHbI NPOTOKON ayTEHTUOUKALMM NO NIOKA/IbHOM CeTH).
YCTpOCTBO: O3HA4YaeT KOMMyTaTop ayTeHTuduKauum B cucteme Ethernet. OH 3arpykaet u
noctaBnfaetT UHpopmaumio o6 ayTeHTUOMKAUMKM MO/Ib30BaTeNsA, a TaKXKe BK/AKYaeT Wu
OTK/II0YaeT NopT B 3aBMCMMOCTU OT pe3yibTaTa ayTeHTUOUKALUMN.

CepBep: 03Ha4YaeT 06BbEKT, KOTOPbIN MPEeAOCTaBAsAET YCAYry ayTeHTUOMKaUMN AN YCTPOMCTB.
OH npoBepseT, ecTb M Y NONb30BaTeNEN pPa3pelleHns Ha MCNOob30BaHUE CETEBbLIX CNYXKO B
COOTBETCTBMMU C naeHTUdMKaTOpaMm (MMeHaMK NoNb30BaTeNEN U NAPOIAMM), OTNPABAAEMbIMU
KAMEHTOM W BK/OYAeT WAM  OTKAKOYaeT MopTbl B COOTBETCTBUM C  pe3ynbTaTaMu
ayTeHTUOMKauuUK.
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10.2.2. Hactpoika c nomouisto WEB-nHTepdeitca

1. HacTpoiika rnobanbHbix napameTtpos [EEE802.1X

Network Access Server Configuration

System Configuration

Mode | Enahble il
Reauthentication Enabled
Reauthentication Period 3600 seconds
EAPOL Timeout 30 seconds
Aging Period 300 seconds
Quiet Timer 10 seconds
RADIUS-Assigned QoS Enabled
RADIUS-Assigned VLAN Enabled

Guest VLAN Enabled

Guest VLAN 1D 1

lMax. Reauth. Count 2

Allow Guest VLAHN if EAPOL Seen

Puc. 145. Hactpolika rnobanbHbix napameTtpos [EEE802.1X

Pexxum (Mode)

Onuuu: Enable/Disable (BkntoueHo/Bbikato4eHo).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

®PyHKUMA: BKAOYEHME W  BbIKNOYEHWE TN06aNbHOro pexmma ¢yHKuum 6e3onacHocTm
IEEE802.1x.

BknoueHue noBTOpHOI ayTeHTUPUMKauum (Reauthentication Enabled)

Onuuu: Enable/Disable (BkntoueHo/Bbikio4eHo0).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

PyYHKLUMA: HACTPOMKA HEOBXOAUMOCTU PETYIAPHON NOBTOPHOM ayTEHTUDUKALINM.

Mepuopg noBTOpHOI ayTeHTUPUMKauum (Reauthentication Period)

Hactpausaembiit ananasoHn: 1 ~ 3600 cek.

3HayeHue no ymonyaHuto: 3600 cek.

PyHKUMA: NPU yCrEWHON ayTeHTUOUKALMN YCTaHOBUTE BPEMEHHOM MHTEPBAa ANA NOBTOPHOM
ayTeHTUPUKauumn. MMapameTp «Reauthentication Period» MOXHO HaCTPOUTb TONbKO nNpU
BKAOYEHUM perknma «Reauthentication Enabled».

Taiimaytr EAPOL (EAPOL Timeout)

HactpavBaembit amanasoH: 1 ~ 65535 cek.

3Ha4eHue no ymonyaHuto: 30 cek.

®PyHKUMA: HAaCTPOMKA BpPEMEHM TalimayTa ANsa OTBeTa OT KAMeHTa. [locne oTnpaBKM nakeTa ¢
3anpocom «ldentity EAPOL» ycTpoMcTBO NOBTOPHO OTMPaBUT NakeT 3anpoca «ldentity EAPOL»,
€C/IN OHO He NONYYUT OTBETA OT KAMEHTA MOC/IE YKAa3aHHOIO BPEMEHMU.

Nepuogp crapeHus (Aging Period)
Hactpausaembiit aAnanasoH: 10 ~ 1000000 cek.

info@symanitron.ru Www.symanitron.ru




SEWM20GT-D

SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

3HayeHune no ymonyaHuto: 300 cek.

®PyHKUMA: HAaCTPOMKA Nepuoaa cTapeHua. Korga oTkatodeH pexum «Reauthentication Enabled»,
BPEMEHHOM MHTepBan AN1A NOBTOPHON NPOBEPKM NOAJIMHHOCTM COCTaBAaeT 2 (4Ba) nepuoaa
CTapeHus.

Taimep TMWwKHDBI (Quiet Timer)

Hactpausaembiii ananasoH: 10 ~ 1000000 cek.

3HayeHune no ymonyaHuto: 300 cek.

®PyHKUMA ecnn ayTeHTMOUKAUMA He yaanacb, YCTPOMCTBO NepexoguT B nepuos, monyaHus. B
nepuoa Moa4aHUA YCTPOMCTBO He OTBEYAET Ha 3anpocbl ayTeEHTUOUKALMM OT KIUEHTA.
BknwoueHue pexkxuma «RADIUS-Assigned QoS» (RADIUS-Assigned QoS Enabled)

Onuuu: Enable/Disable (BkntoueHo/Bbikao4eHo).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

®PyHKUMA: ecnnM  3TOT NapamMeTp BKAKOYEH, TO MNoc/ie TOro, KakK K/AMEHT MpoxoguT
ayTeHTUPUKaLUIO, cepBep MepeaaeT Ha ycTpoicTtBo MHbopmauuto ob asTopmsaumun. Ecam Ha
cepBepe yctaHoBneH ¢naxok «RADIUS-Assigned QoS Enabled», nHdopmauua astopusaumnm
BKAtoYaeT uHPpopmaumio CoS, HasHayeHHyl Ana asTopusaumu. ObopyaoBaHME W3MEHUT
3Ha4yeHune CoS nopTa ayTeHTUOUKALMM KNMEHTA HA OCHOBE YKAa3aHHOI0 3HAYeHUA.

BknioueHue pexkuma «RADIUS-Assigned VLAN» (RADIUS-Assigned VLAN Enabled)

Onuwuun: Enable/Disable (BkntoueHo/Bbikato4eHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

®PyHKUMA: ecnmM 3TOT NapamMeTp BKAKOYEH, TO Moc/ie TOro, KaK KAWMEHT npoxoauT
ayTeHTUdUKaLmMIo, cepBep nepeaaeT Ha YCTPOMCTBO MHPopmauuto ob aBTopusaumu. Ecnm Ha
cepBepe ycTaHoBneH ¢naxok «RADIUS-Assigned VLAN Enabled», wHbopmauma o6
aBTOpM3auMM  BKAO4YaeT UHPopmaumiwo o VLAN, HasHayeHHyo A4NnA  aBTOpMU3aLUM.
ObopyaoBaHue A06aBUT NOPT ayTEHTUDUKALMKN KIMEHTA B HasHaveHHyw VLAN.

BkntoueHue rocresoro VLAN (Guest VLAN Enabled)

Onuuu: Enable/Disable (BkntoueHo/BbiKito4eHO).

3HayeHue no ymonyaHwuto: Disable (BbikntoyeHo).

®PyHKUMA: ecnn 3TOT NapameTp BKAKOYEH, TO €CIM NONb30BaTe/Ib HE NpOoLLen ayTeHTUPUKaLumto,
ycTponcTBo aobaBnseT nopTt ayTeHTUPUKaunmM KameHTa B rocteByto VLAN. Bce nosb3oBateny,
KOTOpble 06pallaloTca K 3ToMy NopTy, UMEOT NPaBo A0CTyna K pecypcam B roctesoit VLAN.
Naentudpukarop rocresoro VLAN (Guest VLAN ID)

HactpavBaembit amanasoH: 1 ~ 4095.

3HayeHue No ymonyaHuto: 1.

PyHKUMA: HacTpOolKa nepuoaa naeHTndmkatopa roctesoro VLAN.

CYyeTYMK MaKCUMAIbHOTO KOZIMYECTBA NOBTOPHbIX ayTeHTUdMKauui (Max. Reauth. Count)
HacTpausaembiii ananasoH: 1 ~ 255.

3Ha4yeHue Mo yMOYaHuUIO: 2.

PYHKUMA: HACTPOIMKa MaKCMMaNbHOTO KOAMYECTBA NOMbITOK MOBTOPHOM Nepesaym ANa NaketTos
¢ 3anpocom «ldentity EAPO»L. Ecnm ycTpOMCTBO He Mo/ly4aeT OTBETHbIX NMAKETOB OT K/IMEHTA
nocne MakCUMasibHOTO KOJIMYeCcTBa NOMbITOK NOBTOPHOM Nepeaayun, yCTPoncTeo byaeTt cumtatb,
4yTO ayTeHTUDMKAUMA He npoLua.

Paspewuntb roctesoii VLAN, ecam o6HapyxeH EAPOL (Allow Guest VLAN if EAPOL Seen)
Onuwuun: Enable/Disable (BkntoueHo/BbikatoueHo).
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3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

®PyHKUMA: ecnm 3TOT NapameTp BKAKOYEH M eCcan NONb30BaTe/lb He NpoLen ayTeHTUdUKaumio,
yCTPOMCTBO A06aBAAET NOPT ayTEHTUDUKALUM KaneHTa B roctesyto VLAN. Ecam sToT napameTp
OTK/ItOYEH, YCTpOoKcTBO fobasnseT nopt B rocteByto VLAN TO/IbKO B TOM C/ly4ae, eCau 3ToT NopT
He umeeT 3anucu Kagpa EAPOL.

ﬂ * [peaBaputenbHbiM ycnoBuem npu KoHourypaumm «Guest VLAN ID», «Max.

info@symanitron.ru

Reauth. Count», and «Allow Guest VLAN if EAPOL Seen» sBnsieTcs BK/OYeHUe
roctesoro VLAN.

* PekomeHayetca oTKkAouMTb «RADIUS-Assigned VLAN Enabled» n «Guest VLAN
ID», ecnm TMN nopTa ayTeHTUdUKaunm - Trunk nam Hybrid.

* 3HayeHune CoS, Ha3zHayeHHOe ANA aBTOPM3aUMKM, HE MEHAET M He BAMAET Ha
KOHUrypaumto nopta. OgHako npuoputeT 3HadeHua CoS, HasHayeHHoro AnsA
aBTOpMU3aLUMN, Bbilwe, Yem 3HadeHne CoS, HacTpoeHHoe nosb3oBatenem. pyrumm
CN0BaMM, TO, YTO AENCTBUTENIbHO Mocse ayTeHTUdMKaumm, - 3To 3HadveHue CoS,
Ha3HayeHHoe AnAa asTopusaumn. Ecanm nonb3oBaTento He yaaeTca MNpPoOnTH
ayTeHTUPUKALMIO UM OH MNEepexoauT B aBTOHOMHbIM peXum, 3HaveHue CoS,
HaCTPOEHHOe No/ib3oBaTeNem, BCTyNnaeT B CUNY.

* VLAN, HasHayeHHaa gna asTopusaumun, uam roctesaa VLAN He mM3meHAeT U He
B/INSIET Ha KoHourypauuio nopta. OaHako VLAN, HasHayeHHasa 4/1a aBTopu3auum,
unu roctesan VLAN nmeet 6onee BbicOKMI npuoputet, yem VLAN, HacTpoeHHas
no/sib3oBaTenem.

Mocne TOro, Kak MNONb30BaTeNb WHULMUPYET ayTeHTUOMKAUMIO, WU  ecau

ayTeHTUPMKaLMA NPOLLNA YCMEeLHO:

— ec/v Ha nopTy BKAto4veH pexum «RADIUS-Assigned VLAN», nopt gobasnsetcs
K VLAN, Ha3HayeHHOM cepBepom RADIUS.

— Ecnn Ha nopty He BKAtouveH perxum  «RADIUS-Assigned VLAN», nopt
nobasnsaetca B VLAN, HaCTpOEHHYI0 No/1b30BaTeNEM.

Echv nonb3oBatenb He MOMKET MPOMTM ayTEHTUPUKAUUIO MAM NepexoanT B

ABTOHOMHbIN PEXUM:

— Ecnu Ha nopty BKAOYeHbl pexxumbl «Guest VLAN» n Allow Guest VLAN if
EAPOL Seen», nopt byaet gobasneH K VLAN.

— Ecan Ha nopty BKAtoueH pexum «Guest VLAN», HO He BK/IIOYEH peXKUM
«Allow Guest VLAN if EAPOL Seen», nopt aobasnsetca B roctesyto VLAN,
Koraa 3anucb Kagpa EAPOL HepgocTynHa n gobasnsetcs B VLAN, HacTpoeHHyto
nosib3oBaTenem, Korga 4oCTynHa 3anucb Kagpa EAPOL.

— Ecnn Ha nopTy He BKAtoYeH pexum «Guest VLAN», nopt gobasnsetca B VLAN,
HACTPOEHHYIO NOJIb30BaTENEM.
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2. Hactpoiika nopta IEEE802.1X.

Port Configuration

RADIUS-Assigned | RADIUS-Assigned Guest

Port ‘ Admin State QoS Enabled | VLAN Enabled | VLAN Enabled ‘ [Pl S ‘ bz

1 Authorized Reauthenticate Reinitialize

2 Unautharized [ Reauthenticate ][ Reinitialize ]
3 Unauthorized [ Reauthenticate ][ Reinitialize ]
4 Link Down henticate Reinitialize

5 Link Down Reinitialize

6 Link Down Reinitialize

7 Link Down Reinitialize

i Link Down Reinitialize

9 Link Down leauthenticate Reinitialize
10 Link Down Reauthenticate Reinitialize

Puc. 146. HacTtpolika nopta IEEE802.1X
MNoprT (Port)

Onuuu: Bce NopTbl KOMMYyTaTOpPA.

BkntoueHue roctesoro VLAN (Guest VLAN Enabled)

Onuuu: Force Authorized/Force Unauthorized/Port-based 802.1X/MAC-based Auth.

3HavyeHue no ymondyaHuto: Force Authorized.

PyHKUMA: BIOOP peXknma ayTeHTUPUKALUM.

OnucaHue: «Force Authorized» o3HayaeT, YTO NOPT Bcerga HaxoAMTCA B aBTOPM30BAHHOM
COCTOAHMM M NO3BOAAET MO0/b30BaTeNAM MO/Ay4aTb AOCTYN K CceTeBbIM pecypcam 6es
ayTeHTUPUKaummn. «Force Unauthorized» o03HayaeT, 4TO nNOPT BCEraa HaxoAUTCA B
HEeaBTOPM30BAHHOM COCTOAHMM M He NO3BOJIAET NO/Ib30BATE/IAM NPOBOAUTL ayTEHTUPUKALMIO,
a KOMMyTaTOp He npeaocCTaBAseT yCaAyrn ayTeHTUOMKAUMM KAMEHTAM, KOTopble Mo/y4vatoT
A0CTYN K KOMMYyTaTopy € 3Toro nopta. MposepKa NogAMHHOCTM Ha ocHoBe MAC yKa3bIBaeT, YTo
no/sb3oBaTeIn, UCMNO/b3yloWwMe MNopT, AO0MKHbl ObiTb COOTBETCTBEHHO aYTEHTUPULMPOBAHDI.
«Port-based 802.1X» o03HayaeT, YTO MO/Ab30BATENM MPOXOAAT AYTEHTUPMKALMIO Ha OCHOBE
nopta. [ocne TOro, Kak nepBblit NOJb30BaTE/Nb, MWCMNOAbL3YOLWUWIA NOPT, nponaert
ayTeHTUPUKaLMIO, BCE OCTa/ibHble MONb30BATENN, WUCMO/b3yHOLWME MOPT, He HyXKAalTca B
ayTeHTUdUKaummn. OaHaKo, ecnm nepsbi NOb30BaTeNb HAaXOAUTCA B aBTOHOMHOM peXxume,
NnopT OTK/IOYEH, U BCE APYrne Mo/sb30BaTeIn, UCMO/b3yloLmMe NopT, HE MOTYT MCNONb30BaTb
CeTb.

BknioueHue pexkuma «RADIUS-Assigned QoS» (RADIUS-Assigned QoS Enabled)

Onuwuun: Enable/Disable (BkntoueHo/BbIKNO4YEHO).

3HauyeHWe no ymondaHuto: Disable (BbikatoueHo).

®PyHKUMA: BKAOYEHUE U BbiKAoYeHMe pexknuma «RADIUS-Assigned QoS» Ha nopTy.

BknwoueHue pexkmuma « RADIUS-Assigned VLAN Enabled » (RADIUS-Assigned VLAN Enabled)
Onuwuun: Enable/Disable (BkatoueHo/BbIKNO4YEHO).

3HayeHue no ymonyaHuio: Disable (BbikntoyeHo).

PyHKUMA: BKAOYEHMNE U BbIKIoYeHe pexkuma «RADIUS-Assigned VLAN Enabled» Ha noprTy.
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BkntoueHue roctesoro VLAN (Guest VLAN Enabled)

Onuwuun: Enable/Disable (BkntoueHo/BbikAo4YeHO).

3HauyeHKne no ymonyaHuto: Disable (BbikatoyeHo).

®PyHKUMA: BKIOYEHUE U BbIKAtoYeHne rocteBoro VLAN Ha nopry.

- 3Ta ¢yHKUMA OyaeT AOCTyMHa, TONbKO ecan pexkumbl «RADIUS-Assigned QoS»,
.,, «RADIUS-Assigned VLAN» u «Guest VLAN» OyayT BKAKOYEHbl MNPU HACTpOMKe
rno6anbHbIX NApameTpoB.

BkntoueHue roctesoro VLAN (Guest VLAN Enabled)

Onuuu: Globally Disabled, Authorized, Unauthorized, Link Down, x Auth/y Unauth

®PyHKUMA: oTOBpaXKeHMe cTaTyca nopra.

OnucaHue: «Globally Disabled» o3HauyaeT, uto perkum |EEE802.1X oTKAto4eH rnobanbHo.
«Authorized» o03HayaeT, 4YTO MO/b30BaTeNb, MNOAKAIOYEHHbIA K NOPTYy, MpPoOXoauT
ayTeHTUdUKaumio; «Unauthorized» o3HavaeT, 4To Nosib3oBaTeNb, NOAKAOYEHHBIA K NOPTY, He
MOMKeT MponTn ayTeHTUudmKkaumo; «Link Down» o3HauaeT, 4to NopT oTKAtoYeH; «x Auth /vy
Unauth» yKkasbiBaeT, 4To «X» MoJsib30BaTenel aBTOPM30BaHbl, a «Y» Mosb3oBaTener He
aBTOPU30BaHbI, ECIN PEXKUM ayTeHTUPUKaLMKM NOPTa OCHOBbIBaeTcA Ha MAC-agpecax.

Ecnv pexxnm ayTeHTUPMKaUMM nopTta - 37O ayTeHTUdMKaums Ha ocHose MAC-agpecoB wmau
802.1X, Bbl MoOXKeTe HaxaTb KHOMKy <Reauthenticate>/<Reinitialize> pana nosTopHOM
ayTeHTUdUKaumn. Bo Bpems NOBTOPHOM ayTeHTUOMKALMM COCTOAHME MNOopTa MEHAEeTCA Ha
«Unauthorized».

3. MNpocmoTp HacTpoeK IEEE802.1X

Network Access Server Switch Status

Port | Admin State | Port State | Last Source | LastID | QoS Class | Port VLAN ID
Force Authorized Authorized -
Port-based 802 1X  Unauthorized -
MAC-hased Auth. Unauthaorized

Force Unauthorized  Link Down -
Force Unauthorized  Link Down -
Force Authorized Link Down -
Force Authorized Link Down -
Force Authorized Link Down -
Force Authorized Link Down -
Force Authorized Link Down -

—&
|E:- [0 20 ==t |G o = o [k | —

Puc. 147. OtobparkeHune HacTpoek IEEE802.1X

Haxkmute <Port> ana otobpaskeHua ctatuctuku IEEES02.1X.
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4. MpocmoTp ctatnucTmkm IEEE802.1X.

NAS Statistics Autn-refresh O [ Refresh H Clear All H Clear This

Port State

Admin State  Port-based 502.1X
Port State Authorized

Qo5 Class

Port VLAN ID

Port Counters

Receive EAPOL Counters | Transmit EAPOL Counters
Total 4 Total 5
Response 1D 1 Request D
Responses 1 Requests 1
Start 1
Logoff 1
Invalid Type 0
Invalid Length 0
Receive Backend Server Counters | Transmit Backend Server Counters
Access Challenges 1 Responses P
Other Requests 4
Auth. Successes 1
Auth. Failures 0

Last Supplicant Info
MAC Address 44-37-e6-88-62-30
VLAN ID 1
Version 1
Identity cce

Puc. 148. OTobpaxkeHue ctatucTnkm IEEE802.1X

BbibepuTe nopT 1 npocmoTpute ctaTucTuKy IEEE802.1X ansa BbibpaHHOro nopTa.

10.2.3. Tlpumep TMNOBON HACTPOMKM

KaK noKkasaHo Ha puc. 149, knneHT noakatoyeH K nopty 1 kommyTtaTopa. Bkatoumte IEEE802.1x
Ha nopTy 1 1 BbibepuTe pexmm ayteHTudmnKaumm «Port-based 802.1X». ma nonb3osatena u
napoab yaaneHHon ayTeHTugmkaumm — «ddd».
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Cepeep

192.168.0.32
192.168.0.23
’ Port1 &
192.168.0.2
Knnent KommyTaTop

Puc. 149. Mpumep HacTponkum IEEE8D2.1X

Bbl moxkeTe 06paTtMTbCA K TUMMYHOMY Mpumepy KoHourypaumm B n. 9.10 «KoHourypaums
RADIUS».

10.3. Hactpomka ACL
10.3.1. BBepeHue

C pa3BuTMEM CeTeBbIX TEXHOIOTMI BONPOCHl 6@€30MacHOCTN CTAaHOBATCA BCe Hosiee 3aMeTHbIMY,
Tpebysa cOBpPEeMEHHbIX MeXaHM3MOB KOHTpons goctyna. C nomouwpio ¢yHKumm ACL (Access
Control List, CNMCOK KOHTPO/IA A0CTyna) KOMMYTaTOpP COMOCTaBASE€T MaKeTbl CO CMMUCKOM,
KOTOpPbI cHOPMUPOBAH A1 PeannsaLmnm KOHTPoNA A0CTyna.

10.3.2. Peanunsaumna

[aHHaa cepua KOMMyTaToOpoB OGUALTPYET NakeTbl B COOTBETCTBMM C COrnacoBaHHbim ACL
(cnuckom pgoctyna). Kaxkaana 3anmcb COCTOMT U3 HECKOIbKUX YCNOBUM B NOTMYECKOM OTHOLLEHWUM
«W». 3anncm ACL HesaBucumbl gpyr OT gpyra.

KommyTtatop cpasHuBaeT nakeT ¢ 3anucamm ACL B nopagKe BO3pacTaHUA MAeHTUPUKaATopos
3anucen. Kak TO/NbKO coBMageHue HalAeHo, BbIMNONHAETCA AeNCcTBMe, M JafibHenwee
CpaBHeHWe He NPOBOAUTCA.

10.3.3. Hactpownka c nomoubto WEB-nHTEpdeinca

1. HacTtpoika noptos ACL.

| | KoHdurypaumnsa nopta ACL onpegenser pexum obpaboTKM MNaKeToB, NOJyYEHHbIX
NOPTOM, KOTOPbIE HE COOTBETCTBYHOT HM 0AHOM 3anuncu ACL.

g
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ACL Ports Configuration
Port | Policy ID_ | Action | Rate Limiter ID [ EVC Policer | EVC Policer ID_| Port Redirect | Mirror Logging | S [ State | Counter

e ¥ o Ne ¥ 1 e W Mo M=

1] 0 |Permit | [Disabled ~| |[Disabled v| | | |Disabled | |Disabled ~| [Disabled | |Enablsd | 0

2 | 0| [Permit |  [Disabled | |[Disabled v| | \ [Disabled v| [Disabled | [Disabled | [Enabled v| 111897

3| 0| [Permit |  [Disabled v| [Disabled ¥| | | [Disabled | [Disabled »| [Disabled | |Enabled v 0

4| 0| |Permit | |Disabled ~| |[Disabled v| | \ |Disabled | |Disabled »| |Disabled | Enablsd | 0

5 | 0| [Permit |  [Disabled | |[Disabled ¥| | | [Disabled | [Disabled | [Disabled | [Enabled v 0

6 | 0| [Permit |  [Disabled v| [Disabled v| | \ [Disabled | |Disabled »| [Disabled | Enabled v 0

7 0 |Pemit ¥ |Disabled %| |[Disabled v| | | |Disabled | |Disabled »| |Disabled | |Enabled +| 0

Puc. 150. HacTtpoiika noptos ACL

NaeHtndukarop noantukm (Policy ID)

HacTpansaemblii ananasoH: 0 ~ 255.

3Ha4veHMe no ymonyanumio: 0.

®PyHKUMA: HAaCTPOMNKa naeHTUPUKaTopa NOANTUKM ANA NOPTa.

DeiictBue (Action)

Onuwuun: Deny/Permit (3anpetuTb/Pa3speLumnTs).

3HayeHue no ymonyaHuto: Permit (Paspewntsb).

PyYHKUMA: HACTPOMKa AENCTBMA MO OTHOLLIEHUIO K NMaKETY, KOTOPbIN HE COOTBETCTBYET HU OAHOM
3anucn ACL. Deny: nakeTbl, HE COOTBETCTBYIOLWIME KAKOM-TMOO 3anucu, 6yayT OTK/IOHEHbI.
Permit: nakeTbl, He COOTBETCTBYIOLUME KaKON-AMO0 3anucu, byayT nepeHanpas/ieHbI.
NaeHTudUKatop orpaHuuutens ckopoctu (Rate Limiter ID)

HactpanBaembiit ananasoH: Disabled (BbikntoueHo)/1~16.

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®PyHKUMA: BbIKAOYEHME (YHKUMM OrpaHMYEeHUA CKoOpocTM U  Bblbop unaeHTMdMKATOpa
OrpaHUYnUTeNst CKOPOCTW.

Naentudukarop noantukm EVC (EVC Policer ID)

HacTpausaembiii aAnanasoH: 1 ~ 256.

3Ha4yeHue No ymosyaHuto: 1.

PyHKUMA: nocne BKAoYeHMs nonnTukm EVC HacTponTe naeHtTnemkatop noantnkm EVC nopta.

| | OrpaHuYeHMe CKOPOCTM nopTa M noautuka EVC He MoryT 6biTb  BKJ/IKOYEHb
ﬂ OZHOBPEMEHHO.

dyHKumua «Port Redirect» (Port Redirect)

Onuumu: Disabled (BbikatoueHo) / any port (nto6oit nopr).

3HavyeHue no ymonyaHuio: Disabled (BbikntoueHo).

PyHKUMA: BKAOYEHME U OTKAo4YeHne oyHKuMKM «Port Redirect». Mocne BKAOYEeHMA 3TOM
dYHKLMWM NaKeTbl, He COOTBETCTBYIOWME Kakon-nnbo 3anucn ACL, 6yayT nepeHanpaBieHbl Ha
yKa3aHHbI NOpT.

1 | «Port Redirect» MOXHO BKNOYNTb, TONILKO ecan gna napametpa «Action» 3agaHo
ﬂ 3HayeHune «Deny».
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®dyHKuma «Mirror» (Mirror, 3epKano)

Onuwuun: Enable/Disable (BkntoueHo/Bbikao4eHo).

3HauyeHKne no ymonyaHuto: Disable (BbikntoyeHo).

PyHKUMA: BKAKOYEHME U OTKAOYEeHUE PyHKUuM «Mirror» (3epkana nopTta). MNocne BKAOYEHMUA
3TOM QYHKLMM NaKeTbl, HE COOTBETCTBYOLMNE KaKoM-1nmbo 3anmncu ACL, byayT nepeHanpaB/ieHbl
KaK Ha NOPT Ha3Ha4YeHus, TaK U Ha NOPT Ha3HayYeHua «Mirror».

| | lMpepnBapuTenbHbIM  YCIOBMEM [ANA  BK/OYEHUA 3epKanupoBaHua nopTtos ACL
ﬂ ABIAETCA HAaIMYME NOPTA HAa3HAYEHUSA 3ePKANNPOBAHNA.

dyHKumA «Logging» (Logging, Perncrpauus)

Onuwuun: Enable/Disable (BkntoueHo/BbikAo4eHO).

3HayeHue no ymonyanuio: Disable (BbikntoueHo).

®PyHKUMA: BKAOYEHME M OTKAYeHue oyHKuum «Logging» (pernctpauum nopta). Enabled
(BKntoyeHo): ecnn NopT NosyyaeT NakeT, He COOTBETCTBYHOLWMIM HU ogHoM 3anmncn ACL, naket
3anunCbiBaeTCA B CUCTEMHbIN KypHan. Disable (BbikntoueHo): ecan nopT noaydvaeT NakeT, He
COOTBETCTBYOLWMI ogHOMN 13 3anmcent ACL, nakeT He 3anuCbIiBAaeTCs B CUCTEMHbIN XKYpPHan.
®dyHKuyma «Shutdown» (Shutdown, OTkntoueHue)

Onuuu: Enable/Disable (BkntoueHo/BbiKkao4eHO).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

dPyHKUMA: BKAOYEHNE U OTKAOYEeHWe nopTa. Enabled (BKatoueHo): ecan nopT nony4yaert nakerT,
He COOTBETCTBYIOLWMA HM ogHOM 3anucu ACL, nopT oTkatoyaeTca. Disable (BbikntoueHo): ecnun
nopT Nony4yaeT NakeT, He COOTBETCTBYOWMI 3annucn ACL, nopT He OTKAtoYaeTcs.

CueTtumK (Counter)
dYHKUMA: oTOBParkeHNe KoMYecTBa NakeTos, He COBMaAAaoWMX HU ¢ ogHOM 3anucbio ACL.

2. Hacrtpoiika orpaHmnumtens ckopoctun ACL.

ACL Rate Limiter Configuration
Rate Limiter ID [ Rate [ unit

= <=

pps
pps
Fps
Fps
pps
pps
pps
Pps
Fps
Fps
pps
pps
pps
Pps
Fps
pps

W @ - o s W R

1 0 L S

Puc. 151. HacTtpolika orpaHunumtensa ckopoctu ACL
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OrpaHuueHue ckopoctu (Rate Unit)

HactpamnBaembiit agnanasoH: 0~3276700 Mak/c / 0~1000000 K6ut/c (c warom 100).

3HauyeHue no ymonyaHuio: 1 Mak/c.

®YHKUMA: HACTPOWMKA OrpaHMYEHNA CKOPOCTU COrIaCHO COOTBETCTBYIOLLENO MAeHTMdMKaTopa.

3. Hacrtpoiika 3anucei ACL.

Access Control List Configuration

ACE [ Ingress Port [ Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect [ Mirror [ Counter |
1 2 Any EType Deny Disabled 1 Disabled 0 g‘ge
. . : . XD
4 6 Any Any Permit Dizabled Disabled Dizabled 0 91*09
: : _ . XD
2 3 Any Any Permit Disabled Disabled Disabled 0 G+09
i 5 Any IPv/UDP 50  Permit Disabled Disabled Disabled 0
000

Puc. 152. HacTtpoliika 3anuceit ACL

Koraa nmeetcs HeckosibKo 3anuceit ACL, ycTpoiicTBO cpaBHMBaeT nakeT ¢ 3anucammn ACL ogHy
3a apyroi (cBepxy BHM3). Kak TO/NbKO cOBMaAeHWe HalAeHO, BbINOJHAETCA AeiCcTBue, U
JanbHelLwee cpaBHEHWE He NPOBOAMUTCA.

Hakmute <@>, ytobbl 106aBMUTb HOBYIO 3anucb ACL; Haxkmute <@>, yTobbl OTpeaaKTMPOBaTb
3anucb ACL; Haxmute <®>, ytobbl yaanutb 3anmck ACL; Haxkmute <O>, ytobbl NepemecTUTb
TEKYLLYH 3anncb BBEPX; HAXXMuUTe <O>, 4Tobbl NepemMecTUTb TEKYLLYIO 3aNUCb BHUS.

ACE - 310 ngeHtudukatop 3anucu ACL, KoTopasa HymepyeTcAa B 3aBUCMMOCTM OT BPEMEHMU
CO34aHuA 3aNucK.

4. HacTpolika napameTpoB 3anucei ACL.
4.1. HacTtpoliKka napameTpoB 3anucei.

ACE Configuration

All
Port 1

Ingress Port

Fort 3
Fort 4

Paolicy Filter Specific

[ ) | B

£

£

Policy Value 0
Policy Bitmask | 0x/FF
Frame Type | Ethernet Type hd

Puc. 153. HacTtpolika napameTpoB 3anuceit ACL
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Bxogawwmii nopt (Ingress Port)

Onuwmu: All/any port (Bce nopTbi//Tto6oit nopT).

3HauyeHune no ymonyaHuto: All (Bce noprol).

®yHKUMA: BbIGOP NOpPTa, Ha KOTOPOM AENCTBYET 3anunch ynpasneHua aoctynom (ACE).

®dunbtp nonutuk (Policy Filter)

Onuwun: Any/Specific (/llo6oin/OnpeaeneHHblit).

3HayeHWe No ymonyaHuto: Any (/ltobon).

®yHKLMA: HacTpoKKa ycnosua «ACE -> NaeHTudumkaTop nonmtuk». Ecam gns Hero yctaHOBAEHO
3HauyeHue «Specificy, HeobxoaAMMO ycTaHOBUTb 3Ha4YeHusa «Policy value» n «Policy bitmask».
Korga «Policy value» nakeTa, MONy4eHHOro BXOAHbIM MOPTOM, COOTBETCTBYET HACTPOMKaM
3TOro NapameTpa, YC/10BME CYUTAETCA BbINOJHEHHBIM.

3HaueHue noautuk (Policy Value)

HacTpausaemblii ananasoH: 0 ~ 255.

®PyHKUMA: HACTPOMKA 3HaYeHuA «Policy value».

butoBas macKa nonutuk (Policy Bitmask)

Hactpausaemblii ananasoH: 0x0 ~ OxFF.

PyHKUMA: HACTPOMKa BMTOBOM MaCKM MONAUTUK. 3HAYEHUE MOJAUTUK U BMTOBAA MacKka MOUTUK
MCNONb3YIOTCA ANA  COMOCTaBAeHMA npu  ux  GunbTpauuun. butoBasa Macka NOAUTUK
npeobpasyeTca B ABOMYHbIE LMPbI M 3aTEM BbIPaBHMBAETCA MO NMPAaBOMY Kpakt CO 3HAYEHMEM
NONUTUKM (B 4BOMYHOM pexkume). 3HaYeHMe «1» 03HAYaeT TO Ke CaMoe 3HaYeHue, a 3HaYeHune
«0» 03Ha4yaeT, YTo paspelleHo Ntboe 3HaveHue.

Tun ¢peiima (Frame Type)

Onuwun Any/Ethernet Type/IPvA4.

3HauyeHue No ymonyaHuto: Any.

®yHKUMA: HacTporKa ycnosua «CoctoaHune -> Tun naketa». Korga tmn nakerta, Nojy4eHHOro
BXOAALMM MNOPTOM, COOTBETCTBYET HaCTpPOMKam 3TOro napameTpa, YC/A0BME CUYMTaeTcs
BbINOJ/IHEHHbIM.

4.2. Hactpoika napametpos VLAN.

VLAN Parameters
802.1Q Tagged | Any b
VLAHN ID Filter | |Specific w
VLAN ID 1
Tag Priority Ay b

Puc. 154. Hactpowka napameTtpos VLAN

TerupoBaHue 802.1Q (802.1Q Tagged)
Onuwun: Any/Disabled/Enabled (/1to60i1/BbikntoueHo/BKAOYEHO).
3Ha4yeHue No ymonyaHuto: Any.
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®PyHKUMA: HacTpoiKa ycnoBus «CoctosHue -> Ter 802.1Q». 3HayeHue «Disabled» yka3biBaeT Ha
naketol 6e3 Teros, a 3HayeHue «Enabled» yka3sbiBaeT Ha nakeTtbl ¢ Teramu. Korga naker,
NOJIy4YEHHbIM BXOAALMM MOPTOM, COOTBETCTBYET HACTPOMKam 3TOro napameTpa, YCnosue
CYNTAETCA BbIMOJHEHHbIM.

®dunbtp pgeHtudukaropa VLAN (VLAN ID Filter)

Onuwuun: Any/Specific (1 ~ 4095).

3HayeHune no ymonyaHuio: Any.

®PyHKUMA: HacTpolika ycnosBus «CoctoaHue -> VID». Ecnm yctaHoBneHa onuma «Specificy,
Heobxogmmo BBecTu 3HayeHue VID. Korga VID B nakete, Nosy4eHHOM BXOAALWMM MOPTOM,
COOTBETCTBYET HACTPOMKAamM 3TOro MapameTpa, YC/0BME BbINOAHAETCA ycnewHo. Ecan ans
802.1Q Tagged ycrtaHoBNEeHO 3HayeHue «BbikaoyeHo» (Disabled), ana storo napametpa
HeobxoAMMO YCTaHOBUTb 3HA4YeHMe Any.

Mpuopurer Tera (Tag Priority)

Onuwuu: Any/0/1/2/3/4/5/6/7/0-1/2-3/4-5/6-7/0-3/4-7.

3HauyeHue No ymonyaHuto: Any.

®yHKUMA: HacTpolKa ycnosua «CocTosaHue -> MpuopuTteT Tera». Koraa npuopuTteT naketa,
NMOJIy4EHHOrO BXOAAWMM MNOPTOM, COOTBETCTBYET HACTPOMKam 3TOro napameTtpa, ycnosue
BbiMOAHAEeTCA ycnewHo. Ecan gna 802.1Q Tagged ycTaHOBAEHO 3HavyeHWe «BbIKAOYEHO»
(Disabled), ana atoro napameTtpa HeO6XO0ANMMO YCTAHOBUTb 3HAYeHME Any.

4.3. HacTpoiKa napameTpoB Tuna Kagpa.

MAC Parameters

SMAC Filter | | Specific v
SMAC Value | |02-02-02-02-02-02
DMAC Filter | | Any A

Ethernet Type Parameters

| EtherType Filter | [Any v/ |

Puc. 155. HacTpolika napameTpoB Tuna Kagapa

®dunbtp SMAC (SMAC Filter)

Onuuu: Any/Specific (/lloboii/OnpeaeneHHbiit).

3HauyeHWe No ymonyaHuto: Any (/ltobon).

®yHKuMA: HacTpoiKka ycnosua «CoctoaHune -> MAC-agpec uctouyHuka». Ecam gna Hero
yCTaHOBNEHO 3Ha4vyeHune «Specific», HeobxogmMmo ykasaTb MAC-agpec uctouyHuka. Ecam MAC-
aJpec UCTOYHUKA B MaKeTe, NOlYYEHHOM BXOAALWMM NOPTOM, COOTBETCTBYET HACTPOIMKam 3TOro
napameTpa, yC/0BUE CYUTAETCA BbINMOJHEHHbIM.

dunbtp DMAC (DMAC Filter)

Onuwmun: Any/UC/MC/BC/Specific.

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe

SEWM20GT-D

3Ha4yeHuMe nNo ymonyaHuio: Any.

®dyHKUMA: HacTpolka ycnosua «CoctoaHue -> MAC-agpec HasHaveHua». Ecan gna Hero
yCTaHOBNEHO 3HayeHue «Specific», Heobxoamumo yKasaTb MAC-agpec HasHaveHuAa. Echn MAC-
afpec UCTOYHUKA B MaKeTe, NONYYEHHOM BXOAALMM NOPTOM, COOTBETCTBYET HACTPOIMKaM 3TOro
napameTpa, yC/I0BME CUMTAETCA BbIMOAHEHHbIM.

®dunbTp TMNA Kagpa Ethernet (EtherType Filter)

Onuwmn: Any/Specific (0x600~0xFFFF, exclude 0x800(IPv4), 0x806(ARP), 0x86DD(IPv6)).
3HayeHne no ymonyaHuio: Any.

®dyHKUMA: HacTpoiKa ycnosua «CoctoaHuMe -> Tun Kagpa Ethernet». Ecam gna Hero

YyCTaHOBNEHO 3HadeHue «Specificy, Heobxoammo yKkasaTb TMN Kagpa Ethernet. Echm naker
Ethernet, nonyyeHHOM BXOAALWMM MNOPTOM, COOTBETCTBYET HACTPOMKaM 3TOro0 MapameTpa,
YC/IOBME CYMTAETCA BbIMOJHEHHbIM.

4.4. HacTtpolika napameTpoB Kagpa IPv4.

MAC Parameters

| DMAC Filter | [Any v/ ]

IP Parameters

IP Pratocel Filter | | Other hd
IP Protocol Value | O

IP TTL Zero hd
IP Fragment Yes hd
IP Option Any hd
SIP Filter Any A
DIP Filter Any hd

Puc. 156. Hactpolika napameTpoB Kaapa IPv4

dunbtp DMAC (DMAC Filter)

Onuwuun: Any/UC/MC/BC.

3Ha4yeHue No ymonyaHuto: Any.

PyHKUMA: HacTpoirKa ycnosua «CoctoaHue -> MAC-agpec HasHayeHua». Ecam MAC-agpec
Ha3HayeHMA B MaKeTe, MOJIyYY4EHHOM BXOAAWMM MOPTOM, COOTBETCTBYET HACTPOMKam 3TOro
napameTpa, yC/I0BME CUMTAETCA BbIMOAHEHHbIM.

®unbtp npotoKona IP (IP Protocol Filter)

Onuwuun: Any/ ICMP/ UDP/ TCP/ Other (0 ~ 255).

3Ha4yeHue No ymonyaHuto: Any.

PyHKUMA: HacTpoMKa ycnosua «CoctoAaHMe -> Tun npoTokona naketa IPv4». Ecan 3HauveHue

ycTaHoBAeHOo Kak ICMP, UDP nau TCP, HeobxoaMMO HacTPOUTb COOTBETCTBYIOLLIME NapaMeTpbl.
Ecnn yctaHoBneHo 3HaveHune «Other», Heob6xo4MMO YCTAaHOBUTbL MAEHTUOUKATOP NPOTOKONA.
Korgpa tvn npoTtokona B nakeTe |Pv4, nony4eHHOM BXOAAWMM MNOPTOM, COOTBETCTBYET
HACTPOMKaM 3TOro napameTpa, yCAoBMeE CYUTAETCA BbINONHEHHbIM.
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Mone TTL B naketax IP (IP TTL)

Onuwun: Any/Non-zero/Zero.

3Ha4yeHuMe nNo ymonyaHuio: Any.

®PyHKUMA: HacTpoliKa ycnosusa «CoctosiHune -> MNone TTL B nakeTax IP». 3HaueHne «Non-zero»
03HayvaeT, YTo ycnoBue byaet BbinonHeHo, ecan TTL IP B nakeTe IPv4 6onblue HynA, a 3HaYeHue
«Zero» 03HayaeT, YTo yc/ioBMe He BbinosHAeTcA, ecam TTL IP B nakeTe IPv4 6onblie HynA.
®parmeHT IP (IP Fragment)

Onuwun: Any/Yes/No.

3Ha4yeHuMe nNo ymonyaHuio: Any.

PyHKUMA: HacTpolKa ycnosua «CoctoaHue -> PparmeHT IP». Ecaun IP-dparmeHT B nakete IPv4,
NoJly4EHHOM BXOAALWMM MOPTOM, COOTBETCTBYET HACTPOMKAM 3TOro napameTtpa, ycnosue
CYNTAETCA BbIMOSHEHHbIM.

Onuuu IP (IP Option)

Onuwuun: Any/Yes/No.

3HayeHne no ymonyaHuio: Any.

dyHKUMA: HacTpolika ycnosua «CoctoaHue -> Onuuum IP». Ecam onummn IP B nakete IPv4,
NOJlyYEHHOM BXOAALWMM MNOPTOM, COOTBETCTBYET HACTPOMKaM 3TOro napameTpa, YycC/l0Bue
CYNTAETCA BbIMOSHEHHbIM.

®dunbtp SIP (SIP Filter)

Onuwuun: Any/Host/Network.

3HayeHne no ymonyaHuio: Any.

PyHKUMA: HacTpoiKa ycnosua «CoctosHume -> |P-agpec ucTOYHMKa». Ecam yctaHoBneHoO
3HayeHue «Host», HeobxogMmo yctaHOBUTL IP-agpec. Ecnv yctaHoBneHO 3HaYeHne «Networky,
HeobxoamMmo ycTaHoBUTb IP-agpec n macky nogcetu. Ecam IP-agpec McTouHMKa B nakete IPv4,
NoJly4EHHOM BXOAALMM MOPTOM, COOTBETCTBYET HACTPOMKAM 3TOro napameTtpa, Yycnosue
CYNTAETCA BbIMNOAHEHHbIM.

®unbtp DIP (DIP Filter)

Onuwuun: Any/Host/Network.

3HauyeHue No ymonyaHuto: Any.

®PyHKUMA: HacTpoiKa ycnosus «CocTosiHne -> IP-agpec HasHauyeHua». Ecam yctaHoBneHo

3HayeHune «Host», HeobxoamMmo yctaHoBUTb IP-aapec. Ecaum yctaHoBeHO 3HaveHne «Networky,
HeobxoaMmo ycTaHoBUTL IP-agpec 1 macKy noacetu. Ecnv IP-agpec HasHadyeHuA B nakete IPv4,
Nosly4EHHOM BXOAALMM MOPTOM, COOTBETCTBYET HACTPOMKAm 3TOro napameTpa, ycaoBue
CYNTAETCA BbIMONHEHHbIM.

4.5. Hactpolika napameTtpos ICMP.

ICMP Parameters

ICMP Type Filter | Any w
ICMP Code Filter | | Any hd

Puc. 157. Hactpowka napametpos ICMP
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Tun ¢punbTtpa ICMP (ICMP Type Filter)
Onuuu: Any/Specific (0 ~ 255).
3Ha4yeHuMe nNo ymonyaHuio: Any.
PyHKUMA: HacTpolka ycnosua «CoctosHue -> Tun ICMP». Ecan ycTaHOB/IEHO 3HayeHue
«Specificy, Heobxoanmo yKkasatb TMn ICMP. Ecam tmun ICMP B nakete IPv4, nony4yeHHOM
BXOAAWMM MOPTOM, COOTBETCTBYET HACTPOMKaM 3TOro MapameTpa, YCNOBME CYMTaeTcA
BbINONHEHHbIM.
Kog, ¢ounbtpa ICMP (ICMP Code Filter)
Onuyuu: Any/Specific (0 ~ 255).
3Ha4yeHuMe nNo ymonyaHuio: Any.
®yHKuMA: HacTponka ycnosua «CoctosHue -> Kog ICMP». Ecnm ycTaHOBNEHO 3HayeHue
«Specificy, Heobxoaumo ykasaTb kKog ICMP. Ecan kog ICMP B nakete IPv4, nosydyeHHom
BXOAALWMM NOPTOM, COOTBETCTBYET HACTPOMKamM 3TOro napameTpa, YC/lOBME cuuTaeTcAa
BbINO/HEHHbIM.

4.6. Hactpoiika napametpos UDP.

UDP Parameters

Source Port Filter | | Any A
Dest. Port Filter Any W

Puc. 158. Hactpoiika napameTtpos UDP

®dunbTp NopTa UCTOUHMKA/PunbTP NopTa Ha3HaueHun (Source Port Filter/ Dest. Port Filter)
Onuwmn: Any/Specific (0 ~ 65535)/Range (0 ~ 65535).

3Ha4yeHue No ymonyaHuto: Any.

®PyHKUMA: HacTpomKa ycnoeua «CoctoAaHue -> WaeHTUOMKATOP NopTa  MCTOYHMKA U
naeHTudMKkaTtop noprta HasHadeHua UDP». Ecan  yctaHoBneHo 3HauyeHue «Specificy,
HeobxoaMMO YyKasaTb uaeHTMdMKaTop nopTta. Ecam  ycTaHoBneHo 3HayeHwe «Rangey,
HeobXoAMMO YKasaTb AManasoH uaeHTUdUKaTopoB noptoB. Ecnm naeHtTuduMKaTopbl nopTos
UDP B nakete IPv4, nofiy4eHHOM BXOAALIMM MOPTOM, COOTBETCTBYIOT HaCTPOMKam NapameTpos,
YCN0BUE CYMTAETCA BbINOAHEHHbIM.

4.7. HacTtpoiika napametpos TCP.

TCP Parameters
Source Port Filter | Any hd
Dest. Port Filter Any hd
TCP FIN 1 v
TCP SYN Any v
TCP RST Any v
TCP PSH Any v
TCP ACK Any v
TCP URG Any e

Puc. 159. Hactpolika napametpos TCP
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®dunbTp NnopTta ucTouHMKa/PuUnbTp NnopTta HasHaueHusn (Source Port Filter/ Dest. Port Filter)
Onuuu: Any/Specific (0 ~ 65535)/Range (0 ~ 65535).

3HayeHuMe nNo ymonyaHuio: Any.

dyHKUMA: HacTpoMKa ycnoBua «CoctoaHue -> WaeHTUdMKATOp NopTa  MCTOYHUKA U
naeHTMdMKaTop nopta HasHayeHusa TCP». Ecan  ycTtaHoBneHo 3HadeHuwe «Specificy,
HeobxoaMMO YyKasaTb uaeHTMdMKaTop nopTta. Ecan  ycTaHoBneHo 3HayeHwe «Rangey,
HeobXxoAMMO yKa3aTb AMana3oH naeHTudMKaTopos nopTos. Ecam naeHTnduKkatTopsl noptos TCP
B nakete IPv4, nosyyeHHOM BXOAALIMM MOPTOM, COOTBETCTBYIOT HaCTPOMKam MapameTpos,
YyCNI0BUE CYMTAETCA BbINOAHEHHbIM.

TCP FIN/SYN/RST/PSH/ACK/URG

Onuwun: Any/1/0.

3Ha4yeHMe no ymonyaHuio: Any.

PyHKUMA: HacTpolika ycnosusa «CoctoaHue -> noas ynpasneHua TCP». Ecam nona ynpasieHus
TCP B nakete IPv4, nony4eHHOM BXOZHbIM MOPTOM, COOTBETCTBYIOT HAaCTPOMKAM NapameTpos,
YCNOBUE CYMTAETCA BbINOAHEHHbIM.

4.8. HactpoWika gerictenii 3anncein ACL.

Action Deny b
Rate Limiter | |Disabled »
EVC Paolicer Disabled »
Disabled »
Pot1 |
Port Redirect | |[Pot 2
Port 3
Potd4 =
Mirror Disabled »
Logging Disablad
Shutdown Disabled »
Counter 1]

Puc. 160. HacTtpoliika aeincremi 3anmceit ACL

Deiicteue (Action)

Onuwun: Deny/Permit/Filter (3anpetuTb/PaspelinTts/PunbTpoBats).

3HayeHue no ymonyaHuio: Permit (Paspewnts).

®YHKUMA: HACTPOMKa pexmma BXoaAwero nopta Ans obpaboTKM MakeTa, COOTBETCTBYHOLLEIO
ACE. 3HaueHue «Deny» yKasbiBaeT Ha OTKa3 OT MaKeTa, 3HayeHue «Permit» yKasbiBaeT Ha
nepecbiNKy NaKkeTa, a 3HadyeHue «Filter» ykasbiBaeT Ha GUNbTPALMIO NaKeTa U HEOHXOAMMOCTb
Bblbopa nopTa PpunbTpauuu.

OrpaHuumntenn ckopocTtu (Rate Limiter)

HactpauBaemsbiit ananasoH: Disabled (BbikntoueHo)/1~16.

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®OYHKUMA:  BbIKAOYEHME YHKUMM OrpaHUYEHUs CKOPOCTM W Bbibop uMAeHTUdMKaTopa
OrpaHUYUTENA CKOPOCTY.
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Monutuka EVC (EVC Policer)

Onuwuun: Enable/Disable (BkntoueHo/Bbikao4eHo).

3HauyeHKne no ymonyaHuto: Disable (BbikntoyeHo).

@DyHKUMA: BKAKOYEHMNE U BbIKIOYEHME Ha NOPTY noantnkmn EVC.

NaeHTudukatop noamtuku EVC (EVC Policer ID)

HactpauBaembiii ananasoH: 1 ~ 256.

3Ha4vyeHue no ymonyaHumio: 1.

PyHKUMA: nocne BKAOYEHMA NonnTuKkK EVC HacTponTe naeHtTndmkatop noantnkm EVC nopta.

ﬂ OrpaHuyeHMe CcKopocTM nopta M nonutuka EVC He moryt 6biTb  BKJ/IHOYEHDI
: OZHOBPEMEHHO.

®dyHKumna «Port Redirect» (Port Redirect)

Onuuu: Disabled (BbikntoueHo) / any port (nto6oit nopr).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®PyHKUMA: BKAOYEHME U OTKAo4YeHne oyHKuMKM «Port Redirect». [Mocne BKAlOYEeHMA 3TOM

bYHKUMKM NakeTbl, cooTBeTCTBYOWMe Ntobon 3anucu, byayT nepeHanpaBieHbl Ha YKa3aHHbIM

nopr.

ﬂ «Port Redirect» MOXHO BKAOUUTb, TONBKO ecan AnA napametpa «Action» 3agaHo
. 3HayeHue «Deny».

®dyHKuma «Mirror» (Mirror, 3epKano)

Onuwuun: Enable/Disable (BkntoueHo/Bbikao4eHO).

3HayeHue no ymonyaHwuio: Disable (BbikntoueHo).

DYHKUMA: BKAOYEHME U OTKAoueHne GyHKuMmn «Mirror» (3epkana noprta). Mocne BKAOYEHUA

3TOM PYHKLMM NaKeTbl, COOTBETCTBYOLLME N06OIM 3anumcK, byayT nepeHanpasaeHbl Kak Ha NopT

Ha3HayeHuA, TaK U Ha NOPT HasHayeHua «Mirror».

ﬂ MpeaBapuUTeNbHbBIM  YCNIOBUEM AONR  BKAKOYEHMA 3epKanuMposaHua nopTtoB ACL
. ABNAETCA HAaMYME NOPTA HAa3HAUYEHUNA 3epPKaNNPOBaHNUA.

dyHKuma «Logging» (Logging, Perncrtpauums)

Onuuu: Enable/Disable (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHwuto: Disable (BbikntoyeHo).

PyHKUMA: BKAKOYEHME M OTKAYeHue o¢yHKuun «lLogging» (pernctpauum nopta). Enabled
(BkntoueHo): ecnmM nopT no/ydYaeT MaKkeT, COOTBeTCTBywWMI nwboin 3anucu ACL, naket
3anuncbiBaeTcA B CUCTEMHbIA KypHan. Disable (BbikntoyeHo): ecan nopTt nosaydvaeT nNaker,
CoOTBeTCTBYOWMIN Bcem 3anmncam ACL, NaKeT He 3anmcbiBaeTcA B CUCTEMHbIN XKypHan.

dyHKuyma «Shutdown» (Shutdown, OTknoueHune)

Onuwuun: Enable/Disable (BkatoueHo/BbIKnO4YEHO).

3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).

®YHKLMA: BKAOYEHUE M OTKAOYEHWe nopTa. Enabled (BKntoyeHo): ecam nopT nosyyaeT naker,
cooTBeTcTBYOWMI Ntobon 3anmncu ACL, nopt oTkatouaetca. Disable (BbikntoueHo): ecam nopt
NoJiy4aeT NaKkeT, COOTBETCTBYHOLWMIA BceM 3anncam ACL, NopT He OTKAOYaeTcs.
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CueTuuk (Counter)
®yHKuMA: oTobpaxkeHne KosiMyecTBa Maketos, cooTeeTcTBytowmx ACE, KoTopble nosyyaer

KaXabIA NopT.

4.9. NMpocmotp 3anmcen ACL.

ACL Status
User | ACE| Frame Type [ Action | Rate Limiter | Mirror | CPU | Counter | Conflict
rp_mirror_cpu 1 EType Filter  Disabled Enabled “es 0 Mo
devSmaclrop 1 EType Deny  Disabled Disabled Mo 0 Mo
bootp 1 IPv4/LIDP 67-65 Filter  Disabled Enabled “es 288 Mo
arp 1 ARP Filter  Disabled Enabled “es 199870 Mo
static 1 EType Deny  Disabled Disabled Mo 0 Mo
static 4 Any Permit Disabled Disabled Mo 0 Mo
static 2 Any FPermit Disabled Disabled Mo 0 Mo
static 3 IPv4/UDP 50 Permit Disabled Disabled No 0 Mo
static 5 EType FPermit Disabled Disabled Mo 0 Mo
static B |Pvd/Other 0 Permit  Disabled Disabled No 0 Mo

Puc. 161. OtobpaxkeHue 3anucei ACL

KoHdnukr (Conflict)

Onuwun: No/Yes (Het/Aa).

PyHKUMA: oTObpakeHMe cTatyca KoHdankToB 3anucent ACL. Echu pecypcoB ana co3aaHus
3anuceit ACL HegocTtaTouHo, ctaTyc «Conflict» yctaHasanBaetcs B coctosHue «Yes» AnsA 3Tou
3anucu. B npoTmBHOM cny4yae AnsA 3TOM 3anMcuK yCTaHaBAMBaeTCA 3HauyeHme «Noy.

10.3.4. Tlpumep TMNOBOWN HACTPOMKM

MoakntoumTechb K NOpTy 2 KOMMyTaTopa. HacTpoiTe nopT gna npnema naketoB TosbKko ¢ MAC-
agpeca uctoyHmka 02-02-02-02-02-02 1 nepecoblnaiiTe nakeTbl Yepes nopt 1.

LLlarn HacTponKu:

1. Hactpolite [eiictemne nopTa Ha «Deny» (cm. puc. 150).

2. HactpouTe 3anucb ACL, HacTpoiTe 2 NopT KaK BXOAALLNMI, TUN Kagpa Kak Ethernet (cm. puc.
153).

3. YctaHosuTe ¢puabTp SMAC Ha 02-02-02-02-02-02 (cm. puc. 155).

4. Hactpoiite Oetictene 3anmcm ACL Kak «Deny», yctaHoBuTe ¢yHKUMIO «Port redirect» ana
nopta 1 (cm. puc. 160).

5. OctaBbTe BCe OCTa/ibHble MapaMeTpPbl N0 YMOAYAHUIO U NYCTbIMU.

11. Arperamusi moptoB (Port Aggregation)

11.1. CtaTn4yecKasa arperauma

11.1.1. BsepneHue

®YHKUMA arperaumm NOpPTOB NpPeAHa3HayYeHa ANsA NPUBA3KKM rpynnbl GUIMYECKMX MOPTOB C
O4MHAKOBOW KOHOUIypaumein K 10rMyeckomy nopTy 414 yBeANYeHUA NPOMNyCKHOM CNoCcobHOCTH
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N CKOpOCTM nepeaayun. MopTbl-y4acTHUKN B OAHOW rpynne COBMECTHO MCMONb3YHT TpaduKk u
CNyXKaT B KayecTBe AMHAMMYECKMX pPe3epBHbIX KONWI Apyr ANA Apyra, NOBbIWas HAAEXHOCTb
coeauHeHus.

Fpynna nopToB - 3TO rpynna ¢u3MYecKMx MOPTOB MMEIWMUX OAMHAKOBYH KOHdUrypaumio.
TonbKo pu3Myeckmne NopTbl MOryT y4acTBOBATb B arperaunmn KaHanos. Ecan ¢umsmyeckme noptobl
B rpynne nMopToOB COOTBETCTBYIOT ONpPeAe/ieHHbIM YCN0BMAM, OHM obecneynmBaloT arperauuto
KaHaNnoB, KOTOPble CTAHOBATCA HE3aBUCMMbIMW NIOTUHECKMMM MOPTaMM, TEM CaMbIM
yBENNYMBAA NPONYCKHYI CNOCOBHOCTL CeTU 1 obecneynsasn pesepBupoBaHme.

11.1.2. Peanusaums

Kak nokasaHo Ha puc.162, Tpu nopta KommyTaTopa A obbeauHeHbl (arpernpoBaHbl) B rpynny
(kaHan arperauymm). NponyckHana cnocobHOCTb KaHana arperauunm asaaeTcs obwei NponyckHou
CNOCOBHOCTLIO TPEX NOPTOB.

KommyTartop A

Kanan arperaquu_><

KommyTtartop B

Puc. 162. 'pynna KaHanoB arperauunm

Korga kKommyTtaTop A nepegaeT AaHHble A1A KOMMyTatopa B uyepes KaHan arperauum,
KommyTaTop A 6yaeT pacnpefensTb MNOTOKM AaHHbIX B COOTBETCTBMWM C OMNPeAeNeHHbIM
anropMTMOM, NPU 3TOM TONbKO OAMH MOPT 6yaeT BblbpaH Ans nepenayn AaHHbix. Ecau
npousonaetr cb6onm Ha oAHOM W3 MOPTOB KaHajia arperauuu, AaHHble nepegaBaemble 3TUM
NMOPTOM B COOTBETCTBUM C ONpPeAe/IeHHbIM anroputmom byayT nepepacnpeaeneHbl Ha APyro
HOpManbHO paboTatoLnin NopT.

*  TonbKo NonHoAynAEKCHbIe MOPTbI MOTYT NPUCOEANHATHLCA K arperayuu.

* [na nopTa, BKAOYEHHOrO B KaHan arperauuu, Henb3s BKAYMTL LACP, a nopt ¢
BK/toYeHHbIM LACP Henb3a A06aBUTbL B KaHaN arperauuu.

e [lopT, BKAKOYEHHbIA B KaHan arperaunm W MOPT, ABAAIOWMIACA NOPTOM
pPEe3epBMPOBAHUNA, WCKAOYAOT Apyr Apyra. [opT, BKAKOYEHHbIM B  KaHan

ﬂ * [opT MOXHO [,06aBUTb TO/ILKO B OAHY FPynny NopTos.
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arperaymm, He MoXKeT ObITb HACTPOEH KaK pe3epBHbI NOPT, @ Ppe3epBHbIA NOPT He
MoeT bbITb 06aBNEeH B KaHaN arperaumu.

* [opg pe3epBHbIM NOPTOM B 3TOM AOKYMEHTE NMOHMMAETCA KO/bLeBOM nopT Sy2-
Ring, pe3epsBHbI nopT Sy2-Ring, Koabueson nopT Sy2-RP, pesepsHbIn nopT Sy2-
RP, nopt RSTP 1 nopT MSTP.

11.1.3. HacTpoika c nomouisto WEB-nHTepdeiica

1. HacTpolika pexuma pacnpeaeneHma HarpysKku.

Aggregation Mode Configuration

Hash Code Contributors
Source MAC Address
Destination MAC Address
IP Address
TCP/UIDP Port Number

EEOE

Puc. 163. HacTpolika pexmma pacnpeneneHns Harpysku

Pexxum pacnpegeneHus Harpy3ku (Hash Code Contributors)

Onuuu: Source MAC Address/Destination MAC Address/IP Address/ TCP/UDP Port Number.
3HauyeHue no ymonyaHuio: Source MAC Address/IP Address/ TCP/UDP Port Number.
DYHKUMA: HAaCTPOMKaA PeXRnma pacnpeaeneHns HarpysKku.

Onucanune: MAC-agpec UCTOYHMKA O3HAYaeT pacnpegeneHmne Harpyskm Ha ocHose MAC-agpeca
MUCTOYHMKA. MAC-agpec Ha3HayeHMA O3Ha4yaeT pacnpegeneHue Harpyskm Ha ocHoBe MAC-
agpeca HasHadeHuAa. |P-apgpec o3HauvaeT pacnpegeneHue HaArpyskMm Ha ocHose |P-agpeca.
Homep nopta TCP/UDP o3HauyaeT pacrnpedesnieHMe HarpyskM Ha OCHOBE HOMepa nopTa
TCP/UDP.

2. HacTpoliika nopToB A/1A KaHana arperayuu.

Aggregation Group Configuration

Port Members

GroupID [1[2]3[a5]6|7]8[9]10][11]12

Nomal COQ@®OECOEEEEEOEE®
1 (ONONONONORONONONORONONG
2 ONONOHNORONCHONONONONONG
3 CoO0OCOCCOO0OCCO
4
5

ONONONONONONONONONONONG
CO0O0000O00O0O0

[ Submit H Feset ]

Puc. 164. HacTpolika nopToB A/1A KaHa/ia arperaumm
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MopTbi-y4acTHUKM rpynnbl (Port Member)

®yHKLMA: BbIBOP NOPTOB-YYACTHMKOB FPYMMbl KaHaNa arperaunu.

OnucaHne: Bce nNOPTblI-y4acTHUKM B OAHOW rpynne arperaumMm MMeT OLMHAKOBYIO
KoHourypaumto. Konnyectso TpaHKOBbIX rpynn 3aBUCUT OT KOIMYECTBa MOPTOB KOMMYyTaTopa.
Kaxkpasa rpynna morKeT cogeprkaTb Makcumym 8 NopTos.

11.1.4. Tlpumep TMNOBOWN HACTPOMKM

[obasbTe Tpu nopta (nopt 1, 2 1 3) KOMMyTaTopa A B rpynny NOpToB (KaHan arperaymm) «1» u
Tpu nopta (nopt 1, 2 1 3) KommyTatopa B B rpynny nopToB (KaHan arperaumn) «1» (cm. puc.
162), yTobbl chbopMMpPOBaTL KaHaN arperauum 1 peannsoBaTtb pacnpeaeneHne Harpysku mexay
noptamu. [Ona coeguMHeEHWA 3TUX MOPTOB WMCMNONb3yhTe CTaHAAPTHble ceTeBble Kabenw.
(Mpepnonaraetcs, 4To TpM NopTa Ha KommyTaTope A U B MmeloT oAuHakoBblie NapameTpbl
COOTBETCTBEHHO).
HacTpoikn KommyTaTtopa:

1. [o6asbTe nopt 1, 2 1 3 KOMMyTaTopa A B rpynny nopToB «1» (cm. puc. 164).

2. [Job6asbTe nopt 1, 2 1 3 kKommyTaTopa B K rpynne nopToB «1» (cm. puc. 164).

11.2. MNMpoTokon LACP
11.2.1. BsepaeHue

MpoTokon ynpaBneHus arperaymeit kaHanos (LACP, Link Aggregation Control Protocol) ocHoBaH
Ha ctaHgapTte IEEE802.3ad. OH ucnonblyetca ans obmeHa MHbopmaumein ¢ NOpToM BXo4ALLMX
coeanHeHnn (peer-port) yepe3 6/0K AaHHbIX NMPOTOKONA YNpPaB/JEHMA arperaument KaHaaos
(LACPDU, Link Aggregation Control Protocol Data Unit), ana Bbibopa nopTa-y4yacTHMKA
ANHAMUYECKOM rpynnbl arperayumu.

11.2.2. Peanunsaumna

MopT ¢ BKAKOYEHHbIM NpoTokosiom LACP nHdopmupyet peer-port o npuoputete gaHHoro LACP

AnA nokanbHoro obopyaosaHua, MAC-agpeca obopyaoBaHus, nopta LACP, Homepa nopTa u

3HayeHUM Kjw4da, otnpasnsaa coobuieHne LACPDU. Mocne nonydeHuns coobuieHua LACPDU

Peer-port cornacosbiBaeT ¢ J0OKaAbHbIM MOPTOM Cneaytoulee:

® conocTaBnaeT uaeHTUPUKaTOpbl obopyaoBaHWs Ha o06ouMx KoHuax (naeHTuduKaTop
obopypoBaHua = npuoputet LACP obopyaosaHua + MAC-agpec obopyaoBaHua). CHavana
conoctasnatoTca npnoputetbl LACP. Echm npnoputeTtbl LACP coBnagatot, CONOCTaBAAKOTCA UX
MAC-agpeca. B KayectBe ocHoBHOro (master) BbibupaeTca 060pyAOBaHME C HAUMEHbLUMM
NAEHTUPUKATOPOM.

® COMOCTaBAATCA  UAeHTUMKATOpbl  MOPTOB  OCHOBHOro  (master) obopyaoBaHuA
(naeHTMdUKaTop nopTa = npuoputet LACP nopta + Homep nopTta). CHayana conocrasaAoTCcA
npuoputetbl noptos LACP. Ecnn npuoputetbl noptos LACP coBnagatoT, CONOCTaBAAOTCA
Homepa noptoB. B KauyectBe ccbinoyHoro (reference) nopta BbIGMpaeTcs nopT c
HaMMEHbLIMM NAEHTUOUKATOPOM.
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® eCciM OCHOBHOW MOPT M CCbINOYHbIM MOPT MMEKT OAMHAKOBbIE 3HAYEHWUA Kaluen u
OAMHaKoBble KOHOUrypaumm atpubyToB nopTta B COCTOAHMM «Up», 3TOT NOPT MONKET CcTaTb
NOPTOM-Y4aCTHUKOM rpymnnbl AMHAMUYECKOW arperawumm nopTos.

11.2.3. HacTpolika yepe3 WEB-untepdeic
1. Hactpowka nopTta LACP.

LACP Port Configuration

Ports | LACP Enabled | Key Role | Timeout [  Prio
* | < v | | < v| | (v 32768
1 [Aute v] | | [Active w| [Fast »] | 32768
2 [Adte v] | | [Active w| [Fast »| | 32768
3 [Auto v | | [Active v| [Fast »| | 32768
4 [Auto v | |[Active v| |Fast »| | 32768
5 [Auto v | | [Active v| [Fast »| | 32768
6 [Auto v | |[Active v| |Fast »| | 32768
7 [Auto v | | [Active v| [Fast »| | 32768
8 [Auto v | |[Active v| |Fast »| | 32768
9 [Auto v | | [Active v| [Fast »| | 32768
10 \Auta v |Actie | |Fast v 32768

[ Submit H Feset ]

Puc. 165. Hactpolika noptos LACP

BkntoueHune LACP (LACP Enabled)

Onuuu: Enable/Disable (BkntoueHo/BbiKito4eHO).

3HayeHue no ymonyaHwuto: Disable (BbikntoyeHo).

DyHKUMA: BKAKOYEHMNE U BbIK/OYeHMe npoToKona LACP Ha nopry.

Kniou (Key)

HactpamnBaemsblit gnanasoH: Auto/Specific (1 ~ 65535).

3HayeHue no ymonyaHuto: Auto.

®PyYHKUMA: HAaCTPOMKA 3HAYEHMA KAwYa ANa noprta. «Auto» O3Ha4yaeT, YTO 3HAYEHMe Kawuya
3aBMCUT OT CKOPOCTM NopTa, Katod = 1 (10 MB), kntou = 2 (100 MB), kntou = 3 (1000 MB). MopTbl
C Pa3HbIMM 3HAYEHMAMM KNKOYEN HeNb3A A06aBUTL B rPynny arperauumu.

Ponb (Role)

Onuwmun: Active/Passive (AKTusHo/IMaccusHO).

3HavyeHue no ymonyaHuio: Active (AKTUBHO).

®yHKumA: BblbOop cocTtoAHMA ponu LACP. AKTMBHbIM nopT 6yAeT aKTMBHO OTMNPaBAATb
coobueHna LACPDU Ha peer-port. [accuBHbI NopT byaeT oTnpasnatb coobuweHma LACPDU Ha
peer-port nocne nony4vyeHua coobuwenmii LACPDU ot peer-port.
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Ona AByX NOAKNHOYEHHbIX NMOPTOB AOJIKEH ObiTb aKTMBEH XOTA Obl O4MH MNOPT; B
NPOTMBHOM C/ly4ae [ABa NOpPTa He CMOryT obmeHuBaTbCs WHbOpMauumen apyr ¢
Apyrom.

TaiimayT (Timeout)

Onuuu: Fast/Slow (Bbictpo/MeaneHHo).

3HayeHWe no ymonyaHuto: Fast (bbicTpo).

®PyHKUMA: HACTpPOMKa WMHTepBana ANA aKTMBHOrO MopTa Npu oTnpaske coobuweHuit LACPDU.
«Fast» o3HayaeT, 4To MHTEepBan paBeH 1 cek. «Slow» 03HavaeT, YTo MHTepBan paseH 30 cek.
Mpuopwurer (Prio)

Hactpausaembiii ananasoH: 1 ~ 65535.

3HayeHne No ymonyaHuto: 32768.

®yHKUMA: HacTpoMKa npuoputeta nopta LACP, KOTOpbIii Ucnonb3yeTca Aaa  Bblbopa
ccblnoyHoro (reference) nopta. NMopT ¢ 601ee HU3KMM NPUOPUTETOM B OCHOBHOM YCTPOMCTBE
BbIOUpPaeTCcA B KAYeCTBE CCbIIOYHOrO NopTa.

2. MNpocmoTp ctatyca LACP.

LACP System Status

Aaar ID Partner Partner | Partner Last Local
a9 System ID Key Prio | Changed | Ports
LLAGT  00-01-c1-01-00-02 2 32768 0d 00:00:283 1.2

Puc. 166. OTobpaxkeHue cratyca LACP

3. MNpocmoTp cTatyca nopta LACP.

LACP Status

Partner Partner | Partner
System 1D Port Prio

LLAGT 00-01-c1-01-00-02 1 32768
LLAGT 00-01-c1-01-00-02 2 32768

Ports | LACP | Key | Aggr ID

Yes 2
Yes 2
Yes 2
Yes 2
Mo - - - -
Mo - - - - -
Mo - - - -
Mo - - - - -
Mo - - - - -
Mo - - - - -

PR = = R e RS S S L R Y

—

Puc. 167. OTobpaxkeHue ctaTyca nopta LACP

LACP

Onuwmn: Yes/No (Oa/HerT).

®PyHKUMA: oTobparkeHue craTyca nopta LACP. «Yes» o3HayaeTt, yto LACP BKalo4eH M nopT
noakntoueH. «No» o3HavaeT, 4to LACP BbIK/AtOYEH AW NOPT He paboTaerT.
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4. MpocMoTp CTaTUCTMKM NopTa LACP.

LACP Statistics

Port LACP LACP Discarded

°™ | Received | Transmitted | Unknown | llegal |
1 333 326 0 0
2 222 221 0 0
3 0 7 0 0
4 0 7 0 0
5 0 0 0 0
] 0 0 0 0
7 0 0 0 0
8 0 0 0 0
9 0 0 0 0

10 0 0 0 0

Puc. 168. OTobparkeHune ctatucTnkm nopta LACP

11.2.4. Tlpumep TMNOBOW HACTPOMKM

[obasbTe Tpu nopta (nopt 1, 2 1 3) KOMMyTaTopa A B rpynny NopToB (KaHan arperauum) «1» u
Tpu nopta (nopt 1, 2 1 3) KommyTaTtopa B B rpynny nopToB (KaHan arperaumn) «1» (cm. puc.
162), utobbl chopMMpoBaTb KaHaN arperauum U peannsoBaTtb pacnpeneneHme Harpysku mMexay
noptamu. [ns coeauMHeHUs 3TUX MNOPTOB WCNO/b3yMTe CTaHAApTHble ceTeBble Kabenwu.
(Mpegnonaraetca, 4To TpM MopTa Ha KommyTatope A uU B MmeloT ogMHaKOBble NapameTpbl
COOTBETCTBEHHO).

HacTpoikn KommyTaTtopa:

1. Bkntoumte LACP Ha nopTax 1, 2 n 3 KommyTaTopa A (cm. puc. 165).

2. Bkntounte LACP Ha nopTax 1, 2 u 3 kommyTatopa B (cm. puc. 165).

12. Hacrtpoiika ¢ynkmun Loop Detect
12.1. BeeaneHue

Mocne TOro, Kak Ha nopTty byaeT BKAOYeHA PyHKLMA OOHapyKeHuA netenb (Loop Detect),
yepes nopT ByayT OTNPABAATLCA CrneuuanbHble NakeTbl ANA O6Hapy)KeHuA netenb. [laHHaA
dYHKUMA onpeaensaeT, CyWecTBYHOT AW NEeTAM B CeTW, nogkatouyeHHou K nopty. UM (CPU)
nepuvoanYecKkn nepesaeT Ha NopT nakeTbl «Loop detect». Ecav Kakol-nnMbo nopT KOMMyTaTopa
nonyyaetr naketbl «Loop detect», MOXHO CKasaTb, 4YTO B CETU CyLLECTBYIOT MNeTau.
Mepe3arpy3suTe NopT, KOTOPbIN OTNpaBAseT nakeTbl «Loop detect», M yepe3 HeKoTopoe Bpems
nopt byaeT aBTOMATUYECKU MOAKAOYEH M NPOAOKUT 0bHapyKeHune. NHTepBan BpemMeHu gns
OTNpPaBKM NaKeToB OOHAPYKeHWUA NeTesib U BPeMs BOCCTAHOB/NIEHMA MOPTA MOXKHO HAaCTPOUTb B
nporpammHom obecneyeHuu.

~ ®PyHKUMA OOHapy)KeHus netenb U WCMNOJIb30BaHME MNPOTOKONOB pe3epBMPOBAHUSA
u, Sy2-Ring/Sy2-RP/RSTP/MSTP saBns0TCA B3aMMOUCKIOYaIOLWMMMK. TOPT C BKAOYEHHOM
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dYHKUMEN OBHapyXeHMa neTeslb He MOMKeT ObiTb HAaCTPOEH KaK pe3epBHbli NopT U
obpaTHo.

12.1.1. HacTpoiKa yepe3 WEB-uHTepoeic

1. Hactpoika ¢yHKUMM 0BHapyKeHMA neTenb.

g Generl Stige |
Global Configuration

Enable Loop Protection | |Enable +

Transmission Time ] seconds
Shutdown Time 180 seconds
g Port Configuration

% Action | Tx Mode

. < gl &

1 | Shutdown Port «|[Enable ~|

2 | Shutdown Port v ||Enable +|

3 | Shutdown Port «|[Enable |

4 | Shutdown Port v ||Enable +|

5 | Shutdown Port v |[Enable 1+ |

6 | Shutdown Port «||Enable +|

7 | Shutdown Port +|[Enable 1+ |

B | Shutdown Port «|[Enable »|

g | Shutdown Port v |[Enable +|

10 | Shutdown Port w |[Enable |

11 | Shutdown Port v ||Enable v

12 | Shutdown Port « ||Enable 1+ |

[ Submit ” Reset ]

Puc. 169. HacTtpoiika ¢dyHKUMM 0BHapyKeHMA neTenb

BknioueHue Loop Detect (Enable Loop Protection)

Onuuu: Enable/Disable (BkntoueHo/BbiKito4eHO).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

PyYHKUMA: BKIOYEHNE U BbIK/IIOYEHWNE TN106aNbHON QYHKLUK OOHAPYXKEHUA NeTeNb Ha NopTy.
Bpemsa nepepaum (Transmission Time)

Hactpansaembit ananason: 1 ~ 10 cek.

3HayeHWe No YMONYAHUIO: 5 CeK.

®PyHKUMA: HACTPOMKA MHTEepBana BpemMeHu nepegayum naketos «Loop detect».

Bpemsa nepe3sarpy3ku (Shutdown Time)

Hactpausaembiii aAnanasoH: 0 ~ 604800 cek.

3HaveHue no ymonyaHuto: 180 cek.

PYHKUMA: HACTPOMKA BPEMEHWN BOCCTAHOBAEHUA NopTa. «0» 03HAYaeT, YTO NOPT HE MOXKET ObITb
NOAK/NOYEH aBTOMATMYECKMN A0 Nepe3anycka YCTPOMCTBa.

BknioueHue (Enable)
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Onuwuun: Enable/Disable (BkntoueHo/BbikAo4eHO).

3HauyeHne no ymonyaHuto: Disable (BbikntoyeHo).

®YHKUMA: BKAKOYEHUE U BbIKNOYEHME PYHKLMM OBHAPYKEHUA NeTeb Ha NopPTy.

Dewicreue (Action)

Onuwuun: Shutdown Port/Shutdown Port and Log/Log Only (Mepe3arpy3ka nopta/Mepesarpyska
nopTa v 3anucb nordaina/Tonbko 3anucb nordaina).

3HayeHue no ymonyaHuio: Shutdown Port (MepesarpysKka nopra).

®yHKUMA: BbINOJIHEHME AENCTBUA, KOTOpoe ByaeT BbIMNONAHATLCA, KOrga NopT obHapyKuBaeT
Hanuume NeTau.

Pexxum Tx (Tx Mode)

Onuwuun: Enable/Disable (BkntoueHo/BbIkAo4YeHO).

3HayeHKne no ymonyaHuto: Disable (BbikntoyeHo).

®YHKUMA: BKAKOYEHME U BbIKNOYEHME PYHKLMM OTNPABKMN NAaKETOB 0OHaPYXeHUs neTenb.

MopT MOXEeT TOYHO OnpeaenuTb, CyWecTBYeT /M NeTAsA, TONbKO MOC/ie TOro, Kak
dYHKUMA OOHapyXeHMs neTenb BK/AKYEHa rno6anbHO, BK/OYEHbI MapameTpbl Ha
NOPTY M BKAOYEH peXxnm TX.

2. MpocmoTp cTaTyca GpyHKUUN OBHaApPYKEHMA NeTeNb.

Loop Protection Status

Port | Action | Transmit | Loops | Status | Loop| Time of Last Loop
1 Shutdown Enabled 0 Up - -

2 Shutdown Enabled 14 Down - 2015-11-14T13:29:24+08:00
3 Shutdown Enabled 8 Disabled Loop 2015-11-14T13:30:55+08:00
4  Shutdown Enabled 1 Down - 20158-11-14T13:26:33+08:00
5 Shutdown  Enabled 0 Down - -

6 Shutdown Enabled 0 Down - -

7 Shutdown Enabled 0 Down - -

o Shutdown  Enabled 0 Down - -

g Shutdown  Enabled 0 Down - -

10 Shutdown  Enabled 0 Down - -

11 Shutdown Enahled 0 Down - -

12 Shutdown  Enahbled 0 Down - -

Puc. 170. OTobparkeHue ctatyca GyHKLMMN OOHapYKeHUA NeTenb

Cratyc ¢pyHKuMM 06HapyKeHuUa netenb (Loop Protection Status)

Onuuu: --/Loop.

®yHKUMA: oTobparkeHne NokasbiBaeT, ecTb NN MEeTAN B CETU, B KOTOPOW BK/OYEHA (yHKUUA
obHapy)XeHUs netenb Ha MopTy. «LOOP» yKasbiBaeT Ha Ha/iuMyue MeTenb, B TO BPems Kak —
MOKasbIBaeT UX OTCYTCTBUE.
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12.1.2. Tlpumep TMNOBOM HACTPOMKM

TpeboBaHua K ceTu:
MopT 3 KoOMMmyTaTOpa NOAKNIOYEH K BHelwHel ceTn. Koraa B ceTu ecTb NeTau, OTKAOYMTE NOpT 3,
KaK NoOKa3aHo Ha puc. 171.

KommyTtaTtop MK

@ Konbuio

Puc. 171. Cxema cetun

KoHdurypaums:
BkatounTe PyHKLMIO 06HapYKeHMA neTesib NopTa 3, Kak NOKa3aHo Ha puc. 169.

13. IMpombinuieHHbIe PoTOoKO0JBI (INdustry Protocol)
13.1. Ethernet /IP
13.1.1. BBepeHue

EtherNet/IP - 3TO NPOMbIWNEHHbIA NPOTOKON MNPUKNAAHOrO YPOBHA A1A MPUIOXKEHWUN
NPOMbILLNEHHOW aBTOMaTM3auumn. OH OCHOBaH Ha CTaHAAPTHbIX npoTokosiax TCP/IP n UDP/IP u
NCNoJsib3yeT CTaHaapTHoe obopyaoBaHMe M nporpammHoe obecnedyeHue cetn Ethernet ans
onpeaeneHnsa n HaCTPOMKN NPOTOKONOB NPUKAALHOMO YPOBHS, a TaKXKe AOCTyNna U yrnpas/ieHua
YCTPOMCTBAaMM NPOMbILLJEHHOW aBTOMaTU3aLUN.

Peanusauma npotokona EtherNet/IP ana gaHHOM cepuM KOMMYTAaTOpPOB AaeT BO3MOMKHOCTb
Nno/ib30BaTeNIAM HacTpauBaTb CTaTyC NopTa (BKAOUYEH/BbIKAOYEH) A4 NOAYyYeHUA UHPOPMaLUK
06 ycTponcTBe, 0O MOPTax, O CUrHaNax TPeBOrM, MHGOPMALUM O KO/bLEBbIX NPOTOKONAX Sy2-
Ring, Sy2-RP n RSTP.
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13.1.2. HacTpoika yepe3 WEB-uHTepoeinc

1. Hactpoiika npotokona EtherNet/IP.

EtherMNet/IP

[ EtherNetIP | @ Disable © Enable(Readiwrite) © Enable(Read only) |

Mote that Alarms are disabled by default. Enable any desired alarms on the Alarm page.

Puc. 172. Hactpolika npoTtokona EtherNet/IP

Hacrpoiika EtherNet/IP (EtherNet/IP)

Onuwuu: Disable (BbikntoueHo)/Enable(Read/Write) (BkntoueHo «YTeHune/3anucb»)/Enable(Read
Only) (BkAtoueHo «TO/IbKO YTeHUe»).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

®yHKUMA: BKAOYeHMe npoTokona EtherNet/IP n ucnonb3oBaHMe ero AnA HACTPOMKM cTaTyca
yCTpOMCTBa.

13.2. Modbus TCP
13.2.1. BsepaeHue

Mpotokon Modbus TCP — 370 06b14HbIM NpoTokon Modbus, ocHoBaHHbIM Ha cTaHaapTe Ethernet
TCP/IP. Modbus - 3To NpoTOKOAN Nepeaayn coobLLeHMIA NPUKNAAHOTO YPOBHSA, B KOTOPOM A/A
cBA3M ncnonb3yerca Master/Slave (Beaywuii/Begomsiii). Modbus - 3To NpocToi NPOTOKOAN AN
NPUNOMXKEHUIN KNneHT/cepBep. 3afayva cepBepa — aHanu3, obpaboTka 3anpocoB M nepesaya
OTBETOB K/IMEHTY.

Peanusaumsa npotokona ModbusTCP anAa AaHHOM cepum KOMMYTAaTOPOB [3eT BO3MOXHOCTb
NoNb30BaTENSIM HACTPaMBaTb CTATYC NOPTA (BK/ItOYEH/BbIKNOYEH) ANA NONYYeHUA MHPOPMaL UK
06 yCTPOICTBE, O MOPTE, O CUFHANAX TPEBOTM, MHPOPMALMM O KO/bLEBBIX MPOTOKOAax Sy2-Ring,
Sy2-RP n RSTP.

13.2.2. Hactpolika yepe3 WEB-uHtepdeic

1. Hactpoiika npoTtokona Modbus TCP.

Modbus TCP

| Modbus TCP | @ Disable ©) Enable(Read/rite) O Enable(Read only) |

Mote that Alarms are disabled by default. Enable any desired alarms on the Alarm page.

Puc. 173. HacTtpolika npotokosna Modbus TCP
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HacTtpoiika Modbus TCP (Modbus TCP)

Onuuu: Disable (BbikntoueHo)/Enable(Read/Write) (BkntoueHo «YTeHune/3anucb»)/Enable(Read
Only) (BkntoueHo «TO/IbKO YTEHUEY).

3HayeHue no ymonyaHuto: Disable (BbikntoueHo).

dyHKUMA: BKAOYeHUe npoTokona EtherNet/IP n ucnonb3oBaHWe ero Ana HaCTPOMKM cTaTyca

YCTPOMCTBA.

13.3. PROFINET
13.3.1. BBepeHue

PROFINET - 3TO npombliwaeHHaa KOMMYHUKaLMOHHAA ceTb Ha 6a3e Ethernet ana Bcex suaos
npunoxeHuit ot PROFIBUS International (Pl). BHeapeHue PROFINET 1/O ynpouwaet
aBTOMaTU3aLUMIO NPoM3BOACTBa M npoueccos. ObmeH aaHHbiMM PROFINET I/O ocyuwectBaserca
Mexay KoHTponnepom BBoaa/sbisoga (I/0) u nonesbiMu ycTpoicTBammn BBo4a/BbiBOAA.

B ceTtesoi cTpykType PROFINET I/O ecTb Tpu OCHOBHblE pPO/iIM. OTO KOHTPO/I/Iep BBOAA-BbIBOAA,
cynepsu3op BBOAA-BbIBOAA M YCTPOMCTBA BBOAA-BbIBOAA.

1. KoHTponnep sBoaa/sbisoaa (/0 Controller)

KoHTponnep BBOAA-BbIBOAA - 3TO PO/b ANA YNpPaB/AEHMA YCTPOMCTBOM BBOAA-BbiBOAA. B cetu
PROFINET 1/O moxeT cyuwectBoBaTb TO/IbKO OAMH KOHTposnep. OgHako OH no3sBoAnser
HECKO/IbKMM KOHTPOJIIepamM peann3oBaTb pe3epBMpPOBaHNE CUCTEMBI. TUNUYHBIA KOHTpOANEp -
3TO NPOrpaMmmMmnpyemMblin 1orndeckuii Kontpoanep (MNK).

2. Cynepsai3sep BBoga/sbiBoga (I/0 Supervisor)

CynepBu3op BBOAA/BbIBOAA MOXKET ObiTb YCTPOMCTBOM NPOrpaMMMPOBAHKA, KOTOpoe
ynpaBaseT KOHTPOA/epOM BBOAA/BblBOAA, MEPCOHANIbHBIM KOMMbIOTEPOM WM YCTPOWCTBOM
HMI pna BBoda B 3KCNAyaTaumio UM ANAarHOCTUKN.

3. Yctpoiicteo BBoAa/BbiBoAaa (I/0O Device)

YcTpoliicTBo BBOAA/BbIBOAA - 3TO pacnpesenieHHoe NosieBoe YCTPOMCTBO, KOTOPOE NOAKNHOYEHO
K OAHOMY WAM HECKONbKMM KOHTpoanepam BBoga/BbiBoga 4epe3 PROFINET 1/O. OwH
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nepnoamnyeckn OTNpaBAAeT [aHHble KOMMYTaTopa Ha KOHTpo/anep B COOTBETCTBUM C
onpeaeneHHbIM BPEMEHHbIM LIUKIOM.

KommyTtaTtop PROFINET paboTaeT Kak yctpoicteo PROFINET I/O. OH noaaep»KnBaeT MHOXKECTBO
nosiesHbix aTpubyToB, KOTOpble KOHTPO//Iep BBOAA-BbIBOAA MOMET HacTpameBaTb WM
KOHTpoAnpoBaTtb. ATpnbyTbl onncaHbl B paiine GSD.

4. GSD

TexHUYecKne xapaKTepuUCTUKM YCTPOMUCTB BBOAA-BbIBOAA ONMcaHbl B ¢paiine GSD. GSD ocHoBaH
Ha XML. l'eHepauunsa BO3MOKHa C NOMOLLbIO Ntoboro cTaHAapTHoro peaaktopa XML.

*  Cnuncok Bcex AOCTYMHbIX MOAYNEeN U NoAMOAYNEN

» [lonyctumble cnoTbl (CNOTbl/NOACAOTbI) ANA Mmoaynei n nogmoaynen

* WHTepdelicbl wuHbl (DAP = TouKa AOCTYNa K yCTPOMCTBY)

* [apameTpbl Moaynem

14. MuoroaapecHas paccolaka (Multicast)

14.1. IMGP Snooping
14.1.1. BsepeHue

IGMP Snooping (Internet Group Management Protocol Snooping) - MHOroagpecHbI NPOTOKOA
BTOPOro ypoBHs, paboTalowmin Ha ypoBHE KaHana nepegayv gaHHbix. OH ucnonb3yetca gns
ynpaBAeHWs M HACTPOMKM MHOroagpecHbiX Trpynn nepefavnm AaHHbiX. KommyTaTopbl €
noaaepko IGMP Snooping aHanusmpytoT npuHumaemble IGMP nakeTbl, ycTaHaBAMBalOT
cooTBeTCTBME Mexagy noptamm n MAC-agpecamm MHOroagpecHOM pacCbliKM U OTNPaBAAOT
MHOroagpecHble COObLEHNS COrNacHO STUM COOTBETCTBUEM.

Cywectsyet Tpu Bepcumn IGMP: IGMPv1, IGMPv2 n IGMPv3. IGMPv1 onpegeneH B RFC1112,
IGMPv2 onpegeneH B RFC2236, a IGMPv3 onpeaeneH 8 RFC3376.

IGMPv1 noppep»uvBaeT [Ba TUNa MaKeToB (MaKeTbl OTYETOB WM 3anpocoB) M onpeaenaet
OCHOBHbI€ 3anNpOChkl Y1IEHOB rPyMnbl U NPOLECC OTYETOB.

IGMPv2, nocTpoeHHbIt Ha ocHoBe IGMPv1, obecneuynBaeTr mexaHU3m ObICTPOro BbixoAa As
YyneHoB rpynnbl. C NOMOLLbIO 3TOF0 MeXaHW3Ma, Korga NocaeaHu yYyacTHUK NOKMAAET rpynny
MHOroagpecHoO pPacCbiiKKM, MapLIpyTM3aTOp MNOAyYaeT YKasaHWe npoBecTn ObICTpyto
KoHBepreHuuto. Mo cpasHeHuto ¢ IGMPv1, IGMPv2 nogaepusaeT ABa TUMNa NakeToB 3anpoca:
o6WuiA NakeT 3anpoca U NakeT 3anpoca AN KOHKPETHOM rpynnbl. KommyTaTop nepuoanyeckm
oTnpaBnseT OOLWMI NaKeT 3anpoca A1A 3anpoca 4ysieHcTBa. Koraa xocT nokuaaeT rpynny
MHOr0a4pecHoOM PaccbliKK, U Nocne TOro, Kak KOMMyTaTop No/syyaeT cooblueHne O BbIXoae,
KOMMYTaTOp OTNpPaBAseT NakeT 3anpoca A8 KOHKPETHOW rpynnbl, YTobbl onpeaenntb, Bce Nu
YNieHbl NOKMHYAWN FPYNny MHOTOaApPEeCHOM PacCbI/IKK.

B IGMPv3 gobaBneHa ¢yHKUMSA GUNBTPALMM UCTOUYHMKA XOCTa. ITa PyHKLMA NO3BONAET XOCTY
YKa3aTb, MPUHUMATb UM OTKJIOHATb NaKeTbl OT HEKOTOPbIX onpeaesieHHbIX NCTOYHUKOB rpynnbl
MHOT0a4PeCHOM PACCbIIKK.
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14.1.2. KoHuenumna

leHepaTop 3anpocoB (Querier): nepuoanyeckn otnpasnseT IGMP 3anpocbl A8 NPOBEPKU U
obHOBNEHUA MHPOPMALMM O MHOroafpPEecHbIX rpynnax 4YTobbl y3HATb AKTUBHbI IM OHU U
obecneunTb NOAAEpPXKKY rpynnoBoi nepegayn. Ecam B ceTM NpPUCYTCTBYET HECKO/IbKO
reHepaTopoOB 3aMpocoB, OHM aBTOMATUYECKM oOnpeaenawT ogHoro (¢ HaumeHbwum |IP
agpecom), KOTOpbIM HenocpeacTBEHHO M byaeT ocywecTBAATb 3anpocbl, OCTanbHble OyayT
TONbKO NOAyYaTb M nepegasatb IGMP 3anpocel.

MapuwpyTmsmpyowmii nopt (Router port): nonyyaer 3anpocbl (Ha IGMP-kommyTtatope) ot
reHepaTtopa. Mpu nonyyeHmn IGMP oTBeTa, KOMMYTATOP WMHULMANNIUPYET MHOroagpecHyto
roynny u pobasnAetr B HeE nNOPT, HA KOTOpbIM npuwén oteeT. Ecam  HacTpoeH
MapLpyTU3NPYIOWMIA NOPT, OH TaKXKe gobasnaeTtca. 3atemM KoMMyTaTop peTpaHcaupyeT IGMP
OTBET APYIMUM YCTPOIACTBAM YEPE3 MAPLLPYTU3NPYIOLWMI NOPT.

Mpokcu-cepsep IGMP snooping (IGMP snooping proxy): gaHHaa ¢yHKUMA HacTpamBaeTca Ha
rPaHUYHOM YCTPOMCTBE, YTOObI YMEHbBLUNTb KOIMYECTBO NaKeToB ¢ oTyeTamMun IGMP 1 coxpaHuTb
MaKeTbl, NOJIyYeHHble BbIWECTOAWMM (upstream) yCcTpOMCTBOM, ANA Y/AyYlIEeHUA ero obuien
NpPoOn3BOAUTENBHOCTU. YCTPOMCTBO, Ha KOTOPOM HacTpoeHa ¢YHKUMA MNPOKCUM-CepBepa,
OYHKLMOHUPYET KaK XOCT ANA CBOEro BbILWECTOALLEro YCTPOMCTBA M PYHKUMOHMPYET Kak
reHepaTop 3anpocos (Querier) gnsa HUcxoaswero (downstream) xocTa.

14.1.3. MpuHumn paboTsbl

IGMP Snooping ynpaBasieT 4JeHamMM MHOTroaZpecHbIX rpynn nNyTém obmeHa naketamu mexay
noggeprusatowmx IGMP ycTpoiicte. [aHHble 3anpocbl COAEPXKAT CAedylolWmne BaXKHble
coobLeHus:
®* MaKeT ¢ O06WMM 3anNpPoCOM: reHepaTop 3anpoCcoB MepUoAMYECKM OTNpaBaneT obuime
3anpocsbl (c dMKcupoBaHHbIM IP agpecom HasHauyeHuA: 224.0.0.1) gna yTOYHEHUs, eCcTb
Ny MHOroaapecHom rpynnbl NOpTbl YY4aCTHUKM rpynnbl. Mpyn noayvyeHun 3anpoca,
YCTPOMCTBO, He ABAAIOLLEECA TeHepaToOpOM 3anpoCcoB, PETPAHCAMPYEeT NaKeT Ha Bce
CBOM MOPTHI.
® [MaKeT C KOHKPETHbIM 3amnpoOCOM: €CAM YCTPOMCTBO XOYET MOKUHYTb MHOF0agpecHyto
rpynny, oHo otnpasndet naketr "IGMP leave". Mocne noayvyeHWs TaKoro nakeTa,
reHepaTop 3anpocoB OTNpPaBAseT MNakeT KOHKpeTHoro 3anpoca (c IP agpecom
Ha3HayeHuna, CcooTBeTCTBylOWMM |IP  agpecy MHoroagpecHor rpynnbl)  Ans
noATBEPXKAEHMA TOrO, YTO Y KOMMYyTaTOopa OCTAa/IMCb KaKkue-nnbo nopTbl YHACTHUKM
JAHHOW rpynnbl.
® MaKeT C OTYETOM Y4YaCTHMKaA Fpynnbl: €C/N YCTPOMCTBO XOYeT No/syyYaTb onpeseneHHble
JaHHble MHOroaZpecHoi rpynmnbli, OHO oTnpaBnsfeT naket IGMP onoseuleHus (c IP
afpecom HasHayeHus, cooTeeTcTBylOWMM IP agpecy MHOroagpecHou rpynnbl, K
KOTOPOI YCTPOMCTBO NNAHUPYET NPUCOeANHUTLCA) B oTBET Ha IGMP 3anpoc rpynnbi.
e naket "IGMP leave": EcnnM yCcTpOWMCTBO XOYeT MOKMHYT MHOFOaApecHyl rpynny, OHO
oTnpasnsetr naket "IGMP leave" (c ¢uKcMpoBaHHbIM |IP agpecom HasHa4YeHus:
224.0.0.2).
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14.1.4. HacTpoika yepe3 WEB-uHTepoenc

1. BkntoueHue IGMP Snooping

IGMP Snooping Configuration

Global Configuration
Snooping Enabled
Unregistered IPMCwd Flooding Enabled
IGMP SSM Range 232000 s
Leave Proxy Enabled ]
Proxy Enabled O]

Puc. 174. BkntoyeHune IMGP Snooping

BkntoueHue Snooping (Snooping Enabled)

Onuuu: Enable/Disable (BkntoueHo/BbiKkao4eHO).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

PyHKUMA: BKAKOYEHWNE U BbIK/IOYEHUE rNobanbHON yHKLUMK NnpoToKkona IMGP Snooping.
BKknioueHne HesapeructpupoBaHHoro IPMCv4 Flooding (Unregistered IPMCv4 Flooding
Enabled)

Onuuu: Enable/Disable (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHuto: Enable (BkntoueHo).

®PyHKUMA: HACTpOMKa He3aperucTpupoBaHHOrO AENCTBMSA MHOroaApecHoM paccbliku. Enable:
npu Nosy4YeHUU He3aperncTPUpPOBaHHOIO MHOrOAAPECHOro Naketa KOMMYyTaTop TPaHCAMpyeT
naket B pamkax VLAN (Bce nopTbl, Kpome BxogdAwero). Disable: npu nonyyeHumn
He3aperncTpMpoBaHHOrO  MHOroaApPecHoOro naketa KOMMYTaTop ero  oTbpacbiBaer.
He3aperncrpmpoBaHHble MHOroaApecHble MaKkeTbl OTHOCATCA K MHOroagpecHbiM naketam 6e3
COOTBETCTBYIOLLMX 3aNNCEN MNEPECHIIKM Ha KOMMYyTaTope.

Ownana3oH IGMP SSM (IGMP SSM Range)

®dopmar: A.B.C.D/4~32.

3HauyeHue no ymonyaHuio: 232.0.0.0/8.

®PyHKUMA: TONBKO XOCTbl M MapLipyTM3aTopbl C agpecom B Npeaeniax 3HayYeHus 3Toro
napameTpa MOryT 3anycKaTb CEPBMUCHYIO MOAENb MHOroaApecHomn paccbinku IGMP, 3aBucawein
OT UCTOYHMKA (SSM), Npu yCNOBUM, YTO XOCTbl M MAPLLPYTU3ATOPbI NOAAEPKMBAOT CEPBUCHYIO
mogaenb IGMP SSM. Mogenb cny»bbl SSM npeaocTtaBasieT NoAb30BaTeNAM YCAYry nepeaadm ¢
yKasaHMeM ANs KAMeHTa MCTOYHMKOB MHOT0aApEeCcHOM PacChblKM.

BknoueHune pyHKumm Leave Proxy (Leave Proxy Enabled)

Onuwuun: Enable/Disable (BkntoueHo/BbIKNOYEHO).

3HayeHWe no ymonyaHuto: Disable (BbikatoueHo).

®PyHKUMA:  BKAOYEHME U BbIKAOYEHME  GYHKUMM  NEPecbIKM  UCXOAALWMX  MAKeToB
3anpawmBatowen ctopoHe. Korga GyHKUMA BKAOYEHA, UCXO4ALLME NAKETbl HE NepPeCbINatoTCA.
BknioueHue Proxy (Proxy Enabled)

Onuwuun: Enable/Disable (BkntoueHo/BbikatoueHo).

3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).
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CDYHI-(LI,VIFIZ BK/IIOYEHNE N BbIKNKOYEHUE d)YHKLI,MVI NePECbIIKN NCXOo4AWLNX NAKETOB U MAKETOB C
OoT4ETAMMU 3a|'|paLLIMBaIOLLLeﬁ CTOpOHe. Korga d)yHKLI,Mﬂ BK/IKOYEHA, UCXxogAawmne nakeTbl N NaKETbI
C OT4ETaMU HE nepecblNnatoTCA.

2. Hacrtpoiika nopta IGMP

Port Related Configuration

Port | Router Port | Throttling
* < v
1 unlimited
2 unlimited |+
3 unlimitad |+
4 ] unlimited |+
5 O unlimited |+
6 L] unlimited |+
7 ] unlimitad |+
] ] unlimited |+
g O unlimited |+

10 L] unlimited |+
11 ] unlimitad |+
2 ] unlimited |+

l, Submit ” Reset ]

Puc. 175. Hactpoiika nopta IGMP

MapwpyTtusupytowmi nopt (Router Port)

Onuuu: Enable/Disable (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHwutio: Disable (BbikntoyeHo).

@DYHKLMA: BKIOYEHWNE W BbIK/IIOYEHNE MAPLUPYTU3MPYHOLLEro NopTa.

PerynuposaHue 3anucei (Throttling)

Onuuu: Enable/Disable (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

®PyHKUMA: BKAOYEHME W BbIKNOYEHUE GYHKUMU OrPaHUYEeHMA KONMYEeCcTBa MHOroaZpecHbIX
3anucei, NoNy4YEeHHbIX MOPTOM.

3. Hactpoitka VLAN IGMP Snooping.

IGMP Snooping VLAN Configuration

Start from VLAN with entries per page.

Delete | VLAN ID | Snooping Enabled | Querier Election

[ PRI RV [ Ql{sec) | QRI{0.1sec)[LLQI(0.1sec) ] URIsec) |

IGMP-Aule v | 2 | 128 | 100 | 10 | 1]

Querier Address

O 1 192.165.0.22
Add New IGMP VLAN

Puc. 176. Hactpowka VLAN IGMP Snooping
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NaeHtudpukartop VLAN (VLAN ID)

Onuuu: Bce co3gaHHble naeHtTuomkatopbl VLAN.

BknroueHue Snooping (Snooping Enabled)

Onuuu: Enable/Disable (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHuto: Disable (BbikntoueHo).

PyHKUMA: BKAOYEHME W BblkAtoyeHue ¢yHKkumMn VLAN IMGP Snooping. MNMpeasaputesibHbiM
YCNIOBMEM ONS BKAKOYEHUA 3TON PYHKUMKM SiIBASIETCA BKAOYeHMe rnobanbHoin dyHKumm IGMP
Snooping.

®dyHKumA 3anpocos (Querier Election)

Onuwuun: Enable/Disable (BkatoueHo/BbIKHOYEHO).

3HauyeHKne no ymonyaHuto: Disable (BbikatoueHo).

®PyHKUMA: BKAOYEHME UM BblkAovyeHMe oyHKUMKM 3anpoca IGMP ana BbibpaHHoi VLAN.
MNpenBapuTenbHbIM  YCAOBMEM ANA  BKAOYEHMA 3TOM  OYHKUMM  ABASETCA  BK/AOYEHUE
rno6anbHoM dyHKuMmM IGMP Snooping u ¢yHkumm VLAN IGMP Snooping.

OnucaHue: ecan B CeTUM HECKONIbKO reHepaToOpoB 3anpoca, B KavecTBe 3anpalluBaloLLero
aBTOMAaTMYeCcKM byaeT BbiOpaH TOT, Yy KOro HammeHblinin IP-agpec. Ecnm ectb Tonbko ogHO
YCTPOMCTBO, A/1A KOTOPOro BKAOYeHa PpyHKLUMA 3anpoca IGMP, oHo byaeT 3anpalumBatowmm.
Appec 3anpawusatowero (Querier Address)

®opmart: A.B.C.D

PyHKUMA: HAcTpoMKa ucxoaauwero IP-agpeca Ana oTNpaBKU NaKeToB ¢ 3anpocom. Ecam aapec
3anpalmnBatoWen CTOPoHbl He ycTaHoBaeH, IP-agpec nopta VLAN ucnonb3yetca B KayecTse
agpeca 3anpalnBatoLen CTOPOHDI.

Coemectumoctb (Compatibility)

Onuuun: IGMP-Auto/Forced IGMPv1/Forced IGMPv2/Forced IGMPv3.

3HauyeHue no ymonyaHuto: IGMP-Auto.

PyHKUMA: HacTpOoWMKa Bepcun IGMP.

Mpuopurtet uHtepdeiica (PRI, Priority of Interface)

Hactpausaembiit ananasoH: 0 ~ 7.

3Ha4yeHune no ymonyaHuto: 0.

PyHKUMA: HACTPOMKA NpuopuTeTa ynpasaawwero naketra IGMP.

MNepemeHHana HagexHocTn (RV, Robustness Variable)

Hactpausaembiii ananasoH: 1 ~ 255.

3Ha4YeHWe No YMOTYAHUIO: 2.

PyYHKUMA: HACTPOMKA NapameTpa HagexHoCcT PpyHKuUmMM 3anpoca IGMP.

OnucaHue: yem 6onblue NapameTp, TEM XyXKe ceTeBas cpeaa. [101b30BaTelb MOMKET YCTAHOBUTb
noAxoAALWMIA NapamMeTp HaAEeKHOCTM B COOTBETCTBMM C PeabHOW CETbHO.

MHTepBan 3anpoca (Ql, Query Interval)

HacTpanBaembit amanasoHn: 1 ~ 31744 cek.

3HayeHue No ymonyaHuto: 125 cek.

®PyHKUMA: HACTPOMKA MHTEepPBana OTMNPaBKM 3aMpoca OCHOBHOrO MakeTa.

MHTepBan oteeTa Ha 3anpoc (QRI, Query Response Interval)

HactpanBaemblii gnanason: 1 ~ 31744 (war: 0,1 cek.).

3HayeHue no ymonyanuto: 100.

®PYHKUMA: HACTPOMKA MAKCMMA/IbHOTO BPEMEHWM OTBETA Ha 3anNpoC OCHOBHOIO MakKeTa.
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MHTepBan 3anpoca nocnegHero yyactHuka (LLQI, Query Response Interval)
HacTpanBaemblii gnanasoH: 1 ~ 31744 (war: 0,1 cek.).

3HayeHune no ymonyaxuto: 10.

®PYHKUMA: HACTPOMKA MAKCMMA/IbHOTO BPEMEHWN OTBETA HA COOTBETCTBYIOLLMIM 3aNpocC NakeTa.

ﬂ KoHdurypauma Ql, QRI n LLQI aeiicTBUTeNbHA TONbKO AN 3aNpallMBaloLLEro.

MHTepBan ana He 3anpawmsaemoro otyeta (URI, Unsolicited Report Interval)

HactpauBaembit amanasoH: 1 ~ 31744 cek.

3HayeHue No ymon4yaHuto: 1 cek.

PyYHKUMA: HAcTpoOMKa MHTepBasia ANA XOCTa NPy NOBTOPHOM OTNpaBKe MaKeTa C OTYETOM ANA
npucoeguHeHNs K rpynne mHoroagpecHomn paccbinku. Haxkmute <Add New IGMP VLAN>, yTobbl
HacTpouTtb 3anucb VLAN IGMP Snooping. NMogaepkmBaetca makcmmym 32 3anucm VLAN IGMP
Snooping.

4. MpocmoTp craTyca IGMP Snooping.

IGMP Snooping Status

Statistics

VLAM | Querier | Host | Querier Queries Queries | V1 Reports | V2 Reports | V3 Reports | V2 Leaves
ID | Version | Version | Status | Transmitted | Received | Received | Received | Received | Received

1 v2 Y2 ACTIVE 209 84 0 1541 140 78

2 v3 v3 ACTIVE 0 0 0 0 0 0

3 v3 v3 ACTIVE 0 0 0 0 0 0
Router Port
Port | Status
1 Both
Static
Static

Both

L= T e & T SN PR (N

A -
12 -

Puc. 177. Hactpoiika VLAN IGMP Snooping

Cratyc mapuwpytusmpyiouiero nopta (Router Port Status)

Onuwuun: Both/Static/Dynamic (O6a/Cratuueckuii/OuHamumyeckumii).

®yHKUMA: OTODOpaxkeHWe COCTOAHMA MopTa MapwpyTu3atopa. «Static» o3HavaeTt, yto nopT
MapLlpyTusaTopa HACTpoeH B cTatuyeckom dopmate. «Dynamic» o03HavaeT, 4tO nOPT
MapwpyTnsaTopa HACcTpoOeH B AWHamumyeckom ¢opmaTe. «Both» o03HauaeT, 4to nopTt
MapLpyTnsaTopa MmoxeT paboTtatb B 060mx popmarax.
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5. MpocmoTp cnucka y4aCTHUKOB MHOT0aZpeCcHOM PacCbl/IKK.

Port Members
VLANID |  Groups 1 [2] 3 [4]5]6]7]8]0]10]11]12
1 224011
1 22510243
1 2268198
1 23921171 v
1 239555
1 23977124213
1 239255255250 .
1 239255255254 .

Puc. 178. OTobparkeHune cnmncka ydacTHUMKoB IMGP Snooping

14.1.5. Tlpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha puc. 179, ¢pyHKkuma IGMP Snooping BKAtoveHa Ha KommyTaTtopax 1, 2 1 3. Ha
KOMMyTaTopax 2 1 3 BKAOYeHa PyHKUMA aBTOMATMYECKOro 3anpoca. IP agpec kommyTaTopa 2:
192.168.1.2; IP apgpec KommyTatopa 3: 192.168.0.2, cOOTBETCTBEHHO KOMMYTaTOp 3 Bbl6paH B
KayecTBe reHepaTopa 3anpocos.

1. Bkntouute pyHKumo IGMP Snooping Ha KommyTaTope 1.

2. Bkawounte dyHKUMKM IGMP Snooping n aBToMaTUYeCKOro 3anpoca Ha KommyTaTope 2.

3. Brkaounte dyHKUMM IGMP Snooping n aBToMmaTUYECKOro 3anpoca Ha KommyTaTope 3.

MapwWwpyTHIHM oW A MapwpyTHIHMpHOLWA
1 nopt KOMMYTETOR 2 MOPT HOMMYTATOP 3
2 3 4

[eHepaTop 3anpocos
]

f.'._'h___
~ MHoroagpecHsiii cepaep

Puc. 179. Npumep TMnoBoi HacTpoikn IGMP Snooping

e T.K. KOMMyTaTOp 3 ABNAETCSA reHepaTopPoOM 3anpocoB, OH ByaeT Nnepuoanyeckn oTnpPaBaATb
cooblieHne ¢ 0bLLMM 3anpPoCcoM.

e [opT 4 KommyTaTopa 2 6yAeT NPMHMMATbL 3TO COObLLEHNE, COOTBETCTBEHHO AAHHbIN MOPT
byaeT BblbpaH Kak MapLipyTMsupyowmii nopt. [anee cooblieHne c 3anpocom byaer
nepeHanpas/ieHo M3 nopTa 3 KOMMyTaTopa 2 B NOPT 2 KOMMyTaTopa 1, KOTOpbI Noayyns
3TO coobuieHne, byaeT HazHauYeH MapLUPYTU3NPYIOWMM NOPTOM.
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e Korga PC 1 nogKkntoyaeTca K MHoroaapecHoi rpynne 225.1.1.1, oH gonxkeH 6yaeT oTnpasuTb
CoO0bLEHNE C OTYETOM YY4ACTHMKA MHOFOaZpecHoM rpynnbl kKommyTaTopy 1. COOTBETCTBEHHO
nopt 1 wn mapwpyTusmpyrowmii nopt 2 KommyTatopa 1 OyayT noaKAto4YeHbl K
MHoroagpecHor rpynne 225.1.1.1. 3arem coobweHne ¢ oTtyetom IMGP 6yaer
nepeHanpaBAeHO K KOMMYTATOpPY 2 Yepe3 MapLwpyTusupyowmin nopt 2. Mpu atom, nopTbl 3
N 4 KommyTaTopa 2 TaKkKe byayT noAKAueHbl K MHOroagpecHon rpynne 225.1.1.1. Janee
coobuieHne c¢ otyetom |IMGP 6yaetr nepeHanpaB/ieHO K KommyTaTopy 3 4yepes
MapwpyTusnpylowmin nopt 4 un nopt 5 KommyTatopa 3 TaKKe OyaeT BKAOYEH B
MHOroagpecHyto rpynny 225.1.1.1.

e KaK TO/IbKO AaHHble OT MHOroaApecHoro cepsepa AOCTUIHYT KOMmyTatopa 1, oHu 6yayT
nepeHanpasneHbl K PC 1 yepe3 nopt 1. T.K. MapLWpyTUIMPYIOWMA NOPT 2 TaKKe ABAAETCA
YY4AaCTHMKOM MHOrO0afpecHoOr rpynnbl, AaHHble MHOrOagpecHor nepedayn TakxKe bOyayt
nepeHanpassieHbl noptom 2. Takum o06pas3om, Korga JAaHHble [A0CTUTHYT nopTta 5
KOMMyTaTopa 3, nepecbl/ika OCTAaHOBMUTCA, T.K. OTCYTCTBYeT NpUHMMAOWAA CTOpoHa. Ho,
ecnn PC 2 Takxke aBaserca ydyacTHMKom 225.1.1.1, K HeEMy TaKKe OyayT nepeHanpaBieHbl
OAHHblIE MHOTOa4PECHOM PaCCbIKM.

14.2. lNpoTtokon GMRP
14.2.1. BsepeHue B GARP

Mpotokon GARP (Generic Attribute Registration Protocol) ucnonb3yetcs ana pacnpocTpaHeHus,
perncrtpauum 1 yaaneHua onpegenéHHon nibopmaumm (VLAN, agpeca MynbTUKACTOBbIX rpynn)
MeX 1y KOMMYTaTopamu B CETH.

Bnaropgapa mexaHuamy GARP, uHbopmaumsa O HaAcTpoMKax KOMMyTaTopa MOMXKeT ObiTb
nepegaHa No BCEN NOKaNbHOW ceTu. YcTponcTea, noagepxusarowme GARP, nepepatot apyr
APYTYy MHCTPYKUMM O pernucrpauym uUamM OTMEHe TeX WAW UHbIX HacTpOoeK MNyTéM OTNpaBKu
COOTBETCTBYIOLMX cooblieHnn «Join» u «Leave». Mpun aTom GARP MOXET perncTtpupoBaTtb Uam
OTMEHATb MHOOPMALMIO O HACTPOWMKAX APYruUxX YNEHOB B COOTBETCTBMM C MX COOBLLEHMAMM
«Join/ Leave».

GARP npeaycmaTpuBaeT Tpu Tuna coobuleHmin: «Joiny, «Leave» n «Leave All».

Korna GARP ycTpoMCTBO XO4YeT nepenatb CBOM HACTPOMKM APYrMM KOMMYyTaTopam, OHO
oTcblnaeT coobuieHne «Join». CoobuweHuns «Join» bbiBalOT AByx TMNOB: «Join Empty» 1 «Join
In». CoobuweHune «Join In» oTnpaBnseTca ANa 3aperncTpMpoBaHHbIX HAaCTPOEK, B TO BPeMA Kak
«Join Empty» - s HacTpoeK, KoTopble eLwé He BblN 3apPerncTpMpPoOBaHbI.

Korna GARP yCTpoOCTBO XO4eT yAa/uTb CBOM HACTPOMKM C APYrMX KOMMYTaTOPOB, OHO
oTnpasnseT coobuweHne «Leaver.

Mocne 3anycka GARP, OH HauuMHaeT oTcuuTbiBaTb nepuos «Leave All». Korpa nepuog
3aKaH4YMBaeTCA, YCTPOMCTBO OTCblNaeT coobuweHne «Leave All».

B KauecTBe NpPUNOXKEHUA YKa3biBaeTca NOPT C noaaep>Kkoi GARP.
k-

Tanmepbl GARP BKatoyatoT Tarimepbl «Hold», «Joiny», «Leave» n «Leave All».
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Tanmep Hold (Hold Timer): Mpu nony4eHnn coobLLEHNS O PEFUCTPALMM HACTPOEK, NPUIOKEHME
GARP He oTnpasnseT coobueHune «Join» cpasy, a 3anyckaet Taiimep «Hold». Korga taimep
3aKaH4YMBaeT OTCYET, NPU/IOXKEHME OTMpPABASAET BCE MOJyYEeHHble COODOLLEHMA O HACTPOWMKAX,
nojslyyeHHble 3a 3TOT nepuos B OAHOM «Join» cOObOLLEHMWN, YTO YMEHbLIAET KO/MYECTBO
nepeaaBaemMblX AaHHbIX MO CETW.

Tanmep Join (Join Timer): 4To6bl rapaHTUPOBATb, UTO cOObLLEHMA «JoiN» MOXKET ObiTb HaAEKHO
nepegaHo ApyrMm KommyTaTopam, KOMMYTATop C BKAoYeHHbim GARP 6ygeT oxkuaatb
BPEMEHHOM WHTepBan Tamepa «Join» nocne nepegayv nepsoro coobuweHnsa «Join». Ecnm B
TeyeHMe B OTBET He MOoAy4yeHO coobuieHne «Joinln», NpuUNOXKeHWe cHOBa OTNpaBaAeT
coobuieHune «Join». B npoTMBHOM cnyyae, coobuieHume «Join» He oTnpaBaAeTcA.

Tanmep Leave (Leave Timer): Koraa KommyTtaTop C BKAOYeHHbIM GARP xo4yeT, 4Tobbl apyrue
KOMMYTaTOpbl yAanuam MHGOPMaLUIO O HACTPOMKax, OH oOTcbilaeT «Leave» coobuieHue.
KommyTaTopbl, nonyumsluee 370 coobuieHue, 3anyckailoT Tarimep «Leave». Ecanm oHu He
nosyyaT HM OAHOro coobuweHusa «Join» [0 MCTeyeHMA BpeMeHW Tarimepa, KOMMyTaTopbl
yA2NA0T 3TY MHPOPMALMIO O HAaCTPOMKax.

Tanmep Leave All (LeaveAll Timer): Mpu 3anycke GARP npunoskeHus, 3anyckaetca Talimep
«Leave All». Mo ero ucteyeHUU, NpUNoO}KeHWe oTnpasndeT coobueHune «Leave All» gpyrum
KOMMyTaTopaM C BKAoYeHHbIM GARP gns Toro, 4tobbl OHM MO NepeperncTpmpoBaThb BCHO
cBot0 MHPOpPMaLMIO O HAcTpoMKax. Mocne 3Toro, NpuNoXKeHUe 3anyckaeTt Tarmep «LeaveAll»
3aHOBO, YTOObI HaYaTb HOBbIN LMK,

14.2.2. Tpotokon GMRP

GARP Multicast Registration Protocol (GMRP) - npoToKon peructpauum MHOroazpecHowm
nepegayn, OCHOBaHHbIM Ha npuHUMnax GARP. OH wucnonb3yetrca Ana  ynpas/ieHUs
MHbOpMauMerr O  MHOroaZpecHblx  rpynnax  KommyTatopoB. Bce  KommyTaTopbl,
nogaepxusatowme GMRP, moryt nosyy4atb PErncTpauMoHHYi0 WHPOpPMAUMIO OT ApPYyrux
KOMMYTaTOpOB,  AWMHAMMYECKM  O6HOBNATbL  MHPOPMALUMIO O  3apPEerncTPUMpoBaHHbIX
MHOTroagpecHbIX rpynnax, a Takke nepenasatb COOCTBEHHYIO PErMCTPaLMOHHYIO MHbOPMaLMIO
ApyrMm KommyTtaTtopam. MexaHuam obmeHa uHpopmaumen rapaHTUpyetr eauHoobpasume
nHPopMaLMM 0 MHOIroaAPECHbIX FPynnax Aaa BCEX KOMMYTAaTOPOB CETU.

Ecnn KommyTaTop perncTpmpyeTt Uam oTMEHAET PerncTpaumo B MHOroaapecHom rpynmne, nopT ¢
noaaep*kkot GMRP nepenaér nHpopmaumio Ha aApyrme noptbl B TOom ke VLAN.

MopT-areHT (Agent port): o603Ha4yaeT NoOpT, Ha KOTOPOM BKAOUYEHbI PyHKUUKM GMRP 1 areHTa.
MopT pacnpocTpaHeHua (Propagation port): o603HayaeT NopT, Ha KOTOPOM BK/OYEHA TOJIbKO
dyHKUMA GMRP, 6e3 dyHKUMM areHTa.

Ona GMRP HeobxogMmo HanmMyme OAHOTO M HECKO/IbKMX MOPTOB-areHToB. AMHaMMUYecKu
NnonyyYeHHble MHoroagpecHble 3anucn GMRP n nHpopmauyma ob areHTe nepenaércs NOPTOm
pacnpocTpaHeHMA Ha NOPTbl PACAPOCTPAHEHMA CEAYIOLMNX YCTPOMCTB.

Bce tanmepbl GMRP ogHOM ceTM [ONXHbI NOAYMHATBCA OAHMM M TEM Xe npaBuaam BO
nsbekaHme B3aAMMOUCKNOYEHUI. TaMmepbl AO/KHbI CAeAO0BaTb CAeAyWwMM MpaBUaam:
Tanmep «Hold»<tanmep «Joiny, 2*Tanmep «Joinn<tanmep «Leave», a Talimep «Leaver<talimep
«Leave All».

info@symanitron.ru Www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

SEWM20GT-D

14.2.3. HacTpoika yepe3 WEB-uHTepdeiic

1. TnobanbHas HacTpolika GMRP
lobal Configuration

GMRP Enabled

Hold timer ms
Join timer 500 ms
Leave timer ms
Leave all timer ms

Puc. 180. FnobanbHas HacTpoiika GMRP

BknioueHne GMRP (GMRP Enabled)

Hactpansaemblie onuun: Enable/Disable (BKntountb/BbIKAOUYUTb)
3HayeHue no ymonyaHuio: Disable (BbikntoueHo)

®yHKUMA: BKAtoueHne/BbikNtoYeHMe rnobanbHoin GyHKumn GMRP.
Taiimep (Timer)

Hactpansaemsblie onuuu: Hold timer/join timer/Leave timer/Leave all timer
3HauyeHune no ymonyaHuto: 100/500/3000/10000 mcek.

®PyHKUMA: HAaCTPOMKa 3HaYeHuMA rnobanbHoro Tanmepa GMRP.

2. Hacrtpoiika noptos GMRP

Port Related Configuration

Port Members
123466 [7]8]9 10
GMRP Enabled [V [V] [] [] [O] [ O] [0 O] [
Agent Enabled [V [T [] O] (O [0 [ [ (21 [

Puc. 181. Hactpoliika noptos GMRP

BknioueHne GMRP Ha nopty (GMRP Enabled)

Hactpansaemble onuun: Enable/Disable (Bkntountb/BbIKAOUMTb)
3HayeHue no ymondaruio: Disable (BbikntoueHo)

®yHKuMA: BratoyeHue/BbikAoYeHne dyHKLuMM GMRP Ha nopry.
BknwoueHue AreHTa (Agent Enabled)

Hactpansaemble onunn: Enable/Disable (BKntountb/BbIKAOUMTb)
3HavyeHue no ymondyanuio: Disable (BbikntoyeHo)

®yHKuMA: BrAoyeHne/BbikAoYeHMe areHTa GMRP Ha nopry.
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3. Hactpoiika Tabanuybl MAC-agpecoB areHToB

Agent MAC Table Configuration

Port Memhers
Delete | VLANID |  MAC Address 1/2[3[4[5]6][7][8]0]10
[ 1 01-00-00-00-00-01
[ 2 01-00-00-00-00-02

Puc. 182. Hactpoiika Tabaunubl MAC-agpecoB areHTa
®PyHKuMA: HacTponka MAC-agpeca areHTa, npmMBA3aHHOro K nopTy n VLAN.

4. Tabnuua ctatyca MAC-agpecos GMRP

GMRP MAC-Address Table

MAC Type |  All - |

Port Members
Type | VLAN [ MAC Address  [CPU[ 1 [2|3[4]5]6]7|8[9]10
Agent 1 01-00-00-00-00-01 v
Agent 2 01-00-00-00-00-02 v

[ =ubmit ] [ Feset ]

Puc. 183. Tabanua cratyca MAC-agpecos GMRP

Tun MAC_aapeca (MAC Type)
Hactpansaemsbie onunun: All/Agent/Dynamic
3HayeHue no ymonyaHuto: ALL

14.2.4. Tlpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha pucyHke 184, kommyTaTopbl A 1 B coeguHeHbl mexay coboi noptom 2
Kaxkabin. NMopT 1 KommyTaTopa A HaCTPOEH KaK MOPT-areHT U COAEPKUT ABE MHOroaLpPecHbIX
3anucu:

e MAC agpec: 01-00-00-00-00-01, VLAN: 1

e MAC agpec: 01-00-00-00-00-02, VLAN: 2
[na Toro 4tobbLI YBUAETD AMHAMUYECKYIO PETUCTPALMIO MEXAY KOMMyTaTopamu n obHoBneHMe
MHGOPMALMM O MHOTOaAPECHOW pPacCbliKke, HEOOXOAMMO YCTAaHOBUTb Pas/INYHbIE 3HaAYeHue
VLAN ana nopTos.
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[MopT-areHT

RommyTaTtop A KommyTtaTtop B

Puc. 184. Cetb GMRP

HacTtpoika kommyTatopa A:

1. Bknounte rnobanbHyo o¢yHKUMio GMRP Ha KommyTatope A; MCMNO/b3yhTe 3HavyeHue
«Default» ana taimepa «Leave All» (cm. puc. 180);

2. Bkawounte ¢yHKUMo GMRP 1 ¢yHKUMIO areHTa Ha nopTy 1; Ha NopTy 2 BKAOYMTE TOJIbKO
dyHKUMO GMRP; Bce Taimepbl A0MKHbI ObITb ycTaHOBAEHbI B pexum «Default» (cm. puc.
181);

3. HactpoitTe 3anncb MHoroagpecHoro areHta. <MAC address, VLAN ID, Member port>
HacTpomTe Kak <01 -00-00-00-00-01, 1, 1> n <01 -00-00-00-00-02, 2, 1> (cm. puc. 182).

Hactpoika kommyTtaTopa B:

1. Bknounte rnobanbHyo o¢yHKUMio GMRP Ha kKommyTtatope B; ucnonb3ynte 3HayeHue
«Default» ana taimepa «Leave All» (cm. puc. 180);

2. Bkntounte pyHKumno GMRP Ha nopTy 2; Bce Talimepbl A0/XKHbI ObiTb YCTAHOBNEHbI B PEXUM
«Mo ymonuaHuio» (cm. puc. 181);

OuWHammuyeckme 3anucm MHoroagpecHoi nepegadin GMRP B KommyTtaTtope B nokasaHbl B

Tabnuue:
Tabn. 6.
MopacKkasKa Tun otobpakeHus PYHKUMA KomaHpga
SWITCH # MpuBMaernpoBaHHbIit | NMpocmoTp HeaaBHO Beeaute «Configure
pexunm MCNONb30BaHHbIX KOMaHA,; terminal» ana
MpocmoTp Bepcumn nepekNtyYeHna ns

nporpammHoro obecneyeHns; | NPUBUNETMPOBAHHOIO
MpocmoTp nHbopmaLmu ans PEXMMA B PEKUM

onepauuu ping; HaCTPOMKM
3arpyska/Bbirpyska daiina

KOHbUrypaumu; Beeaute «exit» ana
BoccTtaHoBneHue BO3BpaTa B OCHOBHOM
KoHdUrypauum no pPeXNM

YMONYaHUIo;

Mepe3arpy3ka KOMMYTaToOPa;
CoxpaHeHue TekyLen
KOHbUrypaumu;
OTtobpaaeHue Tekyuein
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KoHUrypauum;
O6HoBNEHME NPOFrPAMMHOTO
obecneyeHus.
SWITCH Pexknum Hactpomkm HactpouTb BCE Beeaute «exit» unu
(config) # bYyHKUMOHaNbHbIe «end» gns Bo3BpaTa B
BO3MOKHOCTU KOMMYTaTOpPa NPUBUNETMPOBAHHbIM
pexmMm

14.3. He3apernctpmpoBaHHOE AENCTBUE MHOTOA4PECHON PACCHINKM

1. HacTtpolika yepe3s WEB-uHTepodelic

Unregistered Multicast Action

L2 Unregistered Multicast | ) Discard @ Forward
IP Unregistered Multicast | ) Discard @ Forward

Puc. 185. HesapeructpmpoBaHHOe AelCTBME MHOIroaAapeCHOM PacChi/IKK

HesaperncrpupoBaHHaa MHoroagpecHas paccbiika L2 (L2 Unregistered Multicast)
Hactpansaemblie onuuun: Discard/Forward (Ot6pocutb/Mepecnatsb)

3HayeHue no ymonyanuio: Forward (Mepecnatb)

HesaperncrpupoBaHHaa MHoroagpecHas paccbiika IP (IP Unregistered Multicast)
Hactpansaemblie onuuun: Discard/Forward (Ot6pocuts/Mepecnatsb)

3HayeHue no ymonyanuto: Forward (Mepecnatb)

15. IIporokoa LLDP
15.1. BeepeHue

MpoTtokon Link Layer Discovery Protocol (LLDP) npegoctaBnsieT coboit cTaHAAPTHbIN MeXaHU3M
Ob6HapyXeHUA KaHanbHOro YypoBHA (2-ro ypoBHA). OH MHKANCynAupyeT  pPas/iUyHYO
nHPopmaumo, Hanpumep, BO3IMOMKHOCTM YCTPOMCTBA, agpec, MAEHTUPUKATOp YCTPOMCTBA U
naeHtTudukaTop uHTepdelica, B naket Link Layer Discovery Protocol Data Unit (LLDPDU, 6n0kK
OaHHbIX NPOTOKONa Ob6HapyXeHus YpPOBHA KaHana), wu nepepaét LLDPDU csoum
HenocpeacTBEHHO NOAKNOYEHHBIM cocegam. Mpu nonydyeHnn LLDPDU, cocegm coxpaHAtoT aTy
nHpopmaumio 8 MIB ans 3anpoca n NpoBEPKU CTaTyca coeAnHeHna ¢ nomolubto NMS.
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15.2. Hactpomka ¢ nomoubto WEB-nHTEpdeinca
1. Hactpolika LLDP.

LLDP Configuration
LLDP Parameters

Tx Interval |3[] |secunds

Tx Hold 4 |limes
Tx Delay |2 seconds
Tx Reinit |2 seconds

LLDP Interface Configuration

Optional TLVs

Interface | Mode | CDP aware | Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr

e

FastEthemet 1/1 Enabled
FastEthernet 1/2 Enabled
FastEthernst 1/3 Enahled
FastEthernst 1/4 Enahled
FastEthernst 1/5 Enahled
FastEthernst 1/6 Enahled
FastEthernet 1/7 Enabled
FastEthernet 1/8 Enabled
FastEthernst 1/9 Enahled
GigabitEthernet 1/1 |Enabled
GigabitEthernet 172 |Enabled
GigabitEthernet 1/3  |Enabled

Oo0o0Ooo0ooooooon
RENEEAEEEEFEEEEA
RENEEAEAEEEFEEAEA
NEHEEREEEFEEEA
HEEEEREEREFEEEAE
REHEEAEAEAEFEEEEEA

0 ] [

L Submit ” Reset l

Puc. 186. Hactpoliika LLDP

MHTepBan nepegaum (Tx Interval)

HacTpavBaembit ananasoH: 5 ~ 32768 cek.

3HayeHue no ymonyaHuto: 30 cek.

®PyHKUMA: HACTPOMKA BPEMEHHOTO MHTEPBana ANA OTNpaBKuM nakeTtos LLDP.

KonuuectBo yaep:kaHuu nepegaum (Tx Hold)

Hactpansaemblii ananasoH: 2 ~ 10 pas.

3HayeHWe No ymonyaHuto: 4 pasa.

PyHKUMA: HACTPOMKA KOIMYECTBA yaep:KaHui Tx. IpdeKkTuBHocTb naketa LLDP = Tx Interval x
Tx Hold.

MHTepBan 3agepKKu nepegaum (Tx Delay)

Hactpaneaembiit ananasoH: 1 ~ 8192 cek.

3HayeHMe No yMoI4aHumio: 2 CeK.

®PyHKUMA: HACTPOMKA MHTEepBana BPEMEeHW nepenaym MexKay HOBbIM naketom LLDP w
npeabliaywmm naketom LLDP nocne nameHeHuA MHPopmaLmmn 0 KOHoUrypaumu. 3HavyeHne «Tx
Delay» He moxeT bbITb 6onble 1/4 3HayeHus «Tx Interval».

NHTepBan penHuumnanusauymm (Tx Reinit)
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Hactpausaembiit ananason: 1 ~ 10 cek.

3HayeHMe N0 YMONYAHUIO: 2 CEK.

®PyHKUMA: HACcTpOMKA MHTepBana BPEeMeHW nepenaym MexKay HoBbIM naketom LLDP w
npeablaywmm naketom LLDP nocne nsmeHeHuna MHbopmaumnm o KoHpurypaumm. 3HaveHme «Tx
Delay» He MoKeT 6bITb 6onblue 1/4 3HaueHus «Tx Interval».

Pexxum (Mode)

Onuwun: Enabled/Disabled/Rx only/Tx only (BkatoueHo/BbikntoueHo/Tonbko npuem/Tonbko
nepeaava).

3HauyeHWe no ymonyaHuto: Enabled (BKkntoueHo).

®PyHKUMA: HAcTpolKa pexkmma naketoB LLDP. «Enabled» o3HauaeT, 4To KommyTaTop MOXKeT
oTnpaBnATb NakeTbl LLDP, a TakXe npMHUMaTb U naeHtnoumumnposaTb naketbl LLDP; «Disabled»
O3Ha4yaeT, YTO KOMMYTATOpP He oTnpasaAeT naketbl LLDP n He npuHuMmaeTt naketbl LLDP; «Rx
only» o3HayaeT, YTO KOMMYTATOp TONbKO MPUHUMAET U MaeHTUPUUMpyeT naketbl LLDP; «Tx
only» O03HayaeT, YTO KOMMYTATOpP TO/IbKO OTNPaBASAET nakeTbl LLDP.

OnucaHue noprta (Port Descr)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHuto: Enabled (BkntoueHo).

®dyHKUMA: «Enabled» o3HavaeT, yto nakeTbl LLDP nepeaatoT onvcaHue nopra.

Mma cuctembl (Sys Name)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikato4eHO0).

3HayeHue no ymonyaHuto: Enabled (BkntoyeHo).

®dyHKuMA: «Enabled» o3HavaeT, yto naketbl LLDP nepeaatoT ums cuctemsl.

OnucaHue cuctembl (Sys Descr)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHuto: Enabled (BkntoueHo).

®dyHKumA: «Enabled» o3HayaeT, yTo NakeTbl LLDP nepepatoT onmMcaHme cnuctemsl.

Bo3moXXHOCTU cuctembl (Sys Capa)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4eHO).

3HayeHue no ymonyaHuto: Enabled (BkntoueHo).

®yHKumA: «Enabled» o3HavaeT, 4to NakeTbl LLDP nepenatoT BO3MOMXKHOCTM CUCTEMDI.

Appec ynpasneHus (Mgmt Addr)

Onuwuun: Enabled/Disabled (BkntoueHo/BbikAto4eHO).

3HayeHue no ymonyaHuto: Enabled (BkatoueHo).

®dyHKuMA: «Enabled» o3HavaeT, yto nakeTbl LLDP nepeaatoT ynpasasaoLwmni agpec.

2. NMpocmoTp MHPOpMaLMKM o0 coegnHeHnmax LLDP.

LLDP Neighbor Information

LLDP Remote Device Summary

Local Interface [ Chassis ID | Port ID [ Port Description | System Name | System Capabilities | Management Address
FastEthernet 1/1  C0-A3-00-1A 20-03
FastEthernet 1/2 00-01-C1-00-00-00 Fa 1/3  FastEthemnet 1/3 Bridge(+) 192 166.0 223 (IPv4)

Puc. 187. NHpopmauua LLDP
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Ona otobpaxkeHns uHpopmaumm LLDP Heobxoaumo BKAouMTb LLDP Ha aByx
NOAK/OYEHHbIX YCTPOMCTBAX.

16. Hacrtpoiika MAC-aapecos
16.1. BeepeHue

Mpn nepecbiike MNaKeTa KOMMYyTaTOp MWLWeEeT NopT nepecbiiku B Tabauue MAC-agpecos,
OoCHoBbIBaAcb Ha MAC-agpece Ha3HaYeHUA NaKeTa.

MAC-aapec MoXeT bbITb CTaTUHECKUM UAN AUHAMUYECKUM.

Cratnyeckmn MAC-agpec HacTpauBaeTca nosb3oBatenem. OH MMeeT HaMBbICWNI NpUopuUTET
(AanHammuyeckumm MAC-agpecamm He OTMEHSETCA) U AeNCTBYET NOCTOAHHO.

Kommytatop y3HaeT auHamumyeckme MAC-agpeca npu  nepecbiike  AaHHbIX.  OHKM
OENCTBUTENbHbI TONbKO B TeYeHMe onpeaeneHHoro nepuoga. KommyTtatop nepuoguyecku
obHoBnsieT cBoto Tabamuy MAC-agpecoB. lNpu nonyyeHUM Kagpa AaHHbIX A1A Nepecbinku
KOMMYTaTop M3y4vaeT wucxogHblh MAC-agpec Kagpa, OpraHuM3yeT COMocTaBleHue C
NPUHMMAOLMM NOPTOM U 3anpalunBaeT NopT nepecbiku B Tabanue MAC-agpecoB Ha OcHOBe
MAC-agpeca Ha3HadyeHMA Kagpa. Ecan coBnageHne HalgeHO, KOMMYTATOP NepecbinaeT Kaap
OaHHbBIX C COOTBETCTBYHOWEro nopta. Ecnv coBnageHnin He HalAeHO, KOMMyTATOp nepepaeT
Kagp B LWUMPOKOBeLW,ATeNbHOM dpopmarTe.

Bpema crapeHua (Aging time) MAC-agpecoB HauMHaeTca C MoOMeHTa gobasneHus
AnHammnyeckoro MAC-agpeca B Tabanuy MAC-agpecoB. Ecam HM 0AWH NOPT He NoayYaeT Kagp ¢
MAC-agpecom B TeyeHMe BpeMEHMU, B 1-2 pasa NpeBbiAOLWEro Bpema CTapeHna, KOMMyTaTop
yaanaet 3anucb MAC-agpeca 13 Tabanubl AMHAMUYECKMX aapecoB nepecbinku. CTaTuyeckue
MAC-agpeca He NOA4PaA3yMEBAIOT NOHATME BPEMEHMU CTapeHMA.

16.2. Hactporka ¢ nomouwbto WEB-nHTepdeica

1. HacTtpoiika BpemeHu ctapeHna MAC-agpecos.

Aging Configuration

Disable Automatic Aging |[]
Aging Time 300 seconds

Puc. 188. HacTtpoliika BpemeHu ctapeHns MAC-agpecos

3anpet aBTOMaTuyecKoro crapeHusn (Disable Automatic Aging)

Onuwuun: Enabled/Disabled (BkntoueHo/BbIkAo4eHO).

3HavyeHue no ymondaHuio: Enabled (BknioueHo).

®PyHKUMA: BKAOYEHUNE U BblKAtoYeHMe PyHKunmM ctapeHna MAC-agpecos. «Enabled» o3Hauvaer,
YTO HEOBXOAMMO HaCTPOUTb Bpema ctapeHua. «Disabled» o3HayaeT, UTo AMHaMUYECKMe aapeca
He yCTapeBatloT CO BPEMEHEM.

Bpemsa ctapeHus (Aging Time)

Hactpausaemblii ananasoH: 10 ~ 1000000 cek.
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3HayeHune no ymonyaHuto: 300 cek.
@PyYHKUMA: HaCTPOMKA BpemaA ycTapeBaHua ana guHammndeckoro MAC-agpeca.

2. Hactpoiika guHamuyeckmux MAC-agpecos.

MAC Table Learning

Port Members
1234|567 ]8]09[10]11]12

M ONONONONONONONORORORONO!
Disable O OO OQCQCOQOOQCO
Secure O C OO O OO OCCOCOOO0O

Puc. 189. Hactpoiika auHamunyeckmx MAC-agpecos

MopTbi-yyacTHUKK (Port Members)

Onuuu: Auto/Disable (ABTo/BbiKntoyeHO).

3HauyeHue No ymonyaHuto: Auto.

®yHKUMA: HACTPOMKA OYHKUMW M3yyeHMA MNOPTOM AMHamuuyeckoir Tabnauubl MAC-agpecos.

«Auto» 03HayaeT, YTO NOPT MOXKET M3y4yaTb AUHamuU4Yeckyto Tabanuyy MAC-agpecos. «Disable»
O3HayaeT, YTo MOoPTYy 3anpeLLEHO M3y4aTb AMHammMyeckyo Tabanuy MAC-agpecos. M3ydatoTca
TOJIbKO CTaTuyeckume 3anncu MAC-agpecos, Bce ocTasibHble Kafpbl oTbpacbiBaloTcA.

3. Hacrtpoitka ctatuyecknx MAC-agpecos.

Static MAC Table Configuration

Port Members
Delete [ VLANID | MAC Address 1l2]|3las5]e6]7]8]9[10[11]12
O 1 oo-12-34-se-7e-20 MO OOOOOOOOO

] 1 01-01-01-01-01-01 ddddddadada
O 2 oo-ut-zz-sz-a4-ssQ 00 00MOOOOOOO

| Add New Static Entry |

[ Submit ][ Reset ]

Puc. 190. HacTtpolika ctatuyeckux MAC-agpecos

NaeHtudpukartop VLAN (VLAN ID)

Onuuu: Bce co3gaHHble naeHtTudmkatopbl VLAN.

3Ha4veHue no ymonyanuio: VLAN 1.

PyHKUMA: HacTpolKa naeHtudmnkatopos VLAN cTtatnyeckmx MAC-aapecos.
MAC-aagpeca (MAC address)

®opmart: HH-HH-HH-HH-HH-HH (H - wecTHaguaTepmuyHoe 41cno).
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®dyHKumMA: HacTpoika MAC-agpecos. Ana MAC-agpeca «Unicast» mnagwmin 6ut B nepsom
6anTe paseH 0. Ana MAC-agpeca «Multicast» mnagwmin 61T B nepsom b6aiTe paseH 1.
MopTbi-yyacTHUKK (Port Members)

®yHKLMA: BbIBOP NOPTOB ANA NEPECHIIKM NAKETOB C YKa3aHHbIM MAC-afpecom Ha3zHaYeHuUA.

Haxxkmute <Add New Static Entry>, 4t0bbl HacTpouTb cTaTuyeckne MAC-agpeca.
Noapepxneaetrca makcmmym 64 3anmcu ctatmdeckmx MAC-agpecos.

4. MpocmoTp Tabamubl MAC-agpecos.

Port lembers

Type |[VLAN] MACAddress [cPu[1]2[3]4[5]s[7][8]a[10[11]12
Static 1  00-01-C1-00-00-00
Dynamic 1 00-01-C1-00-00-02 v
Static 1  00-12-34-56-78-90 W
Dynamic 1 00-1E-CD-11-01-B1 e
Static 1 01-01-01-01-01-01 VARV RV,
Static 2 00-11-22-33-44-55 v
Static 2  01-01-01-01-01-02 v oV

Puc. 191. OtobparkeHune Tabanubl MAC-agpecos

17. BuprtyaabHble JokaabHble ceTH (VLAN)

17.1. Hactporka VLAN
17.1.1. BsepaeHune

®yHKkuma VLAN (Virtual Local Area Networks) aenut LAN Ha HeckonbKo noruyeckux VLAN.
YcTpoicTea B ogHoM 1 Toi ke VLAN moryT B3aMmogeiicTBoBaTb ApYyr C APYrOM, @ YCTPOMCTBA B
pa3Hbix VLAN — HeT. Takum 0bpasom, LUIMPOKOBELLATE/IbHble cO0bLLeHUA orpaHuyeHbl B VLAN,
YTO NOBbILWAET 6€30MaCHOCTb /IOKA/IbHOM CEeTMU.

PasneneHue cetn Ha VLAN He orpaHMyeHO PpU3MUYECKMM PacrooKeHMeEM YCTPOMUCTB. Kaxaan
VLAN paccmaTpuBaeTca Kak oTAe/ibHasa nornyeckas ceTb. na nepegayum AaHHbIX MeXay 4BYMA
pa3HbiMu VLAN Heobxoamm mapLpyTnsaTtop, 1Mb6o KommyTaTop 3-ro YpOBHS.

17.1.2. MpuHumn paboTsbl

Ona Toro, 4ToObI CeTeBble YCTPOMCTBA MOIM pPas3ninyath NakeTbl M3 pasHbix VLAN, B Kagpbl
pobasnsaTca cneumanbHble MAaeHTUOUKALMOHHbIE MNoAA. Ha AaHHbIA MOMEHT, CambiM
pacnpocTpaHEHHbIM NPOTOKOIOM ans naeHTudumkaumm VLAN asnaetca IEEE802.1Q. CtpyKTypa
Kagpos 802.1Q noKasaHa B Tabauue:

Tabn. 7

802.1Q Header
DA SA Length/Type Data FCS

Type PRI CFI VID
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B 06biuHbIM Ethernet Kagp pobasnaetca 4-x 6anTHbIM 3aronoBok 802.1Q, KOTOpPbIM CAYKUT
Terom VLAN.

Tun: 16 6uT, uMcnonb3yemblie AN MAeHTUPUKAUUM TOro, 4YTo Kagp coaep:ut Ter VLAN;
3HayeHune: 0x8100.

PRI: Tpu 6uTa, onpeaenstowme npuoputeT Kagpa 802.1p.

CFl: 1 6uT, KOoTOpbIN yKa3biBaeT, MHKancyamposaH an MAC-agpec B ctaHOaapTHom dopmate B
pasanYHbIX cpegax nepegadun. 3HaveHne «0» o3HauvaeT, 4To MAC-agpec MHKancyaMpoBaH B
CTaHOApTHOM d¢opmaTte, a 3HavyeHme «1» o3HavaeT, 4yT0 MAC-agpec MHKancyaMposaH B
HecTaHaapTHOM popmare.

VID: 12 6uT, yKasbiBatowmx Homep VLAN B guanasoHe 3HavyeHun oT 1 ao 4093. Mpu atom
3Ha4veHuna «0», «4094» n «4095» - 3ape3epBUPOBaAHHbIE 3HAYEHUA.

» e VLAN 1 - s3to VLAN no ymonyaHuio, Nonb3oBaTenb He MOXeT ero cosgaTtb Uam

. YA3NNTb BPYYHYIO.

* 3apesepsupoBaHHble Homepa VLAN HyXHbl AnAa peanusaummn cnewmanbHbIX
CUCTEMHbBIX QYHKUMI 1 TaKKe He MOryT BbITb CO34aHbl UM YAaNEHbI BPYYHYHO.

MakeT, coaepsKalmii 3aronosok 802.1Q, npeacrtasnset cobolt TermpoBaHHbIKM naket (Tagged
packet); ecnn 3aronoBKa HeT, TO 3TOT nNakeT HeTernpoBaHHbIM (Untagged packet). Bce nakeTsl,
nepegasaemblie KOMMYTATOpPOM, cogepaT Ter 802.1Q.

17.1.3.  VLAN Ha ocHoBe noptos (Port-based VLAN)

PasgeneHune Ha VLAN morKeT 6biTb Mbo no noptam, ambo no MAC-agpecam. [laHHasa cepus
KOMMYTaTOpOB noagep:kueaet pasgeneHme VLAN Ha ocHoBe noptoB. [aHHas ¢ yHKUMA
onpeaenseTr yneHos VLAN Ha ocHOBe MopToB KomMmyTaTopa. [ocne pobasneHus nopTta B
yKasaHHyo VLAN, nopT morKeT nepecblinatb nakeTbl ¢ Terom gna VLAN.

1. Pexkum nopra

MopTbl AenATcA Ha ABa TMNa B 3aBMCUMMOCTU OT TOTO, Kak OHW obpabaTbiBatoT Tern VLAN npwm
nepecblsiKe NakeToB..

Pexxum gocTyna (Access): B peume A0CTyna nopt MOXKHO A06aBUTb To/bko B oaHy VLAN. Mo
YMONYAHMIO BCE MOPTbl KOMMYTaTOpa ABAAKOTCA NOpTamu A0cTyna u npuHagnexkat VLANID.
MaKeTbl, NepecbiaeMble NOPTOM AocTyna, He umetotT TeroB VLAN. MopTbl gocTyna o6bl4HO
MCNONb3YIOTCA AN1A NOAKAIYEHUA K TEPMUHANAM, He noaaepxusatowmm 802.1Q.

TpaHkosbin nopt (Trunk): B gaHHOM pexume MOPT MOXKHO A06aBUTb KO MHorum VLAN.
TpaHKOBbLIN MOPT MPUMHMMAET TO/NIbKO TermpoBaHHble MakeTbl. [pu oTnpaske naketos PVID
TPaHKOBbIM MOPT MOXKeT ObITb HAacTpoeH ana nepefaum Tera. OH nepegaeT Ter Npu oTnpaBkKe
ApYyrux naketoB. TpaHKoBble NOPTbl OObIYHO WMCMONL3YIOTCA ANA MNOAKAOYEHUA CETEBbIX
YCTPOMCTB.

MmbpuaHbii nopt (Hybrid): B rubpugHom pexume noptT MoXKeT 6biTb f06aBAEH KO MHOMMM
VLAN. Bbl mOyKeTe HacTpoUTb TUMN NAKETOB, KOTopble ByayT NPUHUMATLCA TMOPUAHBIM NOPTOM,
n onpeaenutb, byaet nn nepepasaTtbCA Ter, Korga rmbpuAaHbIM NOPT OTNPABAAET MaKeTbl.
MMbpuaHbIA  NOPT MOXKHO WCMONb30BaTb Ka ANA MNOAK/JOYEHWA CeTeBblX TakK MU

info@symanitron.ru Www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe

SEWM20GT-D

NO/Ib30BaTENIbCKUX YCTPOMCTB. PasHWUA Mexay rMbpuAHbIM MOPTOM M TPAHKOBbIM MOPTOM
3aK/l0YaeTCA B CneAylolem: rMbpuaHbld NOPT He nepegaeT Ter NpPW OTMPaBKe MAKETOB U3
HeckobKnx VLAN, a TpaHKOBbI NOPT He nepegaeT Ter TONbKO Npu OoTnpaske naketos PVID.

2. PVID

Kaxkgblh nopt umeet atpubyTt PVID. Korgoa nopT nonyyaetr HeTerMpoBaHHbIM MaKeT, OH
pobasnsier Ter B nakeT B cooTseTcTemm ¢ PVID.

' |« TMpu Hactpoiike PVID nopta Bbibepute oauH M3 uaeHTudmkatopos VLAN,
ﬂ paspeleHHbIX ANA OAHHOTO MNOpTa; B MPOTUBHOM C/yvyae MNOPT MOXKeT He
nepecblnaTb NaKeTbl.
* Korga Tter PVID pobaBnAetcs K HeTerMpoBaHHbIM MaKeTam, Bbl MOXKeTe
06paTnTbCA K HacTpoiKkam PCP u DEI (cm. puc. 60) ans nonyyeHuns sHadeHui PRI u
CFl no ymonyanwuio.

B Tabnunue 8 nokaszaHo, Kak KOMMyTaTop 06pabaTbiBaeT NOyYEHHbIE U OTNPaBAEHHbIE MaKeTbl
B COOTBETCTBUMU C pexkumom nopta u PVID.

Tabn. 8
O6paboTKa NoNYYEHHbIX NAaKEeTOB O6paboTKa NaKeToB A/1A NepPeChISIKM
HeTternposaHHble TernpoBaHHble Tun
Ob6paboTKa nakeToB
nakertbl nakertbl nopta
Mepecblnka nakeTa nocne yganeHua
Access
Tera.
OTnpaBKa nakeTa B COOTBETCTBMU C
KoHdurypaumein «Egress Tagging»:
* HeternpoBaHHbiit nopT VLAN (Untag
. Ecamn Port VLAN): ecaM wuaeHTUdUKaTop
Jobasutb Tern PVID
naeHtnoukatop (ID) VLAN B nakete cosnagaet ¢ PVID u
B NaKeTbl:
VLAN B nakere HaxoAMUTCA B CMNUCKe paspeLlleHHbIX
* ecm PVID
HaxoAuTcA B CMUCKe VLAN, naKkeT nepecobinaetca nocne
HaXO4UTCA B CMUCKe
pa3speweHHbix VLAN, yaanenua Tera. Ecam naeHtudmkatop
paspeweHHbix VLAN,
NPUHATb NaKeT. Trunk | VLAN B nakete oTaunyaetca ot PVID u
NPMMUTE NAKET;
o Ecnn HaXo4UTCA B CMWUCKE pa3pelleHHbIX
* ecnm PVID
naeHtnoukatop (ID) VLAN, Ter coxpaHaeTcA M nakeT
OoTCyTCTBYET B
VLAN B nakete nepecblsiaetca.
CNucKe Tag All | )
OTCYTCTBYET B CMUCKEe * Ta TEerMpoBaHHble Bce): ecnu
paspeweHHbix VLAN, yTeTRy & P
pa3speweHHbix VLAN, maeHtMdukatop VLAN B nakete
oTbpocbTe naker.
oTO6pOCUTL NaKeT. HaXoO4UTCA B CMUCKE pa3speLlleHHbIX
VLAN, Ter coxpaHaeTcA W nakeTt
nepecblaaeTca.
OTnpaBKa nakeTa B COOTBETCTBUM C
Hybrid | koHdurypaumen «Egress Tagging»:
e Untag Port VLAN: pelictBuA
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COOTBETCTBYIOT BapuaHTy «Trunk».

* Tag All: peictBuA COOTBETCTBYIOT
BapuaHTy «Trunk».

* Untag All: ecam wugeHtTuduMKaTop
VLAN B nakete HaxoAWUTCA B CNMUCKe
pa3speLleHHbIX VLAN, naker
nepecblnaeTca nocse yaaneHus Tera.

17.1.4. Hactporka c nomouisto WEB-nHTepdeiica

1. HacTtporika paspeweHHbix VLAN ans nopTta gocryna.

Global VLAN Configuration

Allowed Access VLANs | 1.2 100 200
Ethertype for C-Tag oaAD

Puc. 192. OtobparkeHune Tabanubl MAC-agpecoB

HacTtpoiiKa paspewweHHbix VLAN (Allowed Access VLANS)

HacTpansaembit ananasoH: 1 ~ 4093.

3HayeHne no ymonyanuio: 1.

PyHKUMA: HacTpoMKa paspewweHHbix VLAN ans nopta goctyna. MNpu Hannumm Heckonbkux VLAN
Bbl MoKeTe pasgenntb VLAN-bl 3ansTtoi (,) u aedpucom (-), roe geduc ucnonbsyerca ans
pasgeneHva AByx nocnenoBaTesibHbiX naeHtudpukatopos VLAN, a 3anaTada Mcnosb3yeTtca AN
pasaeneHua AByX HenocsenoBaTe/bHbIX naeHTUdMKaTopos VLAN.

2. Hactpoiika nopTta VLAN.

Port VLAN Configuration
Porc| wode | o | Pomrype | oE | e itls FVLAts
* [ v 2 |<> v| v| 2 1
1 |Access ¥ 2| |C-Port 2 1
2 |Access ¥ 2| |C-Port 2
3 |Access ¥ 100| |C-Port 100
4 |Access ¥ 100| | C-Port 100
5 |Access ¥ 200| |C-Port 200
6 |Access ¥ 200| | C-Port Untag All 200
T |Trunk v 1| |C-Port agged and Untagg Untag Port VLAN ~ | [1.2.100.200
8 |Hybrid ~ 1 |C-Port v| [0 |Tagged and Untagged v | Untag Part VLA v [1-3 2
9 |Access ¥ 1| |C-Port and Unta Untag All 1
10 |Access ¥ 1| |C-Port and Untag 1

Puc. 193. HacTtpolika nopta VLAN
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Pexxum (Mode)

Onuwmn: Access/Trunk/Hybrid.

3Ha4yeHuMe nNo ymonyaHuio: Access.

®PyHKUMA: BbIBOP pexuma gna onpeneneHHoro noprta. Kaxabii NnopT noanep’KMBaeT TONbKO
OAUH PEXUM.

Mopt VLAN (Port VLAN PVID)

HactpauBaembit ananasoH: 1 ~ 4094.

3Ha4vyeHue no ymonyauumio: 1.

PyHKUMA: ¥y Kakgoro nopta ectb PVID. Mpu noayyeHUM HETErMPOBAHHOrO naketa nopT
nob6aBnsAeT K nakeTy Ter B cootseTcTamm ¢ PVID.

ﬂ‘ * PVID nopta gocTtyna aomkeH 6biTb BblibpaH 13 cnuncka VLAN, paspeleHHbiX gns
: aToro nopta. Hactponku VLAN ¢ pa3pelieHHbIM AOCTYNOM CM. Ha puc. 192.
* PVID TpaHKOBOro uAM rmMbpuaHoro noprta A0JiKeH ObiTb BbiOpaH M3 CnuUcKa
pa3peweHHbix VLAN. Cm. HacTponku cnegytowero napametpa «Allowed VLANs».

dunbrpauyma exopawmx (Ingress Filtering)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikio4eHO).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®PyYHKUMA: BKAOYEHME WAM  OTKAYEeHWe QyHKUuMM buabTpaumum Bxoasawero TpaduKa
rmbpuaHoro nopta. PunbTpaumna BXOAAWMX BKAOYEHA MPUHYAUTENbHO ANA NopTa AOCTyna U
TPAHKOBOTO MOPTa, Bbl HE MOXKETe HAaCTPOUTb 3TOT NapameTp. «Enabled»: echn naeHtudumkatop
VLAN B naKeTe OTCYTCTBYeT B cnucke paspelleHHbIx VLAN, naket byget otbpouieH. «Disabled»:
ecnu nageHtndukatop VLAN B nakeTe oTCYTCTBYET B CNMCKe paspelueHHbIx VLAN, naket byaer
NPWHAT W OTNpaB/eH Ha 06paboTKky mexaHnamy MAC-agpecos.

Mpuem BxopgAawero Tpaduka (Ingress Acceptance)

Onuwun: Tagged and Untagged/ Tagged Only/ Untagged Only.

3HauyeHue no ymonyaHuio: Tagged and Untagged.

®PyHKUMA: HACTPOMKa TUNA NAaKeToB, NPUHMMAEMbIX TMBpUAHBIM NopTom. [na nopTa AoCTyna u
TPAHKOBOro NopTa OH NPUHYAUTENbHO YCTaHaBAMBAeTCA B 3Ha4YeHue «Tagged and Untagged» u
He MOXKeT 6biTb M3meHeH. «Tagged and Untagged» o3HauaeT, 4To rMOPUAHLIN MOPT MOMKET
NPUHUMATb NaKeTbl Kak C Teramu, Tak U nakeTtbl 6e3 Teros; «Tagged Only» o3HavaeT, yuTO
rTMBpPUAHDBIN NOPT NPUHUMAET TO/IbKO TEFMPOBAHHbIE MaKeTbl U OTOpacbiBaeT HEeTEernMpoBaHHbIE
naketbl; «Untagged Only» o3HayaeT, 4To rMbPUAHBIA NOPT NPUHUMAET TOIbKO HETErMPOBAHHbIE
nakeTbl U 0TOpaCbIBaeT TErMPOBaHHbIE NAKeTbl.

TernpoBaHue ucxoaauwero Tpadpuka (Egress Tagging)

Onuuu: Untag Port VLAN/Unatg All/Tag All.

3Ha4veHue no ymonyaHuio: Untag Port VLAN.

®PyHKUMA: HAaCTPOIMKa 06paboTKM nepenaym NakeToB ANA TPAHKOBOro MAM rMbpuaHoro nopra.
TernpoBaHue ncxogdauiero TpadpuKka ycraHoBneHo Kak "Unatg All" npuHygutenbHo ans nopta
[0CTYNa, Bbl HE MOKeTe HaCcTpouTb 3TOT napameTp. «Untag Port VLAN»: ecnm naeHtudmkatop
VLAN B nakeTe cosnagaetr ¢ PVID u Haxogutca B cnucKe paspewweHHblx VLAN, naket
nepecblnaeTca nocnae yganeHua tera. Ecnm naeHtnoumkatop VLAN B nakeTe otaunyaetcs ot PVID
M Haxo4uTcs B cNUcKe paspelweHHblx VLAN, Ter coxpaHaeTcs n nakeT nepecbinaetca. «Tag All»:
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ecnn umgeHtTudmrkatop VLAN B nakeTe HaxoauTca B CAUCKe paspeweHHbix VLAN, Ter
COXpaHsAeTcA M nakeT nepecbinaetca. «Untag Al»l: ecnu umaeHtudumkatop VLAN B nakete
HaxoAMTcA B cNUCcKe paspeweHHbix VLAN, nakeT nepecblnaeTca nocne yaaneHma Tera.
PaspeweHHble VLAN-bI (Allowed VLANS)

HactpauBaembit ananasoH: 1 ~ 4094.

®yHKUMA: HacTpoMKa paspelweHHbix VLAN gnsa TpaHkoBoro/rnbpmugHoro nopta. Koraa nopt
[O0CTyna paspelaeT TonbKo ogHy VLAN, 3Ha4YeHMe 3TOro napameTpa CoraiacyeTca co 3HaYeHnem
«Port VLAN» 1 He moxeT 6bITb M3MeHeHo. Ecnu gns aToro napameTpa yCTaHOBNEHO HECKO/IbKO
VLAN, Bbl moxeTe pasaenutb VLAN 3anaton (,) n aeducom (-), roe aeduvc ncnonbsyercs ans
pasgeneHua AByX nocnenoBaTesibHbIX naeHTudpukatopos VLAN, a 3anaTada Mcnosb3yeTca Ans
pasgeneHua aByx HenocnenoBsaTenbHbIX naeHTMduKaTopos VLAN.

3anpeweHHble VLAN-bi (Forbidden VLANS)

Hactpausaembiit amanasoH: 1 ~ 4094.

®PyHKUMA: HacTpolKa 3anpeweHHbix VLAN pgna noprta. locne Toro, Kak 3TOT MapameTp
yCTaHOBNEH pAna nopTa, MNOPT HUKOrga He CTaHeT noptom-ydacTHukom VLAN, BKatoyas
ANHammnyeckn 3apeructpuposaHHyto VLAN yepes GVRP. Ecam pgna 3storo napameTtpa
yCcTaHoBNeHOo Heckonbko VLAN, Bbl moxeTte pasgenuTb VLAN 3ansToi (,) n aeducom (-), roe
aedvc ucnosb3lyeTcs ANA pasgeneHus AByX nocnenoBaTesibHbiXx naeHTudukatopos VLAN, a
3anATas UCnosb3yeTcs ANs pasaeneHns AByX HenocsienosatenbHblx naeHtupukatopos VLAN.

3. MpocmoTp BCcex co3aaHHbIX VLAN 1 NOPTOB-y4aCTHUKOB.
VLAN Membership 3tatus for Combined users

Start from VLAN |1 | with |20 | entries per page

Port Members
VLANID [1]2[3[4[5]6]7]8]o]10
1 I I I I ™| ™4 | ™ | ™
2 MM WA ]
I N {7z
100 O]
200 [CICICCIMMMCIEIC]

Puc. 194. OTobpakeHune Bcex co3HaHHbIX VLAN 1 NopTOB-y4aCTHMKOB

[¥] o3Hauaer, uto NopT ABAAETCA MOPTOM-yYacTHMKOM Tekyulen VLAN; O3HauyaeT, 4To
Tekywasa VLAN npuHagnexuT K 3anpeweHHbim VLAN gns nopra.

Ha Kaxpol cTpaHuue moxkeT oTobpaxatbca oT 1 go 99 sanucen VLAN, a no ymonyaHuio
oTobparkaetca 20 3anuceit VLAN. Bbl MoXKeTe yKa3aTb naeHTuduKatop nepsoit 3anmcm VLAN Ha
nepBou CTpaHuLe.
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4. NpocmoTp HacTpoek nopTta ¢ VLAN

VLAN Port Status for Combined users

Port | Port Type F';:gﬁfg Frame Type | Port VLANID | TxTag | Untagged VLAN ID | Conflicts
1 C-Port Al 2 Untag All Mo
2 C-Port Al 2 Untag All Mo
3 C-Por Al 100 Untag All Mo
4 C-Port Al 100 Untag All MNo
£ C-Por Al 200 Untag All MNo
6 C-Port All 200 Untag All Mo
7 C-Por All 1 Untag PVID Mo
8 C-Port O All 1 Untag PVID MNo
9 C-Port Al 1 Untag All Mo
10 C-Port Al 1 Untag All MNo

Puc. 195. OTobparkeHune HacTpoek nopTa ¢ VLAN

17.1.5. Tlpumep TMNOBON HACTPOMKM

Kak nokasaHo Ha pwuc. 196, cetb pasgeneHa Ha 3 VLAN: VLAN 2, VLAN 100 u VLAN 200.
Heobxogmmo, 4Tobbl ycTpoiicTBa B ogHoi VLAN mornm B3aumoaeincTsoBaTb APYr C A4PYrom, Npu
atom apyrmne VLAN 6biav nsonunposaHbl. MK He MoryT pa3nmyaTtb TerM nakeTos, MO3TOMY NMOPTbI
KommyTaTopoB A 1 B, nogkntoueHHble K K, HacTpoeHbl Kak nopTbl goctyna (Access port).
Maketbl VLAN 2, VLAN 100 u VLAN 200 go/KHbl nepenaBaTbCa meXay KommyTaTopom A u
KOMMyTaTopom B, noatomy nopTbl, coeguHAlOWME KOMMYyTaTopbl A U B, [0AXHbI ObITb
HaCTpoeHbl KaK TpaHkoBble (Trunk port), 4To NO3BOAUT TpaHCAMpPOBaATb coobuweHna VLAN 2,
VLAN 100 n VLAN 200. B Tabanue nokasaHa KOHGUrypaLma yCTPOMUCTB:

Tabn. 9
VLAN HacTtpoiika
VLAN?2 HactpoiTe noptbl 1 1 2 Ha KommyTatopax A u B Kak nopTtbl goctyna (Access
port), a nopT 7 Kak TpaHkoBbIM nopT (Trunk port)
HacTpoiTe noptbl 3 1 4 Ha KommyTatopax A u B Kak noptbl gocTtyna (Access
VLAN100 o
port), a nopT 7 Kak TpaHKoBbIN nopT (Trunk port)
HacTpoiTe noptbl 5 n 6 Ha KommyTtatopax A n B Kak noptbl gocTtyna (Access
VLAN200 o
port), a nopT 7 Kak TpaHkoBebIn nopT (Trunk port)
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‘KommyTtatop A

MoPT 7 | Trunk Link

KommyTaTtop B

M ( |
VLAN2 ; i ' ) Deskiop

Puc. 196. Hactpolika VLAN

HacTponte KommyTaTopbl A 1 B, KaK NOKa3aHO HMXKe:

1. Hactporite VLAN c paspeweHHbiMm goctynom 1,2, 100, 200 (cm. puc. 192).

2. HactpoiiTte noptbl 1, 2 Kak noptbl goctyna, nopt VLAN Kak 2. Hactpolite noptbl 3, 4 Kak
noptbl Aoctyna, nopt VLAN Kak 100. Hactpolite noptbl 5, 6 Kak nopTbl goctyna, nopT VLAN
Kak 200. HacTtpolite nopT 7 Kak TpaHKoBbIn nopT, nopT VLAN Kak 1, pa3pelueHHble VLAN Kak
1, 2,100, 200 (cm. puc. 193).

3. OcTaBbTe BCe OCTa/IbHblE MAapPaMETPbl MO YMOHYAHMUIO.

17.2. N3onnposaHHan VLAN (Private VLAN, PVLAN)
17.2.1. BBepeHue

Ona  peanvsaumm  KOMNAEKCHOW YHKUMM  M30aauMM  Tpaduka nopTa, obecneyeHusn
6e30MacHOCTM CeTU N N30/1ALMK LUMPOKOBeLLaTenbHOro gomeHa PVLAN ncnonb3yeT ABa YPOBHSA
TEXHONOMNU N30NALUN.

BepxHaa (upper) VLAN - 3sto VLAN c o06wmm [AOMEHOM, B KOTOPOW MOPTbl SBAAKOTCA
mMmaructpanbHbimu (Uplink). HukHaa (lower) VLAN - 3to VLAN ¢ M30/1MPOBaHHbIMWU AOMEHAMMU, B
KOTOPbIX MOPTbI ABAAKTCA OKOHeYHbIMM (Downlink). OKOHeYHble NOPTbI MOTYT HbITb HAa3HAYEHbI
B Pa3/IMYHbIX M30AMPOBAHHbLIX AOMEHAX, WU OHM MOIYyT OOHOBPEMEHHO YCTaHaBAMBaATb
coeuHeHne C MarucTpasbHbiM NOPTOM. M301MPOBAHHbIE AOMEHbI HE MOFYT yCTaHaBAMBaTb
coeguHeHne apyr ¢ 4pyrom.
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Puc. 197. Cxema PVLAN

Kak nokasaHo Ha pwuc. 197, obwmm gomeHom sensetca VLAN 100, a M30/MPOBaHHbIMU
aomeHamm asnaotca VLAN 10 u VLAN 30; ycTpoicTBa B M30J/IMPOBAHHbIX AOMEHAX MOTyT
yCTaHaBAMBaTb COeAMHEHME C YCTPOMCTBOM B obuiem gomeHe, Hanpumep, VLAN 10 moxet
ceasbiBaTbca ¢ VLAN 100; VLAN 30 Takxe morkeT B3ammopgeictsoatb ¢ VLAN100, Ho
YCTPOMCTBA B M30/IMPOBAHHbBIX AOMEHAX HE MOTYT YCTaHAB/IMBaTb COEAUHEHME APYT C OPYIOM,
Hanpumep, VLAN 10 He moxeT cA3biBaTbcA ¢ VLAN 30.

17.2.2. Onucanue

®yHKumMA PVLAN morKeT 6bITb peannsoBaHa NocpeacTBOM CNeLnanbHOM HaCTPOMKN NOPTOB.

e PVID marucTtpanbHbix NopToB coBnagaet ¢ naeHtudmukatopom VLAN obuiero gomeHa;
PVID OKOHeYHbIXx MNMOPTOB COBMagaeTr C MX CcobCTBEHHbIM wuaeHTudukatopom VLAN
N30/IMPOBAHHOIO AOMEHaA.

* MaructpanbHble NOPTbl HAaCTPOEHbI KaK rMbpuaHble M Ha3HayawTca B 06Wuin gomeH
VLAN u BO BCe W30/MpPOBaHHble [AOMEHbl; OKOHeYHble MOoPTbl HACTPOEHbl Kak
rmbpuaHble M HasHavatotca VLAN B o6wmii gomeH VLAN ©n B COBCTBEHHbIN
N30/IMPOBaHHbIN JOMEH.

e [laKeTbl, oTNpaBssemble NOPTaMU-y4acTHUKamm PVLAN, ABAAIOTCA HETErMPOBAHHbIMN.

17.2.3.  Tlpumep TMNOBON HACTPOMKM

Ha puc. 198 nokasaHo npumep KoHpurypaumm PVLAN. VLAN 300 sBnsieTca o6LWmMm JOMEHOM, a
nopt 1 u nopt 2 — maructpanbHbimm noptamm; VLAN 100 m VLAN 200 sasnsatoTcA
U30/IMPOBAHHbIMW JOMeHaMK, a NopTbl 3, 4, 5 1 6 ABNAIOTCA OKOHEUYHbIMU NOPTAMM.
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VLAN 100 VLAN 200

Puc. 198. Mpumep HacTponkn PVLAN

HacTpoika kommyTaTtopa:

1. Hactpoiite nopTbl 1, 2 Kak rubpuaHblie noptbl, nopT VLAN Kak 300, TermpoBaHMe UCXOAALLENO
TpadumKa Kak «Untag All», paspeweHHble VLAN Kak 100,200,300.

2. HactpoiTe noptbl 3, 4 Kak rubpuaHbie noptol, nopT VLAN Kak 100, TermpoBaHMe UCXOAALLETO
Tpadmka Kak «Untag All», paspelweHHble VLAN Kak 100,300.

3. HactpoiTe noptbl 5, 6 Kak rubpuaHbie noptol, nopT VLAN Kak 200, TerMpoBaHMe UCXOOALLETO
TpaduKa Kak «Untag All», paspelweHHble VLAN kak 200,300 (cm. puc. 199).

4. OcTaBbTe BCE OCTa/IbHble MAapaMeTpPbl MO YMOAYAHUIO.

Port VLAN Configuration
Pot| Mode | gy | PotTye | pune|  accepiance Tagaing it "Lt

* | - 1) == [ <= e w1

1 |Hybrid 300 |C-Port v Tagged and Untagged + || Untag All | (100,200,300

2 |Hybrid |+ 300 |C-Port v Tagged and Untagged |+ Untag Al | (100,200,300

3 |Hybrid |+ 100| |C-Port he Tagged and Untagged + || Untag All | (100,300

4 |Hybrid |+ 100| |C-Port he Tagged and Untagged + || Untag All | (100,300

5 |Hybrid |» 200( |C-Port v Tagged and Untagged + || Untag All ~ | (200,300

6 |Hybrid v 200| |C-Port v Tagged and Untagged || Untag All | (200,300

T |Access ¥ 1| |C-Port Tagged and Untagged Untag All 1

8 |Access ¥ 1| |C-Port Tagged and Unt Untag All 1

9 |Access ¥ 1| |C-Port Ta and Unt Untag All 1

10 |Access ¥ 1| |C-Port Ta and Unt Untag All 1

11 |Access ¥ 1| [C-Port Ta and Unt Untag All 1

12 |Access v 1 |C-Port Tagged and Untagged Untag All 1

Puc. 199. HacTtpoiika noptos PVLAN
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17.3. MNpoTokon GVRP
17.3.1. BsepneHune B GARP

Mpotokon GARP (Generic Attribute Registration Protocol) ncnonb3yetcs ana pacnpoctpaHeHus,
perucTpauum u yganeHua onpegenédHoin nHbopmaumm (VLAN, agpeca My/ibTUKACTOBbIX Fpynmn)
MeXAYy KOMMYTaTOpamu B CETH.

Bbnarogapa mexaHnamy GARP, unHdbopmauma o HaAcTpoMKax KoMMyTaTopa MOXKeT ObITb
nepegaHa No BCeN NOKanbHOM ceTu. YCTponcTea, noagepxuearowme GARP, nepepatot apyr
APYTrY WHCTPYKUMWU O pPEerncTpaumm mam OoTMEHEe TeX WMAM WMHbIX HACTPOeK NyTéM OTNpaBKu
COOTBETCTBYIOLWMX coobueHnn «Join» n «Leave». Mpun sTom GARP MOXKET perncTtpupoBaTtb Uam
OTMEHATb MHGOPMaALMI0O O HACTPOMKax APYrMX YJeHOB B COOTBETCTBUM C UX COOBLLEHUAMM
«Join/ Leave».

GARP npegycmaTpuBaeT Tpu Tuna coobuleHumin: «Joiny, «Leave» n «Leave All».

Korna GARP ycTpoMCTBO XO4YeT nepenatb CBOM HACTPOMKM APYrMM KOMMYyTaTopam, OHO
oTcblnaeT coobuieHne «Join». CoobuleHuma «Join» GbiBatoT AByx TMNOB: «Join Empty» n «Join
In». CoobuweHune «Join In» oTnpaBnaeTca ANa 3aperncTpMpoBaHHbIX HAaCTPOEK, B TO BPeMA Kak
«Join Empty» - oA HacTpoeK, KoTopble eLwé He BblN 3apPerncTpMpPoBaHbI.

Koroa GARP ycTpoOiACTBO XOYeT yAanuTb CBOM HACTPOMKM C APYrMX KOMMYTAaTOPOB, OHO
oTnpasnneT coobuieHne «Leaver.

Mocne 3anycka GARP, oH HauMHaeT oTcumTbiBaTb nepuog «Leave All». Korga nepwog,
3aKaH4MBaEeTCs, YCTPOMCTBO OTCblNaeT coobuieHne «Leave All».

B KauecTBe NpuIOKEHUA YKa3biBaeTcA NopT ¢ noaaep*kko GARP.

Tanmepbl GARP BK/touatoT Talimepbl «Hold», «Joiny», «Leave» u «Leave All».

Tanmep Hold (Hold Timer): Mpu nony4yeHnn coobLLEHNS O PEFUCTPALMM HACTPOEK, NPUIOKEHME
GARP He oTnpasnseT coobuieHue «Join» cpa3y, a 3anyckaet Tahimep «Hold». Korga Tarimep
3aKaH4YMBaET OTCYET, NMPUIOXKEHME OTNPABASAET BCE MOJIyYEeHHble COODOLLEHMA O HACTPOMKax,
noslyyeHHble 3a 3TOT nepuos B OAHOM «Join» cOOOLLEHMWN, YTO YMEHbLUAEeT KO/MYECTBO
nepeaaBaemMblX AaHHbIX MO CEeTW.

Tanmep Join (Join Timer): 4To6bl rapaHTMPOBATb, YTO COOOLLEHUA «JOIN» MOXKET BbITb HAAEKHO
nepeaaHo ApPyrMM KOMMYyTaTopam, KOMMYTaTop C BKA4YeHHbIM GARP Oyaet oxuaatb
BPEMEHHOM MHTepBan Talmepa «Join» nocne nepegayn nepsoro coobuieHuns «Joiny. Ecam B
TeyeHMe B OTBET He MOoAy4yeHO coobuieHne «Joinln», NpuUNOXKeHWe CcHOBa OTNpaBaAAeT
coobuieHune «Join». B npoTMBHOM cny4yae, coobuieHune «Join» He oTnpaBaseTca.

Talimep Leave (Leave Timer): Korga KommyTaTtop c BKAOYeHHbIM GARP xoueT, 4ytobbl apyrue
KOMMyTaTopbl ygannanm uHGOpMaLMio O HACTPOMKaAx, OH oTcblnaeT «Leave» coobuieHue.
KommyTaTopbl, nonyymsliee 3To coobuieHWe, 3anycKatoT Talmep «Leave». EcnM oHM He
nosy4yaT HM OAHOro coobuieHns «Join» [0 WUCTeYEeHMA BPEMEHM Talmepa, KOMMYTaTopbl
YOANAT 3Ty UHGOPMALMIO O HACTPOMKaX.

Tavimep Leave All (LeaveAll Timer): Mpu 3anycke GARP npunoxeHua, 3anyckaeTtca Talmep
«Leave All». MNo ero ucreyeHuun, NpuIoKeHue otnpasaseT coobuieHne «Leave All» gpyrum
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KOMMYTaTOpam C BKAtOYeHHbIM GARP gna Toro, 4tobbl OHM MOIN NepeperncTpupoBaTb BCHO
CBOIO MHOPOPMALMIO O HACTPOIKax. Mocne 3Toro, NpuaoKeHue 3anyckaeTt Taimep «LeaveAll»
3aHOBO, YTODObI HAYaTb HOBbIN LK.

17.3.2. BsepneHune B GVRP

Mpotokon GVRP (GARP VLAN Registration Protocol) asnaetca npunoxeHnem npotokona GARP
(Generic Attribute Registration Protocol). OH ocHoBaH Ha paboyem mexaHusme GARP u
ynpasnsetr AWHamuyeckon peructpaumerr  VLAN Ha yctpoiictBe w  obecneumsaer
pacnpocTpaHeHne nHGopmaLmn Ha apyrme yCTPOMUCTBa.

YCTPOICTBO C BKAOYEHHbIM NPOTOKONOM GVRP MoXKeT nonyyate MHGOPMAUMIO O perncTpaumm
VLAN oOT Apyrmx YyCTPOWUCTB W AWMHAMMYECKM OOHOBAATb JIOKA/bHYO MWHPOpMaLUo O
pernctpaumm VLAN, a yCTPOWMCTBO MOXKET pPacnpOCTPaHATb JNOKanbHylO UHPoOpmauuio o
pernctpaumm VLAN K ApyrMm ycTpoicTBam, obecneymBas COrNacoBaHHOCTb MHGOpMaLMu O
VLAN Ha BCex YCTpOMCTBax B O4HOI noKanbHoU ceTn. MHbopmaumna o peructpauymm VLAN,
pacnpoctpaHaemaa GVRP, cooep’KUT He TONbKO /JIOKA/NbHYKO CTaTUYECKYIO PEerncrpalyoHHYHo
MHPOPMALMIO, 3a4aHHYIO BPYYHYIO, HO U AMHAMUYECKYIO PErncTpaunoHHyo nHbopmaumoo ot
APYrUX yCTPOMCTB.

| ' HacTtpoliku nopta B pexume GVRP U pexume TpPaHKOBOrO nopTa ABNAIOTCA
B3aMMOUCKAoYatowmmn. MNopTt ¢ nogaeprkkor GVRP He moxKeT npucoeanHUTbCs K
TPaHKOBOW rpynne, a Ha NOPTY, COEAMHAIOLLEM TPAHKOBYIO Fpynny, HeNb3A BKAOUYUTD
GVRP.

17.3.3. HacTtpouka yepe3 WEB-uHTepdeinc

1. BkntoueHune npotokosa GVRP 1 HacTpoiKa COOTBETCTBYIOLLMX TAalMEpPOB.

GVRP Configuration

[“|Enable GVRP

Parameter Value
Join-timer: 500 (ms)
Leave-timer: 3000 (ms)
Leavelll-timer: | |10000 (ms)
Max VLANSs: 20

Puc. 200. HacTtpoliika npotokona GVRP

BkntoueHune GVRP (Enable GVRP)

Hactpansaemblie onuun: Enable/Disable (BkatoueHo/BbIKAOYEHO).
3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).

dyHKuMA: BkatoueHne/BbikntoveHne npoTtokona GVRP.
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Taimep Join (Join-timer)

Hactpausaembiii ananasoH: 100 ~ 327600 mcek.

3HayeHune no ymonyaHuto: 500 mcek.

®PyHKUMA: HAaCTPOMKA 3HaYeHMe Taimepa «Join». 3HaYeHne JONKHO bbITb KpaTHO 100.

Taiimep Leave (Leave Timer)

Hactpausaembiii ananason: 100 ~ 327600 mceK.

3HayeHWne N0 YMONYAHUIO: MCEK.

®PyHKUMA: HAaCTPOMKA 3HaYeHMe Taimepa «Leave». 3HauyeHUe AOMKHO BbiTb KpaTHO 100.
Taiimep LeaveAll (LeaveAll Timer)

Hactpausaembiii ananasoH: 100 ~ 327600 mceK.

3Ha4veHMe no ymonyaHuio: 10000 mcek.

®PyHKUMA: HAaCTPOMKa 3HaYeHuMe Taimepa «LeaveAll». 3HayeHne AoMKHO BbITb KpaTHO 100.
OnucaHue: ecnM ycTaHOBUTb Talm-ayT Tammepa «LeaveAll» pans  pasHbiX  yCTpPOWCTB
OAMHAKOBbIM, ycTponcTBa byayT oTnpasBnATb coobuweHne «LeaveAll» oaHOBpeMeHHO, 4TO
YBE/IMYUT KONMYECTBO NaKeToB. YTOObI 3TOro usbexatb, pakTuyeckoe Bpema paboTbl Talimepa
«LeaveAll» pgonXHO 6bITb CAyY4aMHbIM 3HAYeHMEM W ObITb A/IMHHEE, YeM BpemMs OAHOro
Talmepa «LeaveAll», Ho meHee yem 1,5 Talimepa «LeaveAll».

Taiimep Hold (Hold Timer)

Hactpausaembiit amanasoH: 1 ~ 4094.

3HauyeHune no ymonyaHuto: 20.

OnucaHue: HacTpolka MaKkcMmanbHoro Kosaumdectsa VLAN, KoTopble  AWMHaMMUYECcKu
peructpupytotca ¢ noptom GVRP. [1nsa HacTpoMKM 3TOro napameTpa HeobXxoAMMO OTKAKUYUTb
dyHKumMio GVRP.

2. Hactpoitka noptos GVRP

GVRP Port Configuration

Port | Mode
-

1 |GWVREP enahled
2 |Disabled

3 |Disabled

4 |Disabled

5 |Disabled

6 |Disabled
7

8

g

0

Disabled
Disabled
Disabled
Disabled

CO 0] ) () ] ()

1

L Submit ” Reset ]

Puc. 201. Hactpovika noptos GVRP
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Pexxum GVRP (Mode)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4eHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

OnucaHue: BKAOYEHME U BbiKAOYeHUe pexkuma GVRP Ha nopTy.

| |« MopT GVRP gonxeH 6bITb HAaCTPOeH Kak TpaHKoBbIM nopT (Trunk port).
* MopT GVRP ucnonbayetca gna nepegadn atpnbytos VLAN gpyrux noptoB GVRP B
AKTUBHOM COCTOSHUM.

3. OTob6parkeHne WHOOPMAUUM O HACTPOEHHbIX CTAaTUYECKU WAU  3aPErncTPUPOBAHHDIX
AnHamnueckn VLAN

VLAN Membership Status for Combined users

Start from VLAN |1 | with |20 |entries per page.

Port Members

VLANID [1]2[3]4]5]6]7]8]9]10
1 MMMV
N V| I I |
R 7 N [ 0 |

Puc. 202. Nudopmauusa o VLAN

17.3.4. Tlpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha pwuc. 203, HeobxogmMmo BKAUYMTb GVRP Ha oboux ycTpoicTBax, 4TobObl
nHpopmauma o VLAN AnHaMUYecKn perncTpmpoBanacb M 06HOBAANACh MeXAyY YCTponcTBom A
n ycTpolicteom B.

5
-
YcTtpoictso A YcTpoicteo B MK

Puc. 203. Mpumep HacTponkn GVRP
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HacTpowku ycTpomncrea A:

1. HactpounTte nopt 1 KaK TPaHKOBbIM NOpT, paspeLeHHbIn VLAN Ha 1.

2. Bkntounte rnobanbHbit GVRP (cm. puc. 200).

3. Bkatounte GVRP Ha nopty 1 (cm. puc. 201).

HacTtpoiku ycTpoicrea B:

1. Hactpovite nopT 4 Kak TPaHKOBbIN NoOpT, pa3speweHHbln VLAN Ha 1; HacTponTe nopT 5 Kak
nopT AocTyna, paspeweHHbin VLAN Ha 5; HacTpoliTe nopT 6 KaK TPaHKOBbIA MOPT,
pa3pelwweHHbIn VLAN Ha 1, 6.

2. Bkntounte rnobanbHbit GVRP (cm. puc. 200).

3. Bkntounte GVRP Ha nopTax 4, 5, 6 (cm. puc. 201).

MopT 1 KommyTaTopa A MOXKET PErMCTPMPOBATb Ty Ke MHpopmaumio o VLAN, yto n nopt5mn 6

KOMMYyTaTopa B, KaK NnokasaHo Ha puc. 202.

18. Pe3epBupoOBaHue

18.1. lNpoTokon Sy2-Ring
18.1.1. BBepeHue

Sy2-Ring n Sy2-Ring+ - nponpueTapHble NPOTOKO/bl pe3epBMpPOBaHMA KOMNaHMK Symanitron.
OHM NO3BOAAOT CETU BOCCTaHaB/MBATLCA MeHee Yyem 3a 50mc npu cboe cBA3Kn, obecneymBas
HaAEKHoe M CTabunbHOEe coegnHEHMeE.

Sy2-Ring 6bIBaloT ABYX TMMOB: KOMbLO, onpeaensemoe Ha noptax (Sy2-Port-Ring), n Konbuo,

onpeaensemoe no VLAN (Sy2-VLAN-Ring):

* Sy2-Port-Ring: onpegenser nopT, u4epe3 KOTOpbIM HeobxogMmo nepegaBaTb WAU
610KMpPOBaTb MNaKeTbl AaHHbIX.

* Sy2-VLAN-Ring: onpeaenseTt yepes KoTopblii HeobxoaMmo nepegasBaTb MAM 610KMPOBATHL
nakeTbl AaHHbIX No onpegenéHHomy VLAN. 3To no3BoaAeT HacTpanmBaTb HECKOJIbKO KoJiel,
Ha 04HOM MOPTY, OTHOCAWMXCA K pa3Hbim VLAN.

Sy2-Port-Ring u Sy2-VLAN-Ring Henb3a Mcnosb30BaTb O4HOBPEMEHHO.

18.1.2. KoHuenums

KoHuenTyanbHO NPOTOKO/bl paboTatoT c/ieayolmm obpasom:

MacTtep (Master): KonbLo MOMET MMETb TO/bKO OAMH y3en B ctatyce «Mactep». Mactep
OTNpaBAAeT NakeTbl NPOTOKoa Sy2-Ring 1 cneauT 3a TEKYLWMM CTaTyCOM Kosbla. Koraa Konbuo
3aMKHYTO, U3 ABYX MOPTOB, KOTOPble BK/AKOYEHbl B KO/bLO, OAWMH HAxXo4uTCA B COCTOSIHUM
nepecbl/iKK, a APYroi B COCTOAHUM BIOKMPOBKU, COOTBETCTBEHHO.

Begombiit (Slave): KOnbLO MOXKET BKAOYATb B ce6A HECKONIbKO BEAOMbIX YCTPOMCTB. Begomble
YCTPOMCTBA NepecblNatoT NakeTbl NpoTokona Sy2-Ring u nepegatotr «Mactepy» MHPopMaLmiO
06 owwmnbKax.

Pe3sepBHbI nopT (Backup port): nopT ana cBA3M mMexAy KONbLLAMW Ha3blBaeTCA pe3epBHbIM
NoOpPTOM.
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Pe3sepBHbIi MacTep-nopT (Master backup port): Koraa KonbLo MMeEET HECKONbKO pe3epBHbIX
NnopToB, Pe3epPBHbIN NOPT ¢ 6onbwm MAC-agpecom sBNAeTCA pe3epBHbIM MacTep-noptom. OH
HaxoAMTCA B COCTOAHUMN NEPECHIIKM.

Begombit pesepBHbiit nopT (Slave backup port): Korga KonbLo UMEET HECKO/IbKO pe3epBHbIX
NMopTOB, BCE pe3epBHble MOPTbl, KPOME pPEe3epBHOr0 MacTep-nopTa, ABAAOTCA BEAOMbIMU
pe3epBHbIMK NOpTamu. OHM HAXOAATCA B COCTOSAHUM BNOKMPOBKM.

CocTosHue nepecbinkm (Forwarding state): ecnm nopT HaXOAUTCA B COCTOAHUU NEPECHIIKA, OH
MOET NOoy4aTb U OTNPABAATb AAHHbIE.

CoctoaHue 6nokunposku (Blocking state): ecnm nopT HaxoguTcs B COCTOAHUM BIOKMPOBKMK, OH
MOXET NPUHMMATb M NepecbiNaTb TOIbKO NaKkeTbl NpoToKkona Sy2-Ring.

18.1.3. Peanunsaumna

1. Peanusaumna Sy2-Port-Ring

MopT nepecvinkn Ha MacTepe nepnogmyeckn otnpasnaeT nakeTobl Sy2-Ring ana onpeaenenma

COCTOAIHMA Konbua. Ecan pesepsHbIM NopT MacTtepa noayyaeT NaKeTbl, TO KOAbLO 3aMKHYTO,

€C/IN HeT, TO Pa30OMKHYTO.

Pabouune npoueccbl kKommyTtaTtopos A, B, C 1 D byayT cneagyowmmu:

1. Hactpoite kommyTaTop A Kak MacTtep, a Apyrne KOMMyTaTopbl Kak Begomble y3ibl.

2. KonbueBoi nopt 1 Ha MacTepe Haxo4MTCA B COCTOAHMM MeEPECbISIKK, a KoMbLeBON nopT 2
HaxoauTca B COCTOSHUM 6noKMpoBKM. Ob6a nopta Begomoro ycTpoiicTBa HaxoaaTca B
COCTOAHWUM NEPECHIKN,

3. Ecnuv nnHmAa cesasm mexay kommyTtaTopamm C u D HemcnpasHa (cm. puc. 204):

a) NopT 6 1 NOpT 7 Ha BEJIOMOM YCTPOMICTBE HAXOAATCA B COCTOSHUU B6NOKMPOBKU. MopT 2 Ha

MacTtepe nepexoAnT B COCTOAHUE Nepecblikn, obecrneunsas paboTaroLLyro IMHUIO CBA3M.

6) Koraa HeucnpaBHOCTb YCTpPaHeHa, NopT 6 M NopT 7 BEAOMOro YCTPOMCTBA HaxogAaATca B

COCTOSIHMM nepecblikK. MopT 2 Ha MacTepe nepexoanT B cOCTOAHME 610KMPOBKU. Mponcxoant

nepekoYeHne IMHUM CBA3U, N CTATYC CETU BO3BPALLLAETCA K NPEXKHEN CXEME.

Jo aeapuu

18 Honbueewe noprs
r Nepecoinka

@ Bnoxupoeka
" AEapuR

Beaombi

CeTo BEOCCTEHOENEHS

Puc. 204. inarpamma BOCCTAHOB/IEHMA CETU MeXKay KommyTaTopamn Cmn D
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4. Ecnv nMHMA cBA3M MeXay KommyTtatopamu A n C HencnpasHa (cm. puc. 205):

a) nopT 1 Haxo[ATCcA B COCTOAHUM BNIOKMPOBKM, @ MOPT 2 NepexoguT B COCTOAHME MEPECHINKMY,
obecneuymBan paboTatoLyto TMHUIO CBA3W.

6) Korga HeMcnpaBHOCTb YCTPaHeHa, NopT 1 Bce elle HaxoAATCA B COCTOAHUM BNOKMPOBKM, a
nopT 8 HAX0AUTCA B COCTOAHUM Nepecblsiku. [TepektodyeHme B AaHHOM C/lydae He MPoUCXoauT.

A o o B
MacTep in

T 7T

c T [
Begommi f——) Beanosein

BoccTasoenesne

148 Honougeme nopTe
O Nepeconxa

@ Enousposxa
 ApapaA

CaTo BOCCTAHORNEHE

Puc. 205. inarpamma BOCCTaHOBAEHUA CETU MeKAY KommyTaTopamun A n C

ﬂ M3meHeHMe cTaTyca CoeaMHEeHNn BAUAET Ha CTaTyC KO/bLLEBbIX MOPTOB.

g

2. Peannsayma Sy2-VLAN-Ring

Mpotokon Sy2-VLAN-Ring paeT BO3MOXHOCTb AaHHbIM pa3Hbix VLAN ObiTb nepegaHHbIMU
pasanyHbiMn nytamu. Kaxkgbiii nytb nepecbinkn ana VLAN dopmupyetcs nocpenctsom Sy2-
VLAN-Ring. Pa3sHble Sy2-VLAN-Ring moryT nmeTtb pa3Hble mactep-y3nbl. Ha puc. 206 nokasaHa
KOHOUrypauma asyx Sy2-VLAN-Ring.

JInHum cBasm konbua DT-VLAN 10: AB-BC-CD-DE-EA.

JInHum cBasm konbua DT-VLAN 20: FB-BC-CD-DE-EF.

[Ba Konbua conpukacatorca ceasamm BC, CD, DE. Kommytatopbl C 1 D ncnonb3yoT ogHu u Te
e nopTbl B ABYX KOAbLAX, HO MPW 3TOM WMCNOAb3YIOT PasHble JIOTMYECKUE CBA3U, KOTOpble
OCHOBaHbl Ha VLAN.
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VLAN 10
VLAN 20

Puc. 206. Sy2-VLAN-Ring

~ B kaxgom normyeckom Kosnbue Sy2-VLAN-Ring peanusauma ngeHTnM4Ha peanmsaumm
u, Sy2-Port-Ring.

3. Peanusauma Sy2-Ring+

MpoTokon Sy2-Ring+ obecneunBaeT pesepBupoBaHMe Ansa AByX Koneu, Sy2-Ring. Mo ogHomy
pe3epBHOMY MOPTY HAacTPoeHO Ha KommyTtaTope C n KommyTtatope D cooTBeTcTBEHHO. KaKoi
nopt OyaeTr pe3epBHbIM MacTep-nopTom, 3aBucut oT MAC-agpecoB AByx nopToB. Ecam
pe3epBHbIN MacTep-nopT BbIXOAUT U3 CTPOA, Er0 MECTO 3alMMET OAMH U3 pe3epBHbIX BELOMbIX
nopToB, MNpeaoTBpallas BO3HWKHOBEHWE Kosel M obecneymBana pe3epBHYHD CBA3b MeXKAy
KOJibLL@MU.

PezepEHLIR

MacTep

B D nopT F

Puc. 207. Tononorua Sy2-Ring+

18.1.4. ToAacHAowWana nHbopmauma

HacTtpoiku Sy2-Ring 0/1KHbI COOTBETCTBOBATL CAeAyOLWMM YC/TOBUAM:
* Bce KOMmyTaTOpbl B 04HOM KO/bLLE A0/1KHbl UMETb OANHAKOBbLIA HOMEP AOMEHa.
* B KaxKA0OM Ko/bLe MOXET bbITb TONbKO 0aUH MacTep M HeECKONIbKO Begomblix.
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* Ha KaxXgom KommyTaTope B KOJibLe MOXKHO HAacTPOUTb TO/IbKO ABa NopTa.

* Ecnn ceTb cOCTOUT U3 ABYX 0ObeAMHEHHbIX KoJel, pe3epBHble NOPTbl MOXHO HACTPOUTb
TONbKO B O4HOM KOAbLE.

* B oaHOM KO/bLEe MOXHO HAacTPoUTb He bonee ABYX pe3epBHbIX MOPTOB.

* Ha KommyTaTope B OAHOM KO/bLie MOXeT BbITb HACTPOEH TONbKO OAMH pe3epBHbI NOpPT.

* Sy2-Port-Ring n Sy2-VLAN-Ring Henb3a HacCTpOUTb Ha OAHOM KOMMYTaToOpe O4HOBPEMEHHO.

18.1.5. HacTpolika yepe3 WEB-untepdeic

1. HacTtpoiika perkunuma pesepBupoBaHma Sy2-Ring.

Global Sy2-Ring Configuration

| Redundancy Mode | |Port Base v | |

Puc. 208. HacTpolika perknma pe3epBupoBaHma

Pexxum pesepsuposaHua (Redundancy Mode)

Onuuu: Port Based/Vlan Based

3HavyeHue no ymonyaHuio: Port Based

®PyHKUMA: BbIOOP perknma KobLEeBOro pesepBnposBaHma Sy2-Ring.

[ . KonbueBble NPOTOKOAbI Ha OCHOBE NOPTOB BKAto4YatoT RSTP, Sy2-Port-Ring n Sy2-
ﬂ RP-Port, a KonbueBble NPoTOKOAblI Ha ocHoBe VLAN Bkatouatotr MSTP, Sy2-VLAN-
Ring n Sy2-RP-VLAN.
* KosnbuesBble NpoToKosbl Ha ocHoBe VLAN ABAAIOTCA B3aMMOMCK/IIOYAOWMMU, U
ANA OHOTO YCTPOMCTBA MOXHO HAaCTPOUTb TONIbKO TUM KOJIbLIEBOrO NPOTOKO/1a Ha
ocHoBe VLAN.
*  KonbueBoW NPOTOKO/ Ha OCHOBE MOpPTa U KOJbLLEBOM NPOTOKOAN Ha ocHoBe VLAN
ABNAIOTCA B3aMMOWCK/IIOYAOWMMKN, U ANA OJHOro YCTPOMCTBA MOMKHO BblbpaThb
TO/IbKO OAMH PEeXMM KO/bLLeBOro NPOTOKOAA.

2. Hactpoiika Sy2-Port-Ring n Sy2-VLAN-Ring.

Sy2-Ring Configuration
All [ Domain ID | Domain Name | Station Type | Ring Port-1 | Ring Port-2 | Sy2-Ring+ [ Backup Port | Vlan ID
O |1 ||a | [Master  ~| [1 ~| |2 ~v| [Enable ~| [3 v

[ Submit || Modify || Delete |[ Reset |

Puc. 209. Hactpowka Sy2-Port-Ring

Sy2-Ring Configuration

All [ Domain ID | Domain Name [ Station Type | Ring Port-1 | Ring Port-2 [ Sy2-Ring+ [ Backup Port | Vlan ID
01 |[a | [Master  ~] [1 v| |2 ~| [Enable ~| [3 v]|[1-35

[ Submit || Modify || Delete || Reset |

Puc. 210. Hactpoika Sy2-VLAN-Ring
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NaeHTudukatop gomeHa (Domain ID)

[Anana3oH 3HavyeHnm: 1~32

®dyHKUMA: UpeHTUPUKaTOp AOMeEHa WCNOAb3yeTca ANA  pasrpaHuyeHua  Koneud. OpuH
KOMMYTATOp noagep»meaeTr Ao 16 koneuy, Ha ocHose VLAN. KoaunyectBo Konel Ha ocHOBe
NMopTOB 3aBUCUT OT KOIMYECTBA NOPTOB KOMMYTaTOpa.

Mma gomeHa (Domain name)

[Anana3oH 3HavyeHn: 1 ~ 31

PYHKUMA: HACTPOMKA MMEHU LOMEHa.

Tun y3na (Station Type)

Onuuu: Master/Slave (Mactep/Beaomblii)

Mo ymonyaHuio: Master (Mactep)

®PyHKUMA: BbIBOP POINM KOMMYTATOpPa B KO/bLLE.

Konbuesoi nopt 1/Konbuesoii noprt 2 (Ring Port-1/Ring Port-2)

BapuaHTsbi: all switch ports (Bce nopTbl KommyTaTopa)

®yHKUMA: Bbibop ABYX KOMbLEBbIX NOPTOB.

ﬂ *  KonbueBo unM pesepBHbIM MNOPT Sy2-Ring M TpaHKOBLIM NOPT ABAAIOTCA
' B3aMMOUCKAOYatoWwmMmn. KonbLeBol nam pesepBHbIn NopT Sy2-Ring He moryT
ObITb Ha3Ha4YeHbl Ha TPaAHKOBbIA MOPT, COOTBETCTBEHHO TPAHKOBbLIN MOPT He
MOXeT BbITb HACTPOEH KaK KO/bLLeBOM UK pe3epBHbIN NopT Sy2-Ring.
*  KonbueBble NOPTbl MeXAY KONbLEBbIMW NPOTOKO/IAaMM Ha ocHoBe noptoB RSTP,
Sy2-Ring-Port wn Sy2-RP-Port ABAAKOTCA B3aMMOMCKAKOYAKOWNMMMK, TO €eCTb
KONbLLEBOM NOPT U pe3epBHbIN NopT Sy2-Ring-Port He MmoryT 6bITb HACTPOEHbI KaK
nopt RSTP, Konbueso nopt Sy2-RP-Port nnn nopt pesepBHOro KonnposaHus Sy2-
RP-Port. MopTt RSTP, Konbuesoi nopt Sy2-RP-Port n pesepsBHbIi nopT Sy2-RP-Port
He MOryT ObITb HAaCTPOEHbI KaK KOJIbLLEBOM UK pe3epBHbIn nopT DT-Ring-Port.
* He peKkomeHayeTcA HacTpaMBaTb NOPTbl B W30/MPOBAHHOW  rpynne
O4HOBPEMEHHO Kak nopTtbl Sy2-Ring un pe3epBHble NMopTbl, a NopTbl Sy2-Ring un
pe3epBHble NOPTbl He MOryT ObITb A06aBNEHbI B U30ONMPOBAHHYO FPyNny.

Sy2-Ring+

Onuwuun: Enabled/Disabled (BkntoueHo/BbikAo4eHO).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®YHKUMA: BKAKOYEHME U BbIKAOYEHME NpOTOKoNa Sy2-Ring+.

Pe3sepsHbiii MopT (Backup Port)

BapuaHTbi: all switch ports (Bce nopTbl KommyTaTopa)

®YHKUMA: HAaCTPOWMKa OAHOro NMopTa B KAYeCTBe Pe3epBHOro.

OnucaHne: MOXKHO HaCTPOWUTb Pe3epPBHbIA NOPT TO/bKO NOCae BKAOYEHUA GyHKUMM Sy2-Ring+.

ﬂ He HacTpauBaliTe KO/NbLEBOW MNOPT B KAYECTBE Pe3epBHOro.

NaeHtudpukartop VLAN (VLAN ID)
BapuaHTsbi: all created VLANs (Bce co3gaHHble VLAN)
®PYHKUMA: HACTPOMKA OAHOro NOPTa B KAYECTBE PE3EPBHOTO.
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OnucaHue: Bblbop cet VLAN ana Konbuesoro nopta. Mpu Hannumm Heckonbkux VLAN Bbl
MmorkeTe pasgenuntb VLAN 3anatoli (,) u geducom (-), rae aeduvc ncnonbsyetca gns pasaeneHus
ABYX nocneposaTenbHbIXx naeHtudmkatopos VLAN, a 3anAtaa ucnonb3yetca gNa pasgeneHua
ABYX HenocnepoBaTebHbIX naeHTMdGUKaTopos VLAN.

3. MpocmoTp U mogmdumKauma HacTpoekK Sy2-Ring.

Sy2-Ring Configuration

All | DomainID [ Domain Name [ Station Type [ Ring Port-1 [ Ring Port-2 [ Sy2-Ring+ [ Backup Port | Vlan ID
()] | | | | [Master v [1 ~| [ ~| [Disable ~| - v

O 1 a Master 1 2 Enable 3

I:I 2 b Slave 4 5 Disable - -

| Submit | Modify || Delete || Reset |

Puc. 211. NMpocmoTp HacTpoeK Sy2-Ring

BbibepuTte 3anuce Sy2-Ring, HaxkmuTte <Modify>, 4yTobbl OTpegakTUpoBaTb KOHPUrypaumo Sy2-
Ring; HaxkmuTe <Delete>, ytobbl yAannUTb BbiIbpaHHYyo 3anucb Sy2-Ring.

4. OtobpaxkeHue cTaTyca noptoB Sy2-Ring.
Onsa oTobparkeHnsa MHGopMaLmMK HaxkMmuTe Ha by 3anuck Sy2-Ring.

Sy2-Ring Information

info@symanitron.ru

Domain 1D 1

Domain Name | a

Station Type Master

Ring State Open

Ring Port-1 1| FORWARD
Ring Port-2 2| BLOCK
Change Time | 0| [ Clear ]
Vlan List -

Sy2-Ring+ Information

Sy2-Ring+ Enable
Backup Port 3

Device-0
Backup Port 3| BLOCK
Equipment IP 19216802
Equipment MAC | 45-be-2d-00-3d-70

Puc. 212. Cratyc Sy2-Ring
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18.1.6. Tlpumep TMNOBOM HACTPOMKM

Kak nokasaHo Ha puc. 207, kommyTatopsl A, B, C, D o6pa3sytoT Konbuo 1; kommyTatopsl E, F, G,
H o6pa3ytoT KonbLo 2; ceasu CE n DF asnatoTca pesepBHbIMUM ANnA Konew, 1 u 2.

1. HactpoiKka kommyTaTopa A:

NpoeHTudmkaTop aomeHa: 1; Uma gomeHa: A; Tun y3na: Slave; Konbuesble noptbl: 1 n 2; Sy-
Ring+: Disable; Pe3epBHbIli NOPT: He ycTaHOBAEH (cm. puc.209).

2. HacTpoika kommyTtaTtopa B:

NaeHTndumkatop gomena: 1; Uma gomeHa: A; Tun ysna: Master; Konbuesble noptbl: 1 u 2; Sy-
Ring+: Disable; Pe3epBHbIit MOpT: He ycTaHOBAEH (cm. puc.209).

3. Hactpoitka kommyTtatopos C n D:

NaeHTndumkatop gomeHa: 1; Uma gomeHa: A; Tun y3na: Slave; Konbuesblie noptbl: 1 1 2; Sy-
Ring+: Enable; Pe3epBHbIii nopT: 3 (cm. puc.209).

4. HacTpoiika KommyTaTopoB E, F n G:

NaeHTndumkatop gomeHa: 2; Uma gomeHa: B; Tun y3na: Slave; Konbuesble noptbl: 1 u 2; Sy-
Ring+: Disable; Pe3epBHblIit MOPT: He ycTaHOBAEH (cm. puc.209).

5. Hactpoiika KommyTtaTopa H:

NaeHTndumkatop aomeHa: 2; Ums gomeHa: B; Tun y3na: Master; Konbuesble noptbl: 1 u 2; Sy-
Ring+: Disable; Pe3epBHbIli NOPT: He ycTaHOBAEH (cm. puc.209).

18.2. lNpoTokon Sy2-RP
18.2.1. BBepeHue

KomnaHua Symanitron paspaboTana NpoTOKON pacnpeaeneHHoro pesepsupoBaHua (Sy2-RP)
ANA nepejayn AaHHbIX B CETAX C KOMbLEBOW Tonosoruvein. Peannsauma faHHOrO NpoTOKOA
MOeT MOMOYb NPefoTBPATUTbL LUMPOKOBELLATE/IbHbIE LITOPMbl B CETAX C KOJbLEBOM
CTPYKTypoi. Korga KaHan cBA3M MAWM y3en CTAaHOBATCA HEUCNPaBHbIMM, Pe3epBHbIM KaHan B
peXMme peanbHOro BpemeHn obecneynmBaeT HeNpPepbIBHYIO Nepeaady AaHHbIX.

B cooTtBetcTBMM co cTaHgapTom IEC 62439-6, npoTokon Sy2-RP ncnonb3yet mexaHnsm Bbibopa
Mactepa 6e3 ero ¢pukcaumn. Sy2-RP obecneumBaeT cneaytolime BOSMOKHOCTHU:

* Bpemsa BoccTaHOBNEHMA, He 3aBucALLee OT MaclwTaba ceTw.

Sy2-RP obecneumBaeT Bpems BOCCTAaHOB/IEHMA, He 3aBucAulee OT macwTtaba ceTn 3a cyer
ONTUMM3aALMN MEXaHU3MA NepecbiikK nakeToB. Sy2-RP obecneunBaeT BocCTaHOB/AEHME CETU B
TeyeHne 20 mc ¢ NpeaocTaB/iEHNEM OTYETOB O Pas3pbiBax B peasibHOM BpemeHu. ITa PyHKUMA
NMO3BOMIAET KOMMYyTAaTOpam oOb6ecrneynTb BbICOKYD HAAEXHOCTb pPaboTbl NPUNONKEHUA B
SHEpreTUKe, KenesHOLOPOXKHOM TPAHCMOPTE M MHOMMX APYrMX OTpacnsax, rae Tpebyetcs
ynpasneHne B peXXnUme peanbHOro BpemMeHMu.

* Pa3nunyHblie GyHKUMM NPOBEPKU TMHUM CBA3H.

[na nosbiweHuA cTabunbHocTM cetn Sy2-RP npepoctasBnset passnyHble GYHKUUU MPOBEPKMU
JIMHWUW CBA3W B C/ly4ae TUMUYHbIX CETEBbIX HEMCMNPABHOCTEMN, BKAOYAA BbicTpoe obHapyxKeHne
pa3beguHeHUs, NPOBEPKY KavyecTBa KaHa/0B M NPOBEPKY COCTOAHMA 060pyA0BaHUA.

* Mcnonb3oBaHWe A1 HECKONIbKUX CETEBbIX TOMNOIOTUA.

Momnmo bbICTPOro BOCCTAaHOBAEHUA NPOCTbIX KONbLEBbIX ceTel, Sy2-RP Takke noaaep»kusaet
CNOXHble KOJ/bLEBble TOMOAOMMU, TaKMe KaK nepecekarowmecs M cConpuKacatowmeca Kobua.
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Kpome Toro, Sy2-RP nopgpeprkmBaeT pelweHua «multiple instances» Ha ocHoBe VLAN, u4TO
no3sosAeT rMHbKo HacTpamBaTb Pa3/INYHbIE CETEBbIE CUCTEMDI.

o OYHKUUN OMATHOCTUKMN U yNPaBAEHUA.

MpoTtokon Sy2-RP BkntoyaeT B cebA MexaHM3Mbl 3anpoca COCTOAHMA M  OBOHapy)KeHuA
aBAPUMHbIX CUIHANOB ANA [OUMArHOCTUMKM W OOCNYXKMBAHMA CETU, a TaKXKe MEeXaHU3M
npeaoTBpaLLEHMA HeNpeaHAaMEPEHHbIX ONepauunii N HeNnpPaBUIbHbIX KOHPUIypaLmn, KoTopble
MOTYT MPMBECTM K LULTOPMAM B KO/NbLLEBOM CETH.

18.2.2. KoHuenumna

1. Pexxumbl Sy2-RP.

Sy2-RP BKkatovaeT gBa pexxmma: Sy2-RP-Port-Based n Sy2-RP-VLAN-Based. Sy2-RP-Port-Based:
nepecblnaeT UnmM 6N0KMPYeET NaKeTbl Ha OCHOBe onpeaeneHHbix nopTtoB. Sy2-RP-VLAN-Based:
nepecbinaer uan 6nokuMpyeT nakeTbl Ha ocHose VLAN. Ecav nopT HaxoguTcAa B COCTOAHWUM
6NOKUPOBKKN, BNOKMPYIOTCA TONBbKO NakeTbl yKaszaHHoM VLAN. CnepoBaTenbHO, Ha nopTax
COMpPUKacatoLLeroca KonbLa MOXHO HacTpouUTb Heckonbko VLAN. MopT moxeT npuHagnexatb
pa3HbIM Konbuam Sy2-RP B cooTBeTcTBMU ¢ KOHOUrypaumamm VLAN.

2. Crartycbl nopta Sy2-RP.

CocTosHue nepecbinku (Forwarding state): ecnm nopT HaxoAUTCA B COCTOAHUM NEPECHINIKA, OH
MOKET MPUHUMATb W NepecblNaTb MNakeTbl AaHHbIX. CocToAHMe O6A0KMPOBKU: ecan nopT
HaxoAMTCA B COCTOAHMM BIOKMPOBKM, OH MOKET TO/IbKO MPUHUMATb U NepecbiaiaTb NakeTbl Sy2-
RP.

OcHoBHow nopT (Primary port): ykasbiBaeT nopT KoabLa (4NA KOPHEBOIrO KOMMYTATOpa), CTaTyC
KOTOpPOro, KOrga KOJbLO 3aMKHYTO, HacTpoeH B dopmarte NpUHYAUTENbHON MNepecbiiku
nonb3oBaTeNem.

ﬂ * Ecnm pnAa KopHeBOro KOMMyTaTopa He HACTPOEH OCHOBHOM MopT, Mm byaet
' nepBbli MOPT, COCTOAHWE CBA3M KOTOPOro M3MEHWIOCb Ha «paboTtaeT» (Koraa
KO/IbLO 3aMKHYTO) U OH OyAeT COCTOAHMM NepecbiikW. [pyroi NopT Kojbla
HaxoAMTCA B COCTOAHUMN BIOKMPOBKU.
* [MopT B cOCTOAHWUN GNOKMPOBKU KOPHEBOTO KOMMYTAaTOpPa MOMKET MPOAKTUBHO
OTNpaBnATb NakeTbl Sy2-RP.

3. Ponn Sy2-RP.

Sy2-RP onpegensetr poanm KOMMYTAaTOPOB MyTEM MNepecblsikM naketoB «Announce»,
npeaoTepaLw,an obpasosBaHMe NeTeNb HAa Pe3ePBHbIX KO/bLAX.

INIT: 03Ha4aeT ycTpoMCTBO, Ha KOTOPOM BKAtOYeH Sy2-RP, a ABa KO/bLEeBbIX NOPTa HAXOAATCA B
coctosfiHum «Link down».

Root: 03Ha4aeT ycTpolCTBO, HA KOTOPOM BKAtouYeH Sy2-RP u, no KpaWHelh mepe, oguH nopT
KONbL,@ HaxoguTcs B cOCTOAHMM «Link up». B Kosbue KOpHEBOM KOMMYTaTOp BblbMpaeTcs B
COOTBETCTBMU C coAepKMMbIM NakeTosB «Announce». [laHHaa CUTyaUMA MOXKeT U3MEHUTbCA B
3aBUCMMOCTM OT TomosorumM cetu. KOpHEeBOW KOMMYTaToOp MNepuoAMYecKkn OTnpasBafeT
cobCTBEHHbIE MaKeTbl «Announce» Ha Apyrue yctponctsa. CTaTyCbl KONbLEBbIX NOPTOB Npw
3TOM: OAMH KONbLEBOM MOPT HAXOAUTCA B COCTOAHMM MEPECbIKM, 2 APYrON - B COCTOAHUM
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6n0KMpoBKKU. Tlocne nosydyeHMa naketa «Announce» OT APYroro YCTPOWCTBAa KOpHeBOW
KOMMYTaTOp CpaBHMBAET COAEPKMMOE MaKeTa C COAEpPKMMbIM CBOEro CO6CTBEHHOro naketa
«Announce». Ecnm copepuMmoe MOMy4eHHOro naketa bOonblwe COB6CTBEHHOro, KOpHEBOW
KOMMYTaTOp MEHAET CBOK PO/b Ha 0bObIYHbIN NN B-Root B COOTBETCTBMM CO CTaTyCOM KaHana u
aerpagaumen CRC Ha nopTax.

B-Root: 03HauyaeT ycTpoMcTBO, Ha KOTOPOM BK/todeH Sy2-RP n yposnetBopsalouee xota Obl
OLHOMY M3 Cnepylowmx yCcnoBUW: OAMH NOPT KOAbLA HaxoauTcAa B cocToAaHum «Link up», a
apyron B «Link down», gerpagaumna CRC, npuoputetr He meHee 200. B-Root cpaBHuBaeT u
nepecbliaeT nakeTbl «Announce». Ecnm cogeprkmmoe nony4eHHOro naketa «Announce»
MeHbLLE, YEM coaepKMmoe ero cobcTBeHHOro naketa «Announce», B-Root meHaeT cBot posib
Ha KopHeBoi (Root); B NpOTMBHOM Cnyyae OH NepecbinaeT NONYYEeHHbIV NaKeT U He MeHaeT
csoelt ponn. CTaTycbl KONbLLEBbIX MOPTOB: OAMH KO/bLEBOW MOPT HAXOAWUTCA B COCTOAHWUM
nepecbIIKu.

O6bI4HbIN (Normal): o3HauyaeT ycTpoMcTBO, Ha KOTOpOM BKAtodeH Sy2-RP, a oba KonbLEeBbIX
noprta Haxogatca B coctoaHum «Link up» 6e3 perpagauum CRC u npuoputeT Bbiwe 200.
KommyTaTtop B cTaTyce «O6bIYHbIN» TONbKO NepecblNaeT NakeTbl KAnnounce», HO He NpoBepaeT
cogepxmmoe naketoB. CTaTycbl KONbLEBbIX MOPTOB: 06a KONbLEBbIX MOPTAa HaxoAasTca B
COCTOSIHUM NEPECHINKM.

Jderpagaumna CRC: o3HayaeT, 4To KonmdectBo naketoB CRC npesblwaeT noporosoe
3Ha4vyeHue B 15 MUHYT.

18.2.3. Peanunsaumna

Kaxkabihi KOMMyTaTop YynpaB/seT COAEPKMMbIM CBOEro naketa «Announce». KommyTtatop ¢
HanbobLINM KOJIMYECTBOM 3HAYEHUM ByAeT BbIOpaH B KauecTBe KOPHEBOTO.

CopeprkMmoe naketa «Announce» COAEPKUT Cneaylowyo WMHGOPMAUMIO ANA Ha3HAYeHUA
ponen.

Tabn. 10

Link CRC degradation Role IP address of | MAC address

status | CRC degradation status | CRC degradation rate | priority | the device of the device

Cratyc coeguHenus (Link status): 3HayeHMe YCTAaHOBNEHO Ha «1», eCnM OAMH NOPT KOoAbLaA
HeaKTUBeH M Ha «0», ecnm 0ba NopTa KoJibLa HaXoAATCA B COCTOSSHUN COeANHEHUA.

CraTtyc pgerpagaumm CRC (CRC degradation status): ecam gerpagauma CRC npoucxoaut Ha
O[IHOM MOPTY, 3HaUYeHMe ycTaHaBAMBaeTca Kak «1». Ecnm gerpagauma CRC He nNpoucxoauT HU
Ha OAHOM M3 ABYX KO/MbLLEBbIX MOPTOB, 3HAYEHUE YCTaHaBAnBaeTcA B «0».

CropocTtb aerpagaumm CRC (CRC degradation rate): oTHoweHue Konmyectsa naketoB CRC K
NOPOroBOMy 3HaUYEHUIO B TeYeHue 15 MUHYT.

MpuoputeT ponu (Role priority): 3Ha4YeHMe MOXKHO YCTaHOBUTb B Beb-UHTepdeiice.

MapameTpbl B Tabanue 10 cpaBHUBAOTCA B CneaytoLlen npoueaype:
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1. CHayana npoBepsAeTcA 3Ha4YeHMe cTaTyca coeguHeHuAa. CuyMTaeTcsaA, 4YTO YCTPOMCTBO C
60NbWIMM 3HAaYEeHMeM [aHHOrO CTaTyca CBA3M MMmeeT O6ONbWMIA NPUOPUTET 3HAYEHMUN
COAEPKMMOTO.

2. Ecan gBa cpaBHMBaEeMbIX YCTPOMCTBA MMEKT OAMHAKOBOE 3HayeHWe cTaTyca CoeAUnHEeHus,
CpaBHWBAOTCA 3Ha4YeHus ctatyca gerpagaumm CRC. CumTtaeTca, YTo YCTPOMCTBO C 60/bLLINM
3HayeHnem coctoaHuAa aerpagaumm  CRC  wmmeetr 6onbWMA  NPUOPUTET  3HAYEHUA
copaepxummoro. Ecnm 3HauyeHue coctosHua gerpagaummn CRC Bcex cpaBHUBAEMbIX YCTPOWCTB
paBHO «1», yCTPOMCTBO C HonbWKMM 3HayeHMem cKopocTu perpagaumm CRC cuumTaertca
UMELWMM B0NbLLIMA NPUOPUTET 3HAYEHMA COAEPHKUMOTO.

3. B cnyyae, ecnm gBa CpPaBHUBAEMbIX YCTPOMCTBA MMEKT OAMHAKOBOE 3HA4YeHMe craTyca
coeAnHeHna M 3HavyeHne pgerpagaumm CRC, To 3Ha4YeHMa npuoputeTa ponu, IP-agpecos un
MAC-agpecoB cpaBHMBAlOTCA nocseaoBaTenbHo. CYMTAETCA, YTO YCTPOMCTBO C 6oablium
3HaYeHMemM nmeeT 60bLWNIA NPUOPUTET 3HAYEHUA COAEPHKMMOTO.

4. YcTponcTBO ¢ 601bLLIMM NPUOPUTET 3HAYEHUA COAEPHKMMOro BbIOMPAETCA KOPHEBDLIM.

3HaueHune ckopoctn gerpagaummn CRC yyacTByeT B CpaBHEHMM TONbKO KOrAaa 3HadeHue
coctoAHmA gerpagaunm CRC paBHO «1». B npoTMBHOM cny4vae cpaBHEHME NpoOUCXoamT
HEe3aBMCMMO OT 3HaYeHMA ckopocTn gerpagaummn CRC.

1. Peanusaumns pexmma Sy2-RP-Port-Based

Ponu kommyTtaTopos byayT cneayowme:

e [locne 3anycka Bce nepekawyatenn Haxoaatca B coctoAHuM «INIT». Korga cocTtosHue
OAHOro nopta meHsetcA Ha «Link up», KOMMyTaTOp CTAaHOBUTCA KOPHEBbIM W OTNpPaBAseT
nakeTbl «KAnnounce» Ha Apyrne KOMMYTaTOPbl B KO/bLEe ANA NOATBEPXKAEHUA BbIbOpa.

e KommyTaTop C HaMbonbwmMm NPUOPUTETOM 3HAYEHUA COAEPKMMOro naketa «Announce»
BblbUpaeTca B KayecTBe KOpHeBOro. KonbLLeBOW NOPT KOPHEBOTO KOMMYTATOpa, COCTOAHME
KOTOpPOro nepBbiM cTaHOBMTCA «Link up», HaxoAUTCcs B COCTOAHMWU MEpPECbIIKU, a ApYyrou
KO/IbLLEBOM MNOPT HAXOAWUTCA B COCTOAHUWM BN0KMPOBKU. Cpeau Apyrux KOMMYTaToOpoB B
KONbLE KOMMYTATOp C OAHMM KO/bLEBbIM MNOPTOM B cocToaHuMM «Link down» wunum
aerpagaummn CRC sBnsetca KommyTtaTopom B-Root. KommyTaTop ¢ 060MMK KO/bLEBbIMU
nopTtamu B coctossHUK «Link up» n 6e3 gerpagaunmu CRC sasnsetca «0O6biuHbIM» (Normal).

Mpoueaypa ycTpaHeHUA HEMCNPABHOCTWN NOKa3aHa Ha caeayoLlemM PUCYHKe

1. B ucxogHoi Tonosiormm A - 3TO KOPHEBOM KOMMYyTaTop; nopT 1 HaxoAuTcAs B COCTOAHUMU
nepecbiNikK, a NopT 2 - B COCTOAHUU 610KMPOBKU. B, C n D — 06bl4uHbIe KOMMYTATOPBI, @ UX
KOJibLLeBble MOPTbl HAXOAATCA B COCTOAHUM MEepPecbIKM.

2. Korga cBasb mexay C n D HeucnpasHa, Sy2-RP BknatoyaeT gna noptos 6 u 7 craTyc
6n0KMpoBKKN. B pesynbTate C M D CTaHOBATCA KOPHEBbIMM KOMMYTATOpamMu. [MOCKONbKY
kommyTaTopbl A, C 1 D B HAacTOALLMNIN MOMEHT ABNAIOTCA KOPHEBLIMW, BCE OHW OTMNPaBAAIOT
nakeTtbl «Announce». MpuopuTeT 3HauYeHns cogepkmmoro Kommytatopos C n D 6onbLue,
yem y A, MOTOMy 4TO MOPT 7 M NOpPT 6 HaxogAaTcA B cocToAHUM «Link down». B gaHHOM
cnyyae, eciv NPUOPUTET 3HAYEHUA COAEPKMMOro KommyTaTtopa D 6onblie, yem npuoputeT
3HaYeHuA copgepxumoro Kommytatopa C, To KommyTtatop D BbibupaeTrcA KOHeBbiM, a
kommyTtatop C crtaHosuTcA B-Root. Korpa kommytatop D nonydaeTr naket «Announcey,
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KOMMyTaTop A 0OHapy)XMBaeT, YTO MPUOPUTET 3HAYEHUA COAEPHKMMOro KommyTtaTopa D
6onblie, Yem ero cobCcTBEHHbIM NPUOPUTET 3HAYEHMA cogepKMmoro, a oba ero KosbLeBbIxX
nopta HaxoasTca B cocTtofaHum «Link up». CnepgoBaTenbHO, KOMMyTaTtop A CTaHOBMTCA
0ObIYHbIM W HAa3HAYaeT cTaTyc NopTa 2 Kak NoOPT NEPECHIIKN.

3. Korga cBasb mexay Kommytatopamm C u D BoccTaHaBnamBaeTtcda, KommyTtatop D no-
NPeXKHeEMY ABJIAETCA KOPHEBbIM, MOTOMY 4YTO €ro MNPUOPMUTET 3HAYEHUA COLEPHKUMOro
60/blle, YEM NPUOPUTET 3HAYEHUS COAEPHKMMOro KommyTtaTopa C:

Ecnn Ha KommyTaTope D He HAaCTPOEH OCHOBHOM NOPT, NOPT 7 BCE €Le HAaX0AUTCA B COCTOAHUU

6NO0KMPOBKK, @ NOPT 8 HAXOAUTCA B COCTOAHMUM MEPECHISIKMN.

Echn nopt 7 Ha D HacTpoeH Kak OCHOBHOM nopT (Primary port), oH nepexoauT B COCTOsHWUE

nepecbisIkK, @ NOPT 8 HAXOAUTCA B COCTOAHUN BIOKMPOBKU.

Sy2-RP un3meHAeT ctaTyc noprta 6 Ha COCTOoAHME nepecbinku. B pesynbtate kommyTtatop C

CTaHOBUTCA 06blYHbIM. CnepoBaTeNbHO, NPU BOCCTAHOBAEHUMN KaHana Po/Ii KOMMYTATOPOB He

MEHAITCA.

B A
Normal Normal
1~8 HonbUgBbIE NOPTEI
4 L O MNepecelnka
:> © BAOKWPOBHE
: : X A
BapuWA
c (]
Normal Root
o asapum Bo Bpema asapri
A 2 3 B A 2 3 B
S — o
Normal Normal Normal Narmal
1 4
8 5
D 7 6 c
b—
Root Normal
BoccTaHoBNEHKME -> HET BoccTraHoBNEeHKME - I'IDPT?
CHOHPUIYPUPOBAaHHOMND OCHOBHOMD NOpTa CKROMUIYpPUpOBaH Kak OCHOBHOW NopT

Puc. 213. BocctaHoBneHue cetn ¢ Sy2-RP

B KonbueBoli ceTn Sy2-RP pon KOMMYTaTOPOB MEHAKTCA Npu cboe MHUKU CBA3U, HO
HE MEHATCA NPU BOCCTAHOBNEHMU JIMHUWM CBA3U. ITOT MEXaHW3M MNOBbILAET
6€30MacHOCTb CeTU U HaZEeXHOCTb Nepeaayn AaHHbIX.

2. Peanusauwns pexxnma Sy2-RP-VLAN-Based
Konbuo Sy2-RP-VLAN-Based no3BosiseT nepecbinatb nakeTbl U3 pasHbix VLAN pasHbiMU nyTAMM.
Kaxkabih u3 nyteit nepecbiiku ana VLAN dopmupyet Sy2-RP-VLAN-Based. PasHble Konblia Ha
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ocHoBe Sy2-RP-VLAN-Based moryT nmeTb pasHble KOpPHEBble KOMMYyTaTopbl. Kak NMoka3aHo Ha
cneayowemM PUCYHKe, HaCTPOEeHb! ABa KONbLa Ha ocHoBe Sy2-RP-VLAN-Based.

JInHnm cBasn Konbua Sy2-VLAN10/20-Based: AB-BC-CD-DE-EA.

JlnHnu cBasum Konbua Sy2-VLAN30-Based: FB-BC-CD-DE-EF.

[Ba Konbua conpukacatoTca ceasamu BC, CD, DE. KommyTtatopbl C 1 D UCNONb3YIOT O4HU U Te
e MopTbl B ABYX KOJIbLL@X, HO NPW 3TOM UCMONb3YIOT pPa3Hble NOrMYeckne CBA3U, KOTopble
OCHOBaHbl Ha VLAN.

VLAN10
VLAN20
VLAN30

Q D
VLAN10. VLAN20

VLAN30

Puc. 214. Sy2-RP-VLAN-Based

~ B Kaxgom nornmyeckom Konbue Sy2-RP-VLAN-Based peanusauma waeHTMYHa
u’ peanusaumnm Sy2-RP-Port-Based.

3. PesepsuposaHune Sy2-RP

Sy2-RP TaKe MoKeT obecneuymBaTb pe3epBHOE KoMnupoBaHWe Ana AByx Kosel Sy2-RP,
npeaoTepawan obpasosaHMe neTenb M obecneunsan HOPMaNbHYHO CBA3b MEXAY KONbLLAMW.
Pe3sepBHbIi nopT (Backup port): o3HayaeT nopT cBsA3M mexay Konbuamu Sy2-RP. MoKHO
HaCTPOUTb HECKOJIbKO pe3epBHbIX MOPTOB, HO OHW AOJIKHbl HAaxXxO4UTbCA B O4HOM KOJibLE.
MepBbin pe3epBHbIN NOPT B cOCTOAHMK «Links up» - 3TO rnaBHbIA pe3epPBHbIN MOPT, KOTOPbIN
Haxo4MUTCA B COCTOAHUM Nepecbinkn. Bce ocTanbHble pe3epBHble NOPTbl ABAAOTCA BEAOMbIMU.
OHM HaxoAATCA B COCTOAHUN BNOKMPOBKM.

Kak noka3aHo Ha puc. 215, Ha KaXK40M KOMMYTAaTOpe MOYKHO HAaCTPOUTb OAUH Pe3epBHbIN NOpT.
[NaBHbIA pe3epBHbI NOPT HAXOAMTCA B COCTOAHWUW MEPECbINIKK, a ApYyrMe pe3epBHble NopTbl
Haxo4ATCA B COCTOAHMM ONOKMPOBKWU. EcCnM rnaBHbIM pe3epBHbIM NOPT WAM €ero CBA3b
HencnpasHbl, ANA NEPECHIIKM AaHHbIX 6yaeT BblI6paH BeAOMbI pe3epBHbI NOPT.
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Puc. 215. PesepBupoBaHue Sy2-RP

*MacTtep — KOpHEeBOI KOMMyTaTOp.

ﬂ MN3meHeHMe cTaTyca coeAnHEHMA BAUSAET Ha CTaTyC Pe3epBHbIX MOPTOB.

18.3. MNpoTokon pesepsupoBaHma Dual Homing

18.3.1. BBepaeHue

Kak nokasaHo Ha puc. 219, kommyTtaTopbl A, B, C u D nogkntoudeHsbl K Konbly. MpoTtokon Dual

Homing BbinosiHaeT cneaytowme GyHKUUM, €CNM OH BKJIOYEH Ha KommyTtaTopax A, B, C u D:

e Kommytatopbl A, B, C n D moryT cBA3bIBAaTbCA APYr C APYrOM, HE BAUAA HA KOPPEKTHYIO
paboTy YCTPOMCTB B KO/bLE.

e Ecaun cBA3b mexgy KommyTtaTopamu A n B HemcnpaBHa, KOMMyTaTop A BCE elle MOXKeT
CBA3bIBaTbCA C KoMMyTaTopamu B, C n D yepes ycTpoiictea 1 n 2.

Ysen "Home"

D

Napr "Home"

n n
Yzen "Normal" voo, "Normal”

Dual Homing

Puc. 216. Peanusauma npotokona Dual Homing
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18.3.2. KoHuenumna

Peanunsaums Dual Homing ocHoBaHa Ha Sy2-RP. MexaHun3m Bbibopa 1 HazHavyeHua ponei B Dual
Homing Tako# e, Kak 1 B Sy2-RP. Dual Homing obecneunBaeT pe3epBnpoBaHMe KaHana CBA3M
yepes HacTpoiikn y3nos «Home», «Normal» n nopta «<Home».
Y3en «Home»: 03Ha4yaeT ycTpOMCTBa, HaxoaAwwmMeca Ha obomnx KoHUAx KaHana Dual Homing m
NPUHUMAKOLWMX NaKeTbl Sy2-RP.
MopT «Home»: 03HayaeT nopT, coeanHaowmin y3en «Home» ¢ BHewHel ceTbto. MopT «<Home»
obecneumnBaeT cnegytowme GyHKUMM:
* OTnpaBKy OTBETHbIX MAKETOB KOPHEBOMY KOMMYTATOpPY Npu NOJSy4EeHUN OT HErO NAKETOB
«Announce». Echv KOpHEBOM KOMMYTATOP NOJIy4aeT OTBETHbIE NAKeTbl, OH onpegenset
CTATyC KOMbLA KaK 3aMKHYTbIK. ECnM KOpHEBOM KOMMYTATOp He MOoJiydaeT OTBETHbIX
NMakeToB, OH OnpeaenaeT CTaTyC KONbLA KaK OTKPbLITbIN.
* bnokupoBKy naketoB Sy2-RP BHelwHWx ceTelt M m3onaumo KaHana Dual Homing ot
BHELUHUX CeTeN.
* OTnpaBKy MaKeTOB OYWUCTKM MNOAKNOYEHHbIM YCTPOMCTBAM BO BHELIHWX CETAX NpU
M3MEHEeHMN Tonosormmn KaHana Dual Homing.
Y3en «Normal»: o3HayaeT Bce ycTpoincTsa B KaHane Dual Homing, 3a ncknoyeHnem KpanHux
YCTPOWMCTB, T.€. y3n0B «Home». ¥Y3abl «Normal» nepenatoT OTBETHbIE NAKeTbl Y3108 « Homey.

18.3.3. Peanunsaumna

MapT “Home" Mopr "Home"

Yaen "Home" Yzen "Normal" Yzen "Normal" Yzen "Home"

— [lakeT "Announce”
MNaket "Response”

& MNopT GNOKMpOBEKK
&® Tlopr"Home"

Puc. 217. KoHowurypaums Dual Homing

HacTpoikn KommyTtatopos A, B, Cu D (cm. puc. 216, 217) cneayouwme:

* KoHourypauma Sy2-RP: C — KopHeBOM KOMMYTaTop; MOPT 2 HaXoAUTCA B COCTOAHWUU
610KNPOBKKN; KOMMyTaTopbl A, B u D — 0bbluHble («Normal»); Bce ocTanbHblie NOPTbI KONbLA
Haxo4ATCA B COCTOAHUU MepPecbINKH.

* KoHowurypaums Dual Homing: kommyTtatopbl A 1 D — y3nbl «Home»; nopTbl 8 1 4 asnawTcA
noptamun «Home»; kommyTtaTopbl B 1 C - 0b6biuHble («Normal»).

Peanusayms:

KopHeBon kommyTaTop C oTnpasadeT nakeTbl «Announce» Yepes ABa CBOMX KOJIbLEBbIX NOPTa.

MNoptbl «Home» 8 n 4 nony4aloT nakeTbl «Announce» W OTMAPABAAKOT OTBETHbIE MaKeThl

kommyTaTopy C. KommyTtatop C cOOTBETCTBEHHO MAEHTUOUUMPYET COCTOAHME KO/bLA KakK

3aKpbiToe. MopT 2 HaxoAUTCA B COCTOAHUM HNOKMPOBKMU.
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Ecnn nnHuA cBasm mexkay Kommytatopamu A n B 3a6n0KnpoBaHa, B TONOAOrMM OCTatoTCs ABa
KaHana: A u B-C-D.

KommyTaTtop A HasHa4yaeTca KopHeBbIM. [TOpPT 7 HAX04MUTCA B COCTOAHUM BNOKUPOBKM.

B kaHane B-C-D kommyTatop B BblbUpaeTca B KayecTBe KopHeBoro. MopT 6 HaxoauTca B
COCTOsIHMM 610KMpPOBKU. KommyTaTop C cTaHOBUTCA 06bI4HBIM («Normal»). MopT 2 HaxoauTcs B
COCTOAHMM Nepecbinkn. KommytaTtop A MOXKeT CBA3bIBAaTLCA C KommyTaTopamm B, C n D yepes
ycTpoictea 1 n 2 (cm. puc. 218).

A

Yzen "Home" Yzen "Normal” Yzen "Normal” Yzen "Home"

— [lakeT "Announce"
MNakeT "Response"

& NopT GNOKHPOBEKK
@® lNopr"Home"

Puc. 218. BocctaHoBneHue cBasm ¢ Dual Homing

18.3.4. Onucanwue

KoHourypaumm Sy2-RP AonKHbI COOTBETCTBATL C/1eAyoWnM TpeboBaHUAM:

* Bce KOMMyTaTOpPbl B O4HOM KO/bLE AO0/*KHbl MMETb OAWHAKOBbLIA HOMEP AOMEHA.

e OpHO KONbLO BKAKOYAET TO/IbKO OA4MH KOPHEBOM KOMMYTATOpP, HO NPU 3TOM MOXKET BKAOYATb
HECKOJIbKO KommyTaTopoB B-Root nnu «Normal».

* Ha Ka)kpom KommyTaTope ANA KONbLa MOXKHO HAaCTPOUTb TOJIbKO ABa NopTa.

* [nsa pByx 06beAMHEHHbIX Kofel pe3epBHble NMOPTbl MOXHO HACTPOUTb TONbKO B OZAHOM
KOJbLLE.

* B OAHOM KOJibLLe MOXHO HAaCTPOUTb HECKO/IbKO pe3epPBHbIX MOPTOB.

* Ha KommyTaTOpe TO/NIbKO OAMH pPe3epBHbIN MOPT MOMKET ObITb HACTPOEH A/1A OA4HOr0 KoJbLa.

18.3.5. Hactpolika yepe3 WEB-uHtepdeic

1. HacTtpolika perkuma pesepsupoBaHma Sy2-RP

Global Sy2-RP Configuration
| Redundancy Mode | |Port Base v | |

Puc. 219. HacTtpowka pexuma pesepsmpoBaHua Sy2-RP

Pexxum pesepsuposaHua (Redundancy Mode)

Onuwuun: Port Based/Vlan Basedé.

3Ha4yeHue no ymondyanuio: Port Based.

PyHKUMA: HACTPOMKA pexkmma pesepsnposBaHmna Sy2-RP.
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RP-Port, a KonbueBble NpoToKoAbl Ha ocHoBe VLAN Bkatoyator MSTP, Sy2-Ring-
VLAN un Sy2-RP-VLAN.

e KosbuesBble NPOTOKOsbl Ha ocHoBe VLAN ABAAIOTCA B3aMMOMCKIOYAOWMMU, U
ONA OAHOro YCTPOMCTBA MOXHO HAaCTPOUTb TO/IbKO TUM KObLLEBOro NPOTOKONA Ha
ocHose VLAN.

* KonbueBOW NPOTOKON Ha OCHOBE MOPTOB U KOJIbLEBOM NPOTOKOA Ha ocHose VLAN
ABNAIOTCA B3aMMOMUCKNIOYAOLWMMK, U ANA OLHOMO YCTPOWMCTBA MOXHO BblOpaThb
TO/IbKO OAMH PeXUM KONbLEeBOro NPoTOKOAA.

ﬂ +  KonbLeBble NPOTOKO/bI Ha OCHOBE MOPTOB BKAto4atoT RSTP, Sy2-Ring-Port u Sy2-

2. Hactpoiika Sy2-RP-Port n Sy2-RP-VLAN

Sy2-RP Configuration

All | Domain ID | Domain Name | Ring Port-1 | Ring Port-2 | Primary Port | DHP Mode [ DHP Home Port | CRC Threshold | Role Prioris Backup Port | Vlan List [ Protocel Vian ID
O a 1 hd 2 hd Ring Port v Disable ~| — v 100 128 ER

Puc. 220. Hactpolika Sy2-RP-Port

Sy2-RP Configuration

[ Al | Domain ID [ Domain Name | Ring Port-1 | Ring Port-2 | Primary Port [ DHP Mode | DHP Home Port | CRC Threshold | Role Priority | Backup Port | Vlan List [ Protocol Vian ID |
l[oh | [a E v [2 v| [RingPortv| [Disable v| - v [0 | [128 |3~ [135 [E | ]

Puc. 221. Hactpoiika Sy2-RP-VLAN

NnaeHtTndukarop aomeHa (Domain ID)

[OnanasoH 3HayeHun: 1~ 32

PyYHKUMA: KarKaoe KONbLO MMEET YHMKaNbHbIA naeHTUdUKaTop gomeHa. OaMH KoMMyTaTop
noagepxmeaer makcmmym 8 Konew, Ha ocHoBe VLAN, KO/MYeCTBO KoJel, Ha OCHOBE MOPTOB
3aBMCUT OT KO/IMYECTBA NOPTOB KOMMYyTATOpa.

Mma gomeHa (Domain name)

OnanasoH 3HayeHunit: 1 ~ 31

®PyHKUMA: HACTPOMKA MMEHU AOMEHa.

Konbuesoit nopt 1/Konbuesoit noprt 2 (Ring Port-1/Ring Port-2)

BapuaHTsbi: all switch ports (Bce nopTbl KommyTaTopa)

®PyHKUMA: Bbibop ABYX KONbLEBbIX MOPTOB.

| '+ KosbLeBOW NOPT MAM pe3epBHbI NopT Sy2-RP v TpaHKOBbI MOPT ABAAIOTCA
ﬂ B3aMMoMCKtoYatoWwmmn. Konbueson nopt Sy2-RP mnu pesepBHbINM NOPT Henb3A
006aBUTb K TPAHKOBOMY MOPTY; TPAHKOBbIA NOPT He MOMKeT ObiTb HAaCTPOEH KakK

nopT Kosbua Sy2-RP nnu pesepBHbIN NOpT.
e KosnbueBble NOPTbl MeXAy KOMbLEeBbIMW NPOTOKONAMKU HA ocHoBe nopToB RSTP,
Sy2-Ring-Port un Sy2-RP-Port ABnAoTCcA B3aMMOWCKAOYAKOWMMKW, TO €eCTb
KO/IbLLEBOM MOPT U pe3epBHbIii NopT Sy2-RP-Port He moryT 6bITb HaCTPOEHbI KakK
nopt RSTP, konbuesoi nopt Sy2-Ring-Port nnn pesepsHbii nopT Sy2-Ring-Port;
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MopT RSTP, nopt Konbua Sy2-Ring-Port u pesepBHbIit nopT Sy2-Ring-Port Henb3s
HACTPOWUTb KaK KOMbLLEBOM MAKN pe3epBHbIN NopT Sy2-RP-Port.

* He pekomeHAyeTCcA HAacTpamBaTb NOPTbl M30/IMPOBAHHOM rpynne 0g4HOBPEMEHHO
KaK nopTbl Sy2-RP 1 pe3epBHble NOpTbl, a TaKXKe nopTtbl Sy2-RP u pesepsHble
nopTbl He MOryT 6bITb 406aBNEHbI B U30/IMPOBAHHYIO rpynny.

OcHoBHoW nopT (Primary Port)

BapwuaHTbl: --/Ring Port-1/Ring Port-2.

3HayeHne No YMONYAHUIO: --

®PyHKUMA: HACTPOMKa OCHOBHOro nopta. Korga KoibLo 3aMKHYTO, OCHOBHOM MOPT KOPHEBOTO
KOMMYTaTOpPa HAaX04MTCA B COCTOAHMWN NEPECHINKM.

Pexkum Dual Homing (DHP Mode)

BapuaHTbl: Disable/Normal-Node/Home-Node.

3HayeHue no ymondaHuio: Disable (BbikntoueHo)

®PyHKUMA: BbIKNtoYeHMe Dual Homing unn HacTpoiika pexkmma Dual Homing.

NopTt «Home» ana Dual Homing (DHP Home Port)

BapuaHTbl: Ring-Port-1/Ring-Port-2/Ring-Port-1-2.

®yHKUMA: HacTpoliKa nopTa «Home» ana yana «Home» npotokona Dual Homing.

OnucaHue: ecnn B KaHane Dual Homing ecTb TobKO 04HO YCTPOMCTBO, 06a KONbLEBbIX NOPTA
y3na «Home»40/KHbI BbITb HACTPOEHbI KaK NopT « Home».

MNoporosoe 3HaueHue CRC (CRC Threshold)

JnanasoH 3HayeHuin: 25 ~ 65535.

3Ha4veHMe no ymonyanuio: 100.

PyHKUMA: HacTpoWMKa noporosoro 3HavyeHusa CRC.

OnucaHue: 3TOT nNapameTp WMCMNOJIb3yeTCA NpU  KOPHEBOro KommyTtaTtopa. Cucrtema
noac4ymTbiBaeT Konm4vectso nonyveHHbix CRC. Ecam Konnyectso CRC ogHOro KonbL,EeBOro nopta
npeBbilaeT NOPOroBoe 3Ha4YeHWe, CMCTeMa CYMTAET, YTo NopT umeet pgerpagaumto CRC. B
pe3ynbtate 3HayeHue pgerpagaumm CRC ycTaHaBAMBaETCA Kak «1» B COAEPKMMOM MaKeTa
«Announce» noprta.

Mpuopurtet ponu (Role Priority)

[OunanasoH 3HauyeHunin: 0 ~ 255.

3HauyeHue nNo ymonyaHuto: 128.

PyYHKUMA: HACTPOMKA NPUOPUTETA KOMMYyTaTOpa.

Pe3sepsHbiii MopT (Backup Port)

BapuaHTbi: all switch ports (Bce nopTbl KommyTaTopa)

PyYHKUMA: HACTPOIKa pe3epBHOro nopTa.

ﬂ He HacTpauBaliTe KO/bLEBOW NOPT KaK pe3epBHbIi NopT.

Cnucok VLAN (VLAN List)
BapuaHTbl: all created VLANS (Bce co3aaHHble VLAN)
dyHKUMA: BbIGOp ceTn VLAN, ynpasnaiowmx Tekywmm Konbuom Sy2-RP-VLAN.
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NaeHtudpukartop VLAN (Protocol Vlan ID)
[AvnanasoH 3HayeHwnin: 1 ~ 4093.
®dyHKUMA: naeHTnduKkatTop VLAN aonKeH 6biTb 0a4HMM U3 cnyKebHbix VLAN.

OnwucaHue: naketbl Sy2-RP ¢ maeHtTndmkatopom VLAN cny*KaT OCHOBOM ONA AMArHOCTUKK U
obcnyxkmBaHus Konbua Sy2-RP-VLAN.

3. NMpocmoTp u mognodukaumnsa Sy2-RP.

Sy2-RP Configuration

i i i Vlan List [ Protocol Vian ID
Dlﬁl—Iﬁl—%lﬁmm 2
] 1 a 2 Ring Port-1 Disable — 100 128 3
0 2 b 4 5 = Disable = 100 128 =

Puc. 222. OtobparkeHne n moandukaums Sy2-RP

BbibepuTe 3anucb Sy2-RP, HaxkmuTte <Modify>, 4Tobbl U3MEHUTb HAaCTPONKM COOTBETCTBYIOLLLENO
Sy2-RP; HaxkmuTe <Delete>, 4Tobbl yaanuTb yKaszaHHyto 3anuce Sy2-RP.

4. OtobpakeHune Sy2-RP u ctatyca nopta
Haxkmute cooTBeTCcTBYIOLLYIO 3anucb Sy2-RP ans otobpakeHma nHbopmaumm.

Sy2-RP Information

Domain ID 1

Domain Name a

Role State ROOT
Ring State Open
Ring Port-1 1| FORWARD
Ring Port-2 2| BLOCK
Primary Port Ring Port-1
DOHP Mode Disable
DHP Home Port | ---

CRC Threshold | 100

Role Priority 128
Backup Port JINIT

Puc. 223. Cratyc Sy2-RP

18.3.6. [lpnmep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha puc. 215, kommyTatopsl A, B, C, D 06pa3ytoT Konbuo 1; kommyTtatopsl E, F, G,
H o6pasytoT KonbLo 2; cBa3m CE u DF aBnatotca pesepBHbIMU 4NAa Kosel, 1 u 2.

1. Hactporika KommyTtatopos A u B:

NaeHTndumkatop gomeHa: 1; Mma gomeHa: A; Konbuesble nopTbl: 1 n 2; CoxpaHuUTe 3Ha4YeHuUs
Mo YMOJIYaHUIO ANA NPUOPUTETA PON U pe3epBHOro nopTa (cm. puc.220).

2. Hacrtpoitka kommyTtaTtopos C n D:
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NaoeHTndukatop gomeHa: 1; Uma gomeHa: A; Koabuesble nopTbl: 1 n 2; Pe3epBHbIM NopT: 3;
OcTaBbTe 3HaYeHMe No YMOIYaHMIO ANs NpuopuTeTa poaun (cm. pmc.220).

3. Hactpoiika kommyTtaTopoB E, F, G 1 H:

NaeHTndumkatop gomeHa: 2; Mma gomeHa: B; Kosnbuesble nopTbl: 1 1 2; CoxpaHuTe 3Ha4YeHus
Mo YMOJI4aHUIO AN NPUOPUTETA PO N pe3epBHOro nopTa (cm. puc.220).

18.4. MpoTtokonbl STP/RSTP
18.4.1. BsepeHue

MpoTtokon STP (Spanning Tree Protocol) ocHoBaH Ha ctaHaapTe |IEEE802.1D u paspaboTtaH ana
npegoTepaLLeHuma LIMpPOKOBeLLLaTeIbHbIX LUTOPMOB, BbI3BAHHbIX LUUKNUYECKMMMU
CoegMHEHMAMM, a TaKXKe WUCNoNb3yeTcaA ANA pe3epBMPOBAHMA  CBA3EN. YCTPOMCTBA,
noaaepusatowme STP, 0OMeEHUBAOTCA CNYKEOHbIMM NaKeTaMu U BIOKMPYIOT onpeaenéHHble
nopTbl ANA pa3pbiBa "netenb" n cosgaHma "gepeBbeB”, NnpeaoTBpallan 6eCKoOHeYHYo nepeaady
AaHHbIX Mo Kpyry. Hegoctatkom STP ABAsieTcs To, YTO OH He NOAAEPKUBAET ObICTPLIN Nepexos,
nopta B paboyee cocTofiHME U CyLLECTBYET HEOOXOAMMOCTb BbIAEPKMBATL TEXHUYECKYIO Nay3y
nepepa nepexofom B PEXUM NepechIsiKu.

Ona peweHns npobnembl ¢ npotokonom STP, IEEE pa3pabotan ctaHgapt 802.1w B KayecTse
AO0NoNHeHMA cTaHgapTa 802.1D. IEEE802.1w paét onpepeneHue npoTokony Rapid Spanning
Tree Protocol (RSTP). Mo cpaBHeHuto ¢ STP, RSTP paboTaeT 6bicTpee 3a c4é€T aobasneHus
aNbTEPHATMBHbBIX U pe3epBHbIX NOPTOB A/1A KOPHEBbLIX M Ha3HAYEHHbIX NOPTOB COOTBETCTBEHHO.
Korga KopHeBoW MoOpT/MOPT Ha3HAYeHUs BbIXOAWT U3 CTPOA, €ro ajbTepPHATUBHbIN
nopT/pe3epBHbIV NOPT HEMedIeHHO NepPexoanT B COCTOAHWE NEPECHITKY.

18.4.2. KoHuenuma

KopHeBoi mocT (Root bridge): asnaetca “kopHem gepeBa”. CeTb MOMKET UMETb TOJIbKO OAUH
KOpHeBOn MoCT. Kakol U3 KOMMYyTaTopoB ByeT KOPHEBbIM 3aBUCUT OT CETEBOWN TOMONOTUN U
OaHHaAA CUTyauMs MOMKET M3MEHWUTbCS MPWU M3MEHEHWM Tononorum cetu. [ns onpeaeneHus
CeTeBOM LLENOCTHOCTM, KOPHEBOM KOMMYyTaToOp nepuoauyecku otnpasnsdet BPDU apyrum
y3/1aM, KOTOpble MepechiatoT UX Aanblue, YToObl rapaHTUPOBATb CTabWUIbHOCTb TONONOTMUN.
KopHeBon nopt (Root port): nopT HEKOPHEBOro KOMMYTaTOpa, PacCcTOsAHWE OT KOTOPOro Ao
KOPHEBOro KOMMyTaTopa HauMmeHblee. [log HaMMEHbWMM pPaCCTOAHMEM MOHMMAETCA
paccToaHMe A0 KOPHEBOrO KOMMYTAaTOpPa C HaMMeHbLUEM CTOMMOCTbIO NyTU. Bce KommyTaTopbl
CeTM CBA3bIBALOTCA C KOPHEBbIM KOMMYTAaTOPOM 4epe3 KopHeBble MopTbl. [pu aTom y BCex
HEKOPHEBbIX YCTPOMCTB MOXKET ObITb TO/IbKO OAMH KOPHEBOW NOpT. Ha KOpHEBOM KOMMYyTaTope
KOPHEBbIX NOPTOB HeT.

MopT HasHayeHuAa (Designated port): MopT Ha MOCTy Ha3HayeHWs, KOTOPbIM OTBeYaeT 3a
nepecbiky KoHdurypaumum BPDU apyromy ycTpOMCTBY WAM NOKaNbHOM ceTu. Bce nopTtbl B
KOPHEBOM MOCTY ABNAIOTCA MOPTAMM Ha3HAYEHMUS.

AnbTepHaTtmBHbIM nopT (Alternate port): pesepBHbIA NOPT KOpHEBOro nopra. Ecam KopHesoi
NopT BbIXOAWUT U3 CTPOA, a/IbTEPHATUBHbI NOPT CTAHOBUTCA HOBbIM KOPHEBbIM.

info@symanitron.ru Www.symanitron.ru




PYKOBOACTBO MO HACTPOIiKe
SEWM20GT-D

/

SYMANITRON

Pe3epsHbIi NopT (Backup port): pesepBHbIN ANA NOpTa HasHayveHuA. Korga nopT HasHayYeHus
BbIXOAMT M3 CTPOA, Pe3epBHbIM MOPT CTAHOBMTCA HOBbLIM MOPTOM HA3HAYeHUs U nepenaéT
[laHHble BMECTO Hero.

18.4.3. BPDU

[Ona npepoTBpaleHUA MneTeNb BCe YCTPOWCTBA B CETU COBMECTHO BbIYUCAAIOT CTPYKTYPY
nornyeckoro aepesa (ST). OHM NOATBEP!KAAIOT TONONOTUIO CETU NyTEM AOCTAaBKM cOObLLEHMN
BPDU mexkay coboit. B Tabamue 11 nokasaHa cTpyKTypa AaHHbix BPDU.

Tabn. 11
Root Root Designated | Designated | Message | Max Hello Forward
bridge | path bridge ID port ID age age time delay
ID cost
8 bytes | 4 bytes 8 bytes 2 bytes 2 bytes 2 bytes | 2 bytes | 2 bytes

CTpyKTypa gaHHbix BPDU BKkatovaer:

NpoeHTndumkaTop KopHeBoro mocTta (Root bridge ID): npuopuTeT KopHEBOro KommyTtaTtopa (2
6ainTa) + MAC-agpec KopHeBoro KommyTtaTtopa (6 6aiT).

CtoumocTb nytn (Root path cost): crommocTb KpaTyaliwero nyT1 40 KOPHEBOrO MOCTa.
NpoeHTuduMKaTop MocTa HasHayeHus (Designated bridge ID): npuoputeT Ha3Ha4yeHHOro
KommyTaTopa (2 6anT) + MAC-agpec mocTa Ha3HauyeHua (6 6aiT).

NaoeHTudmKaTop nopTta HasHadyeHus (Designated port ID): npuopuTeT NnopTa + HOMep nopTa.
BospacT coobuieHmna (Message age): Kak ganeko BPDU morKeT bbiTb NnepesiaH no ceTu.
MaKcMManbHbIA BO3PaCT MAM Bpems cTapeHusa (Max age): MakcMmasibHOEe BpPems XpaHeHusn
BPDU Ha ycTtpolictBe. Korga Bo3pacT coobuieHua 6onblwe 4yem Bpema crapeHus, BPDU
oTbpacbiBaeTcs.

NuTepsan Hello (Hello time): nHTepBan BpemeHn ana otnpasku BPDU.

3ageprkka otnpasBku (Forward delay): 3apeprkka w3ameHeHua cTaTyca (oTbpacbiBaHue--
obHapyeHue--nepechbisika).

18.4.4.

Mpouecc BbIMUCNEHUA NOTUYECKOTO AepeBa AN1A BCeX YCTPONCTB CleAyOLLNi:

1. HayanbHas cTaguA: BCe YCTPOMCTBA Ha BCEX CBOMX NopTax reHepupytoT BPDU, cuntasa ceba
KopHeBbIM MocCTOM; ID KopHeBoro mocta — 3To ID ycTpolicTBa; CTOMMOCTb NyTU A0
KOpHEBOro KommyTtatopa pasBHa 0; ID mocTa HasHadeHus — 310 ID ycTpoiictBa, nopT
Ha3HaYeHMA — IOKa/bHbI NOPT.

2. Bbibop ontMmanbHol KoHdurypaumm BPDU. Bce ycTpoictBa otcbiiaioT cBou BPDU wu
nonyyatoT BPDU oT apyrux yctponcts. Mpu nonydyeHnn BPDU, Kakabih NMopT cpaBHUBAET
nony4yeHHbii BPDU co cBoum.

e Ecau npuoputet KoHpurypaumm BPDU, creHepnMpoBaHHOrO N0Ka/ibHbIM MOPTOM BbllLE,
yemM MPUHATbIE HacTponKM BPDU, ycTpOMCTBO He BbIMOJIHSAET HUKaKoi 06paboTKu.

* Ecnm npuoputeT KoHoUrypaumm BPDU, creHepmMpoBaHHbIA NOKaAbHbIM NOPTOM, HUXKE,
yem npuHATaas KoHourypaumsa BPDU, ycTpoicTBO 3ameHUT copepkumoe BPDU

Peannsauna

WWW. symanitron.ru

info@symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe

SEWM20GT-D

KOHOUIypauum, CreHepuMpoBaHHOE J/I0OKA/ZIbHbIM MOPTOM, COLEPXKMMbIM MNPUHATOM
KoHburypaunm BPDU.

YcTpoicTBo BbiOMpaeT onTMMasibHy0 KoHburypaumio BPDU nocne cpaBHeHUA KOHOUrypauum

BPDU Bcex nopToB. MpuHUmMnbl cpaBHeHnA BPDU:

*  KoHdurypauna BPDU c HammeHbWwWMM MOEHTUOUKATOPOM KOPHEBOrO MOCTa MMEET
HaMBbICLLIMM NpUopuTeT

e Ecau ID kopHeBoro kommyTtatopa asyx BPDU oamnHakoBbl, CpaBHMBAeTCA CTOMMOCTb
nyTW 00 KOPHEeBOro Kommytatopa. Ecam ctoMmocTb Nyt 40 KOPHEBOro KoMmyTatopa
NAC CTOUMMOCTb NYTK A0 IOKaAbHOMO NopTa MeHbLe, npuoputeT BPDU Bbliwe.

* Ecam ctommocTtb nNytM A0 KOPHEBOro KOMMYTAaTopa TaKXKe OAWHAKOBbI, NO MOPAAKY
cpaBHMBatoTCcA ID HasHayeHHbIX KOMMmyTaTopos, ID Ha3zHayeHHbIX NopToB M ID NOpTOB,
nony4ymswmnx BPDU. BPDU ¢ HaumeHbwum ID 6yaeT umeTb HanBbICLINIM NPpUOpPUTET.

3. Bbibop KopHeBoro mocta. KopHeBbIM KOMMYTaTOPOM /IOFMYECKOrO AepeBa (spanning tree)
ABNAETCA YCTPOMCTBO C HAMMEHbLUMM naeHTUdMKaTopom (ID) ycTpoiicTsa.

4. Bblbop KOpHEBbIX NOPTOB. HEKOPHEBbLIE KOMMYTATOPbI CAENAKOT CBOM MOPTbI, NOAyYatowme
Hauny4dLWwyo KoHoMrypauymo BPDU, KopHeBbiMMU.

5. BbluncneHune KoHourypaumm BPDU nopta HasHayeHUA. B coOTBETCTBMU C KOHUTypaumei
BPDU u ctoMmocTblo nyTWM KopHeBOro nopTa, KoHdurypauma BPDU nopta HasHavyeHusA
paccunTbiBaeTCcA ANA KaXK4oro nopra:

*  WNpeHTMPMKATOP KOPHEBOro MOCTa 3aMEHSIETCs WAEHTUPUKATOPOM KOHUrypaumm
BPDU KopHeBoro nopta.

e CTOMMOCTb KOPHEBOIO NYTU 3aMEHAETCA Ha CTOMMOCTb KoHdurypaumm BPDU KopHeBoro
nopTa N/C COOTBETCTBYIOWAA CTOMMOCTb NYTU KOPHEBOTO NopTa.

* |ID mocTa HasHayeHuna 3ameHnaeTca ID ycTpoicTaa.

* |ID nopTa Ha3zHa4yeHUA 3ameHAeTca Ha ID gaHHOro nopra.

6. Bbibop nopta HasHauyeHus. Ecnn BbluMcneHHoe 3HadyeHne BPDU nydlie, ycTpolictBo Aenaer
3TOT NOPT Ha3Ha4yeHHbIM, 3ameHsAeT BPDU nopTa BbIYMCAEHHbIM M OTNPaBASAET HOBbIM BPDU.
Ecnn Tekyulee 3HayeHne BPDU nydiue, ycTponcTBO He OOHOBASET ero u 6/IoKMpyeT noprt.
32610KMPOBaAHHbIE MaKeTbl MOryT MPUHMMATb M OTNPAaBAATb TOJIbKO TEXHUYECKYH
nHdopmaumio RSTP, HO He AaHHbIe.
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18.4.5. Hactpolika yepe3 WEB-uHTepdeic

1. Hactpoiika napameTpoB CETEBOro MOCTa

STP Bridge Configuration

~| Global Settings |
| Global Enable | [Enable  v||

~| Basic Settings |

Protocol Version RSTF hd
Bridge Priority 0 b
Hello Time 2

Forward Delay 15

lMax Age 20

Maximum Hop Count | |20

Transmit Hold Count | |G

| Advanced Settings |

Edge Port BPDU Filtering
Edge Port EPDU Guard
Port Error Recovery

OO0

Port Error Recovery Timeout |

L Save ” Feset ]

Puc. 224. Hactpoiika napaMeTpoB CETEBOrO MOCTa

Fno6anbHoe BKAoueHue (Global Enable)

Onuuu: Enabled/Disabled (BkatoueHo/BbikntoueHo).
3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).
®yHKUMA: rnobanbHoe BKAOYEHME U BblKAtOYeHMe STP.

RP-Port, a KonbueBble NpoToKoabl Ha ocHose VLAN BkatouyatoT MSTP, Sy2-Ring-
VLAN u Sy2-RP-VLAN.

* KosbueBble MPOTOKOAbI Ha OCHOBe MNoOpTOB M Ha ocHoBe VLAN sasnatoTtca
B3aMMOMCKOYAOWMMK, U ANA OOHOrO YCTPOMCTBA MOXKHO HACTPOUTb TOJIbKO
O4MH PeXMM KOMbLLeBOro NPOTOKONA.

ﬂ * KosbLeBble MPOTOKO/Ibl Ha OCHOBE NOpPTOB BKAto4YatoT RSTP, Sy2-Ring-Port u Sy2-

Mpuopuret npotokona (MSTP/RSTP/STP)
Onuuun: MSTP/RSTP/STP.
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3Ha4yeHMe nNo ymonyaHuio: MSTP.

®PyHKUMA: BbIGOP NPOTOKONA.

Mpuoputet mocra (Brigde Priority)

Hactpausaembit ananasoH: 0 ~ 61440 c warom 4096.

3HayeHne No ymonyaHuto: 32768.

®PyHKUMA: HACTPOMKA NPMOPUTETA CETEBOTO MOCTA

OnucaHue: NpMopuTeT UCNONb3YETCA ANA BbIOOpA KOPHEBOro MOCTa. YeM mMeHblue 3HayYeHue,
TEeM Bblle NpUopUTeT.

MuTepsan BpemeHu Hello (Hello Time)

Hactpausaembiit ananasoH: 1 ~ 10 cek.

3HayeHWe N0 YMONYAHUIO: 2 CEK.

®PyHKUMA: HacTpolika BpeMEeHHOro MHTepBana oTnpaBKM HacTpoek BPDU.

Bpems 3agep»ku (Forward Delay)

Hactpausaembiit ananasoH: 4 ~ 30 cek.

3Ha4yeHne No ymonyaHuto: 15 cek.

®PyHKUMA: Bpema M3meHeHus ctatyca oT OTtbpacbiBaHua (Discarding) ao U3yyeHus (Learning) m
oT M3yyeHusa (Learning) ao Mepecbinku (Forwarding).

MakcumanbHoe Bo3pacT unm spemsa ctapeHus (Max Age)

HactpauBaembiit ananasoH: 6 ~ 40 cek.

3HauyeHune no ymonyaHuto: 20 cek.

PyHKUMA: MaKCMManbHaa NPOAOIKUTENbHOCTb, B TeyeHue KoTopon BPDU moxeT 6biTb
COXpPaHEH Ha yCTpolcTBe.

OnucaHue: Ecnun 3HayeHune Bo3pacTa coobuieHma B BPDU 6onblue yKkazaHHOro 3HayeHua, Toraa
BPDU oTtbpacbiBaeTcs.

ﬂ * 3HayeHums Forward Delay Time, Hello Time u Max Age Time A0MXHbI
- COOTBETCTBOBaTb cneaytowmm TpebosaHuam: 2 * (Forward Delay Time — 1 cek.) >
= Max Age Time; MakcumanbHoe Bpemsa Bo3pacTta > = 2 * (Bpema npuseTtcTeus + 1
CeK.).
* PekomeHpgyeTcA HaCTPOWMKa NO YMONYAHMIO.

CueTuuK 3aaepKKu nepegaum (Transmit Hold Count)

Hactpausaembiii ananasoH: 1 ~ 10.

3Ha4yeHne No yMoi4aHuto: 6.

®PYHKUMA: HACTPOMKA MAKCMMANIbHOTO KonuyecTBa naketoB BPDU, KoTopble MoryT 6bITb
OTNpaB/iIEHblI MOPTOM B TEYEHME KaxKa0ro nHrtepsasna «Hello».

®dunbrpauua BPDU Ha rpaHuuHom nopty (Edge Port BPDU Filtering)

Onuwuun: Enabled/Disabled (BkntoueHo/BbikAo4eHO).

3HavyeHue no ymondaHuio: Disabled (BbikntoueHo).

®PYHKUMA: BKAKOYEHME U BbIK/IIOYEHUA PEXKMMA MOJIYYEHUA U OTNPABKM PaHUYHbIM MOPTOM
naketos BPDU.

3awwuTa ot BPDU Ha rpaHuyHom noprty (Edge Port BPDU Guard)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4eHo).

3HavyeHue no ymondaHuio: Disabled (BbikntoueHo).
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PYHKUMA: peXMM KOHTPO/IA nepexofa FPaHMYHOro NMopTa B OTK/IOYEHHOE COCTOAHME M3-3a
nosay4yeHua owmnbok 1 nepesarpysky npu npneme naketos BPDU.

BoccraHoBneHue nopta (Port Error Recovery)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikio4eHO).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

®PYHKUMA: BKAOYEHNE MW BbIKJIOYEHME PEXMMA aBTOMATUYECKOTO BOCCTAHOB/IEHMA NOPTA U3
COCTOAHMA OWMOKM B HOPMasibHOE COCTOAHME.

Taiim-ayT BocctraHoBneHua nopra (Port Error Recovery Timeout)

Hactpausaembiii ananasoH: 30 ~ 86400 cek.

®PyHKUMA: HACTPOMKa BPEMEHM BOCCTAHOB/IEHMA NOPTA U3 COCTOAHUA OWNOKN A0 HOPMAJbHOIO
COCTOAHMA.

2. Hacrtpoiika nopTta RSTP.

[ CIST Normal Port Configuration |
Port | ¢ 310 Path Cost Priority | Admin Edge | Auto Edge ;‘;i"li";fz'; BPDU Guard P‘F"i:itr':"
* O <> v [« & [« ¥ O O | <> v
1 [Specific v |5 [128 v [NonEdge | O O O
2 Specific ¥/ [10 (128 %| [Non-Edge | o O O
3 Auto v [128 v| [MonEdge +| O O O
4 Ao v [128 »| [NonEdge v| O O O
5 O |ae v [128 | [NonEdge | O O O
6 O [Auwe ~ [128 %] [Non-Edge ¥| O O O
7O [|Auwe [128 v [MonEdge ~| O O O
8 O [ae ¥ [128 »| [NonEdge ¥ O O O
9 0O |awo ] | [128 »] [Non-Edge v| O O O
0 0O [Ate  » [128 %] [Non-Edge v| O O O
1 O |Au v [128 v [MonEdge ~| O O O
12 0O [ate v [128 »| [NonEdge v| O O O

el
o
W
®

Puc. 225. Hactpoiika nopta RSTP

BknioueHue STP (STP Enabled)

Onuwuun: Enabled/Disabled (BkatoueHo/BbikAto4eHO).
3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).
dYHKUMA: BKAOYEHME U BblKntoyeHne STP/RSTP Ha nopry.

| |+ TopT RSTP M TpaHKOBbI NOPT ABAAIOTCA B3aMMOMCKIOYaoWwmmu. MopTt RSTP
ﬂ Henb3s [06aBUTb K TPAHKOBOMY MOPTY; TPaAHKOBbIM MOPT He MOXKeT ObiTb
HacTpoeH KaKk nopt RSTP.
* KosbLeBble NOPTbl MEXAY KO/bLEBbIMM NPOTOKOJAAMKU Ha OcHose noptoB RSTP,
Sy2-Ring-Port n Sy2-RP-Port ABNAKOTCA B3aUMOMCKAKOYAKOWMMM, TO eCTb MNopT
RSTP He moxKeT 6bITb HACTPOEH KaK KOJIbLEBOW WAM pe3epBHbIN nopT Sy2-RP-
Port/Sy2-Ring-Port nnu Sy2-RP-Port/Sy2-Ring-Port; KonbLeBoW 1 pe3epBHbIit NOpT
Sy2-RP-Port/Sy2-Ring-Port He MoryT 6bITb HacTpOeHbl Kak nopT RSTP.
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* He pekomeHayeTca, 4Tobbl MOPTbI B  WM30/AMPOBAHHOW rpynne  OblaK
OAHOBPEMEHHO HacTpoeHbl Kak nopTbl RSTP, a nopTbl RSTP He moryT 6bITb
006aBNEHbI B U30/IMPOBAHHYO rpynny.

Ctoumoctb nytu (Path Cost)

HactpanBaemblit agnanasoH: Auto/Specific 1 ~ 200000000.

3Ha4yeHuMe no ymonyaHuio: Auto.

®PyHKUMA: CTOMMOCTb NYyTU MopTa UCNONb3yeTcA ANA pacyeTa Hawuaydwero nytu. 3HayeHue
napameTpa 3aBMCUT OT MNPOMYCKHOM cnocobHocTM. Yem 6onblle 3HAYEeHWEe, TemM HUKe
CTOMMOCTb. Bbl MOXKeTe U3MEHUTb POJIb MOPTA, UISMEHUB 3HAYEHME NapamMeTpa CTOMMOCTU NyTK.
YT106bI HACTPOMUTL 3HaYEHUE, BPYUHYtO BbibepuTe «No» B none «Cost Count».

Mpuopurer (Piority)

Hactpausaemblii ananasoH: 0 ~ 255 c warom 16.

3HauyeHune nNo ymonyaHuto: 128.

®yHKUMA: HacTpoiKa npuopuTeTa NopTa, KOTOPbIM onpeaensaeT poan nopra.
ApMUHUCTPUpPOBaHUe rpaHuYHoro nopra (Admin Edge)

Onuun: Non-Edge/Edge.

3HauyeHue no ymondyaHuto: Non-Edge.

®PYHKUMA: HACTPOMKA NOPTA B PEXKUM «TPAHMUYHbBIN NOPTY.

OnucaHMe: ecnn NOPT HANPAMYKO MNOAKNKYEH K TEPMUHANY M He MNOAKAIYEH K ApYyrym
YCTPOMCTBAM MM OOLLEMY CErMEeHTy CeTW, MOPT CYMTAeTcA rpaHU4YHbIM. [PaHMYHBLIN MNopT
MOXET 6bICTpO, 6e3 3aeprKKKN, NePENTU U3 COCTOAHMA BIOKMPOBKN B COCTOAHME NEPECHINKU.
Mocne TOoro, Kak rpaHWYHbIA NOPT nosyyaeT nakeTbl BPDU, oH nepectaeT 6biTb rpaHUYHbIM
NopTOM.

FpaHKyUHbIN NOPT aBTOMaTUYecku (Auto Edge)

Onuwuun: Enabled/Disabled (BkatoueHo/BbikatoueHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoueHo).

®PyHKUMA: BKAOYEHUNE U BbIKAOYEHUNE QYHKLMM 0OHaApYKEeHMA rPaHUYHOro nopTa.
OrpaHuuyeHue ponu (Restricted Role)

Onuuu: Enabled/Disabled (BkatoueHo/BbikntoueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®PyHKUMA: NOPT C OrpaHNYEHMEM POIN HUKOTAA He byaeT BbiIbpaH B KayecTBe KOPHEBOroO NopTa,
Oaxke ecnm emy byaeT npenocTaBaeH HauBbICLWINIM NPUOPUTET.

OrpaHunueHue TCN (Restricted TCN)

Onuuu: Enabled/Disabled (BkatoueHo/BbikntoueHo).

3HayeHWe no ymonyaHuto: Disabled (BbikntoueHo).

®yHKUMA: nopT ¢ orpaHnyeHHbiMm TCN He byaeT akTMBHO OTNPaBAATb coobuweHna TCN.

3awwmTa ot BPDU (BPDU Guard)

Onuwuun: Enabled/Disabled (BkntoueHo/Bbikato4eHO).

3HavyeHue no ymondaHuio: Disabled (BbikntoueHo).

PYHKUMA: peXMM KOHTPO/IA nepexoga rPaHUYHOro nopTa B OTK/IOYEHHOE COCTOAHME M3-3a
nosay4yeHua owmnbok 1 nepesarpysky npu npmeme naketos BPDU.
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PexXxnm TouKa-TouKa (Point-to-point)

Onuuu: Auto/Forced True/Forced False.

3HayeHKne No ymosyaHuio: Auto.

®PyHKUMA: HAaCTPOMKa TUNA NOAKNKYEHUS ANA nopTa. Ecnv nopT NOAKNOYEH K KaHaly «TOYKa-
TOYKa», MOPT MOXKET ObICTPO NEepPenTH B APYroe COCTOAHUE.

OnucaHue: «Auto» 03Ha4yaeT, YTO KOMMYTAaTOpP aBTOMAaTUYECKU onpeaensaeT TUMN JIMHUKU CBA3MU
Ha OCHOBe TOro, Yto NOpPT paboTaeT B AynJeKCHOM pexume. Ecnm nopt pabotaet B
NOJIHOAYN/NIEKCHOM PEXKMME, KOMMYTAaTOP CYMTAET, YTO TUN KaHana, NOAKNOYEHHOIO K NOPTY —
«TOYKA-TOYKa»; ecn NopT paboTaeT B NoNyAYyNAEKCHOM PEXMME, KOMMYTATOP CYMUTAET, YTO TUM
KaHana, NOAKNKYEHHOro K MnopTy, ABAdeTca obwmm. MPUHYAUTENbHbIA TUM CBA3KU «TOYKa-
TOYKa» 0O3HAYaeT, YTO KaHan, MOAKAIOYEHHbIA K NOPTY, ABNAETCA KaHa/lOM «TOYKa-TOYKa». A
NPUHYANTENbHBIMA OOLWMIM NOPT 03HAYaET, YTO KaHas, NOAKAKYEHHbIM K MOPTY, ABAAETCA 06LWMM
KaHa/oM.

18.4.6. [lpumep TMNOBOWN HACTPOMKM

KaK nokasaHo Ha pucyHke 229, npuoputetbl KommyTtatopos A, B, C nmetot 3HaveHuna 0, 4096,
8192 coOTBETCTBEHHO, @ CTOMMOCTb NyTK (path cost) Tpex cBAsel nmeet 3HaveHua 4, 5, n 10
COOTBETCTBEHHO.

KommyTarop A
Mpuoputet 0

KommyraTtop B
MNpuoputer 4096

KommyraTop C
MpuopwuTer 8912

Puc. 226. Mpumep HacTponkn RSTP

HacTpoika kommyTatopa A:

1. YcraHoBuTe 3HadyeHne npuoputeTa «0», a BpemMeHHble MapameTpbl B 3Ha4YeHWe «no
yMon4YaHuio» (cm. puc. 224).

2. [pucBoliTe cTOMMOCTM NyTK NopTa 1 3HayeHne 5, a CTOMMOCTM NyTU NopTa 2 3HadveHne 10
(cm. puc. 225).

HacTpoika kommyTaTopa B:

1. YctaHoBuTe 3HauyeHue npuoputeta «4096», a BpemeHHble MapameTpbl B 3HaYeHMe «mno
yMon4yaHuio» (cm. puc. 224).
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2. [pucBoiiTe cTOMMOCTM NyTK nopTa 1 3HayeHue 5, a cToMMOCTM NyTU NopTa 2 3HayeHue 4
(cm. puc. 225).

HacTtpoika kommyTatopa C:

1. YctaHoBWUTe 3HayeHuWe npuoputeTa «8192», a BpeMeHHble MapameTpbl B 3HAaYEHUE «NO
ymonyaHuo» (cm. puc. 224).

2. TMpwuceouTte cToumocty Nyt nopta 1 3HaveHune 10, a cTOMMOCTM NYTU NopTa 2 3HaYeHue 4
(cm. puc. 225).

* [Mpuoputetr KommyTaTopa A paseH «0» U MMeeT HaMMEeHbWWUI NaeHTUOMKATOpP, NOITOMY OH
ABNAETCA KOPHEBbIM MOCTOM.

e CroumocTtb Nyt oT APl po BP1 pasHa 5, a ctommocTtb nytm ot AP2 o BP2 pasHa 14,
noatomy BP1 aBnaetca KOpHEBbIM MOPTOM.

e Croumoctb nytn oT APl go CP2 pasHa 9, a ctoumoctb nytM ot AP2 go CP1 pasHa 10,
nostomy CP2 OH ABnAeTCca KOpHeBbIM NOPTOM, a BP2 — nopTOm HasHaveHwUA.

18.5. Hactporka MSTP
18.5.1. BsepaeHue

XoTsa npoTtokon RSTP obecneuymBaeT A0OCTAaTOMHO ObICTPYIO CXOAMMOCTb, OH MMEET TaKOoM e
HeAoCTaToK, Kak u STP: Bce MOCTbI B /IOKa/IbHOM CETU MCNONb3YIOT O4HO CBA3YHOLLEE AEPEBO, U
naketbl Bcex VLAN nepecbinatotca no ceasywowemy gepesy. Kak nokasaHo Ha Puc. 227,
onpeaeneHHble KOHPUrypaumm MmMorytT 610KMpOBaTb CBA3b MeXAy KommyTatopom A w
KommyTatopom C. MockonbKy KommyTaTtop B n Kommytatop D He Bxogat B VLAN 1, oHM He
MmoryT nepecbiniate naketol VLAN 1. B pe3synbtate nopt VLAN 1 KommyTtaTtopa A He MOXKeT
CBA3bIBATLCA C KOMMYyTaTopom C.

KommyTartop A KommyTaTop B

KommyTatop C KommyTatop D

Puc. 227. HepgoctaTtok RSTP

Y106b1 pewnTb 3Ty nNpobnemy, noasuaca npotokon MSTP. OH npeaocTaBnfeT Kak ObiCTpyto
KOHBEPreHuMto, Tak U OTAEeNbHble NYyTU nepecblikn Tpadumka pasHbix VLAN ana obecneyeHuns
Jlyylero mexaHusma pacnpegeneHusa Harpyskm aaa KaHanos pe3epBUpPOBaHUA.

MSTP rpynnupyeT ogHy unm Heckonbko VLAN B oauH MHCTaHC. KommyTaTopbl ¢ OAMHAKOBOW
KOHUrypaumeir obpasytoT Tak HasbiBaembih «PernoH». Kaxablh «PerMoH» coaeprut
HECKOJIbKO B3aMMHO HE3aBUCUMbIX CBA3YIOLWNX AepeBbeB. «PernoH» CAyKUT KOMMYTaLNMOHHbIM
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y3nom. OH y4yacTByeT B BbIYUCAEHUAX C ApYyrMMu «PerMoHamm» Ha OCHOBe aaropmMTtma
CBA3YIOLLErO AepeBa, BblUUCAAS obllee cBA3yloLLee AepeBo. Ha ocHoBe 3TOro anroputma cetb
Ha puc. 227 obpasyeT TONONOrMI0, NOKa3aHHY Ha puc. 228. KommyTtatopbl A 1 C HaxoaATcA B
PernoHe 1. Hu KaHan cBA3u He 3ab/0KMPOBaH, NOTOMY YTO B PervoHe OTCYTCTBYHOT MET/M.
Cutyauma aHanormyHa n gna PernoHa 2 . PeroH 1 n PermoH 2 aHanorM4yHbl KOMMYTAUMOHHbIM
y3/1aM. 3Tn gBa «KommyTaTopa» obpa3sytoT netnto. CnefoBaTenbHO, IMHUA CBA3U A0MKHA ObITb

3ab610KMpoBaHa.
 — ~ -,
KommyTtatop A KommyTtatop B
VLAN1 VLAN 2
VLAN1 VLAN 2
KommyTaTop C KommyTtaTtop D
Pervon 1 Pervou 2
— %

Puc. 228. Tononorna MSTP

18.5.2. KoHuenuma
KoHuenuma pabotbl MSTP oTobparkeHa Ha puc. 229-232.

Puc. 229. KoHuenuuna MSTP
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KommyTratop A

KopHeBo# mocT
pernoHa

Pervon 2
WMHcTanc 1

KommyTtatop B

Kommyratop C

Puc. 230. Conoctasnexune VLAN 1 K NHcTaHcy 1

KommyTatop A

PervoH 2
HMHcTaHC 2

KommyTatop B

HKopHeso# moct
pernoxa

KommyTtatop C

Puc. 231. Conoctasnenune VLAN 2 K MHCTaHcy 2

KommyTtarop A

HKopHeBo# moct

erHoHa
P PervoH 2

Mucranc 0
Apyrve VLAN

KommyTtaTtop B

KommyTatop C

Puc. 232. ConocrtasneHune apyrmx VLAN K NHcTaHcy O
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MHcTaHc: Habop m3 HeckonbKkmx VLAN. OgHa VLAN (cm. puc. 230 u 231) nam HeckonbKko VLAN ¢
OAMHaKOBOW Tononornen (cm. puc. 232) moryT 6biTb CONOCTaBAEHbI C O4HUM MHCTAHCOM; TO
ectb ogHa VLAN moxkeT cpopmumpoBaTb cCBA3ylOwee f[epeBo, a Heckonbko VLAN moryt
COBMECTHO MCMNO0/b30BaTb OAHO CBA3ylWee aepeBO. PasHble MHCTaHCbl COMNOCTABAAKTCA C
pa3HbIMKU CBA3YOWMMKM aepeBbAMU. NHCTaHC O - 3TO cBA3yOLLEe AepeBO A YCTPOMCTB BCeX
PErMOHOB, a APYrMe WMHCTAHCbl - 3TO CBA3YlOWME AepeBbA ANA YCTPOWCTB OMpesesieHHOro
pernoHa.
PernoH MST (Multiple Spanning Tree Region): KomMmyTaTopbl C OANHAKOBLIM MMEHEM PErnMoHa
MSTP, ypoBHem Bepcum n conoctasneHnem VLAN-MHCTAHC HaxoAAaTcA B o40M pernoHe MST.
Kak noKa3aHo Ha pucyHKe 229, PernoH 1, PernoH 2, PernoH 3 n PernoH 4 - aTo YeTbipe pasHbIX
pernmoHa MST.
Tabnuua conoctasneHnsa VLAN: coctouT m3 conoctasneHnsa mexay VLAN u csasyowmmu
aepesbaMmK. Ha puc. 229 tabanua conocrasneHms VLAN pervoHa 2 - 3To conocTaB/ieEHUE MeXay
VLAN 1 n vHcTaHcom 1, Kak nokasaHo Ha puc. 230; VLAN 2 conocTtasneHa C MHCTAaHCOM 2, KaK
nokKasaHo Ha puc. 231. ipyrue VLAN conoctaBnaeHbl € MHCTaHCcOM O, KaK MOKa3aHOo Ha puc. 232.
Ceasyouwee pgepeso CIST (Common and Internal Spanning Tree / Obuwee M BHyTpeHHee
cBA3ylOWEee AepeBo): 03HAYaeT MHCTAHC 0, TO ecTb CBA3yHOLLEe AEPEBO, OXBATbiBAlOLLEE BCE
ycTpoicTBa B ceTu. Kak nokasaHo Ha puc. 229, CIST coctouT n3 IST n CST.
BHyTpeHHee cBasyowee aepeso (IST): o3HayaeT cermeHT CIST B 061actn MST, To eCTb MHCTaHC
0 onAa KaXkaoro permoHa, Kak NoKasaHo Ha puc. 232.
Obuee ceasytoulee aepeso (CST): o3HayaeT cBA3yHOLLEE AEPEBO, COEANHSAIOLLEE BCE PETNOHbI
MST B cetu. Ecam kaxkgbih permoH MST aBnsetca y3nom, CST - 3TO cBA3yllWlee AEPEBO,
Bbl4MCAEHHOE 3TUMMU y31aMKn Ha ocHoBe STP/RSTP. KpacHble nnHUKM 0603HayYaloT cBA3ylolee
aepeso (cm. puc. 229).
MSTI (Multiple Spanning Tree Instance / HeCKONbKO 3K3eMN/IAPOB CBA3YIOLLEro AepeBa): OAuH
pernoH MST moKeT 06pa30BbIBaTb HECKO/IbKO CBA3YIOLLMX AEPEBLEB, U OHN HE 3aBUCAT APYr OT
apyra. Kaxgoe ceasywouee aepeso ssasetrca MSTI (cm. puc. 230 u Puc. 231). IST TaKkxe
aBnseTca cneymanbHbim MSTI.
Common root: o3HauyaeT KopHeBoi mocT CIST. KommyTaTop ¢ HAaUMEHbLLMM UAEHTUPUKATOPOM
KOPHEBOrO MOCTA B CETU ABNAETCA OOLLMM KOPHEBBIM KOMMYTAaTOPOM.
B pernoHe MST cBasyolwue gepeBba MMEIOT PasHYO TOMOOIMMIO U NX KOPHEBbIe MOCTbI TaKKe
MOryT 6bITb pasHbiMK. Kak nokasaHo Ha puc. 230, 231 1 232, y 3TUX TPEX UHCTAHCOB pa3Hble
pervoHanbHble KopHeBble MOCTbl. KopHeBoi mocT MSTI paccumTbiBaeTcs Ha ocHoBe STP/RSTP B
TeKywem pernoHe MST. KopHeBoi mocT IST - 3TO yCTPOMCTBO, KOTOPOE NOAKAKOYEHO K ApYyromy
pernoHy MST u BbIbMpaeTcsa Ha OCHOBE NOJIy4eHHOW MHPOPMaLIMKM O NPUOPUTETE.
lpaHnyHbIM NopT (Boundary port): o3Ha4aeT NopT, KOTOPbIM coeanHsaeT pernoH MST ¢ apyrum
pernoHom MST, permoHom pabotbl STP nnum permoHom pabotbl RSTP.
CoctosHue nopTa (Port state): NOpT MOXKeT HaxoaUTbCA B NHO6OM M3 cnefyowmx COCTOAHUN B
33aBMCMMOCTM OT TOro, U3y4vaeTt im oH MAC-aapeca n nepecbliaeTt TpaduK.
» Cratyc nepecbinkm (Forwarding state): o3HayaeT, yto nopt wu3yyvaer MAC-agpeca u
BbIMO/IHAET Nepechbl/IKy NaKeToB..
e Cratyc obyyeHus (Learning state): o3Hauaer, yto nopt wusydyaeT MAC-agpeca, HO He
OCyLLEeCTBAAET NepPechblIKY NaKeToB.
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* Crartyc otbpacbiBaHua (Discarding state): o3HauaeT, 4To nopT He usyvyaet MAC-agpeca 1 He
OCYLLECTBAAET NEPEeChbIIKY NaKeToB.
KopHeBon nopT (Root port): 3To Hauayywuit NOpT NOAKNOYEHMA HEKOPHEBOro MoOCTa K
KOPHEBOMY MOCTY, TO €CTb MOPT C HAMMEHbLUMMM 3aTpaTamMu ANA KOPHEBOro MOCTa.
HeKopHeBOW MOCT B3aMMOLEWNCTBYET C KOPHEBbIM MOCTOM MMEHHO 4Yepe3 KOpPHEeBOM MopT.
HeKopHeBOW MOCT MMeeT TO/IbKO OA4MH KOPHEBOW MOPT, MPW 3TOM Yy KOPHEBOrO MOCTa HeT
KopHeBoro nopta. KopHEBOW NOPT MOXKET HAXOAMUTLCA B COCTOSIHUM MEPEChIIKU, 0byYeHns nam
oTbpacbiBaHUA.
MopT Ha3HauyeHua (Designated port): nopT pna nepecbinkn naketoB BPDU Ha pgpyrue
YCTPOMCTBA WM NOKa/bHble CceTW. Bce noOpTbl KOPHEBOro MOCTa SBAAKOTCA MNOpPTamu
Ha3HayeHuA. MopT Ha3HAYEeHUA MOKET HaXOAUTbCA B COCTOAHMM MEPECbIIKM, 0by4YeHUa Unu
oTbpacbiBaHuS.
FnasBHbI NopT (Master port): nopT, KoTopbii coeanHsaeT peroH MST c 06WMM KOpPHEBbIM
MOCTOM U MMEET K HeMY KpaTdanwmnin nytb. Mcxogsa ns CST, rnaBHbIN NOPT - 3TO KOPHEBOW NOPT
pernoHa (Kak y3en). [NaBHbIM NOPT - 3TO cNeuuanbHbiA FPaHMYHbIN NOPT. ITO KOPHEBOK NOPT
ansa CIST v rnasHbiM NOPT ANA APYrUX MHCTAHCOB. [NaBHbIA NOPT MOMKET HaxoAuTbCcA B
COCTOAHUM NepPecbINKNU, 0By4eHUA UM OTOpPACbIBaHMA.
AnbTepHaTUBHbIN nopT (Alternate port): 3T0 pe3epBHbLIN NOPT ANA KOPHEBOro MopTa WK
rnaBHoro nopta. MNpu BbixoAe U3 CTPOS KOPHEBOIO NOPTA UAM FNABHOIO NOPTa aNIbTEPHATUBHbIM
NopT CTAHOBUTCA HOBbIM KOPHEBbIM MOPTOM WAW [N1IABHbIM MOPTOM. ANbTEPHATUBHbINA MNOPT
MOXET HaX0ANTbCA TO/IbKO B COCTOAHWM OTOpACbIBaHMA.
Pe3sepBHbii nopT (Backup port): 3To pes3epBHbIN NOPT ANA NopTa HasHavyeHus. Ecam nopt
HasHayeHMA BbIXOAUT M3 CTPOA, PE3EPBHbLIN MOPT CTAHOBUTCA MOPTOM Ha3HAYeHUs U
nepecbinaeT AaHHble 6e3 Kaknx-1Mbo 3aaeprKeK. PesepBHbI NOPT MOXKET HAXOAUTLCA TO/IbKO B
COCTOAHUM OTHpPaACbIBAHMUA.

18.5.3. Peanunsauma MSTP

MSTP penunt ceTb Ha Heckonbko pernoHos MST. CST paccumTbiBaeTcA mexay peroHamu. B

pernoHe BbIYMUCAAETCA HECKOJIbKO CBA3YHOWMX AepeBbeB. Kaxgoe csasylouwee gepeBo - 3TO

MSTI. UHcTaHc O - 310 IST, a gpyrme nHcTaHcol - ato MSTI.

1. Pacuet CIST

* YCTpoOMCTBO OTNpaBaseT U npuHMMmaeT naketbl BPDU. Ha ocHoBe cpaBHEHMA MNaKeToB C
KOHUrypaumeir MSTP, ycTpOMCTBO C HauBbICILIMM MPUOPUTETOM BbIOMpPAETCA B KayecTBe
KopHeBoro mocra CIST.

e IST paccunTbiBaeTca B Kaxkaom pervoHe MST.

e Kaxabin pernoH MST paccmaTpumBaeTca Kak 04HO ycTpoiicTBo, 1 CST paccumTbiBaeTca mexay
pernoHamu.

* CST n IST coctasnstoT CIST Bcew ceTw.

2. Pacyet MSTI

MSTP B pervoHe MST reHepupyeT pasnunyHble cBasylowme gepesbA ana VLAN Ha ocHose

conoctasneHna VLAN u ceAasyowmx gepesbes. Kaxkaoe ceasyllee AepeBO paccyUTbiBaeTcA

He3aBmcmmo. lNpouecc pacyeTa aHanornyeH STP.
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B o6nactn MST naketbl VLAN nepecbliatoTca no cootsetctayowmm MSTI. Mexay perMoHamu
MST naketbl VLAN nepecbinatotca no CST.

18.5.4. Hactpolika yepe3 WEB-uHTepdeic

1. HacTpoiika napameTpoB CeTeBoro mocTa.

STP Bridge Configuration

[ Giobal settings |
| Global Enable | [Enabls ]
—| Basic Settings
Protocol Version MSTP v
Bridge Priority 32768 v
Hello Time 2
Forward Delay 15
Max Age 20
Maximum Hop Count | |20
Transmit Hold Count | |G

| Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard
Port Error Recovery

ood

Port Error Recovery Timeout |

Puc. 233. Hactpolika napaMeTpoB CETEBOTO MOCTa
Fno6anbHoe BKkAoueHue (Global Enable)
Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).
3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).
®dyHKUMA: rnobanbHOe BKAKOYEHME U BbiKIOYeHMe STP.

RP-Port, a KonbueBble NpoToKo/sbl Ha ocHose VLAN Bkatoudatotr MSTP, Sy2-Ring-
VLAN un Sy2-RP-VLAN.

* KosnbueBble MNPOTOKO/AbI HAa OCHOBE MOPTOB M Ha ocHoBe VLAN sasnawoTcA
B3aMMOMCKNOYAOWMMK, U ANA OOHOrO YCTPOMCTBA MOMKHO HACTPOUTb TONbKO
OAMH PEXMM KONbLLEBOrO MPOTOKONA.

ﬂ * KosbueBble NPOTOKO/bI HA OCHOBE NOPTOB BK/AtoYatoT RSTP, Sy2-Ring-Port n Sy2-

g

Mpuoputer npotokona (MSTP/RSTP/STP)

Onuwun: MSTP/RSTP/STP.

3Ha4yeHue no ymonyaHuto: MSTP.

®yHKUMA: BbIGOP NPOTOKONA.

Mpuoputer mocra (Brigde Priority)

Hactpausaembit ananasoH: 0 ~ 61440 c warom 4096.
3HayeHue No ymonyaHuto: 32768.
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®PyHKUMA: HACTPOMKA NpMOpUTETa CETEBOrO MOCTA

OnucaHune: NPUOPUTET UCMONIb3YETCA A1A BbIBOPAa KOPHEBOTO MOCTA. YeM MeHblue 3HAYEeHWE,
TeM Bbille NpuopuTeT.

MHTepBan Bpemenu Hello (Hello Time)

Hactpausaembiit ananason: 1 ~ 10 cek.

3HayeHWe N0 YMONYAHUIO: 2 CEK.

®PyHKUMA: HacTpolika BpeMEeHHOro MHTepBana OTnpaBKM HacTpoek BPDU.

Bpemsa 3apep:ku (Forward Delay)

HactpauBaembiit ananasoH: 4 ~ 30 cek.

3HayeHne No ymonyaHuto: 15 cek.

®dyHKUMA: Bpema M3meHeHua ctatyca oT OTtbpacbiBaHusA (Discarding) ao U3yyeHus (Learning) u
oT U3yueHusa (Learning) no Mepecbinku (Forwarding).

MaKcumanbHoe Bo3pacT uam Bpems ctapeHus (Max Age)

HacTpansaembiii ananasoHn: 6 ~ 40 cek.

3Ha4veHuMe no ymonyaHuto: 20 cek.

®YHKLUMA: MAKCMMaNbHAA MPOAO/IKUTENbHOCTb, B TeyeHue KoTopolk BPDU moxkeT 6ObiTb
COXpaHEeH Ha ycTpoKcTBe.

OnwucaHue: Ecnn 3HaueHme Bo3pacTta coobueHns B BPDU 6onblue yKa3aHHOro 3HayYeHusn, Toraa
BPDU oTtbpacbiBaeTcs.

ﬂ * 3HayeHma Forward Delay Time, Hello Time u Max Age Time A0MXHbI
: COOTBETCTBOBaTb cneaytowmm TpebosaHunsam: 2 * (Forward Delay Time — 1 cek.) >
= Max Age Time; MakcumanoHoe BpemaA Bo3pacTta > = 2 * (Bpema npuseTtcTeus + 1
Cek.).
* PekomeHAyeTcA HACTPOMKA MO YMOYaHMIO.
CyeTyMK MaKCUMaNbHOro Koauyecrea xonos (Maximum Hop Count)
Hactpansaemblii ananasoH: 6 ~ 40.
3HayeHue no ymonyaHuto: 20.
®PYHKUMA: HACTPOMKA MAKCMMAJIbHOTO KOAMYEeCcTBa XOMnoB AnA perMoHa MST. MakcumanbHoe
KONMYEeCTBO XonoB perMoHa MST orpaHuuymMBaloT macwTtab pervoHa MST; makcumanbHoe
KO/IMYECTBO XOMOB ANA PErvMoHasbHOrO0 KOPHEBOr0 MOCTA - 3TO MaKCMMaJibHOEe KOJIMYecCTBO
Xonos pernoHa MST.
OnucaHue: HaunMHaA C KOPHEBOro MOCTa CBA3yloWero Aepesa B pernoHe MST M3 uncna xonos
BbluMTaetca 1, Korga naket BPDU npoxoauT 4yepes yCTPOWCTBO B pPErnMoHe. YCTPOMCTBO
oTbpacbiBaeT BPDU ¢ Homepom xona 0.

KOpPHEBOro MoCTa B pernoHe MST. YCTpOICTBO, He SABAAIOWEE KOPHEBbLIM,
NCNO/Ib3yeT KOHPUIypaLMIo XONOB KOPHEBOTO MOCTA.
*  PeKomeHAyOTCA HAaCTPOMKM NO YMONYAHMIO.

ﬂ * [JleiictBUTE@NbHA KOHOUIypaumsa TONbKO C MaKCMMaibHbIM KOJIMYECTBOM XOMOB

CueTumK 3aaepku nepeaaum (Transmit Hold Count)
Hactpausaembiii ananasoH: 1 ~ 10.
3Ha4yeHne No YMoI4aHuIo: 6.
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PyHKUMA: HACTPOMKA MaKCMMaNbHOro KoJsinyectBa naketoB BPDU, KoTtopbie MoryT 6bITb
OTNpaB/ieHbl MOPTOM B TEYEHME KaxKaoro nHrepsana «Hello».

®dunbrpauymna BPDU Ha rpaHuuHom nopty (Edge Port BPDU Filtering)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikio4eHO).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

PYHKUMA: BKAOYEHME W BbIK/OYEHUSA PEXMUMA MOJIYYEHUS U OTNPABKM FPAHMYHLIM MOPTOM
naketos BPDU.

3awwmTta ot BPDU Ha rpaHuMyHom nopty (Edge Port BPDU Guard)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikno4eHO).

3HauyeHKne no ymonyaHuto: Disabled (BbikntoueHo).

PYHKUMA: peXMM KOHTPOJIA nepexoga rPaHUYHOro NnopTa B OTK/OYEHHOE COCTOAHME M3-3a
NnoJsly4eHmn oWnBOK 1 Nepesarpysky npm npueme naketos BPDU.

BoccraHoBneHue nopta (Port Error Recovery)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikao4eHO).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

@PYHKLUNA: BKIIOYEHNE NAUN BbIKJAKYEHUE PEXMMA aBTOMATUYECKOro BOCCTAHOB/IEHMA NOpPTa M3
COCTOAHMA OWNOKM B HOPMabHOE COCTOAHME.

Taiim-ayT BocctaHoBneHua noprta (Port Error Recovery Timeout)

Hactpausaembiii ananasoH: 30 ~ 86400 cek.

®PyHKUMA: HACTPOMKa BPEMEHM BOCCTAHOB/IEHMA NOPTa U3 COCTOAHUA OWNMBKN A0 HOPMabHOrO
COCTOSIHUA.

2. Hacrtpoiika conoctasneHuns MSTI

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration Hame Region

Configuration Revision | |0

- [iSTionong]

MSTI | VLANs Mapped
10

METH

MSTI2

memz |27

msTia |47

MsTis |11-15.25

MSTI6

MSTIT

Puc. 234. Hactpolika conoctasneHuns MSTI
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Mma KoHdurypauum (Configuration Name)

HactpauBaembiii ananasoH: 1 ~ 32 cumBonoB.

3HayeHue no ymonvaHuto: MAC-aapec yCcTponcTsa.

®PyHKUMA: HACTPOMKA MMeHU permoHa MST.

Bepcua KoHdurypauyum (Configuration Revision)

Hactpausaembiii ananasoH: 0 ~ 65535.

3HayeHune no ymonyaHuto: 0.

®PyHKUMA: HACTPOMKA BepCcUn pernoHa MST.

OnucaHue: [MapameTpbl «BepcuA», «UMA perMoHa» W «Tabnuua conoctaneHma VLAN»
onpeaenaT pernoH MST, K KOTOPOMY NpPUHAANEKUT YCTPOMCTBO. Ecam Bce KOHMrypaumm
COBMAAAOT, YCTPOMCTBA HAXOAATCA B OAHOM permoHe MST.

ConocrasneHue VLAN (VLANs Mapped)

HacTpansaembit ananasoH: 1 ~ 4094.

®PyHKUMA: HacTponKa Tabanupl conoctaneHns VLAN B pernoHe MST. Mpu HaAMYMN HECKONBbKUX
VLAN Bbl morkeTe pasgenuTb VLAN 3anaton (,) u geducom (-), rae aepuc mcnonb3yertcsa ans
pasgeneHua AByx nocnenoBaTesibHbiX naeHtudpukatopos VLAN, a 3anaTada Mcnosb3yeTtca Ans
pasgeneHusa AByx HenocsenoBaTe/ibHbIX naeHTudmnKaTopos VLAN.

Onucanue: no ymonyaHumto Bce VLAN conocrasnawTcA € MHcTaHcom 0. OagHa VLAN
CONOCTaBAAETCA TO/IbKO C OAHUM MHCTAHCOM cBA3ytoLwero aepesa. Ecnm VLAN conoctasaneTca ¢
APYTMM MHCTAHCOM, npeaplaylliee conoctaBneHne oTmeHsaeTcA. Ecam conoctasneHne mexay
yKasaHHoM VLAN 1 nHcTaHcom 6bin10 yganeHo, ata VLAN 6yaeT conoctaBieHa ¢ MHcTaHcom 0.

3. HacTpoiika npMopuTeTa MOCTa 419 KOMMYTaTOpPa B yAa/IEHHOM MHCTaHCe.

~| mMsTI Priority Configuration |——
MSTI | Priority
* <= L
CIST 32768

MSTI1 (4086 |+
MSTIZ | 32768 |+
MSTI3 | 32768 |+
MSTIA | 32768 |+
MSTIS | 3276 |+
MSTIG | 32768 +
MSTIT | 32768 |+

L Save ” Reset ]

Puc. 235. Hactpolika npuoputeTa MocTa

Mpuopurer (Priority)
Hactpausaembit ananasoH: 0 ~ 61440 c warom 4096.
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3HayeHne No ymonyaHuto: 32768.

@PYHKLUMA: HACTPOMKA NPUOPUTETA MOCTa 419 KOMMYTATOPa B Y4aNEHHOM MHCTaHCe.

OnucaHue: NPUOPUTET MOCTa ONpeaensaeT, MOXeT M KOMMyTaTop 6biTb BbiGpaH B KayecTse
PEerMoHasibHOro KOPHEBOro MOCTa A/1 MHCTAHCA CBA3YIOWEro AepeBa. YemM MeHbLUEe 3Ha4YeHM e,
TEeM Bbile nNpuoputeT. YcTaHoBMB 60siee HU3KUIA NPUOPUTET, AaHHOE YCTPOMUCTBO MOXKET ObiTb
Ha3HaYeHO KOPHEBbIM MOCTOM CBSI3YIOLLErO AepeBa. YCTPOMCTBO ¢ noaaepKkon MSTP morKHO
HACTPOUTBL C Pa3HbIMM MPUOPUTETAMM B Pa3HbIX MHCTAHCAX CBA3YHOLLErO Aepesa.

HaxkmuTe <Save>, 4tTob6bl TEKYLLME HACTPOMKM BCTYNUAMU B CUNY.

4. Hactpotika noptos CIST

[ C1ST Normal Port Configuration |
Port | ¢ 210 Path Cost Priority | Admin Edge | Auto Edge S(‘;i"lic;g BPDU Guard P‘F"i:i‘r'.t"'
* O [« v|| ||<> v| [« v 0O 0O O < v
1 [Specific | [ | [128 %] [Non-Edge ¥] O O O
2 Specific | [10 [128 %] [Non-Edge v| O O O
3 Auto v [128 v [MonEdge ~| O O O
4 [Aute +| [128 | [NonEdgs +| O O O
5 O |awe  ~ [128 | [NonEdge v| O O O
6 O [Awe ~ [128 %] [Non-Edge v| O O O
70O |Aaw (128 »| [Non-Edge | O O O
B O [aute ¥ [128 %] [MonEdge +| O O O
s O | (128 ¥| [Non-Edge ]| O O O
10 O |Awo v [128 %] [Non-Edge | o O O
1 O |Auw v [128 % [MonEdge +| O O O
12 O [Ae v [128 %] [NonEdge ] O O O

el
o
w
®

Puc. 236. Hactpoiika noptos CIST

BknioueHue STP (STP Enabled)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).
3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).
®YHKUMA: BKAOYEHME U BblKntodeHne STP/RSTP Ha nopry.

| |+ TopT MSTP 1 TpaHKOBbI/ NOPT ABAAIOTCA B3aMMOMCKAoYaowmmu. Mopt MSTP
ﬂ Henb3s [06aBUTb K TPAHKOBOMY MOPTY; TPaAHKOBbIM MOPT He MOXKeT ObiTb
HacTpoeH KaKk nopt RSTP.
* He pekomeHayeTca, u4Tobbl nNOPTbl B  W30/AMPOBaAHHOW rpynne  6blan
O/IHOBPEMEHHO HacCTpoeHbl KaKk noptbl MSTP, a noptbl MSTP He moryT 6bITb
006aBNEHbl B U30/IMPOBAHHYO rpynny.

Ctoumoctb nytu (Path Cost)
HactpanBaemblit agnanasoH: Auto/Specific 1 ~ 200000000.
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3Ha4yeHuMe no ymonyaHuio: Auto.

@PYHKUMA: CTOMMOCTb NYTM MOPTA MCMNOAb3YETCA AN pacdeTa Hauaydwero nyTu. 3HayeHue
napameTpa 3aBMCUT OT MNPOMYCKHOM crnocobHocTM. Yem 6onblle 3HAYEHWE, TeM HUKe
CTOMMOCTb. Bbl MOXKeTe U3MEHUTb POab NOPTA, USMEHUB 3HAaYEHUE NAapaMeTPa CTOMMOCTHY NYTU.
YT106bI HACTPOUTL 3HaYEHUE, BPYUHYHO BbibepuTe «No» B none «Cost Count».

Mpuopurer (Piority)

HacTpansaembit ananason: 0 ~ 240 c warom 16

3Ha4yeHMe No ymonyaHumio: 128

PYHKUMA: HACTPOMKA NPUOPUTETA NOPTA, KOTOPbLIN ONpeaenaeT Poan nopTa.
ApMUHUCTPUpPOBaHUeE rpaHuYHoro nopra (Admin Edge)

Onuuu: Non-Edge/Edge.

3HavyeHue no ymondyaHuo: Non-Edge.

®PYHKUMA: HACTPOMKA NOPTA B PEXUM «TPAHMUYHbBIN NOPTY.

OnucaHue: ecnm MNOPT HANPAMYK MOAKAOYEH K TEPMUHANY M He MOAKAKYEH K APYyrum
YCTPOMCTBAM MM OOLLEMY CErMeHTy CeTW, MOPT CYMTAeTcA rpaHU4YHbIM. [PaHMYHBLIN MNopT
MOXET 6bICTpO, 6e3 3a4eprKKKN, NePeNTM U3 COCTOAHMA BIOKUPOBKN B COCTOAHME NEPECHINKN.
Mocne TOoro, Kak rpaHWYHbIA NOPT Nosiyd4aeT naketol BPDU, oH nepectaer 6biTb rpaHUYHbIM
nopTom.

FpaHKyUHbIN NOPT aBTOMaTUYecku (Auto Edge)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4eHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

®PyHKUMA: BKAOYEHWNE U BbIKAOYEHNE QYHKLMM 0OHaApYKEeHMA rPaHMYHOro nopTa.
OrpaHunueHue ponaum (Restricted Role)

Onuuu: Enabled/Disabled (BkatoueHo/BbikntoueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®PyHKUMA: NOPT C OrpaHNYEeHMEM POIN HUKOTAA He byaeT BbiIbpaH B KayecTBe KOPHEBOro NopTa,
Oaxke ecnm emy byaeT npenocTaBaeH HaUBbICLINIM NPUOPUTET.

OrpaHuuyeHume TCN (Restricted TCN)

Onuuu: Enabled/Disabled (BkatoueHo/BbiKkntoueHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

®yHKUMA: nopT ¢ orpaHuyeHHbIM TCN He 6yaeT akTMBHO oTnpasaATb coobuweHnsa TCN.

3awwmTa ot BPDU (BPDU Guard)

Onuwuun: Enabled/Disabled (BkatoueHo/BbIkato4eHO).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

PYHKUMNA: peXMM KOHTPONA Nepexoaa rPaHMYHOro NOpTa B OTKAOYEHHOE COCTOAHME U3-33
nosay4yeHua owmnbok 1 nepesarpysky npu npneme naketos BPDU.

PexXxnm TouKa-TouKa (Point-to-point)

Onuuu: Auto/Forced True/Forced False.

3HayeHue no ymonyvanuto: Auto.

®PyYHKUMA: HAaCTPOMKA TUNA NOAKNKYEHUA gnA nopTa. Ecnm nopT NoAKNOYEH K KaHaNy «TOYKa-
TOYKa», MOPT MOXKET BbICTPO NepeinTN B APYroe COCTOAHME.

OnucaHue: «Auto» 03Ha4yaeT, YTO KOMMYTAaTOP aBTOMATUYECKM onpeaenaeT TN JIMHUK CBA3MU
Ha OCHOBe TOro, 4Yto nopT paboTaeT B AynieKcHOM pexume. Ecnm nopt pabotaer B
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NOSIHOAYMN/NIEKCHOM PEXMME, KOMMYTAaTOP CYMTAET, YTO TUN KaHaNa, NOAKNOUYEHHOIO K NOPTY —
«TOYKa-TOYKa»; ecv NopT paboTaeT B NONyAYyNJAEKCHOM PeXXMMeE, KOMMYTaTOP CYMTAET, YTO TUN
KaHana, NOAKNIOYEHHOro K mopTy, ABaAeTcA obwum. MPUHYAUTENbHbIA TUMN CBA3KM «TOYKA-
TOYKa» O3HAYAET, YTO KaHaf, NOAKNOYEHHbIA K MOPTY, ABAAETCA KAHA/IOM «TOYKA-TOYKa». A
NPUHYAUTENbHbBIA OBLWMIA NOPT O3HAYAET, YTO KaHa, NOAKIOYEHHbIN K NOPTY, ABAAETCA 06LWMM
KaHanoMm.

5. Hactpoitka noptos MSTI.

Select MSTI [———

(MsTs v || Get |

Puc. 237. Bbibop MSTI

Bbi6op MSTI (Select MSTI)

HacTpausaemblii ananasoH: MST1~MST7

3Ha4yeHMe No ymonyaHuto: MST1

®PyHKUMA: BbIbepuTe MSTI, Haxkmute <Get>, 4TOObI NEPENTU Ha CTPAHULYY HACTPOMKM MOPTOB

MSTI, KaK NoKa3aHo Ha cnegytouiem puc. 238.

~| MSTI Normal Ports Configuration |
Port | Path Cost | Priority
© e v| |<> |w|
1 [Aute || | [128 v
2 [Auto v | | [128 %]
3 [Aute || | [128 v
4 [Auto v | | [128 %]
5 [Auto || | [128 v
6 [Aute || | [128 %]
7 [Aute v | [128 v
8 [Aute || | [128 %]
9 [Aute || | [128 v
10 [Aute v | [128 %]
1 (Ao ]| | [128 v
12 |Auto v 1128 v |

L Save ” Feset ]

Puc. 238. Hactpoiika noptos MSTI
Ctroumoctb nytu (Path Cost)
HacTpamnBaemblii agnanasoH: Auto/Specific 1 ~200000000.
3Ha4yeHne no ymonyaHuio: Auto.
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®PYHKUMA: HACTPONKA CTOMMOCTHM NYTU NOPTA B MHCTAHCE HAa3HAYEHUA.

OnucaHme: CTOMMOCTb NYyTU MOPTa MCNONb3YeTCA ANA pacyeTa ONTUMA/IbHOrO NyTU. 3HaYeHue
napameTpa 3aBMCUT OT MPOMYCKHOW cnocobHocTM. Yem 6onblwe 3HAYeHWE, TeM HUXKe
CTOMMOCTb. M3MeHeHWe CTOMMOCTM NyTU K MOPTY MOXKET M3MEHUTb NyTb Nnepefayn mexay
YCTPOMCTBOM U KOPHEBbLIM MOCTOM, TEM CaMbIM U3MEHMB Posb nopTa. MopT ¢ nogaepKKon
MSTP mo»KeT bbiTb HAaCTPOEH C Pa3/IMYHOMN CTOMMOCTbIO NYTU B Pa3HbIX MHCTAHCAX CBA3YIOLLEro
aepesa.

Mpuopurer (Piority)

Hactpansaembit ananason: 0 ~ 240 c warom 16

3Ha4yeHMe No ymonyaHumio: 128

®PyHKUMA: HACTPOMKA NpMopUTETa NOPTA B UHCTAHCE HAa3HAYEHMUA.

OnucaHue: npuopuTeT nopta onpegenset, byaet M oH BbibpaH KOPHEBbIM MOPTOM. OPT C
6onee HU3KUM npuopuTeTom byaeT BbiIbpaH KopHeBbIM MopTom. MopTbl ¢ Nnoaaepkkon MSTP
MOTYT 6bITb HACTPOEHbI C PA3HbIMW NMPUOPUTETAMMU U UIPaTb Pa3Hble POAN B Pa3HbIX MHCTaHCAX
CBA3YHOLLEro AepeBa.

6. NpocmoTp cTaTyca mocTa.

STP Bridges

: Root Topolo Topolao
=L EoEE I iD [ Port | Cost Flagm' Char‘:geli!:st
CIST 32768.00-01-C1-00-00-00 32768.00-01-C1-00-00-00 - 0  Steady -
MSTI1 32769 00-01-C1-00-00-00 32769.00-01-C1-00-00-00 E 0  Steady E
MSTI3 32771.00-01-C1-00-00-00 32771.00-01-C1-00-00-00 - 0  Steady -
MSTI4 32772.00-01-C1-00-00-00 32772 .00-01-C1-00-00-00 - 0  Steady -
MSTI5 32773.00-01-C1-00-00-00 32773.00-01-C1-00-00-00 - 0  Steady -

Puc. 239. OTob6pakeHune cTaTyca MocTa

7. NpocmoTp cTatyca nopTta STP.

STP Port Status

Port | CISTRole [ CIST State | Uptime
1 DesignatedFort Forwarding  0d 01:03:13
2 DesignatedPort  Forwarding  0d 00:03:32
3 BackupPort Discarding  0d 00:03:32
4 [Disahled Discarding -
5 Mon-3TP Discarding -
6 Mon-3TP Discarding -
7 Mon-3TP Discarding -
g Mon-3TP Discarding -
Y Mon-3TP Discarding -
10 MNon-STP Discarding -
11 Mon-STP Discarding -
12 Mon-STP Discarding -

Puc. 240. OTobparkeHue craTyca nopta STP
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8. MpOoCMOTp CTAaTUCTMKM NaKkeToB nopTa STP.

STP Statistics

Port Transmitted Received Discarded
O™ 'MSTP [ RSTP [ STP [ TCN | MSTP [ RSTP [ STP | TCN | Unknown | lllegal |
1 1960 1180 0 0 0 0 0 0 0 0
2 164 0 0 0 3 0 0 0 0 0
3 3 0 0 0 164 0 0 0 0 0
Puc. 241. OtobparkeHune CTaTUCTUKM NnakeToB nopta STP
18.5.5. [lpumep TMNOBON HACTPOMKM

KaK nokasaHo Ha Puc. 241, kommyTatopbl A, B, C n D npuHagnexat ogHOMY U TOMY Ke permoHy
MST. VLAN, oTme4yeHHble KpacHbIM, O03Ha4yalT, 4To naketbl VLAN moryT 6biTb nepegaHbl Nno
KaHanam cBasu. Mocse 3aBeplieHma HacTpomMKkM nakeTbl VLAN MOXKHO nepecbinatb Mo pasHbim
MHCTaHCam cBAasytowero gepesa. MNaketbl VLAN 10 nepecblnatoTca NO MHCTAHCY 1, a KOPHEBbIM
MOCTOM MHCTaHca 1 agnaetca KommyTtaTop A. lNakeTbl VLAN 30 nepecbinatotca No UHCTaHCy 3, a
KOPHEBOW MOCT MHCTaHca 3 - 3To KommyTaTop B. MakeTbl VLAN 40 nepecblnatotca N0 MHCTAHCY
4, a KOpHEBOMW MOCT MHCTaHca 4 - 3to KommyTaTop C. MakeTtbl VLAN 20 nepecbinatoTcs no
MHcTaHcy 0, a KOpHEBbIM MOCTOM MHCTaHca 0 ABnAeTcA KommyTaTop B.

Kommytatop A KommyTatop B

Mopt 1

All VLANs

VLAN 20,VLAN 40

Q

Kommytatop C

KommyTtatop D

Puc. 242. Mpumep TMNOBOM HACTPOMKK MSTP

HacTpoika kommyTtatopa A:

1. Co3paiite VLAN 10, 20 n 30 Ha KommyTaTtope A; Ha NOpPTax yCTaHOBUTE paspelleHne Ha
NPOXoXKAeHWe NakeTos cooTeeTcTByrowmx VLAN.

2. BkatounTte rnobanbHbi npotokon MSTP (cm. puc. 233).
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3. 3apganTte ana umeHu pernoHa MST 3HaueHne «Region», a ana napametpa «Revision» - 0 (cm.
puc. 234).

4. Co3pgainte MSTI 1, 3 n 4 n conoctasbte VLAN 10, 30 n 40 ¢ wnHctaHcamu 1, 3 u 4
COOTBETCTBEHHO (CM. puc. 234).

5. YctaHoBuTe npuoputeT mocta Kommytatopa B MSTI 1 Ha 4096 u coxpaHuTe npuoputeTt no
YMONYAHUIO B APYrUX MHCTaHCax (cm. puc. 235).

HacTtpoika kommyTtaTopa B:

1. Co3ganite VLAN 10, 20 u 30 Ha KommyTaTope B; Ha mopTax yCTaHOBUTe pa3pelleHue Ha
NpoxoXxaeHue naketos cooTseTcTBYOWMX VLAN.

2. Bkntounte rnobanbHbIn npotokon MSTP (cm. puc. 233).

3. 3aganTte ana umeHn pernoHa MST 3HaueHne «Region», a ana napametpa «Revision» - 0 (cm.
puc. 234).

4. Cospante MSTI 1, 3 n 4 n conoctasbte VLAN 10, 30 n 40 ¢ uHcTaHcamun 1, 3 n 4
COOTBETCTBEHHO (cMm. puc. 234).

5. YctraHoBuTe npuoputer mocta Kommytatopa B MSTI 3 u MSTI O Ha 4096 n coxpaHute
NPUOPUTET MO YMOJIHaHUIO B APYrMX MHCTaHcax (cm. puc. 235).

HacTtpoika kommyTatopa C:

1. Co3pgarite VLAN 10, 20 n 40 Ha KommyTtaTope C; Ha MopTax YCTaHOBUTe paspelleHMe Ha
npoxoxaeHue naketos cooTseTcTByOWMX VLAN.

2. Bkntounte rnobanbHbin npotokon MSTP (cm. puc. 233).

3. 3apganTe ana umeHn pernoHa MST 3HaueHune «Region», a ana napametpa «Revision» - 0 (cm.
puc. 234).

4. Co3paitte MSTI 1, 3 n 4 n conoctasbte VLAN 10, 30 n 40 ¢ uHcTaHcamun 1, 3 n 4
COOTBETCTBEHHO (CcMm. puc. 234).

5. YcTaHoBUTE npuoputeT mocta KommyTtatopa B MSTI 4 Ha 4096 u coxpaHuTe npuoputeT No
YMOJIHaHUIO B APYrMX MHCTAHcax (cm. puc. 235).

HacTtpoika kommyTatopa C:

1. Cospaiite VLAN 20, 30 n 40 Ha kommyTatope D; Ha nopTax ycTaHOBUTE paspelleHue Ha
npoxoxgeHue naketos cooTseTcTByOWMX VLAN.

2. Bkntounte rnobanbHblt npotokon MSTP (cm. puc. 233).

3. 3aganTte ana umeHn pernoHa MST 3HaueHue «Region», a ana napameTpa «Revision» - 0 (cm.
puc. 234).

4. Co3pgainte MSTI 1, 3 n 4 n conoctasbte VLAN 10, 30 n 40 ¢ uHcTaHcamun 1, 3 n 4
COOTBETCTBEHHO (CcMm. puc. 234).

Korna pacuetr MSTP 3aBepiueH, MSTI Kaxaon VLAN BbirnaguT cneayowmm obpasom:
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KommayTaTtop A KommayTaTtop B KommyTaTtop A Kommytatop B

KommyTaTop C HommyTaTtop C KommytaTtop D

WHcTanc 1, cooTeeTcTeyiowmid VLAN 10 WMHCTaHC O, CooTBETCTEYHOWMIA VLAN 20
RommayTatop A KommyTatop B

KopHesod

HopHesod

RompayTaTtop C KommytaTop D

HommyTaTop D

WHCTEHC 3, COOTBETCTEYHOWMIA VLAN 30 WHCTaHC 4, COOTEETCTBYIOWMA VLAN 40

---— BnokMposaHHbBIE KaHanbl B cooTeeTcTBMK ¢ pacuetom MSTP

Puc. 243. NHcTaHCbI cBA3YIOLLLEro AepeBa ana Kaxxaon VLAN

19. ABapmiinas curnaansamus (Alarm)
19.1. BeepeHue

[aHHaA cepmAa KOMMYTATOPOB NOAAEPKMBAET Cneaytowme TUMNbl aBaPUIMHOM CUTHANN3ALNMK:

e ABapuiiHas CcWUrHanmMsauua snekTponutaHua (Power alarm): ecnn BKAOYEeHa AaHHan
dYHKLUMA, aBapuiiHas cuUrHanusauma byaet cpabatbiBaTb B ciydae npobsem € OAHUM M3
WUCTOYHWKOB 3N1EKTPONUTAHMS;

e ABapuiiHasa curHanmsauma mcnonb3osaHua Mamatn/LUMN (Memory/CPU Usage Alarm): ecau
3Ta OYHKUMA BKAKOYEHA, aBapwuiiHas CUrHanu3auuma cpabaTtbiBaeT, Korga MCnosib3oBaHue
Mamatn/LN npeBblwaeT yKa3aHHbIN NOpPOr.

e ABapuiiHasa curHanmusauma npu KoHoaunkre IP u/mnn MAC agpecos (IP/MAC conflict alarm):
ecNn JaHHaA GyHKUMA BKAKOYEHA, aBapuMHaa curHanmsauma byaet cpabaTbiBatb B cayyae,
ecnu B cetTn byayTt obHapykeHbl ogmMHakosble IP u/munmn MAC agpeca;

e ABapuiiHasa curHanmsaums Ha nopty (Port alarm): ecnu BkAwoyeHa pAaHHaa yHKUMSA,
aBapuiHas curHanuMsauma bOyaeT cpabaTbiBaTb B C/Ayvyae noaydyeHMn WHbopmauum o6
OTK/IIOYEHMWN COOTBETCTBYHOLWEro nopTa (coctoaHue Link Down).
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* ABapuiHas curHanusauma konoua (Ring alarm): ecnm BkAoYeHa [aHHaA QyHKUMA,
aBapuiHas curHanmnsauma 6yaet cpabaTtbiBaTb B C/ly4ae HapPyLUEHWA KO/bLEBOM TONOIOMUN,
T.€. Pa3MbIKaHMM KOMbLA.

ABapuitHaa curHanmsauma CRC n notepm naketoB (CRC and Packet Loss alarm): ecam aTta
bYHKLUMA BKAOYEHA, aBapuiMHAa curHanmsauma byaet cpabaTbiBaTb, KOrga KoaM4ecTBO
ownbok CRC/noTepun NakeToB Ha NOPTY NPEBbLILLAET yKa3aHHbI NOPOT.

ABapuitHaa curHanusauma no ckopoctu nopta (Port Rate Alarm): ecan 3sta ¢yHKums
BK/IOMEHA,  aBapuiMHaA  curHanmsauma  byaet  cpabatbiBaTb, KOrga  CKOpOCTb
BxogsaLlero/mcxoaawero TpadmKa NopTa NPeBbIWAET YKa3aHHbIM NOpor.

e ABapuiiHaa curHanusauma ana moayna SFP.

' ' | ®yHKUMIO aBapuUMHOW curHanmsaumm Konbua (Ring alarm) noapepkmBatoT TONbKO
: Macrtep Konbua Sy2-Ring u kopHeBon kKommyTtaTop Sy2-RP.

19.2. HacTpolika yepe3 WEB-uHTeppenc

1. Hactpoiika M oTOobpa)eHue aBapUMHbIX CUrHaNOB MO MUTAaHUIO W UCMONb30BaHMIO
namaTtun/CPU.

Alarm Configuration

Alarm Type | Enable | Threshold | Margin Value | Status

Power Alarm Poweer-1: Power Down | Power-2: Power O
htern Lsage Alarm 85 [B0~100) 5 (1~20) Marmal
CPU Usage Alarm 85 E0~100) & (1~20) Marmal

Puc. 244. Hactpolika aBapuiMHOM curHanumsaumm
ABapuitHaa curHanusauyua nutaHusa (Power Alarm)
Onuwuun: Enabled/Disabled (BkntoueHo/Bbikato4eHo).
3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).
®YHKLMA: BKAKOYEHUE U BbIK/IOYEHME aBAPUIMHOM CUTHANIN3AL MM SNEKTPOMNUTAHUS.
Craryc (Status)
Onuuun: Power On/Power Down (MutaHue BKkAtoYeHO/MUTaHME BbIKNOYEHO).
OnucaHue: «Power On» 03HayaeT, YTo NUTaHUE NOAKAYEHO U paboTaeT HopmasibHO. «Power
Down» 03Ha4aeT, YTo NUTaHME OTKJIIOYEHO UK paboTaeT co cboamu.
ABapwuiiHaa curdanmusauma Mamatn/UN (Mem/CPU Usage Alarm)
Onuwuun: Enabled/Disabled (BkatoueHo/BbikatoueHo).
3HavyeHue no ymondaHuio: Disabled (BbikntoueHo).
PYHKUMA: BKIIOYEHNE M BbIKAOYEHME aBAPUMHOM CUrHanmMsauuu, coobuwatowein 06 owmnbkax
namaTtu nam L.
Noporosoe 3HaueHue (Threshold (%))

Hactpausaembiit amanasoH: 50 ~ 100.
3Ha4yeHue No ymosnyaHuto: 85.
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®yHKUMA: HACTPOMKaA nopora ucnonb3oBaHusa namatu/UN. Koraa ncnonbsosaHne namatu/LMN
KOMMYTaTOpa NPEeBbIWAET NOPOroBOe 3HAYEHUE, FTEHEPUPYETCA aBaPUIAHbBIA CUTHA.
[onycTtumoe OTKNOHEHUE OT NOpPOrosoro 3HaueHua (Margin Value (%))

Hactpausaembiit ananasoH: 50 ~ 100.

3Ha4yeHuMe no ymonyaHumio: 85.

®PYHKUMA: HACTPOMKa 3HAYEHMA AONYCTUMOrO OTKAOHEHWMA OT MNOPOrOBOr0 3HAYEHWUSA
ncnonb3oBaHMA namatu/LN.

OnucaHune: ecan wucnonb3osaHue namaTu/LIM Konebnetca OKOMO MOPOroBOro 3HauyeHwus,
CUTHaNbl TPEBOTM MOTYT MOBTOPHO reHepMpoBaTbca 1 cbpacbiBaTbca. YToObI NpeaoTBpPaTUTL 3TO
AB/IEHME, Bbl MOXKETEe yKa3aTb 3Ha4YeHMe AO0MNYyCTUMOro OTK/IIOHEHWS NOPOroBOro 3HavyeHus (no
ymonyaHuio 5%). ABapuiHbIA curHan 6OyaeT cbpolweH TONbKO B TOM C/yyae, ecau
ncnosb3osaHMe namAtu /LM HWXKe NOpPOroBoro 3HaYeHWs Ha BeAUYMHY 3anaca uau bonbuie.
Hanpumep, nopor Mcnonb3oBaHWA NamATU yCcTaHOBAeH Ha 60%, a 3Ha4YeHMe [OMNYCTUMOro
OTK/NIOHEHUA YCTaHOBAEHO Ha 5%. Ecan Mcnonb3oBaHMe NaMATUM KOMMYTAaTOpa MEHbLUe UK
paBHO 60%, cMrHan TpeBOrn He reHepupyeTca. Ecam ncnonbloBaHne namsaTu npesblwaeT 60%,
byaer creHepupoBaH CUrHan TpeBOru. ABapWIMHbLIN CUrHaN OydeT cOpoleH TO/IbKO B TOM
cNyvae, eCam UCnoab3oBaHMeE NAMATU PaBHO MAM MmeHblue 55%.

CraTtyc aBapuitHoi curHanusauyum (Alarm Status)

Onuuun: Normal /Alarm.

OnucaHune: oTobpakeHue COCTOAHMA MUCnosib3oBaHMA namAatv/LN kKommyTtaTopa. «Alarm»
03HayaeT, YTo Ucnonb3oBaHKe namaTu/LMN npesbilwaeT NOporosoe 3Ha4YeHue.

2. Hactpoiika M oTobpakeHue aBapuUMHOW CUTHaNM3aumm npu KoHoaukTe IP u/man MAC
afpecos.

IP,MAC Conlict Alarm

Alarm Hame | Alarm Enable | Status | Check Time
P MAC Conlict IP-Conflict | Mac:Mao Conflict |3EIEI |1BD-EUU SECS

Puc. 245. HacTpolika aBapuinHOM curHanmnsauum npu koHpamkre IP u/vnm MAC agpecos

ABapwmiiHasa curHanusauma koHdpaukra IP u MAC agpecos (IP, MAC Conflict)

Onuuu: Enabled/Disabled (BknatoueHo/BbikntoueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

OYHKUMA: BKAKOYEHME U BbIK/HOYEHNE aBaPUIMHON CUTHAaNU3aumumn npu KoHpamkre IP u/mnn MAC
aapecos.

Cratyc (Status)

Onuuu: Conflict/No Conflict (Ectb KOHGAUKT/HET KOHPAMKTA).

OnucaHune: ecnn Bo3HMKaeT KoHPAMKT IP/MAC aapecos, otobpaxkaetca «Conflict»; B
npoTnBHOM cnyyae otobparkaetca «No Conflict».

Noporosoe 3HaueHue (Check Time)

Hactpausaembit amanasoH: 180 ~ 600 cek.
3HaveHune no ymonyaHuto: 300 cek.
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®yHKUMA: HAacTpPOMKa MHTepBaia 0bHapy»keHuAa KoHdankTos IP/MAC agpecos.

3. HacTpoiika n oTobpakeHune aBapuiiHon curHanmsaumm Sy2-Ring.

Sy2-Ring Alarm Configuration

Domain ID | Enable | Status
*
1 Sy2-Ring Open

Puc. 246. Hactpolika aBapuitHoM curHanusaumm Sy2-Ring

ABapuitHaa curHanusayma Sy2-Ring (Sy2-Ring Alarm Configuration)
Onuwuun: Enabled/Disabled (BkntoueHo/BbikAto4eHO).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

PYHKUMA: BKAOYEHNE U BbIKAOYEHWE aBapUIMHON curHanmsaumm Sy2-Ring.
Craryc (Status)

Onuuun: Sy2-Ring Close/Sy2-Ring Open.
Onwucanue: «Sy2-Ring Close» 03Ha4yaeT, YTO KO/bLO 3aMKHYTO. «Sy2-Ring Open» 03Ha4aeT, 4To
KOJIbLLO Pa30OMKHYTO WM HaxoAuTcs paboTaeT ¢ owmnbkamu.

4. HacTpolika n oTobparkeHne aBapuitHoin curdanmsaumm Sy2-RP.

Sy2-RP Alarm Configuration

Domain ID | Enable |  Status
*
1 Sy2-RP Qpen
2 -

[ Submit ][ Reset]

Puc. 247. HacTpolika aBapuiHoM curHanmsaumm Sy2-RP

ABapwmiiHasa curHanusauma Sy2-RP (Sy2-RP Alarm Configuration)

Onuwuun: Enabled/Disabled (BkntoueHo/Bbikao4eHO).

3HayeHWe no ymonyaHuto: Disabled (BbikntoueHo).

®PYHKUMA: BKAOYEHUE W BbIKAKOYEHWE aBAPUIMHOM cUrHanm3aumm Sy2-RP.

Cratyc (Status)

Onumun: Sy2-RP Close/Sy2-RP Open.

Onwucanune: «Sy2-RP Close» 03Ha4aeT, YTo KO/bLO 3aMKHYTO. «Sy2-RP Open» 03HayaeT, 4To
KO/IbLLO Pa30OMKHYTO MK HaxoguTcA paboTaeT ¢ ownbramum.
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5. HacTpoiika n oTobparkeHne aBapuinHOM CUrHAIM3aL MM Ha NOPTY.

Port Alarm Configuration

Port [ Enable [ Status
=
1 Link Up
2 Link Down
3 Link Down
4 O —
5 O
6 ] -
7 O
3 O -
9 O

10 ] —

Puc. 248. Hactpolika aBapMinHOM CUrHAAN3aLUMN Ha NOPTY

ABapuitHaa curHanusayma Ha nopty (Port Alarm Configuration)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®YHKLMA: BKAKOYEHUE U BbIKNHOYEHME aBapPUIMHOM CUTHAAN3aL MM Ha NOPTY.

Craryc (Status)

Onuwmu: Link Up/Link Down.

Onucanue: «Link Up» o03HayaeT, 4YTo NOPT HAXOAWUTCA B COCTOAHWUW MOAKAIOYEHUS U
obecrneunBaetr HopMasbHyl cBf3b. «Link Down» o03HayaeT, 4YTO MNOPT OTKAWYEH WU
npowsollesn cbomn ceaA3sun.

6. Hactpolika 1 oTobpaxeHue aBapuinHon curHanusaumm CRC 1 noTepu NakeTos.

CRC and Pkt Loss

- [ CRC [ Pkt Loss
[ Enable | Threshold [ Status [ Enable | Threshold [ Status
* pps pps
1 pps prs
2 prs prs
3 prs prs
4 pps pps
5 pps pps
6 pps pps
7 pps pps
8 pps  Mormal pps Mormal
3 pps prs
10 ,1—| pps ,1—| pps

Puc. 249. Hactpowka aBapuitHon curHanmsaumm CRC 1 notepum nakeTos

info@symanitron.ru Www.symanitron.ru




SEWM20GT-D

SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe

ABapwuiiHaa curHanusauma CRC u notepu naketos (CRC/Pkt Loss Alarm)

Onuuu: Enabled/Disabled (BkntoueHo/BbikntoueHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoueHo).

®PYHKUMA: BKAKOYEHUNE M BbIKAKOYEHME aBAPUIMHOM curHanusaunm CRC n notepum nakeTos.
Moporosoe 3HaueHue (Threshold)

HacTpanBaemsblit gnanasoH: 1 ~ 1000000 pps (nak/c).

PyHKUMA: HacTpoMKa noporoeoro 3HavyeHnsa CRC 1 noTepu nakeToB Ha NopTy.

Cratyc (Alarm Status)

Onuwuun: Alarm/Normal.

OnucaHue: oTobparkeHne ctaTyca notepu CRC/MakeToB Ha nopty. «Alarm» o3HauaeT, 4TO
notepu CRC/MaKeToB Ha NOPTY NPEBbILLAIOT NOPOroBOe 3HaYEHME.

7. Hactpoliika n otobparkeHne aBapuinHOM CUrHAIM3aLLMM NO CKOPOCTU NOPTa.

Port Rate Alarm

Input Rate Alarm Qutput Rate Alarm
Enable | Threshold | Unit [ Status | Enable | Threshold | Unit [ Status

= [ I

|bps |bps

Port

*

-

bps |bps

|bps |bps

 bps |bps

|bps |bps

[bps [bps

|bps |bps

[bps [bps

1 Y Y e O
OO O0oonooomBEm @

| |
| |
| |
| |
[bps [] [bps [~]
| |
| |
| |
| |
| |

—
o

|bps |bps

Puc. 250. Hactpolika aBapuiHOW CUrHaAn3aLUmMm no CKOpocTK nopTa

ABapuiiHaa curHanusaumMa CKoOpocTu Bxogawero/ucxogawero Ttpadpuka (input rate
alarm/output rate alarm)

Onuuu: Enabled/Disabled (BkatoueHo/BbiKkntoueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®yHKUMA: BK/lOYEHME U BbIK/IIOYEHME  aBapUIMHOM  CUTHANM3AUMM  CKOPOCTU
Bxogsulero/ucxoasuiero Tpaduka.

MNoporosoe 3HaueHue (Threshold)

HactpamnBaembiii agnanasoH: 1 ~ 1000000000 bps (6ut/c) nan 1 ~ 1000000 kbps (K6ut/c).
®yHKLMA: HAaCTPOMKa NOPOroBOro 3Ha4YeHuA TpadmrKa Ha NopTy.

Cratyc (Alarm Status)

Onuwuun: Alarm/Normal.

OnucaHune: oTobpaskeHue cTaTyca TpaduKa Ha nopTy. «Alarm» o3HayaeT, 4yTo CKOPOCTb
BxogsaLero/mcxoaawero TpadmKa Ha NOPTY NPEBbLILLAIOT MOPOrOBOE 3HAYEHME.
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8. HacTpolika n otobpakeHne aBapuMMHON CUTHANM3aLMM NUTaHUA Ha nopTy RX y SFP.

Soft Alarm

Port | Enable | Threshold{40.0~8.2) | Status
* [ dBrn
9 220 dBm  Alarm
10 [ 220 dBrn

Hard Alarm Mode

| Hard Alarm Mode | Enable E |

Hard Alarm Status

Port RX Power Alarm TX Power Alarm
Current Value | High Alarm State | Low Alarm State | Current Value | High Alarm State | Low Alarm State
g -40.5 Marrmal Alarm -8.6 Marrnal Marrnal

Puc. 251. HacTpolika aBapMnHOM CUTHaAAU3aUMmM NUTaHUa Ha nopTy RX y SFP

ABapuitHaAa cMrHaausayuMa no nporpammHomy obecneuenuio (Software Alarm)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

PyYHKUMA: BKAOYEHNE N BbIKOYEHWE aBaPUIMHOM CUTHanM3aLumm Ha nopTy RX y moayns SFP.
Noporosoe 3HaueHue (Threshold)

HacTtpauBaemblit AgnanasoH: -40 ~ 8,2 dBm (abm).

3HayeHue No ymonyauHuio: -22,0 dBm (abm).

®PyHKUMA: HAaCTPOMKA NOPOroBOro 3HaYeHUA aBapUMHON CUrHanM3auuMm Ha nopty RX y moayna
SFP.

Cratyc (Alarm Status)

Onuwmn: NotSupportDDM/NotExist/Normal/Alarm.

®PyHKUMA: aBapuitHasa curHanmsauma MO oTHOCUTCA K MOPTY, NPUHUMAIOLLEMY aBapUMHbLIN
curHan. Heobxoammo, 4tobbl moaynb SFP noaaepkmnsan ¢yHkumio DDM. Ecnm moaynb SFP He
BCTaBJ/IEH B NOPT, TO oTobparxKaetca cratyc «NotExist». Echu moaynb SFP BCcTaBneH, HO Npu 3TOM
DDM He noapaep:xkuaetcs, otobpaxkaetca cratyc «NotSupportDDM». Ecnm BCcTaBneH moaynb
SFP c nopaep»kkoit DDM 1 MOLWHOCTb NPUHMMAEMOTO ONTUYECKOTO CUIHaNA HUXKE NOPOroBoro
3HauyeHuA, To byaeT creHepmpoBaH cTaTyc «Alarm». Ecnm BcTaBneH moaknb SFP ¢ nogaeprkkomn
DDM » MOWHOCTb NPMHMMAEMOTO ONTUYECKOTO CUTHANA HE HUXKE NMOPOroBOro 3Ha4YeHuA, Toraa
oTtobparkaetca ctatyc «Normal».

ABapuitHaa curHanusauyma obopyaosaHusa (Hardware Alarm)

Onuwuun: Enabled/Disabled (BkatoueHo/BbikatoueHo).

3HavyeHue no ymonyaHuio: Disabled (BbikntoueHo).
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®PyHKUMA: BKAOYEHME U BbIKAOYEHME aBAPUMHOWM  CUrHaNM3auuMM Mo annapaTHoOMy
obecneyeHuto moaynsa SFP.

Cratyc (Alarm Status)

Onuwnn: Alarm/ Normal.

®PyHKUMA: oTObpaxeHWe COCTOAHWA aBaAPWIMHOrO curHana obopyaosaHusa nuTaHua SFP.
MoaaepsknBaeT aBapuiiHYIO CUTHaAU3aumMio NuTaHna moayna SFP Ha noptax Tx/Rx, HO nopor
cpabaTtbiBaHMA TX He HacTpamBaeTcA.

20. IMpoBepka kanaua cBsizu (Link Check)
20.1. BeegeHune

MpoBepKa KaHafa CBA3W npegnonaraeT MNepuoanYecknn obmeH WHboOpmauuen mexay
CneunanbHbIMM NPOTOKONAMU NAKETOB AaHHbIX ANA OLEHKM BO3MOMKHOCTU COeAMHEHUA W
oTobparkeHMa COCTOAHUA CBA3M Ha nopTy. Mpu nonyyeHun nHGOpMaLMM O HEUCNPABHOCTY,
npobaemy MOKHO BOBPEMA OOHAPYKUTb N YCTPAHUTb.

MopT, 418 KOTOPOro BK/OYEHA NMPOBEpPKa COCTOAHMA KaHana, nepuoamnyeckn (Kaxkaple 1 cek.)
OTNpaBAAeT NakeTbl NPOBEPKM KaHana CBA3W ANA NPOBEPKM €ro coctoaHuAa. Ecam nopt He
nosly4yaeT nakeT NPOBEPKM KaHana oT O4HOPAHroBOro y3na B TeyeHMe nepuoga Talm-ayTa (5
CeK.), 3TO yKas3blBaeT Ha TO, YTO KaHan CBSA3M HEWCNpaBeH, a NOPT OTObpa*kaeT COCTOoAHWE
ownbkM Rx. Ecnnm nopT nonyyaetr nakeT NPOBEPKM CBA3U OT OAHOPAHIOBOro Yysna W
oTobparkaeTcs, YTO MaKeT NPOBEPKM CBA3WM MOJIYYEH C JIOKANbHOrO y3n1a B TeyeHue nepuoaa
Tam-ayTa (5 ceK.), NOpT NOKa3bIBaET, YTO OH HaxoAuTca B paboTocnocobHom cocToAHuKU. Ecam
NnopT No/sy4yaeT NakeT NPOBEPKM CBA3M OT OA4HOPAHIOBOrO y3na, HO OTobparkaeTcs, YTO NaKeT
NPOBEPKMN CBA3N HE MOJIyYEH C IOKANIbHOTO y3/1a B TeYeHue nepuoga Tanm-ayTa (5 cek.), nopt
oTobparkaeT cocTtoAHMe owunbkm Tx. Ecam K nNopTy He NOAKAOYEH KaHan CBA3M, NOPT
oTobparkaeT cTatyc «Link down».

MopT, ANA KOTOPOro OTK/KYEHA NPOBEpPKa CTaTyca cBsA3M, paboTaeT B NacCMBHOM pexume. To
€CTb OH He OTNpPaB/AEeT NakeT NPoBepKMU cBA3n. OAHAKO Nocae NoayvyeHUs MakeTa MpPoBepKu
CBA3M 3TOT NOPT HEMEA/IEHHO BO3BPALLLAET NaKeT NPOBEPKU CBA3U, YTOObI MPONHPOPMMPOBATL
APYryto CTOPOHY O TOM, YTO OH NOAYYWU MAKET NPOBEPKM CBA3W.
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20.2. HacTtpomka yepe3 WEB-uHTepdeiic

1. Hactporika ¢yHKLMM NPOBEPKM KaHa/la CBA3MW.

Link Check Configuration
Port | Enable | Status
:
1 Rux Fault
2 Mormal
3 Mormal
4 Down
5 .
6 ] -
7 L
8 C] -
g L
10 [] -
[ Submit H Reset ]

Puc. 252. Hactpoiika GyHKUMM NPOBEPKM KaHana cBA3N

BkntoueHue (Enable)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®YHKUMA: BKAKOYEHME U BbIKAOYEHME GYHKLMM NPOBEPKM KaHana CBA3MN.

| | Echn oaHopaHroBoe ycTPOMCTBO He MNoAaAep’KMBaeT 3Ty YHKUMIO, OHA AOJIXKHA
6bITb OTK/IOYEHA HA MOAK/IIOYEHHOM MOPTY SIOKA/IbHOTO YCTPOMCTBA.

Cratyc (Alarm Status)

Onuwmun: Up/Normal/--/Rx Fault/Tx Fault/Down.

®yHKUMA: ecan gns NopTa BKAoYeHa GYHKLUMA NPOBEPKU CBA3KU M MOPT OTNpaBadeT/npMHMmaert
AaHHble B 06bIYHOM pexkmume, oTobpaxaetca ctatyc «Normal». Ecnv oaHOpaHrosas CTOPOHa He
nonyyaeTt NoATBEPKAAOLIME MaKEeTbl OT YCTPOMCTBA, OTObpaxaerca craTyc «Tx Fault». Ecau
YCTPOMCTBO He MoJjlydyaeT noATBepXKAatowme nakeTbl OT OA4HOPAHroOBOro y3na, otobpakaercs
ctaTyc «Rx Fault». Ecan nopT He NoAKAoUYeH K ceTn, oTobpaxkaetca crtctyc «Down». Ecan ana
nopTa He BKAOYEHA MPOBEpKa CBA3WU, oTobparkaeTca CTaTyCc «--». B MOMEHT nogkntouyeHus
nopTa M BKAOYEHNS GYHKLUNM NPOBEPKU CBA3M OTObparkaeTca ctatyc «Up».
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21. Cucremunblii :xypuaa (Log)
21.1. BeegeHune

®PYHKUMA CUCTEMHOIO KYPHana npeaHasHa4veHa 414 3anmncu cCocToaHne cuctemMbl, MHGOpMaLmio
O HEeucrnpaBHOCTAX U Aapyrylo uHbopmaumto. [pu  COOTBETCTBYIOWEN KOHPUrypauum
KOMMYTaTOp MOXET BbIrpyaTb daiabl ¢ 3anucamm Ha cepsep, nogaepusatowmn Syslog, 8
peXXnme peanbHOro BpeMeHM!.

ypHan cogeput mMHPopmaumio C aBapUIMHbBIMM COOOLLEHMAMM, O LUMPOKOBELLATE/IbHOM
LWTOpPMe, Nepesarpyske, npobaemax ¢ NamATbio U MHPOPMALMIO O AEeNCTBUAX NONb30BATENEN.

21.2. Hactpomka yepe3s WEB-uHTepdeiic

1. HacTpoWKa cucTemMHOoro ypHana

System Log Information Auto-refresh [ [ Refresh H Clear ][ == ][ << H -5 ][ >3 ]

Search Level

Clearlevel

| Al
| Al

]

]

The total number of entries is:45
Start from D |1

Level | Time lessage

Informational
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice

2015-08-07T15:13:13+08:00
2015-08-07T15:13:13+08:00
2015-08-07T15:13:13+08:00
2015-08-07T15:13:15+08:00
2015-08-07T15:13:17+08:00
2015-08-07T16:37:22+08:00
2015-08-07T16:37:23+08:00
2015-08-07T16:37:25+08:00
2015-08-07T16:37:26+08:00

SYS-BOOTING

LINK-UPDOWN

- Switch just made a cold boot.
LINK-UPDOWHN:
LINK-UPDOWHN:
LINK-UPDOWHN:
LINK-UPDOWHN:
LINK-UPDOWHN:
- Interface Vlan 1, changed state to down.
LINK-UPDOWHN:
LINK-UPDOWHN:

Interface Vlan 1, changed state to down.

Interface Vlan 1, changed state to down.

Interface FastEthernet 1/5. changed state to up.
Interface Vlan 1, changed state to up.

Interface FastEthernet 1/5. changed state to down.

Interface FastEthernet 1/3. changed state to up.
Interface Vlan 1, changed state to up.

S oo 102 1= 1 o He e [ | (2

2015-08-07T16:56:59+08:00
2015-08-07T16:57:04+05:-00
2015-08-07T16:57:04+08:-00
2015-08-07T16:57:04+05:-00
2015-08-07T16:57:04+08:-00
2015-08-07T16:57:04+05:-00
2015-08-07T16:57:04+08:-00
2015-08-07T16:57:04+05:-00
2015-08-07T16:57:04+08:-00
2015-08-07T16:57:39+05:00
2015-08-07T16:57:42+08:00

Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational

Power Alarm: entity id-1 state-Power Down

Port Alarm: entity id:1 port:FastEthernet 1/1 state:-Link Down
Port Alarm: entity id-2 port:FastEthernet 1/2 state:-Link Down
Port Alarm: entity id-4 port:FastEthernet 1/4 state-Link Down
Port Alarm: entity id-5 port:FastEthernet 1/5 state:-Link Down
Port Alarm: entity id:6 port:FastEthernet 1/6 state:-Link Down
Port Alarm: entity id:7 port:FastEthernet 1/7 state-Link Down
Port Alarm: entity id:8 port:FastEthernet 1/8 state:-Link Down
Port Alarm: entity id-9 port:FastEthernet 1/9 state:-Link Down
Power Alarm: entity id-1 state-Disable

Port Alarm: entity id:1 port:FastEthernet 1/1 state-Disable

clelRlEEEER

P = = = = = = = = = =
f] |—

Puc. 253. HacTpoiika cMcTeMHOro *KypHana

YpoBeHb noucka (Search Level)

Onuuu:  Error/Warning/Notice/Information/All
NHpopmaums/Bee).

3HauyeHune no ymonyaHuto: All (Bce).

®yHKUMA: BbIBOP ypoBHA 0TOBpaxkaemor MHGOpPMaLMM CUCTEMHOIO XKypHana.
YpoBeHb ouunctku (Clear level)

Onuwun:  Error/Warning/Notice/Information/All
NHpopmaums/Bee).

3HavyeHue no ymondanuio: All (Bce).

(OwwmbKa/NpeaynpeskaeHne/Ysegomnexme/

(OwwmbKa/NpeaynpeskaeHne/Ysegomnexme/
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®yHKUMA: BbIOOP YPOBHA yaansemor MHGOPMAUUM CUCTEMHOTO KypHana. Haxkmute <Clear>,
4TOObI YAANNTb MHDOPMALUIO KypPHANA COOTBETCTBYHOLLErO YPOBHS.

O6wee Konuuecrtso (The total number)

®PyHKUMA: 0OTOOPAXKEHNE KOIMYECTBA XKYyPHAN0B, YA0BNETBOPAOLWMX YCAOBUAM 3anpoca.
CrapToBbi ugeHTuduKartop (Start from ID)

PyHKUMA: HAaCTPOMKa CTapTOBOro MAEHTUDMKATOPA 3aNnCEN CUCTEMHOIO KypHana Ha TeKyLLen
CcTpaHuue. Bbl moxeTe HaxkaTb «Refresh», uTobbl OOHOBUTL 3anNMCKU KypHasia Ha TeKyLeWn
CTpaHuue. Ha Kaxaon cTpaHuue MmoxKeT oTobparkatbea Ao 20 3anmMceit CUCTEMHOIO XKypHana.

]
Haxmute , 4TOobBbl MPOCMOTPETb 3aNWCM KYpPHaNa Ha cneayowen CcTpaHuue.
NaoeHTMdMKATOp Hayana cnedylowen CTpaHuubl - 3TO MAEHTUPUKATOP nocaedHen 3anucu
YKYpHasa Ha TeKyLen cTpaHuLe.

Haxmute , 4yTOObI NPOCMOTPETL 3aMUCHK }KYPHANA HA NpeablayLLei cTpaHuLe.

= v
Haxkmute , 4TOObl NPOCMOTPETL 3aMNUCU CUCTEMHOTO KYPHANA Ha NoCNeAHeNn CTpaHuLe.
KoHeuHbIl naeHTUPUKATOP - 3TO MAEHTUMKATOP NoCegHEN 3anucK KypHana.

= o
Haxkmute , 4TObbI NPOCMOTPETL 3aMNMUCK XKypPHaNa Ha NepBoi cTpaHuue. MaeHTndukaTop
Hayana - aTo naeHTUdUKaATOP NepPBOMN 3aNUCK XKypHana.

2. 3arpysKa CUCTEMHOTO 3KypHasia Ha CepBep B PeXMme peasibHOro BPEMEHM.

System Log Configuration

Server Mode | |Enabled v
Server Address | | 192.165.0.154 |
Syslog Level Informational b
Write to Flash Enahled b

Puc. 254. 3arpy3Kka CUCTEMHOrO *ypHana Ha cepsep

Pexkum cepBepa (Server Mode)

Onuuu: Enabled/Disabled (BknatoueHo/BbikntoueHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

®PYHKUMA: BKAOYEHME M OTK/IOYEHME peXMMa 3arpy3Ku KypHana Ha cepBep B peasibHOM
BPEMEHM.

Appec cepsepa (Server Address)

®PyHKUMA: HacTpoiKa IP-agpeca cepBepa, Ha KOTOPbIN 3arpy*kaetcs MHPOPMaALUUA CUCTEMHOTO
YpHana.

YpoBeHb cUCTEMHOrO XKypHana (Syslog Level)

Oonuuu: Error/Warning/Notice/Information (Owwunbka/NpeaynpexxkaeHne/Ysegomnenue/
NHpopmaums).

3HavyeHune no ymondyanuio: Information (MHdbopmauus).

®yHKUMA: BbIGOP YPOBHA MHOOPMALMM CUCTEMHOIO XKYpPHana ANA 3arpy3Kku Ha cepsep.

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

SEWM20GT-D

3anucb B namartb Flash (Write to Flash)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikio4eHO).

3HayeHue no ymonyaHuto: Disabled (BbikntoueHo).

DyHKUMA: BKAOYEHNE U OTK/IOYEHUE peXkMma 3anuck Bo Flash-namsaTe.

Bbl MoKeTe ycTaHOBUTb NporpammHoe obecnedveHne «Syslog Servery», Hanpumep «Tftp32», Ha
MK ana cosgaHus cepBepa 3anunceit CUCTEMHOTIO XKypHana.

NHbopmaLMA CUCTEMHOIO KypHana MOXKeT oTobparkaTbCA Ha CepBepe B PeXKMME peasibHoro
BPEMEHMU.

- Tftpd32 by Ph. Jounin

Curtent Directory | D:\duangiacjuan'\Witpd32 334
Servernteface 1192168023 |  Server IP Address

Thp Server | Titp Chent | DHCP server [Syslog server | DNS server | Log viewer |

text frot
<132 ZJan 02 21:22:28 1970 MODULE _ETHDRV{evHndl_S} XLINEPROTO-5UPDOWN: Line protocol on Interface Ether... 19
<132 %Jan 02 21:22:30 1970 MODULE _ETHDRV{evHndl_S} ZXLINEPROTO-5UPDOWN: Line protocol on Interface Ether... 19¢
<132 ZJan 02 21:22:33 1970 MODULE _ETHDRV{evHndl_9] ZLINEPROTO-5UPDOWN: Line protocol on Interface Ether... 15C
<132> ZJan 02 21:22:35 1970 MODULE _ETHDRV[evHndl_S} ZLINEPROTO-5-UPDOWN: Line protocol on Interface Ether... 190
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Settings | Help |

Puc. 255. 3arpy3Kka uHpopmaLMm CUCTEMHOTO KypHa/ia Ha cepBep B peasibHOM BPeMeHMU

22. 3epkanupoBanue noptos (Port Mirroring)
22.1. BBegeHune

Bnarogapa ¢oyHKUMKM 3epKannMpoBaHUA MOPTOB, NOPT KOMMPYET BCe NepefaHHble U NPUHATbIe
AaHHble ogHOro nopTa (NOPT UCTOYHUKA) Ha Apyron (MopT HaszHayeHus). MopT Ha3HayeHusA, Ha
KOTOpPbIN NepeaaroTcs AaHHble, Kak NPaBMao, NOAKNOYAETCA K aHaAn3aTopy MPOTOKO/MOB UK
RMON-moHUTOpPY, A1A YyNPaBAEHUS,, MOHUTOPWUHIA U ANArHOCTUKN HEUCNPABHOCTEN.

22.2. Onucanne

KommyTaTop noanepXMBaeT TONbKO OA4MH MOPT 3ePKaNIMPOBaHUA, Ha KOTOPbIM OTNpaBAsAoTCA
[AaHHble (NOPT Ha3Ha4YeHMA), HO NPU 3TOM HET OrPaHUYEHMIA HA KOIMYECTBO NOPTOB UCTOYHUKA.
MopTbl, AaHHbIE KOTOPbIX 3€PKANMPYIOTCA, MOTYT 6bITb Kak B ogHOM VLAN Tak 1 B pasHbix. Mpu
3TOM NOPTbl UCTOYHMKA U HA3HAYEHUA 3EPKANMPOBAHUA TaKKe MOryT 6biTb B OAHOM WM B
pa3HbIx VLAN. MopTbl UCTOYHMKA M HAa3HAYEHMA AOIXKHbI 6bITb PasHbIMK NOPTAMMU.
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| | M3yyeHue AuMHamuuecknx MAC-agpecoB [OMKHO ObiTb OTKAIOYEHO Ha NopTy
Ha3Ha4yeHuA.

22.3. Hactpomka yepe3 WEB-uHTepdeiic

1. HacTtpoiika ¢pyHKLMN 3epKanMpOBaHMA NOPTOB

Mirroring & Remote Mirroring Configuration

Mode | Enabled v
Type |Fu'1irr|:|r V|
VLAN ID 1200 |

Reflector Port | Fort

Puc. 256. Hactpolika ¢pyHKLMM 3epKaNNpOBaHUA NOPTOB

Pexxum (Mode)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoueHo).

®PYHKUMA: BKAOYEHNE U OTKAOYEHNE GYHKLUKN 3epKanMpPOoBaHUA NOPTOB.
Tun (Type)

Onuyuu: Mirror

PyHKUMA: HAaCTPOMKaA PYHKLUMN 3epKaIMPOBAHUA NMOPTOB.

2. Bblbop NopTa UCTOYHMKA M MOPTa Ha3HaYeHMA AN1A 3ePKaMPOBaHUSA

Port Configuration

Port | Source [ Intermediate | Destination
1 |Both

Disabled
R anly

Tx anly

Disahled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
CPU | Disahled

(L=l == R I = N L

—
[}

—
—

—
%]

0100 0 5 0 8

[ Submit H Reset ]

Puc. 257. Bbibop nopTa UCTOYHMKA M NOPTa Ha3HaYeHun
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MopT uctouHumK (Source)

Onuwmun: Rx only/Tx only/Both.

®yHKUMA: BbIGOP AaHHbIX A4 3ePKaNMPOBaHUA NOPTa UCTOUYHMKA 3epKannpoBaHma. «Rx only»
O3HaYaeT, YTO Ha NOPTY UCTOYHMKA OTODOpPaAXKatOTCA 3€PKaA/IbHO TO/IbKO MOJIyYEHHbIE MaKeTbl. «TX
only» O3HayaeT, YTo Ha MOPTY WMCTOYHMKA OTOOPAXKAKOTCA 3€pPKAsIbHO TO/IbKO NepenaHHble
naketbl. «Both» 03HauaeT, Ha NOPTY UCTOYHMKA OTOOPAXKAIOTCA 3€PKA/IbHO KaK MOJyYEHHbIE,
TaK M nepegaHHble NaKeTbl.

MopT Ha3HauyeHun (Destination)

®yHKUMA: BbIBOP NopTa, KOTOpbIA ByaeT NOPTOM Ha3HayeHusa 3epKanvpoBaHuA. CyliecTsyeT
OAMH U TONbKO OA4MH NOPT Ha3HAYEHMA 3ePKaNMPOBaHMA.

22.4. [pymep TMNOBOM HAaCTPOWMKMN

Kak nokasaHo Ha pucyHKe 258, nopT 2 - 3TO MNOPT Ha3HAYEHUA PeXKMMa 3epKanpPOoBaHKS, a
nopT 1 — NopT UCTOYHMK. Bce nakeTbl Ha NopTy 1 3epKanupytoTca Ha NopT 2.

Mpouecc 3epHanMpoOBaAHKMA Ha YCTPOUCTEE

-————

-—1-» 0" O--1-»
HcTouHMK Mopr|HasHavYeHWA

. 1 o=, 2
HCTouHKK Mopr HazHayeHus

Xoct

YeTpolcTEO HOHTPOAA AAHHBIX

Puc. 258. MNpumep 3epkanmpoBaHua NOpPTOB

MpoLecc HacTPoMKu:

1. BkawounTte GYHKLMIO 3epKanmpoBaHus (cm. puc. 256).

2. HacTtpoiiTe nopT 2 Kak NOPT Ha3HauyeHMA 3epKannmpoBaHus, MopT 1 Kak NopT UCTOYHMKA
3epKaIMPOBaHUA, a PEXUM 3epKalbHOIO OTOBparkeHMA yCcTaHoBMTE B pexum «Both» (cm.
puc. 257).

23. JImarnocTuka
23.1. KomaHaa Ping

Monb3oBaTenn MOryT 3anyCcTUTb KOMaHAy ping, YTobbl NPOBEPUTb, AOCTYMHO M YCTPOMCTBO C
yKa3aHHbIM aZpecom M He MOBPEXAEHO /NN CEeTeBOe COeAMHEHWME BO BPEMS M1AaHOBOrO
06CNYKMBAHMA CUCTEMDI.
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1. Hactpoika KomaHabl Ping

ICMP Ping

IP Address 192.165.0.184
Ping Length | 45
Ping Count 5

Ping Interval | 1

Puc. 259. HacTtpoika KomaHabl Ping

IP-agpec (IP Address)

®opmar: A.B.C.D.

OnwucaHme: HacTpolika IP-agpeca yaaneHHOro ycTponcTea.
IP-agpec (IP Address)

HacTpanBaemblit guanasoH: 2 ~ 1452 6aiT.

3Ha4yeHue No ymon4yaHuo: 56 6ant.

OnucaHue: HacTpolika anmHbl ICMP-3anpoca (6e3 yyeTa 3aronioBKkoB naketos IP 1 ICMP).
CyetumK Ping (Ping Count)

Hactpausaembiii ananasoH: 1 ~ 60.

3Ha4yeHMe No ymonyaHuto: 5.

OnucaHuMe: HacTpoiiKa KoanyecTsa oTnpasasemMblx 3anpocos ICMP.
MHTtepsan Ping (Ping Interval)

Hactpausaembiit ananasoH: 0 ~ 30 cek.

3Ha4yeHue No ymon4yaHutio: 1 cek.

OnucaHuMe: HacTpolKa MHTepBana oTnpasku 3anpocos ICMP.

2. MNMpocmoTp pesynbTaToB BbINONHEHMA KOMaHAb! Ping

ICMP Ping Qutput

PING server 192 168.0.184, 56 bytes of data.

64 bytes from 192.168.0.184: icmp_seq=0, time=0ms
64 bytes from 192.168.0.184: icmp_seq=1, time=0ms
64 bytes from 192.168.0.184: icmp_seq=2, time=0ms
64 bytes from 192.168.0.184: icmp_seq=3, time=0ms
64 bytes from 192.168.0.184: icmp_seq=4, time=0ms
Sent & packets, received 5 QK. 0 bad

Puc. 260. OTobparkeHune pe3ybTaToB BbINOAHEHNA KOMaHAbI Ping

BbIxoAHble AaHHblE KOMAHAbI PiNg BK/IOYAIOT B Ce6A OTBET YCTPOMCTBA HAa3HAYEHMA Ha KaXKabln
naket 3anpoca ICMP u cTaTUCTUKY NaKeTOB, COBpaHHYO BO BPEMSA BbINO/JIHEHUSA KOMaHAbI ping.
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24. PacmiudpoBka abopeBuaTyp

A66pesuartypa | MonHoe HaumeHoBaHUe HanmeHoBaHMe Ha pycCKOm A3biKe
ACE Access Control Entries 3anucm CNUCKa KOHTPOAA A0CTYNa
ACL Access Control List CnNMCOK KOHTPOA1A A0CTYNa
ARP Address Resolution Protocol MpoTokon onpeaeneHna agpeca
BootP Bootstrap Protocol MpoToKkon, NCNOJIb3yeMbli ans
ABTOMATUYECKOTO MOJIyYEHUA KANEHTOM
IP-agpeca
BPDU Bridge Protocol Data Unit NMpoTokon ynpasaeHuA ceTeBbIMMU
MOCTamm
CIST Common and Internal Spanning | Obwee W BHYTpeHHee cBA3ylOWEe
Tree hepeso
CLl Command Line Interface NHTepdenic KoOMaHAHON CTPOKMK
CoS Class of Service Knacc cepsuca
CST Common Spanning Tree Obuwee cBasylolee AepeBo
DHCP Dynamic Host Configuration | MpoTokon AMHAaMUYECKON HACTPOMKK
Protocol y3na
DHP Dual Homing Protocol MpoTtokon Dual Homing
DNS Domain Name System Cuctema AOMEHHbIX UMeH
DSCP Differentiated Services Code Point | Touka Koga AudpdepeHUNPOBaAHHbIX
yenyr
EAPOL Extensible Authentication Protocol | lpoToKkon uWHKancynauumn naketos EAP
over LAN yepes LAN
GARP Generic  Attribute  Registration | MpoTokon  peructpaumMm  OCHOBHbIX
Protocol aTpubyTtos
GMRP GARP Multicast Registration | Mpotokon GARP gna peructpaymm
Protocol MHOroaapecHbIX rpynn
GVRP GARP VLAN Registration Protocol MpoTtokon GARP gna peructpauymmn VLAN
HTTP Hyper Text Transfer Protocol lMpoToKkoN nepepaum rmnepTeKkcTa
ICMP Internet Control Message Protocol | [IpoTOKOA MeXKceTeBbIX YNPaBAAKOLMX
coobLeHni
IGMP Internet  Group  Management | lpoToKon ynpasneHua rpynnamm
Protocol NHTepHeTa  (NpOTOKON  ynpaBaeHus
roynnosoit  (multicast)  nepegauelt
OAHHbIX B  CeTAX, OCHOBAHHbIX Ha
npoTtokone IP)
IGMP Internet  Group Management | [IpoTOKOA  OTCNEXMBAHUA  CETEBOro
Snooping Protocol Snooping Tpaduka IGMP
IST Internal Spanning Tree BHyTpeHHee cBasylowee gepeso
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LACP

Link Aggregation Control Protocol

MpoTokon arperaumen

KaHasoB

ynpasaeHus

LACPDU

Link Aggregation Control Protocol
Data Unit

BnoK paHHbIX NpPOTOKONA ynpasaeHusA
arperaumen KaHanoB

LLDP

Link Layer Discovery Protocol

MpoToKon obHapyKeHWUA YypOBHA KaHana

LLDPDU

Link Layer Discovery Protocol Data
Unit

BNIOK AaHHbIX NPOTOKONA OBHapyXKeHUA
YPOBHA KaHana

MIB

Management Information Base

basa ynpasnstowein nHpopmaymm

MSTI

Multiple Spanning Tree Instance

MHCTaHC MHOXECTBEHHOTO CBA3YHOLLEro
fepesa

MSTP

Multiple Spanning Tree Protocol

MpoTokon MHOeCTBEHHOrO
cBAsyowero aepesa (B oAWH MHCTaHC
MSTP  moryt  BXOAWTb  HECKO/bKO

BMPTYa/ibHbIX CETEN NPU YCNOBUU, YTO UX
TONONOrMA 0AMHaKOBA)

NAS

Network Access Server

CepBep ceTeBOro 40CTyna

NMS

Network Management Station

CraHumA ynpasaeHmnAa CeETbo

NTP

Network Time Protocol

MPOTOKON CUHXPOHM3ALUN BPEMEHM

OID

Object Identifier

NpeHTndmKkaTop obbeKTa

PCP

Priority Code Point

TouKa Koga npuoputeTa

POE

Power Over Ethernet

TexHonorMa nepegayuvm  yaaneHHomy
YCTPOICTBY 3N1EKTPUYECKON 3HEPTUn

PSE

Power Sourcing Equipment

MCTOYHMK 3J'IEKTpW-IeCKOl\;1 IHEPrnun

PVLAN

Private VLAN

0O6ocobneHHbIN VLAN

QcCL

QoS Control List

KoHTpoAbHbIN IncT npoToKkona QoS

QoS

Quality of Service

KauectBo o06cnyskuBaHusa (TexHosnorus
NpPeaoCcTaBNeHNn pPasMYHbIM Knaccam
TpaduKa pasAnYHbIX NPUOPUTETOB B
obcnyxumBaHnK)

RADIUS

Remote Authentication Dial-In

User Service

MpoToKon ans peanusaumm
ayTeHTUdMKauumn, aBTopnsaummn m cbopa
cBeaeHui 06 MCNoNb30BaHHbIX pecypca

RMON

Remote Network Monitoring

OVNCTaHUMOHHbLIN ~ MOHUTOPUHT  CeTU
(pacwupeHne SNMP, paspaboTaHHoe
IETF)

RSTP

Rapid Spanning Tree Protocol

BbICTpbI NPOTOKON CBA3YOLWENO AepeBa
(sepcus npoTtokona STP ¢ ycKopeHHoW
peKoHUrypaumen aepesa)
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SFTP Secure File Transfer Protocol MpoToKon 6e3onacHom nepegaumu
OAHHbIX

SNMP Simple Network Management | MpocTon NPOTOKO/ CeTeBoOro

Protocol ynpaBneHns (MHTEPHET-NPOTOKOAN ANs
ynpassieHus yctponcTeamm B IP-ceTsix Ha
ocHoBe apxutekTyp TCP/UDP)

SNTP Simple Network Time Protocol MpocToM  NPOTOKON  CUMHXPOHM3AUMMK
BpeEMeHMU (aBnseTca YNPOLLEHHOMN
peanusaumnen npotokona NTP)

SP Strict Priority Ctporuii npuopureT

SSH Secure Shell «be3onacHaa  obosnouyka»,  ceTeBOU
NPOTOKOA MPUKIALHOIO YPOBHA

SSL Secure Sockets Layer YpoBeHb 3aWMLLEHHDbIX COKeTOoB,
Kpuntorpaduyecknin NnpoTOKON

SSM Source Specific Multicast MHoroagpecHas paccblaKa ona
KOHKPETHOI0 UCTOYHMKA

STP Spanning Tree Protocol MpoTokon cBA3yoLWEro gepesa

TACACS+ Terminal Access Controller Access | Cuctema KOHTpOAA pocTyna

Control System KOHTpO//epa K TEpMUHANaM

TCP Transmission Control Protocol MpoToKoAa ynpaBaeHnsa nepeaayen

UDP User Datagram Protocol MpoTokon NOJ/Ib30BaTENbCKUX
JaTarpaMmm

USM User-Based Security Model Mopgenb 6e3o0nacHocTM Ha OCHOBe
nonb3oBaTenemn

VLAN Virtual Local Area Network BMpTyanbHaa noKanbHaA ceTb

WINS Windows Internet Naming Service | Cnyxba peructpauym u paspelueHun
MMEH KOMMbIOTEPOB

WRR Weighted Round Robin B3BelleHHasa o4epeab
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